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Background

In July 2025, President Ferdinand “Bongbong” Marcos (PBBM) revealed how many of
the flood control projects were failures, leading to disastrous consequences for many Filipinos.
In a country besieged by natural disasters, risk reduction and management is essential to
saving lives and livelihood. For decades, the Philippines has had to survive extreme flooding,
brought about by weather conditions that are exacerbated by climate change.

Since then, the government has taken steps to investigate the massive corruption
behind these projects. The Filipino people responded with outrage, and on September 21, 2025,
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conducted massive protests in several areas of the country.? Tragically, some of the protests
escalated into violent riots that led to injuries and 2 deaths.3*°

Methodology

We used Pamment's ABCDE Framework® to guide our investigation, and the DISARM
Red Framework’ to codify the tactics, techniques, and procedures (TTPs) we observed. To
deepen our analysis, we also sought out inauthentic account amplification, specifically those
related to a fabricated NED memo. We did this by examining known pro-PRC local influencers
on Facebook, manually documenting their posts, sharers, and commenters. We then analyzed
these accounts and gave them scores using weighted indicators of inauthenticity. To facilitate
our investigation, we utilized tools such as Google Pinpoint Al (for video transcription), Google
Sheets, the Internet Archive Wayback Machine, Archive Today, and SingleFile (for archiving our
observations), Adobe Photoshop and Miro to present and organize our findings, and reverse
image search tools such as Google Lens and Yandex to trace the source of media. To describe
the effect of the incident, the Brookings Breakout Scale was used.®

In examining the accounts to classify them as authentic or inauthentic, we employed a
quantitative method to improve objectivity. We assigned weights to commonly used metrics and
signals of inauthenticity, based on previous investigations in investigating inauthentic accounts.
Some examples of metrics we used include suspicious names like ones made with fantasy
name generators, suspicious profile photos (e.g., Al-generated, stolen), having few to no original
media, suspicious bios like generic text, bad follower:following ratios, and suspicious posting
times and speeds, which can indicate bot-like behavior.

Using a spreadsheet, we manually analyzed 645 accounts that shared or commented on
Cruz’'s post. Each entry was then given binary scores in the style of a checklist, with “1”
signifying a tick in the cell, which would then be multiplied by the weight below the column
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header, and tallied up with a formula in the last column with the total weighted score. Based on
their total scores, the accounts were classified as “likely authentic”, “low likelihood inauthentic”,
“medium likelihood inauthentic”, and “high likelihood inauthentic”.

few_original_content sus_posting_speed sus_posting_time spa sus_geolocation inauth_metrics total inauth_temperature C
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Figure 3: Weighted metrics of inauthenticity. Top rows showed the common indicators of
authenticity. The total weighted score is used to classify the likelihood of inauthenticity.

Due to limited time and resources, the investigation focused on Facebook, as it is the
most commonly used social media platform in the Philippines with 95.8 million users out of an
Internet population of 98.0 million.°® This puts Facebook’s penetration rate at 97.75% of the
Internet population of the Philippines. Data was also manually gathered as opposed to using
automation or APIs, which added a layer of difficulty to the investigation. The investigation also
focused on inauthenticity of accounts, rather than coordination due to time and resource
constraints.

Findings

Following the September 21, 2025 protests, PRC state-controlled and state-aligned actors
began reframing the protests. On the day of the protests, a news report from state-controlled media
added public dissatisfaction over "geopolitical games" played by the Philippine-government, a
narrative that was never mentioned either in the rallies or in the placards carried by the rallyists. Days
after the protests, foreign actors who have historically amplified pro-PRC stances and local
PRC-affiliated organizations and individuals started circulating the narrative that the protests were
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US-backed. Notably, a fabricated memo from the National Endowment for Democracy (NED) was
shared by pro-Duterte vloggers who also spread pro-PRC stances. It was shared by a local
celebrity and personalities with significant reach and influence.

Attributing the protests to the United States is not a new narrative. The same was said
about the 2020 Thailand protest'® and recent movements in Indonesia and Nepal." In a 2021
interview with CGTN, a China state-controlled media outlet, Brian Berletic alleged that the
different opposition movements from “violent mobs” in SouthEast Asia and Hong Kong were
funded by the United States through organizations such as NED. He described the protests as a
“larger, long-term goal of encircling, containing, and undermining China in a bid to maintain
American hegemony across Asia”.'? Berletic is a state-aligned pro-PRC and pro-Russian
influencer who presents himself as an ex-military personnel (T0097.105)." U.S. skepticism is a
meta-narrative that is prevalent in Foreign Information Manipulation and Interference (FIMI)
operations in the Indo-Pacific. Specifically, it emphasizes that the U.S. cannot be trusted and will
always advance its own interests, despite the harm done even to its partners, such as the
Philippines.

NOV 29, 2021

ACPh

OCT 1, 2025
OCT 6, 2025

~  Philippine Flood
\ Control Scandals
2024-2025

Figure 1: Narrative flows from state-aligned actors and influencers on the 2025 September 21
Philippine anti-corruption protests
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Sub-narratives included framing PBBM as a U.S. lackey, and that the September 21
protest was U.S.-funded and U.S.-instigated violence. Relatedly, there are narratives on how the
U.S. is destabilizing the Marcos administration because he is much less willing to be a U.S.
proxy. This is also not a new narrative, as something similar was documented in Doublethink
Lab’s investigation in 2024." Considering these narratives, it could be inferred that the primary
objective was to use the narratives on the protests to gain domestic political advantage
(T0074.001)" by degrading PBBM (T0066)'® and geopolitical advantage (T0074.001)" by
promoting US skepticism.

From the narratives and content in this incident, we determined that one of the main
objectives is to advance geopolitical interest (T0074.001: Geopolitical Advantage), by
undermining the reputation of the U.S. and promoting skepticism, as well as degrading (T0066:
Degrade Adversary) the current president, Ferdinand “Bongbong” Marcos Jr. The actors
identified above present themselves as experts (T0097.108: Expert Persona) and journalists
(T0097.102: Journalist Persona), lending credibility to their opinions. Berletic also presents
himself as an ex-military personnel (T0097.105: Military Personnel Persona).

The main actors involved in this incident were local PRC-aligned organizations and
personalities that present themselves as experts (T0097.108)"® and journalists (T0097.102)",
as well as other local and foreign influencers who have been previously identified as seeders
and amplifiers of PRC propaganda. On YouTube, Global Talk News Radio (GTNR), another
PRC-aligned channel with 43k followers on Facebook and 66.5K subscribers on YouTube,
posted an episode regarding the protests which reached 3.3K views as of February 2026.%°
PRC-aligned actors are defined as, “cannot be directly attributed to state control or funding and
therefore remain unattributed but show systematic signs of alignment with a state entity”.?'
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Asian Century Philippines Strategic Studies Institute (ACPh)?? is a PRC-aligned®
self-described think tank that has produced limited verifiable research.?* Ado Paglinawan, Vice
President for International Affairs of ACPh, shared a YouTube video from The New Atlas that
was spreading the conspiracy theory (T0022.001)* that the U.S. was instigating protests in Asia
through NED.?®

The New Atlas YouTube channel is run by Berletic. On the day of the September 21
anti-corruption protests, he spread the U.S.-NED-funded destabilization conspiracy narrative
through his X account which garnered 28.9K views,?” and through a second X post?® sharing the
video previously mentioned. As of February 2026, Berletic had 120.9K followers on X?° and
302K subscribers on The New Atlas which garnered 56k views.*

The most notable observable that the investigation focused on was a post by pro-Duterte
influencer Elizabeth Joie “De Vivre” Cruz who has 266K Facebook followers. Cruz is associated
with ACPh, having been a “political observer” at one of its forums in 2024.3' On September 30,
2025, she posted a falsified NED memo (T0089.003)%* and accused the organization of funding
the September 21 protests and having a hand in the violence which occurred during the
demonstrations later that day.*® As of February 2026, Cruz's post had 277 comments and 1K
shares. It was shared by prominent figures who have significant influence and following online,
including Retired Police General Filmore Bondilles Escobal®* (248K followers) and celebrity
Richard Poon (565K followers).** Another Pro-Duterte influencer, Mark Lopez (247K followers),
shared the same image on his Facebook wall a day later.*® NED released a statement
denouncing the memo as a forgery.*”
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Figure 2: Fabricated NED memo about the September 21 anti-corruption protests mentioned
supporting and mobilizing organized protests, including “more radical and confrontational
actions”



Democracy.Net.PH examined the accounts that commented on and shared Cruz's post.
Forty-seven (47) out of 392 (12%) publicly viewable shares were made by highly likely
inauthentic accounts, while 41 out of 252 (16.2%) accounts that shared Cruz’s post were highly
likely inauthentic. These inauthentic accounts amplify the U.S. interference narrative and further
manipulate public perception (T0049.001: Trolls Amplify and Manipulate) by sharing and
commenting on the forged NED memo. Inauthentic accounts amplify the U.S. interference
narrative and further manipulate public perception (T0049.001: Trolls Amplify and Manipulate)
by sharing and commenting on the forged NED memo.
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While our investigation did not explore explicit coordination between actors in these
incidents, we did find extensive evidence of inauthentic behavior. A notable percentage of
commenters and sharers of Cruz’s post disseminating a fabricated NED account were clearly
inauthentic actors. For instance, a number of accounts examined seem to be “posting to the
ether” by constantly sharing posts to virtually non-existent audiences. One of them has an
account age of 18 years old, yet still has only a single friend, and shares posts and reels at
rapid inhuman bot-like speeds.

The substantial amount of inauthentic accounts amplifying the observables lead us to
believe that there is coordinated inauthentic behavior trying to manipulate public perception of
the anti-corruption protests, reframing it from righteous anger against corrupt politicians and
government officials, into US-funded protests against President Marcos Jr.

According to Filippo Menczer of Indiana University, the fraudulent commenting and
sharing of posts can result in their amplification in feeds and social media algorithms.** These
lead to an increase in visibility of the posts in user feeds, which can lead to organic uptake and
traction among genuine users, as well as a bandwagon-feedback loop of escalating reach and
virality.*®

We should also consider the authentic amplification of the fabricated NED memo. Given
the reach of the influencers spreading the narrative regarding the alleged U.S. interference in
the September 21 protest and the celebrity amplification by influential personalities, we
classified this incident as a Category 5 on the Brookings Breakout Scale. Weaponizing and
exploiting legitimate protests to advance partisan interests, whether in the domestic or
geopolitical space, is manipulative and harmful to the public sphere. While the narrative on U.S.
interference did not spill over to real world consequences, the legitimacy of voicing discontent
must be protected.

Recommendations

Democracy.Net.PH recommends the establishment of policies and mechanisms to
identify, prevent and penalize inauthentic, coordinated, and/or paid amplification instead of
focusing only on the veracity of narratives. Doing so will ensure that interventions are
rights-based, since it takes into consideration freedoms of expression, information, and of the
press. Focusing on behavior, one of the foundations of the FIMI paradigm, also means that
interventions will be actor-agnostic, since they will focus on what is being done instead of who is
doing it.

% Filippo Menczer, “Facebook’s algorithms fueled massive foreign propaganda campaigns during the
2020 election — here’s how algorithms can manipulate you”, The Conversation, September 20, 2021,
https://theconversation.com/facebooks-algorithms-fueled-massive-foreign-propaganda-campaigns-during-
the-2020-election-heres-how-algorithms-can-manipulate-you-168229

% Bjarke Mansted, Piotr Sapiezynski, Emilio Ferrara, and Sune Lehmann, “Evidence of complex
contagion of information in social media: An experiment using Twitter bots”, PLoS ONE 12(9): e0184148,

September 22, 2017, hitps://doi.org/10.1371/journal.pone.0184148
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On the identification and detection side, we recommend the further development of
frameworks for weighted metric scoring systems to determine levels of inauthenticity accounts
and behaviors. We are looking towards engaging in additional research and collaboration with
other investigators on this front.

Democracy.Net.PH also advocates for widespread Media Information Literacy (MIL),
including the introduction of the concepts of Influence Operations and FIMI in addition to other
information disorders such as disinformation. This is necessary to make the Filipino public
self-aware of and more resilient against engineered manipulation being conducted on them.

We also recommend the identification, monitoring, and reporting on the behavior and
actions of threat actors who do not hide their real-world identities. Moreover, we recommend the
coordination and information sharing with other investigative and journalistic groups.

We have likewise been working with members of civil society, journalists, and
policymakers such as lawmakers in order to advance these recommendations. We, along with
like-minded groups, have been attending hearings and technical working groups at Congress in
order to help craft effective legislation to address these issues. In this regard, better coordination
between stakeholders and pressure on legislators must be pushed in order to pass laws that
can hold bad actors performing CIB such as troll, account, engagement, and click farms to
account. With the current lack of legislation, CIB runs rampant with entire local black market
industries victimizing not just Filipinos, but also international communities as these perpetrators
supply their illicit activities overseas.*

This incident was considered a Category 5 in the Brookings Breakout Scale because of
the participation of several well-known personalities in spreading the false narrative. However,
as mentioned earlier, we recommend interventions that focus on behavior rather than content,
such as amplification and CIB.

Coordinated Inauthentic Behavior (CIB) has fractured society’s shared reality and stifled
public expression. By targeting CIB and its systemic amplification, we can dismantle the
manipulative networks that distort political perception. These interventions are vital steps toward
restoring genuine discourse and rebuilding a common factual foundation.

% Shashank Bengali and Evan Halper, “Troll armies, a growth industry in the Philippines, may soon be
coming to an election near you”, Los Angeles Times, November 19, 2019,
https://www.latimes.com/politics/story/2019-11-19/troll-armies-routine-in-philippine-politics-coming-here-n
ext
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