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Executive Summary

Amid China's expanding global data reach—fueled by the rapid
international adoption of China-linked artificial intelligence—this
report examines how the People's Republic of China is projecting an
authoritarian model of data governance beyond its borders and how Al
services controlled by Chinese entities may reinforce that model.

It then outlines the systemic risks these data practices pose to privacy
and democratic resilience, and proposes a DSR strategy: Defend public
systems, Screen Chinese Al services, and Rally democratic allies for
regulatory harmonization. The name "DSR strategy" is deliberately
chosen to counter China's own DSR: the Digital Silk Road, which
represents Beijing's broader push for geopolitical influence through
exporting digital infrastructure and shaping global data norms.

Part |l. China's Global Data Reach and Authoritarian Governance

China's data governance model is characterized by authoritarian
features rooted in arbitrary party-state power and a lack of
institutional checks on data access. At the corporate level, party-
state integration enables the Chinese government to exert influence
over company decision-making and compel compliance with state data
demands. This is reinforced by expansive data access laws that require
Chinese firms to hand over data collected abroad, along with outbound
transfer restrictions for information deemed relevant to national security
or strategic interests.

Beyond facilitating an asymmetrical global flow of data, China's party-
state dominant model is defined by sweeping "holistic national security"
justifications, the absence of independent judicial oversight, and broad
exemptions for state actors from personal data protection obligations.
As Chinese digital services gain footholds in foreign markets, this model
generates systemic risks for global privacy and democratic resilience.
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Part Il. Data Practices of Chinese Al Services: A Privacy Policy Review

The risks posed by China's authoritarian governance model are further
compounded by the data practices of its digital service providers.
Drawing on credible media sources and a review of privacy policies
accessible to users in Taiwan, this report analyzes the data practices of
ten widely used generative Al services with reported operational links to
China.

e Some services explicitly state that they store user data in China.

o Others, despite being operated by entities incorporated abroad,
maintain corporate structures, intra-group data transfer
mechanisms, and legal obligations that create channels through
which globally collected personal data can be transferred to or
accessed by Chinese government authorities.

o Across 11 identified data types, most services collect between 8
and 11, averaging nearly 9 per provider. Particularly concerning
are practices involving the collection of user inputs, sensitive
data, and inferred personal information.

Importantly, these findings suggest that even services registered
outside the PRC—possibly in an effort to "de-China"—do not
necessarily eliminate the pathways through which overseas user data
may flow back to China.

Partlll. The PRC's Potential Data Access and Risks to Democracy

China's expanding global data access poses risks that span from
individual privacy to the foundations of democratic governance.

Through broad consent mechanisms, users of reportedly China-
linked Al services effectively grant a "blank check" for extensive data
collection, storage in China, and intra-group data sharing. The pervasive
harvesting of personal information, combined with inferences about
sensitive traits, enables the construction of detailed user profiles that
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render individuals transparent, fixed, and predictable. These intrusive
profiles, when paired with Al models trained or fine-tuned on globally
sourced data, can significantly enhance China's intelligence-gathering
capabilities.

At the societal level, aggregated user data enables the construction
of a comprehensive "societal mosaic" of democratic communities,
exposing their vulnerabilities and social fault lines. This "authoritarian
gaze" threatens the "obscurity" that underpins privacy and enables more
targeted, covert, and cognitively potent influence operations. Together,
these forms of data exploitation undermine autonomy, both individual and
collective, and present a profound challenge to democratic resilience.

Part IV. Policy Recommendations: The DSR Strategy

To address these risks, this report proposes a three-part DSR strategy
for Taiwan and its democratic partners:

1. Defend public systems by banning Al services that are
substantially controlled by China-based or Chinese-owned entities
from use in government and critical infrastructure.

2. Screen these Chinese Al services through inbound review
mechanisms that condition market access on compliant data
practices—particularly by default prohibiting the transfer of user
data to China.

3. Rally democratic allies to harmonize cross-border data regulations
and build collective resilience against authoritarian data
exploitation.

Taiwan must urgently reform its overly permissive cross-border data
transfer regulations. By prioritizing data practices, the operational-
centric approach proposed in this report offers a more practical
alternative to ownership-centric models, such as TikTok bans, currently
being pursued in the United States.
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Introduction:
Authoritarian Data
Governance in China's
Al Expansion
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When China’'s Al
Push Go Global

From telecom networks and data centers to social platforms, China's
growing global digital footprint is raising alarm over the flow of data to
China and the potential for authoritarian access.” Labeled by scholars as
China's "data trafficking,"” these concerns have grown more acute with
the rise of artificial intelligence (Al). Al is inherently data-hungry: training
models and generating inferences, especially for generative Al and large
language models (LLMs), requires constant streams and unprecedented
amounts of data.’

Meanwhile, China is promoting the global expansion of its Al technologies.
Long committed to an application-driven Al strategy, it prioritizes rapid,
large-scale deployment to accelerate commercialization and ensure
global market readiness.” Most recently, China's Ministry of Commerce
issued The Several Policy Measures on Promoting Service Exports ( xF
RHIRSHOMNE FEERIER ),° further signaling that China is not merely
exporting manufactured goods, but is positioning itself as a global provider
of data-driven and Al-enabled services.

Under this strategic push, Chinese Al is gaining significant traction
worldwide. China now reportedly accounts for 36 percent of the world's
1,328 LLMs, second only to the United States.® Nearly one-fifth of global
users now opt for Chinese-developed Al models, largely due to their cost-
effectiveness.” This adoption extends well beyond individual users to
major corporations: HSBC and Standard Chartered have reportedly tested
DeepSeek internally; Saudi Aramco has deployed it in its main data center;
and leading cloud providers, including AWS, Microsoft, and Google, are
offering DeepSeek services to their clients.?

Even more significantly, Chinese Al systems are increasingly embedded
in a wide array of consumer products and devices—from multimodal
Al agents and audiovisual content generators to operating systems for
mobiles and robotics.’ This global diffusion has accelerated since the
launch of DeepSeek, which is especially attractive to countries lacking
the infrastructure to develop reliable Al systems of their own.*® A recent
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China's Expanding

Data Reach and the
Gap in Democratic

Response

report by leading venture capital firm Andreessen Horowitz further
indicates that almost half (22) of the top 50 generative Al applications
by monthly active users were developed in China—though only three are
primarily used domestically.**

Accompanying the spread of Chinese Al services are data practices
that transmit the personal information of global users back to the
People's Republic of China (PRC).*” For example, a recent investigation
by Taiwan's National Security Bureau into five popular Chinese Al
applications—such as DeepSeek and Doubao—highlights widespread data
security risks, including requests for location access, screenshot capture,
forced acceptance of unreasonable privacy policies, and the collection of
device information.*®

In response, many democracies have barred government agencies from
using those services and tools, particularly DeepSeek.** Legislative
efforts are also underway. In the U.S., for example, bipartisan lawmakers
have introduced several bills, including the No DeepSeek on Government
Devices Act, which would prohibit federal employees from using DeepSeek
on government-issued devices;*® the No Adversarial Al Act, which seeks
to ban agencies from acquiring or using Al developed by companies
linked to adversaries such as China;*® and the Protection Against Foreign
Adversarial Artificial Intelligence Act, which would bar federal contractors
from deploying Chinese-developed Al systems."’

However, even if enacted, these measures remain narrowly focused on
the public sector, leaving the adoption of Chinese Al across the private
sector largely unaddressed. A similar gap exists in Taiwan. Although the
Cyber Security Management Act ( E@Z2EI2%) was amended earlier
this year (2025),*® its restrictions apply only to public entities and critical
infrastructure providers, with little oversight of Chinese ICT products used
in other sectors.
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Countering the
Authoritarian Gaze:
The DSR Strategy

With few jurisdictions imposing restrictions beyond the public sector,®

there remains no comprehensive framework to address the "inbound"
spread of Chinese Al systems and services into democratic markets.?°
Adoption by businesses and individual consumers is largely unregulated:
individuals can freely access these tools via the open internet, and
companies are able to integrate them into their operations.

As a result, Chinese Al-powered products continue to cross borders
and embed themselves in democratic information systems with few
safeguards—leaving democracies vulnerable to potential authoritarian
data access and exploitation.

Especially in an era where data and information flow across borders,
freedom-loving societies must strike a balance between the openness of
democratic environments and the risk of authoritarian abuse. Likewise, if
one is to take Al's potential disruption to democracy seriously, it is crucial
not to focus narrowly on how democracies build Al. A more immediate
task is to develop a systematic approach for understanding, and remaining
vigilant about, how authoritarian Al is quietly permeating democratic
information ecosystems.

To do so, this report shows and explains how the PRC is projecting its
authoritarian approach to data access and control globally, an effort
that may be reinforced by the rise of China-linked Al services, and
how like-minded countries can respond to the democratic challenges
these data practices pose.
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It begins by analyzing the authoritarian characteristics of the PRC's
data governance framework, then explores how Chinese Al services
may be extending that model worldwide, and concludes with policy
recommendations to safeguard democracy against the systemic risks of
authoritarian data control.

Importantly, for the purposes of this report, "Chinese" services are defined
not solely by formal registration location, but by whether the service is
substantially controlled by China-based or Chinese-owned entities.

In doing so, the report offers the following key insights:

1. The PRC's data governance model exhibits authoritarian
characteristics rooted in arbitrary party-state power and a lack
of institutional constraints.

While many studies have warned of the PRC's potential access to
overseas data,” this report may be among the first to systematically
map China's data governance framework and identify its
authoritarian characteristics.

Under its party-state dominant model, the government maintains
an asymmetrical flow of data: it can compel Chinese companies
to hand over data collected abroad, while restricting outbound
transfers when the data involve national or strategic interests.

This model is defined by sweeping national security justifications,
the absence of independent judicial oversight, and broad
exemptions from personal data protection obligations.
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2. Data practices of reportedly China-linked Al services may
reinforce authoritarian approaches to data control.

DeepSeek is not the only China-linked Al service gaining global
popularity. From the perspective of Taiwanese users, a linguistically
proximate market, this report identifies ten widely used Al assistants
and companion services that are reportedly connected to China.
These services were selected based on global usage statistics, the
biannual generative Al report by Andreessen Horowitz, and credible
media reports and online sources. The report then examines their
data practices through a close review of publicly available privacy
policies.

The analysis finds that, if the reported ties to China are accurate,
these services may support the PRC's authoritarian approach to
data access and control through practices such as storing overseas
user data in China, sharing data within corporate groups, and
complying with government "lawful" access requests. The scope
of data collection is often extensive, with particularly concerning
practices involving user inputs, sensitive data, and inferred personal
information.

3. To address associated risks, democracies must adopt a DSR
strategy: Defend public systems, Screen Chinese Al services,
and Rally allies for regulatory harmonization.

This report identifies the risks posed by the PRC's potential access
to and exploitation of data, which span from individual privacy
violations to collective challenges for democratic governance.

To address this expanding "authoritarian gaze," the report proposes
a three-part DSR strategy: Defend, Screen and Rally—a name
deliberately chosen to counter China's Digital Silk Road (also
commonly abbreviated as DSR), which represents Beijing's global
push for digital infrastructure influence.??
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(1) Defend public systems from authoritarian Al by banning
Chinese Al services across government agencies and critical
infrastructure.

(2) Screen Chinese Al services through inbound review
mechanisms that condition market access on compliant
data practices—particularly by default prohibiting the
transfer of user data to China.

(3) Rally democratic allies to harmonize cross-border data
regulations, building collective resilience against authoritarian
data exploitation.

While the focus is primarily on Taiwan, these recommendations are
equally relevant to other democratic allies. Taiwan, in particular,
must urgently revise its overly permissive framework for regulating
cross-border data flows and establish the proposed inbound review
mechanisms with clear legal authority and enforcement capacity.

By centering on data practices, this operational-centric approach
offers a more practical path for Taiwan than the ownership-centric
model—such as TikTok bans—currently being promoted in the
United States. The U.S. will also require new legislation to effectively
address the data access risks posed by the global expansion of
Chinese Al services.

To develop these arguments, this report is structured in four parts: Part |
outlines China’ s global data reach and authoritarian governance model;
Part Il reviews the data practices of ten reportedly China-linked Al
services; Part lll assesses the PRC’ s potential data access and its risks to
democracy; and Part IV presents policy recommendations to strengthen
democratic resilience.
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Part I.

China's Global Data
Reach and Authoritarian
Governance
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China is advancing a global strategy to expand data access while
embedding authoritarian governance into digital infrastructure. At the
corporate level, party-state integration is institutionalized to ensure
the Chinese Communist Party (CCP) retains influence over corporate
decision-making and the fulfillment of state data demands.

The PRC also enforces sweeping data access laws that compel Chinese
companies to hand over data—including information stored abroad—when
requested by authorities. Meanwhile, Beijing imposes strict cross-border
data controls that can block the re-outflow of foreign data once it enters
China's jurisdiction.

These arrangements form a party-state dominant model of data
governance, marked by:

e Arbitrary state power, enabled by a vague and expansive
concept of "holistic national security";

» Lack of independent judicial checks on data access decisions;

 Sweeping exemptions for the party-state under the Personal
Information Protection Law (PIPL).

This model poses systemic risks to global privacy and democratic
resilience, especially where Chinese digital services gain footholds in
foreign markets.
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1.
Background: China's
"Big Data" Ambition

China has elevated data to a core factor of production and positioned
large-scale data aggregation as a central pillar of its national
development strategy—aiming to drive industrial upgrading, enhance
governance, and boost economic returns through integrated digital
infrastructure and cross-sector applications.

China's big data strategy was first introduced in 2014 through its inclusion
in a national government work report, marking the start of broad state-led
efforts to utilize data for both economic development and governance.?
In the following years, the strategy expanded to focus on the growth of
supportive industries and digital infrastructure, reflecting China's ambition
to become a leading global data powerhouse.*

A major milestone came with the 13th Five-Year Plan (2016-2020), which
launched a comprehensive national big data strategy.”® This reflected Xi
Jinping's 2017 directive at the 19th National Congress to integrate the
internet, big data, and artificial intelligence into China's economy.*

The strategic weight of big data was followed by the 14th Five-Year Plan
for Big Data Industry Development (2021-2025). This plan elevated data
to the status of a core production distinct from traditional resources such
as land, labor, and capital.”’ The plan identifies data as a key driver of
economic transformation and an enabler of state governance, particularly
through its "multiplier effect," whereby data enhances the efficiency and
value of other production inputs to generate greater economic returns.”®

At the core of this strategy is the concept of "fusion innovation" (B{& £%7),
which stresses data sharing as a means to drive industrial upgrading and
improve administrative efficiency.”® Such sharing requires large-scale data
aggregation. A key objective for 2021-2025 is therefore to accelerate the
consolidation of high-volume datasets.*
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2.

Core Strategy:
Cross-border
Data Expansion
Efforts

To advance this goal, the Chinese government is upgrading enterprise
digital infrastructure, modernizing information systems, and expanding
Internet of Things (loT) deployment to accelerate data collection across
R&D, production, operations, and service delivery.* The accumulated
data is intended not only to strengthen governance, social management,
and risk mitigation, but also to serve as a foundational asset for
broad application across key sectors, including consumer goods,
telecommunications, finance, healthcare, agriculture, public security,
transportation, energy, credit, employment, social insurance, and urban
safety.*?

China uses the Digital Silk Road to export digital infrastructure and Al
services, positioning its firms as global data gatekeepers. Because
these firms are legally bound to share information with the state,
their expansion creates foreign data reservoirs that enhance Beijing's
surveillance capacity and geopolitical leverage.

Data is treated as a strategic asset. As Aynne Kokas notes, China's
approach amounts to "data trafficking": systematically harvesting
overseas consumer information through corporate platforms, often without
meaningful consent.** Under Chinese law, companies must grant state
authorities access to the data they hold, whether stored domestically or
abroad.**

A prime example of China's global data ambitions is the Digital Silk Road.*®
Launched in 2017 as a core pillar of the Belt and Road Initiative, the Digital
Silk Road exports China's digital infrastructure—from telecom networks
and submarine cables to data centers and smart city systems—across
Asia, Africa, Europe, and beyond.*®
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3.

Party-State
Integration
into Corporate
Governance

The Digital Silk Road is propelled by the global expansion of China's
e-commerce and ICT firms. Alibaba, for example, has promoted itself
as a global platform for small and medium-sized enterprises (SMEs).*’
Meanwhile, Huawei and ZTE have become key providers of network
infrastructure essential for broadband connectivity and loT solutions,
particularly in the development of smart cities.*® In the realm of digital
platforms, Tencent's Weixin (WeChat) and ByteDance's TikTok enable
communication among billions of users worldwide.**

The Digital Silk Road is no longer limited to hardware or communication
technologies. Chinese firms now export Al capabilities, often backed by
development finance. RAND's database shows dozens of Al-enabled
projects in partner countries,*® with firms like DeepSeek lowering adoption
costs through open-weight reasoning models.**

Chinese technology firms are structurally tied to the CCP through
legal and governance mechanisms. The Company Law mandates
internal party committees, while state ownership tools like "special
management shares" give the Party direct influence over corporate
decisions. Embedded party branches and dual-role executives in
major firms further ensure that data collected domestically or abroad
remains ultimately accessible to the state.

Control over infrastructure and Al services is not politically neutral. When
Chinese firms build and maintain the backbone of digital economies
abroad, they shape how data is generated, stored, and transmitted. Given
their legal obligations to the PRC government, this control effectively
creates reservoirs of foreign data accessible for state use, amplifying both
surveillance capacity and geopolitical leverage.
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China’ s global data infrastructure and Al exports may ultimately feed into
the party-state: Chinese firms are structurally bound to share data with the
PRC government through state ownership, legal mandates, and embedded
party organs.

Chinese corporations are deeply embedded in the governance structure
of the party-state. State influence operates through multiple mechanisms
of ownership and control. For example, the government uses "special
management shares" to obtain board seats and veto rights in private
media and technology companies, enabling direct intervention in business
decisions.*

More distinctively, Chinese Company Law (Article 19, amended 2018)
requires all firms, including private and foreign-invested enterprises, to
establish internal CCP committees. These party units are empowered
to participate in and sometimes oversee key aspects of corporate
governance, personnel management, and strategic planning.*®

The CCP has prioritized establishing party structures within major
technology firms.** Huawei reportedly has over 300 internal party
branches, Alibaba around 200, and Tencent nearly 90. Many leading
private firms have boardrooms and executive teams that include CCP
members, with some entrepreneurs, such as Alibaba’ s founder Jack Ma,
publicly identified as party members.*® In some cases, party roles take
precedence. Former Huawei executive Zhou Daiqgi not only held a senior
managerial position but also served as party Secretary, often acting as the
company’ s representative in that capacity.*®
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4.

Facilitating Inflows:
Access to Global
Data under National
Security Laws

China has built a far-reaching system of state access to data that
extends well beyond its borders. Companies can be compelled to
cooperate with security and intelligence authorities through multiple
legal channels—including (1) data security reviews, (2) intelligence
collection mandates, and (3) counter-espionage operations.

These mechanisms apply not only within China but also extraterritorially,
obligating Chinese firms to hand over data held abroad if deemed
relevant to national security.

The Chinese government imposes sweeping legal obligations on
companies to provide data access. The Cybersecurity Law (CSL) and
Data Security Law (DSL) form the backbone of this framework. While both
primarily cover entities operating or processing data within China, Article
2 of the DSL explicitly extends jurisdiction to activities abroad if deemed
harmful to national security or the public interest. This effectively places
the overseas operations of Chinese firms under the PRC's legal authority.

Under these laws, companies must provide "technical support and
assistance" to government authorities for national security and criminal
investigations.”” When security agencies request access to data in
accordance with relevant state regulations, firms are "obligated to
cooperate,"*® a duty that extends to data held abroad. Noncompliance may
trigger penalties under the DSL for endangering national security.

What, then, are the legal schemes that allow the Chinese government to
demand access to data? At least three mechanisms stand out.
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Data Security
Review

Intelligence
Collection
Mandates

The first is the "data security review" mechanism under the DSL,*® which
empowers the state to establish a review mechanism for data processing
activities that affect, or could affect, national security. As part of China's
broader "national security review" framework, these reviews may apply
to entities including Chinese data processors®® as well as to operators of
critical information infrastructure procuring digital products or services.

To conduct security reviews of data content and processing activities,
authorities may request access to relevant information. Under the CSL,
DSL, and related enforcement rules issued by China's internet regulators,*
companies subject to such reviews are obligated to provide the requested
data.

The second mechanism is national intelligence collection. Under the
National Intelligence Law (NIL), state agencies are empowered to conduct
intelligence activities abroad to protect national security and interests (arts.
10 and 11).

The law obliges all Chinese organizations to "support, assist, and
cooperate with national intelligence efforts" (art. 7). This means that if
intelligence authorities deem data held by a Chinese company, whether
inside or outside China, relevant to their work, the company must comply
or face penalties (arts. 14 and 28).
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Counter-Espionage

Operations

The third mechanism is counter-espionage. China's Counter-Espionage
Law (CEL) applies extraterritorially to any activity deemed harmful to
national security and requires all Chinese organizations to "support and
assist" counter-espionage efforts (arts. 10 and 8). Accordingly, if security
authorities demand access to data for such purposes, Chinese companies
are legally bound to comply®® or risk sanctions under the DSL.**

Building on these regulations, the Chinese government has reinforced
data access obligations specifically for Al service providers. Under the
Interim Measures for the Management of Generative Artificial Intelligence
Services (£ A TEFERSEEE1THE), for instance, providers must
cooperate with oversight conducted under the CSL, the DSL, and related
laws. This includes disclosing training data sources and providing technical
and data support upon request. Importantly, these obligations can also
apply to data stored outside China.

Table 1: Legal Grounds for China's Access to Overseas Data

The CSL and DSL impose general obligations on Chinese firms to cooperate with
"lawful" data access requests, including those involving data held overseas

Mechanism

Legal Basis Scope Obligation

Data Security
Review

Intelligence
Collection
Mandates

Counter-
Espionage
Operations

DSL

NIL

CEL

Reviews data processing activities that ~ Firms must provide requested
affect or could affect national security data during the review process

All Chinese organizations must Firms must cooperate with
support intelligence efforts, data access requests from
including those conducted abroad intelligence authorities

Applies extraterritorially to any activity ~ Firms must provide data if requested
deemed harmful to national security for counter-espionage purposes
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5.

Restricting
Outflows: China's
Cross-Border Data
Controls

Critical Data

China imposes strict cross-border data controls on two main
categories: data deemed critical to national security and the personal
data of individuals located in China. In both cases, the state enforces
stringent localization mandates—requiring domestic storage and
tightly restricting outbound transfers—justifying these measures on
national security grounds and claims of regulatory jurisdiction.

Beijing has not confined itself to large-scale data inflows. To consolidate
data security, which it views as a core pillar of national security, it has
tightened controls on data "outflows" beyond its borders. The Hoover
Institution has also described this asymmetrical flow as an "accumulation
plus hoarding" strategy."*

China tightly restricts the outflow of data deemed critical to national
security. Article 25 of the DSL establishes export controls over such
regulated data,’® while the CSL introduces the concept of "critical data."

Operators of Critical Information Infrastructure (CllOs) must store critical
data collected or generated in China on domestic servers.”” Transfers
abroad are prohibited unless approved through a "security assessment"
conducted by cybersecurity authorities.*®

"Critical data" refers to any information that, if tampered with, destroyed,
leaked, or illegally accessed or used, could endanger national security or
disrupt social and economic stability.® To operationalize this concept, the
Chinese government has issued official catalogs specifying data types
covered by this designation.®®

The DSL further expands localization and assessment requirements
beyond CIIOs, applying them to a wider range of data processors.®*
Requests from foreign courts or law enforcement for access to such
data are also tightly restricted and may only be granted with explicit
authorization from Chinese regulators.®?
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Personal Data

Strict outflow controls also apply to personal data in China. Under the
PIPL, introduced in 2021, three categories of entities face localization and
transfer restrictions: (1) state organs, (2) CllOs, and (3) data processors
handling large volumes of personal information®*—defined as transferring
data on over one million individuals or sensitive data on over 10,000
individuals abroad since January 1 of the relevant year.*

These entities are required to store personal data collected or generated
within China on domestic servers, and any transfer overseas must undergo
a security assessment. In fact, the scope of entities subject to these
obligations has already been narrowed by Chinese regulators under the
2024 Provisions on Promoting and Regulating Cross-Border Data Flow,
which aim to balance national security concerns with commercial needs.®
The Provisions also introduced exemptions for entities operating in free
trade zones and for general data processors that fall below the above
specified thresholds.®®

However, the core principle of restricting outflows of critical data and
personal data remains unchanged, especially when national security or
strategic interests are involved.®”’” Meanwhile, requests from foreign courts
or law enforcement agencies are similarly restricted and may proceed only
with approval from Chinese authorities.®®

Ironically, the PIPL's "protection" framework effectively allows PRC
regulators to retain the personal data of overseas individuals within
China. This is because the entities listed above are required to store
personal data collected or generated in China domestically—a scope
that may include data produced by overseas users accessing services
hosted in China. As a result, such data may also be subject to China's data
localization and cross-border transfer restrictions.
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Moreover, if personal data collected overseas is combined with domestic
personal information or "critical data" during processing in China, any re-
outflow of that data becomes subject to government oversight and
restrictions.®’

Since Al development and improvement depends on the aggregation
and integration of diverse datasets, it is difficult to avoid mixing foreign-
collected data with Chinese personal information or critical data. Once
such data enters China, it is therefore increasingly likely to fall under
government control and be treated as subject to China's claims of
jurisdiction and regulatory authority over cross-border data flows.

Table 2: China's Controls on Cross-Border Data Outflows

Critical Data Personal Data

Legal Basis CSL & DSL PIPL

All data deemed "critical," collected Personal data of individuals

Scope . .
P or generated in the PRC collected or generated in the PRC

e  Critical information
infrastructure operators
e Other data processors

Covered Entities handling such data

o State organs

e Critical information
infrastructure operators

o Data processors handling: (1)
=1M individuals' data; (2) =
10,000 individuals'
sensitive data

o Data localization: all covered data must be stored within China

Regulatory Requirements

e Outbound transfer require security assessment; restrictions
also apply when personal data collected overseas is combined with

domestic personal or critical data during processing in China
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As the graph below summarizes, the PRC can leverage Chinese-operated
digital infrastructure and expansive legal authorities to access foreign data
in service of party-state interests, while simultaneously imposing controls
on outbound data flows it deems critical to national security and strategic
objectives. This governance model may create an asymmetrical dynamic:
China actively pulls global data into its jurisdiction but erects walls to
restrict data from flowing out.

Figure 1: The PRC's Legal Authority to Access and Control Data

CSL&DSL

Require Chinese companies to comply
with “lawful” overseas data access
requests

Legal Mechanisms for Data Access

DSL Data Security Reviews

NIL Intelligence Collection Mandates

CEL Counter-Espionage Operations
Data Outflow Controls

CSL&DSL Critical Data

PIPL Personal Data
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6.

China's Party-
State Dominant
Data Governance
Model

Lack of Independent

Judicial Checks

The PRC's access to and control over data held by Chinese
companies embodies clear authoritarian characteristics.

* First, decisions on data access are entirely administrative,
with no meaningful judicial checks.

e Second, the sweeping and ever-expanding concept of
"holistic national security" grants Beijing arbitrary authority
to obtain data at will.

* Third, China’ s personal data protection framework is riddled
with exemptions, leaving the state’ s control over global data
flows effectively unconstrained.

These global data access mechanisms are especially concerning because
they lack even minimal institutional checks:

e Regarding security reviews, Article 24 of the DSL designates
decisions from the national security review process as final,
barring administrative reconsideration or judicial appeal.

* Regarding intelligence collection mandates, Article 14 of the NIL
likewise imposes no substantive limits on intelligence agencies'
requests.

e Regarding counter-espionage operations, under Article 26 of
the CEL, such access requires only approval from the head of a
national security agency at the districted city level or above, a
process entirely devoid of independent judicial oversight.

Even countries often criticised for expansive intelligence practices, such
as the U.S., maintain far stronger legal safeguards than China. Under the
Foreign Intelligence Surveillance Act (FISA), surveillance requests must
be approved by the Foreign Intelligence Surveillance Court (FISC), which
requires the government to show "probable cause" that the target is a
"foreign power" or its "agent."’® FISC decisions may be appealed to the
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National Security
as a Hollow
Requirement

Foreign Intelligence Surveillance Court of Review (FISCR), and ultimately,
by the U.S. Supreme Court.”

In addition, the Electronic Communications Privacy Act (ECPA) and
the Stored Communications Act (SCA) require law enforcement to
obtain a judicial warrant before compelling disclosure of electronic
communications.”® The Clarifying Lawful Overseas Use of Data (CLOUD)
Act extends this requirement to data stored abroad, but only through the
same judicial process.”

Together, these laws, at least in regulatory terms, ensure that U.S.
government access to data is subject to independent judicial oversight and
procedural safeguards. While not without flaws, the U.S. legal framework
still provides meaningful institutional checks—protections conspicuously
absent from China's administrative, party-led model of data access.

Even more troubling is China's expansive definition of national security,
which places virtually any type of data within the PRC's reach. China's
National Security Law explicitly states that national security work is led
by the CCP.”* Since Xi Jinping introduced the concept of "holistic national
security" ( 2AERZ2M ) in 2014,”° it has been institutionalized as the
cornerstone of China's security architecture.”

This framework treats national security as an integrated whole, spanning
politics, the military, territorial integrity, the economy, finance, culture,
society, science and technology, cyberspace, food, ecology, resources,
nuclear issues, overseas interests, outer space, the deep sea, polar
regions, biosafety—and, crucially for this report, cybersecurity, artificial
intelligence, and data security.”’

In essence, almost every sphere of human activity is treated as a potential
national security concern. China's approach is not merely defensive but
emphasizes proactive prevention and the cultivation of capabilities to
sustain a "secure" environment.”® At its core, the objective is to protect the

The Authoritarian Gaze
China's Global Data Reach and the
Systemic Risks to Democracy 22



The Limits of PIPL

regime, sovereignty, national unity, and territorial integrity—explicitly
encompassing the prevention of permanent loss of Taiwan.”®

Against this backdrop—marked by the absence of judicial checks and
an ever-expanding notion of national security—the CCP can invoke
security to justify virtually any action. In this sense, almost any data held
by a Chinese company can be deemed relevant. Once a Chinese firm
collects user data through digital services such as Al services abroad, that
information falls under the legal authority of the Chinese government. The
PRC may access it "in accordance with the law" at any time.

China's PIPL was designed to enhance consumer data protection. Yet it
does little to limit the PRC's ability to access data globally—for two main
reasons:

o First, the law's protections apply only to (1) personal data
processing activities taking place within China, and (2) activities
conducted outside of China that involve the personal data of
individuals located in China and meet certain legal conditions.®° In
other words, individuals located overseas whose data is collected
and processed outside of China are not covered by the law.

e« Second, even when the PIPL does apply, it exempts national
security authorities when handling personal information "to fulfill
their legal duties."®" These authorities are also not required to
notify individuals if doing so would "impede the performance of
their duties."®?

As a result, the Chinese government retains sweeping authority to access
data under the banner of national security, despite the PIPL. The law offers
little meaningful constraint on China's global data absorption practices.
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7.

Summary: Data
Governance with
Authoritarian
Characteristics

Since Freedom House's influential 2018 report, China has been regarded
as the leading example of "digital authoritarianism."®* As defined by
Alina Polyakova and Chris Meserole, this concept refers to: (1) the use of
information technology, (2) by authoritarian regimes, (3) to surveil, repress,
and manipulate both domestic and foreign populations, (4) in order to
reshape the power balance between democracies and autocracies.®

The previous sections have shown that Chinese digital infrastructure has
significantly enhanced the PRC's ability to access and control data on
a global scale. In turn, China's data governance regime reflects core
authoritarian features—arbitrary state power and the absence of
institutional constraints.

Authoritarianism is a form of government in which power is unconstrained
by law, institutional checks are absent, and fundamental rights lack
protection:®*

+ As discussed above, China's expansive and ambiguous "holistic
national security" framework enables the CCP to access data
arbitrarily, on virtually any grounds.

o There is also no independent judicial oversight: security reviews,
intelligence collection, and counter-espionage operations all
bypass the courts and rely solely on internal administrative
approvals.

« While the PIPL provides consumer data protections against
intrusive actors like big tech firms, it explicitly exempts the party-
state from constraints that could weaken its surveillance and
political control.®®
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Together, these features reinforce a party-state dominant model of data
governance. Enabled by expansive global data access and unchecked
exploitation, the PRC can project its authoritarian influence beyond
its borders—placing foreign populations under surveillance and enabling
both repression and manipulation.®” This poses profound risks to privacy
and democratic integrity worldwide.

Even more troubling, the more Chinese digital services deployed overseas
comply with PRC regulations and collect diverse, intrusive forms of user
data, the more severe the governance challenges become for democratic
societies. The next part turns to these concerns.

Figure 2: Authoritarian Logic Behind China's Data Access Regime

Lack of Judicial Oversight Sweeping "National lllusory Privacy Protections

Security" Scope

No court approval
required under
DSL,NIL, or CEL.

National security
decisions

are final and
unappealable.

e Covers nearly all e Overseas individuals
domains—politics, whose data is
economy, processed outside
tech, Al, and data. China are not covered.

o Justifies access to * Exempts national security
virtually any data. agencies from data

protection obligations.

The Authoritarian Gaze
China's Global Data Reach and the
Systemic Risks to Democracy 25



Part Il.

Data Practices of Chinese
Al Services: A Privacy
Policy Review
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The risks of China's authoritarian governance model are further
compounded by the compliant data practices of Chinese digital service
providers. To justify these practices through user consent, providers
outline in their privacy policies how they collect, use, transfer, store, and
share data.

Building upon a compilation of relevant media reports and materials, this
analysis—if the information contained therein proves accurate—finds that
the privacy policies of the ten most widely used China-linked generative Al
services indicate the following:

e Some services explicitly state that they store user data in China.

* In other cases, even when services are operated by entities
incorporated abroad, their corporate structures, intra-group
data transfers, and obligations under Chinese law may create
pathways for globally collected personal data to be transferred
into, or accessed from, the PRC.

e Among the 11 data types identified in this report, most of the
examined services collect between 8 and 11 types, with an
average of nearly 9 per service. Particularly concerning are
practices involving the collection of user inputs, sensitive data,
and inferred personal information.

Importantly, these findings suggest that even services registered outside
the PRC—possibly in an effort to "de-China"—do not necessarily
eliminate the pathways through which overseas user data may flow
back to China.

This analysis is based on the versions of privacy policies accessible to
users in Taiwan using Mandarin-language settings and reflects the
most up-to-date versions available as of November 15, 2025. Links to
the archived full texts of these policies are provided in the Appendix, along
with summary tables outlining data storage locations, data sharing and
government disclosure practices, and the categories of data collected
from each policy.
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Chinese Al Services
in Global Usage

Rankings
deepseck
g gd
«wr

ﬁ Cici

The "Chinese" Al services examined in the report are selected from
the Top 100 GenAl Consumer Apps report,®® published biannually by
Andreessen Horowitz. Since 2023, the report has ranked the 50 most-
visited Al-first web products (based on unique monthly visits via
Similarweb) and the 50 most-used Al-first mobile applications (based on
monthly active users via Sensor Tower). Across the past two editions, ten
globally popular China-linked LLM assistant and companion services have
stood out.

1. DeepSeek. Despite experiencing a drop-off in the past six
months, it remains the most prominent example of global adoption
of Chinese Al, ranking #3 among web products—behind only
ChatGPT and Gemini—and #8 among mobile applications.

2. Doubao, ByteDance’ s Al chatbot, surpassed 80 million monthly
active users (MAUs) as of February 2025.%° It now ranks #12
among Al-first web products and has overtaken DeepSeek to
become #4 among mobile applications.

3. Cici, the overseas version of Doubao, has been gaining traction in
countries like the UK, Mexico, and Indonesia9°—rising from #41 in
March 2025 to #14 in August among Al-first mobile applications.

4. Kimi, developed by the Chinese startup Moonshot Al, ranked #17
among mobile applications. Its supporting LLM was praised by
Nature as another top-performing Chinese model, following the
release of DeepSeek R-1.%*

5. Qwen Chat, an Al assistant developed by Alibaba's LLM,* jumped
to #20 on the web products list in the latest edition.

The Authoritarian Gaze
China's Global Data Reach and the
Systemic Risks to Democracy 28



10.

Quark, developed by Alibaba, is another leading Al assistant. As
of April 2025, it reportedly reached around 150 million MAUs,?®
ranking just behind DeepSeek at #9 among Al-first web products
and #47 on the mobile applications list. News reports also indicate
that Quark once topped the download charts in Taiwan, with its
MAUs in the country rising 53% year-over-year.”

Baidu Al Search ranked as the 7th most widely used mobile
application—surpassing DeepSeek and trailing only Doubao.

Manus is a newly emerged general-purpose Al agent with global
reach, appearing for the first time on the web products list at
#31. Beyond the reasoning and planning capabilities of a LLM,
it can also carry out complex tasks from start to finish—marking
a shift toward more integrated and action-oriented human-Al
collaboration.

Talkie has been one of the most popular Al companion apps in the
U.S.*® Previously ranked #39 among web products and #11 among
mobile applications, it now remains on Andreessen Horowitz's
"Brink List," holding the #51 spot on the mobile applications list.

Monica is an all-in-one assistant powered by multiple models,
consistently featured in the web products rankings over the past
two editions.

While Andreessen Horowitz notes that Quark, Doubao, and Kimi
primarily serve users in China, they remain accessible in Taiwan,
and some have gained notable popularity among Taiwanese users.
As such, analyzing their data practices remains essential to the
purpose of this report. Most of the other Chinese Al services have
been "exported" globally, with the vast majority of their usage
occurring outside of China.
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Corporate
Disclosures and
Media-Reported
China Ties

An important update: On December 30, 2025, Meta announced that it
would acquire Manus and was reported as stating that Manus would sever
ties with Chinese investors and cease operations in China following the
acquisition.®® Since the aim of this report is to examine how Al services
with operational links to China structure their data practices and how those
practices may align with or be influenced by China’ s authoritarian data-
governance model, our analysis of Manus (and Monica), as they operated
on or before November 15, 2025, remains relevant.

Indeed, Meta’ s reported commitment to eliminate all ongoing ties with
China post-acquisition reinforces the core concerns raised by this
report. For that reason, the following analysis is retained in full as a pre-
acquisition baseline of Manus’ s data practices.

Some of these Al services explicitly state in their privacy policies that they
are operated by Chinese companies. For example:

» DeepSeek's privacy policy states that its services are "provided
and controlled" by a China-registered entity, Hangzhou DeepSeek
Artificial Intelligence Co., Ltd.”’

« Kimi's privacy policy notes that its service provider is Beijing
Moonshot Technology Co., Ltd ( It B ZBEE@RHEERAT] ).*®

« Baidu Al Search states in its privacy policy that its services are
provided by Beijing Baidu Netcom Science & Technology Co., Ltd (35
REEMAREERAT ).

e Doubao's privacy policy states that the service is provided by
Beijing Chuntian Zhiyun Technology Co., Ltd. (It REBAHE KA
FR/AE] ),*°° which, according to Chinese media sources, is a wholly
owned subsidiary of Beijing Douyin Information Service Co., Ltd. (3
RS EERSAERATE ).
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Quark's privacy policy explicitly states that its service provider is
Guangzhou Dongyue Information Technology Co., Ltd. ( "M/ zhI%
SBEARABIRAT] ), a company registered in Guangzhou, China.**

For the remaining five services—Cici, Monica, Manus, Qwen, and
Talkie—their privacy policies list Singapore-registered companies
as service providers. However, as shown below, multiple media and
online sources have reported that these services appear to maintain
operational or developmental ties with affiliated corporate group
entities that are China-based or Chinese-owned.

For example, Andreessen Horowitz notes that Cici is a product produced

by ByteDance, while both Manus and Monica are developed in China.

103

In its analysis of the Andreessen Horowitz rankings, Chinese tech media
outlet 36Kr similarly reports that Cici is a ByteDance product,*®* Monica
and Manus were created by the same China-based team, and Qwen is a

product of Alibaba.

105

Regarding Cici, Forbes reported in 2024 that the Al chatbot
was launched by ByteDance for users outside of China, and
that its overseas provider, Spring (SG) Pte. Ltd., is a ByteDance
subsidiary.*®® The report also cited a ByteDance spokesperson
confirming that user data from Cici may be accessed by
ByteDance employees in China, "subject to the company's access
controls and approval processes."*?’

For Talkie, The Wall Street Journal reported in 2024 that its
ultimate parent is MiniMax, a Shanghai-based Al unicorn often
referred to as one of China's "Four Little Al Dragons."*°® Backed by
major Chinese tech firms such as Alibaba and Tencent, MiniMax
was valued at over $2.5 billion in its most recent funding round in
March 2024.*%°
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e Qwen Chat is reportedly operated by Alibaba Cloud,**° and its
underlying model, Qwen, is an open-weight LLM developed
by the Hangzhou-based Alibaba Group.*** CNBC has reported
that Alibaba's cloud business expanded into Singapore in 2015,
establishing it as one of the company's key overseas centers.**?
In 2023, Alibaba Group attempted to spin off its cloud unit with an
independent CEO and board, but ultimately scrapped the plan due
to rising geopolitical uncertainties.***

e Monica, according to the Taipei Times, has gained visible traction
in Taiwan through extensive local advertising, but the app was
developed by a Chinese parent company.*** Public records further
show that Monica was registered and launched in Beijing in
accordance with China's Interim Measures for the Management
of Generative Artificial Intelligence Services,*** underscoring its
origin from a China-based developer.

e Since its launch, Manus has often been described as a "Chinese
Al agent" developed by a China-based team.**® Tech in Asia
reported that Manus's parent company was linked to Beijing Red
Butterfly Technology Co., Ltd., a firm founded in 2023.**" In April
2025, Manus received a $75 million investment from the U.S.-based
venture capital firm Benchmark, a deal that soon drew scrutiny
under the U.S. Treasury Department's Outbound Investment
Security Program (OISP)—which restricts certain investments by
U.S. persons in sensitive Chinese technologies, including Al.**®

By mid-July, Manus had relocated its global headquarters to
Singapore, transferring around 40 core technical personnel and
laying off most of its China-based staff.**® Its three co-founders
also moved abroad.*?® However, Lianhe Zaobao (Bt & B R ), a
Singaporean news outlet, reported that Manus Al's parent company
still maintains its headquarters in China.***
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8.
Data Storage
Practices

Data Stored
in China

While these actions appear aimed at complying with U.S. investment
restrictions, observers note that it remains unclear whether such
restructuring is sufficient to classify Manus as a "non-Chinese
company."**? In similar cases, such as TikTok, U.S. regulators have
continued to treat firms as Chinese, even after they formally moved
their headquarters overseas.**

According to their privacy policies, DeepSeek, Kimi, Doubao,
Quark, and Baidu store user data within the PRC. Qwen's policy
indicates that China is among the locations where user data may
be processed. As such, overseas user data may be stored in China,
subject to government access and cross-border transfer restrictions.

Cici, Talkie, and Monica state that user data may be stored and
processed in jurisdictions such as the U.S. and Singapore. Manus
notes that user data may be transferred to the U.S. or "other
locations," but does not specify whether China is among them.

Several of the examined services indicate that user data is stored on
servers located within the PRC. DeepSeek, Kimi, Doubao, Quark, and
Baidu Al Search all appear to fall into this category. Qwen's policy
likewise suggests that China is among the locations where user data may
be processed and possibly stored.

For instance, DeepSeek's privacy policy explicitly states: "To provide you
with our services, we directly collect, process, and store your Personal
Data in the People's Republic of China."***
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Meanwhile, services such as Doubao, Quark, and Baidu specify that
personal data collected or generated within China is stored domestically.**®
No additional storage locations are specified. Given that these services
remain accessible to users in Taiwan and are operated by entities
registered in China, data entered by these overseas users may still be
transmitted to servers in China for processing. As such, this data could
similarly be classified as "collected or generated within China" and stored
accordingly.

These data storage practices are possibly shaped by China's data laws.
The PIPL requires that personal data collected or generated within China
be stored domestically. Since all but Qwen Chat are operated by China-
based entities, data they handle—including overseas user input—could
be legally classified as "collected or generated within China" and thus
subject to localization requirements. These legal obligations are ultimately
reflected in the language of their privacy policies.

On the other hand, Qwen's privacy policy indicates that its designated
service providers may be located in Singapore, Indonesia, and/or China,
and that user data may be processed in one or more of these countries.**°
This suggests that its user data could also be stored or processed in
China.

Once stored in China, personal data falls directly under the authority of
Chinese laws and regulators, subject to arbitrary access by the party-state
on sweeping national security grounds and without independent judicial
oversight. Moreover, overseas user data becomes subject to China's strict
cross-border transfer restrictions, effectively placing it under Beijing's
asserted data sovereignty*?” and turning it into a strategic asset for further
authoritarian use.
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Data Stored
Outside China

o.
Data Sharing
Practices

By contrast, services such as Cici, Talkie, Monica, and Manus indicate
that user data may be stored and processed in jurisdictions including the
U.S. and Singapore. Cici specifies that its servers are located in both the
U.S. and Singapore,**® while Talkie and Monica note that their services are
operated from or store data in the U.S.**°

Manus presents a more complex case. Although its privacy policy
emphasizes that the company is headquartered in Singapore, it also
states that it may use service providers operating "in other countries," and
that user data may be transferred to the U.S. or "other locations where
privacy laws may not be as protective as those in your state, province,
or country."**°® However, it does not specify which "other locations" are
included or whether China is among them.

Except for Talkie, nine of the examined services state in their privacy
policies that user data may be shared within their corporate groups. If
reported ties to China are accurate, this means data stored overseas
could still be shared with China-based entities.

All of the examined services also state that user data may be
disclosed to government authorities to comply with legal obligations.
For China-based services, this subjects data directly to Chinese laws
that grant broad government access.

For non-China-based services with reported ties to Chinese
corporate groups, cross-border sharing may trigger compliance
conflicts. Chinese law can compel access to overseas data while
host jurisdictions may lack strong safeguards against such transfers.
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Intra-Group Data
Sharing

Even when data is stored abroad, intra-group sharing may still create
pathways for user information to flow back to China. With the exception of
Talkie, nine of the examined services state in their privacy policies that
user data may be shared with entities within their corporate groups—such
as parent companies, subsidiaries, or affiliates.

As noted earlier, media investigations have suggested potential ties
between these services and China-based or Chinese-owned corporate
groups. If accurate, this suggests that data originally stored overseas could
nonetheless be shared with entities located in China.

The following are examples of services that store data outside China but
permit intra-group sharing:

e Monica's privacy policy states that the company "may be required
to provide information about [users] to [its] parent or subsidiary
company or corporate affiliates."***

« Cici's policy notes intra-group data sharing, stating that the
service is "supported by certain entities within our corporate
group."**?

e Qwen's indicates that personal data may be disclosed to "affiliated
companies in the Alibaba Group and/or their designated service
providers."***

« Manus' states that personal information may be shared with its
"corporate parent, subsidiaries, and affiliates."***

Again, once data is shared with affiliated entities based in China, it
becomes directly subject to the PRC's authoritarian access and control
under its national security regime.
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Government Access
to Overseas Data

All of the examined services state in their privacy policies that user data
may be disclosed to law enforcement agencies or other public authorities
when deemed necessary to fulfill legal obligations under applicable laws,
legal processes, or government requests. In many cases, this includes
responding to matters related to national security, criminal investigations,
judicial proceedings, or administrative enforcement.

While including "government access" clauses is common practice in
privacy policies, such provisions carry additional weight for services with
operational ties to China. As noted earlier, some examined services are
operated by China-based entities and store user data within the PRC. In
these cases, the "applicable laws" referenced in their privacy policies are
likely to be Chinese laws. Given that refusing a government request on
security grounds can itself constitute a legal violation, China's sweeping
and unchecked national security regime effectively grants authorities
broad access to corporate-held data.

For services operated by non-China-based entities that claim to store
data overseas, reported ties to Chinese corporate groups may raise cross-
jurisdictional compliance dilemmas. Under Chinese law, particularly the
DSL, Chinese firms are obligated to provide access to data held abroad if
deemed relevant to national security. However, their overseas affiliates are
simultaneously subject to local data protection laws.

For example, Cici's privacy policy states that data transfers will be
conducted "in accordance with the requirements of applicable data
protection laws," which may include U.S. and Singaporean laws due to
data storage in those regions.**

In such cases, the strength of cross-border transfer restrictions in host
jurisdictions becomes critical. But some jurisdictions, notably the U.S.,
have been criticized for having weak and fragmented frameworks that fail
to prevent China's cross-border "data trafficking."**®
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Table 3: Data Storage and Sharing of Reportedly China-Linked Al Services
Source: Privacy policies of the listed providers (data collected November 15, 2025)

Services Data Storage Locations Intra-Group Sharing Government Access
deepseek China YES YES
Kimi China YES YES
e ga China YES YES
Quark China YES YES
&;‘ China YES YES
@Monica us YES YES
e Cici US,SG YES YES
us Not specified YES
s;; QWGH China,SG,Indonesia YES YES
%S manus US or others YES YES
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10.
Data Collection
and Usage

Of the eleven data types identified in this report, most services
collect between 8 and 11, with an average of nearly 9 per service.

All ten services collect user-provided data, including personal
identifiers and user inputs—raising concerns about oversharing and
sensitive self-disclosure.

All ten services collect device and network information, as well as
service usage data, while seven also gather location data—reflecting
widespread practices of tracking user devices, behaviors, and
geographic information.

Several services collect sensitive biometric-adjacent data, such
as voiceprints, facial images, and health-related information. Six
services collect inferred information, enabling the construction of
detailed personal profiles.

As a recent study shows, Chinese apps are not only popular globally but,
more importantly, rank among the most "data-hungry" in terms of data
types they collect and share.**” This appetite for data is especially strong
in the context of Al services, as Al development depends heavily on
data—driving providers to continually collect user information to enhance
performance and refine their models and algorithms.**®

This section provides a high-level overview of the key data types collected
by Chinese Al services, based on a detailed review of their privacy policies.
The data is grouped into three overarching categories: (1) data provided
by users, (2) data automatically collected, and (3) data obtained from third
parties. Within these categories, eleven distinct data types were identified.
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Table 4:

Data Types
Collected by
Reportedly
China-Linked
Al Services

Data Types

Definitions and Scope

User-Provided Data

1. Personal Identifiers&
Profile Information

2. User Input

Data that can be used to

identify a specific individual,
usually provided by users

when setting up or managing

an account. This includes basic
account details (e.g., email address,
phone number, and username)

and profile information (e.g.,
nickname, bio, and date of birth).

Content actively provided by
users, including text prompts,
chat histories, uploaded files (e.g.,
images, audio, video, documents),
and user feedback. This category
may also include users' marketing
preferences and communication
records with the company.

Automatically Collected Data

3. Device & Network
Information
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This category includes details
such as device model, operating
system, IP address, unique
device identifiers, browser
type, and system language.
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4. Service Usage Data

5. Location Data

6. Cookies

7. Payment & Subscription
Details

8. Inferred Information

The Authoritarian Gaze
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Information on how users
interact with the service,
including duration, frequency,
settings, features used,
actions taken, access times,
and types of content viewed
or engaged with.

Information about a user's
location, which may be
determined approximately
via IP address or SIM card, or
more precisely through GPS.

Widely used tracking
technologies that help
operate and provide services,
including for purposes such
as security, personalization,
and usage analysis.

Information such as
transaction date and time,
currency, and transaction
amount.

Data derived from

analyzing user content

and other signals to predict
attributes such as age, gender,
occupation, and interests (e.g.,
hobbies or preferred topics).
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Third-Party Sources

9. Open-Sourced Data

10. Data from Linked Services
or Third-Party Login

11. Data from Other Third-
Party Providers
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Information drawn from publicly
available sources.

Information collected when
users log in or sign up through
external accounts (e.g.,

Google or Apple), or link

their account to a third-party
service, including data
associated with those services.

Information about users'
activities on other websites

and apps, user personal

data,or processed user data
shared by advertisers, analytics
providers, security partners,
and other third-party partners.
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For this analysis, the report focuses on the general provisions of each
privacy policy—excluding clauses that apply only to specific jurisdictions,
such as the EU or California. It records only those data types that are
explicitly identified as being collected in the policies. For example, Cici
is noted as collecting inferred information because its privacy policy
explicitly references the collection of "inferred data."**

By contrast, Monica's policy includes language such as: "We may use your
information to develop and display content and advertising tailored to your
interests and/or location and to measure its effectiveness," and "We may
use your information for other purposes, such as data analysis, identifying
usage trends---"**° Although such statements could suggest the use of
inferred data, the absence of an explicit mention means this data type is
not recorded for Monica in this report.

If the examined services follow their stated policies, most collect between
8 and 11 of these data types, with an average of nearly 9 per service.
Baidu Al Search and Manus collect all 11 types, while Monica collects
only 5. This reflects a generally consistent but still varied approach to data
collection, with some services adopting more expansive practices than
others.
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Figure 3: Data Types Collected by Chinese Al Services Providers
Source: Official websites of the listed providers (Data collected November 15, 2025)
Visualization: Violet (Yueh-Ning) Chiang
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These services collect a wide range of user data, including inputs such
as prompts, uploaded files, and chat histories. Some also gather sensitive
information, such as biometric identifiers and health records, and generate
inferred data from user interactions to build detailed personal profiles.
While many of these practices resemble those of other digital platforms,
their integration with intimate chatbot interactions significantly heightens
the associated privacy risks.

The Authoritarian Gaze
China's Global Data Reach and the
Systemic Risks to Democracy 44



Figure 4: Chinese Al Services' Data Collection by Type
Source: Official websites of the listed providers(Data collected November 15, 2025)
Visualization: Violet (Yueh-Ning) Chiang
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User-Provided Data

Automatically
Collected Data

Broadly speaking, all of the examined Al services collect user-provided
data, including personal identifiers and various types of user inputs.

For example, services such as Manus even capture "associated metadata"
linked to user-generated content, including details on how, when, and
where content was created or edited, as well as keywords and location
information.***

Interaction with multi-functional Al assistants raises particular concerns
about sensitive self-disclosure. Chatbots encourage oversharing by
offering perceived anonymity and their non-judgmental responses.**?
Since the release of ChatGPT-3 in late 2022, the most cited privacy risk
has been users' tendency to reveal excessive personal information.***
Confidential or intimate data entered into these systems may be retained
for model retraining or improvement and, in some cases, could even
surface inadvertently in outputs to other users.***

All ten services collect device and network information, as well as
service usage data, while seven also collect location data. This indicates a
widespread practice of tracking user devices, behaviors, and geographic
information across the examined Al services.

Kimi, for example, collects both approximate and precise location data.
It automatically gathers general location information to provide location-
based services.'*® Its privacy policy also states that precise location
data (1% ¥ il & 15 £ ) may be collected "to better use some functions,"
such as "nearby" searches and route planning.**® Given the breadth of
this language, actual compliance will depend on how strictly the service
applies the legality and necessity principles outlined in its policy.**’

Other data categories extend into everyday browsing and profiling. For
instance, Cici's browser plugin may collect users' browsing history.**
Quark logs webpage browsing and search histories, and automatically
collects service log information that includes click/view events and access
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dates and times.**® Manus may automatically log online activity data,
including pages or screens viewed, time spent on each page, navigation
paths, on-page interactions, and engagement with emails from Manus
such as opens and link clicks.**°

The accumulation of device information, service usage data, and location
data and other types of automatically collected data raises several
concerns.

o First, it might enable detailed tracking and behavioral profiling of
users and their movements.

e Second, re-identification remains a persistent risk. Service logs
and technical details can be cross-referenced with prompts or
usage patterns to link sensitive content back to individuals.

e Third, secondary uses and data sharing amplify these risks,as
cookies and similar tools facilitate cross-platform tracking and
expose user data to third-party advertisers or analytics firms.
These practices, while common in digital services, become
significantly more problematic in the context of generative Al
assistants, which handle intimate user inputs.

Sensitive and A particular concern is the handling of highly sensitive data. Several
Inferred Data services process biometric or biometric-adjacent information. For
example:

« Kimi explicitly collects voiceprint data to deliver personalized
voice replies, though it allows users to delete this data
afterward.***
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e Doubao processes facial images for its avatar and image
generation functions, such as its Al Portrait (Al 5 & ) feature.**?
Notably, it also offers a health consultation service that asks
users to provide medical history, allergy information, and test
results to generate summarized responses.**®

e Manus states that it may derive biometric-like data from user-
provided images, videos, and audio or voice clips to enable
features such as avatar creation and video conversions.***

Six services incorporate inference-based data collection and
processing. These practices directly support the creation of detailed user
profiles, demonstrating how seemingly routine inputs can be transformed
into intimate portraits of individuals. For example:

» Cici states that it may infer users' attributes (e.g., age, gender,
job) and their interests, based on user inputs and other collected
data.**®

* Manus notes that its integrated third-party Al providers may infer
information about users and share it back with Manus.**®

 Doubao analyzes user conversations to extract "memories" and
deliver personalized responses based on past interactions. When
the personalized recommendation and memory features are
enabled, which users can opt out of, the service processes input
data (e.g., chat content, search queries, and behavioral signals) to
tailor replies and recommendations.*’

o Baidu Al's policy states that users' personal information may
be aggregated and analyzed to generate "tagged information"
(4% % 15 B ) reflecting traits such as behavioral habits, interests,
and even credit status.*®® These tags are then used to make
automated decisions for delivering personalized content and
commercial marketing.
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Part Ill.

The PRC's Potential Data
Access and Risks to
Democracy
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China's global data reach poses risks that span from individual privacy to
collective democratic governance.

« Through broad consent mechanisms, users effectively grant
reportedly China-linked Al services a "blank check" for extensive
data collection, storage in China, and intra-corporate data
sharing—rendering self-control largely illusory.

o Pervasive data harvesting and the inference of sensitive traits
enable the construction of detailed personal profiles, making
individuals increasingly transparent, fixed, and predictable.

e Such intrusive profiling, especially when combined with other
globally sourced data to improve Al models, could significantly
enhance China's intelligence-gathering capabilities.

o At a population level, aggregated user data allows the PRC to
construct a comprehensive "societal mosaic" of democratic
communities, exposing key vulnerabilities and fault lines.

 When fed into Al models, these insights can enable more precisely
targeted, harder to detect, and cognitively disruptive influence
operations aimed at democratic societies.
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As the previous Part shows, Chinese Al services collect various types of
data from global users, leading to the concentration of vast amounts of
information in the hands of a few dominant companies. If these firms are
compelled to serve state interests, as is often the case with major Chinese
tech companies, data collection is no longer a purely commercial activity
but becomes a strategic national asset.

The authoritarian access and use of overseas data could pose
fundamental risks to democratic societies. As the following sections will
analyze, individual consent is wholly inadequate to prevent data collected
by Chinese Al services from flowing back to China. Given the party-
state's ability to access such data, Beijing can aggregate and analyze
vast information sets—constructing highly detailed profiles of targeted
individuals and supporting broader intelligence operations.

This "authoritarian gaze" not only pierces the "obscurity" that underpins
personal privacy*®® but also enables the construction of a "societal
mosaic"—mapping the vulnerabilities and fault lines within democratic
communities that can be exploited for more effective manipulation and
influence campaigns.

As a result, the PRC's potential data exploitation threatens autonomy at
both the individual and collective level, posing a profound challenge to
democratic governance.
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Figure 5: Risks of China's Global Data Reach: Individual to Societal
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11.

The Fiction of
Consent and Self-
Control

The data practices of these Al services could erode users' control over
personal information, which is long considered a core principle of privacy.
The loss of control itself is a privacy harm, as it limits individuals' ability
to manage future risks.'®® Consent-based collection has long been the
primary safeguard of personal control.*®* Yet, as Daniel Solove notes,
consent has increasingly become a "blank check."**> Companies routinely
update privacy notices to grant themselves broad rights to collect and use
personal data for developing Al.

Through their privacy policies, the examined service providers obtain
broad user consent for a range of data practices—including data
collection, storage locations, and intra-corporate group sharing. If
reported ties to China are accurate, this effectively means overseas users
are consenting to their data being transferred back to China and subjected
to the PRC's expansive data access.
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12.

Pervasive Data
Collection and
Profiling

It is also common for users to consent, often through broadly worded
terms, to the use of their data for service improvement or Al model
optimization. Yet since the specific uses are rarely clear at the time
consent is given, such consent can function as a "free pass" for virtually
any purpose.*® In practice, it becomes a legal fiction that undermines the
very notion of self-control over personal data.

Many of the services examined engage in extensive data collection.
Beyond standard content such as chat histories and uploaded files, some
also collect biometric identifiers and detailed records of users' daily
interactions. Kimi records voiceprints. Doubao gathers facial images and
health-related information. Cici tracks browsing histories, while Manus
logs pages or screens viewed, time spent on each page, navigation paths,
and on-page interactions.

Some services also explicitly state that they generate inferred information.
Al systems can aggregate seemingly trivial data points to derive highly
sensitive personal traits—often in ways that exceed users' ability to
anticipate or control.*®* Scholars have warned that such practices may
even revive discredited methods like phrenology by inferring attributes
from physical features.*®®

These inferential capabilities also blur the line between data collection
and data processing. As Daniel Solove aptly warns: "[I]f organizations
can simply generate new data through inferences, then limitations on
data collection lose much of their intended effect."*®® Al's ability to infer
sensitive personal traits from seemingly non-sensitive data may also serve
as an "end-run" around heightened protections designed for sensitive
personal information.*®’

Detailed user profiles may therefore be systematically constructed. Once
established, such intimate knowledge can be leveraged for purposes
beyond immediate service delivery and may erode autonomy by rendering
individuals increasingly transparent, fixed, and predictable.*®®
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13.
Intelligence
Gathering and
Transnational
Repression

Together, these practices may enable reportedly Chinese-linked Al
service providers—and, if compelled, the Chinese government—to build
a comprehensive picture of you: who you are, where you are, your digital
footprint, what you look and sound like, and even your vulnerabilities and
most intimate characteristics.

Profiling could further enhance China's intelligence capabilities. The
PRC has long invested in gathering intelligence on strategic foreign
targets. As early as 2021, The Washington Post reported that China
had been expanding its global surveillance infrastructure to provide its
security agencies and military with information on foreign individuals.*®®
Professional and even psychological profiles of journalists, academics, and
political figures are often constructed by aggregating data from a wide
range of sources.*’”®

The Hoover Institution has also highlighted how the Chinese party-
state leverages data obtained from commercial entities to support
intelligence activities. These include compiling databases of human
genomic information, mapping foreign economic sectors and borders,
extracting commercial and strategic intelligence from telecommunications
infrastructure, manipulating digital information environments, and profiling
individuals and targeting journalists who report critically on China or its
companies.*’*

Data collected through Chinese Al services may serve as a new vector for
this objective. These platforms routinely aggregate a broad range of user
data—including personal identifiers, chat histories, location information,
and detailed records of digital behavior—which can support the
construction of highly granular personal profiles. When the PRC invokes
its sweeping national security authorities, such data may be accessed with
little friction, particularly in cases involving high-value foreign targets.
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14.

Building the
"Societal Mosaic"
of Democratic
Countries

Datasets of overseas users can also be leveraged to enhance Al models
used in intelligence operations. Recent research indicates that the People's
Liberation Army (PLA) has likely procured and deployed LLMs fine-tuned
specifically for such tasks.”’? This includes models developed by providers
such as Alibaba Cloud, which supports Qwen, and DeepSeek."’* These
developments underscore how ostensibly consumer-facing Chinese Al
systems can be readily repurposed for state-led intelligence efforts—
bolstered by the vast troves of global data they collect.

Beyond military applications, such intelligence-gathering efforts may
further facilitate transnational repression. These risks are especially acute
for dissidents, journalists, and public officials in other societies. According
to ARTICLE 19, the PRC is the most prolific perpetrator of such repression
worldwide, targeting millions across at least 36 countries.*’” Tactics
include digital harassment, intimidation, forced repatriation, abduction,
and pressure on family members. These practices inflict multiple forms of
harm—from physical danger and emotional distress to autonomy harms
such as coercion and the chilling of dissent.

Beyond individual harms, aggregated data produces systemic risks
for democratic societies. A Stanford-affiliated think tank warns that
unrestrained data collection results in societal-level harms.*’® Scholarship
on the relational nature of privacy also underscores that powerful actors
use data less to study individuals than to generate population-level
insights: mapping relationships, classifying groups, modeling behaviors,
and predicting or influencing collective outcomes.*’® These insights can
then be applied across all individuals who share those traits.
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15.
Al-Enhanced
Information
Manipulation

When Chinese firms extract such analytics from their global user base,
they potentially enable their government to construct a comprehensive
"societal mosaic" of democratic communities. As Aynne Kokas observes,
the strategic danger of China's global data collection lies in combining
disparate datasets to map social behavior."’”” This mapping provides the
PRC with deep insights into political beliefs, economic vulnerabilities,
and social dynamics—intelligence that can be leveraged for geopolitical
strategy and coercion.*’®

Democracies are no strangers to such population-level profiling. The 2016
Cambridge Analytica scandal revealed how data-driven demographic
insights can be weaponized to undermine democratic processes."’® In fact,
researchers have uncovered a Chinese-compiled database containing
information on 2.4 million individuals worldwide, many linked to sectors
Beijing considers strategically important for monitoring.**® China's research
institute has also systematically collected and analyzed data on Taiwan's
economic, political, military, and cultural domains to generate strategic
understanding.*®* ASPI also warns that the CCP is gaining unprecedented
insight into social trends by exerting control over data collected from
companies operating abroad.**

Driven by massive datasets, generative Al has long raised concerns about
its potential to intensify information manipulation. It enables the large-
scale production of deceptive content at significantly lower cost.*®?
The RAND Corporation warns that generative Al may also enhance the
credibility of the "messengers" who spread disinformation, as LLMs can
be used to develop more human-like bot networks.*®** Moreover, users are
increasingly exposed to highly personalized content to maximize cognitive
impact.*®® From content creation and dissemination to audience targeting,
Al tools can be exploited to conduct manipulation that is broader in scale,
harder to detect, and more cognitively effective.
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China is actively working to turn this potential into reality. Chinese military
and political scholars openly promote the concept of "algorithmic
cognitive warfare" (ACW), which leverages Al to influence and divide
foreign populations by analyzing individuals and exploiting social fault
lines within rival states.*®® The success of ACW begins with creating
detailed user portraits—mapping not only individual profiles but also the
broader ideological landscape of a society.*®” This enables the generation
of tailored content designed to manipulate public opinion and deepen
internal divisions. To support this effort, China requires the collection and
processing of granular, comprehensive data on target populations.*®®

A recently disclosed document confirms the deployment of Al-driven
influence operations from China.*®*® A Chinese company called GoLaxy
( FEIXIN ) has been found supporting state-aligned campaigns targeting
Hong Kong and Taiwan by deploying human-like bot networks and using
psychological profiling to target individuals. Through user data extraction
and behavioral analysis, GoLaxy's GoPro system can activate Al-
generated personas to disseminate tailored content designed to resonate
with specific social groups. These personas mimic real user behavior to
evade platform detection and are intended to exploit existing societal
divisions to manipulate public opinion.

GoLaxy has already amassed extensive datasets on Taiwan to support
such operations, including detailed profiles of political figures, influential
individuals and organizations across multiple sectors, more than 5,000
high-priority social media accounts, and a wide range of demographic and
societal data. It has also compiled data profiles on U.S. targets, including
members of Congress and more than 2,000 American political figures and
thought leaders. Notably, GoLaxy's public-facing Al platform integrates
with several of China's leading Al models, including DeepSeek-R1.**°
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In this context, Chinese Al services are not only potential sources of
data, their underlying models may also serve as engines of more
effective manipulation. Leaked GolLaxy documents reveal that, to
enhance its ability for social division and cognitive shaping, the company
requires repositories of material on different social groups, political issues,
and cognitive scenarios specific to Taiwan. When Taiwanese users engage
with Chinese Al services—providing chat content, browsing histories,
and inferred information derived from scattered data points—they may
unknowingly contribute to the construction of macro-level insights into
Taiwan's societal dynamics.

Chinese Al systems trained on such data will, in turn, become increasingly
capable of delivering content tailored to manipulate Taiwanese users.
Furthermore, interaction logs and biometric data collected during these
engagements could support the development of Al personas finely
tuned to Taiwan's sociocultural context.

In short, these platforms are not merely data conduits, they are evolving
into potent weapons of information manipulation, capable of undermining
democratic processes, eroding public trust, and amplifying social divisions.
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GolLaxy supports
multiple forms

of manipulative
content generation
(Source: Vanderbilt e
Institute of National S TRy M e o e e

T UN,
@B\t UNyy,
o &

ERREHNEREM

Security, 2025) R e

+ R EREBLSEMNNELY
SHAVER ERIRETALN
. MoR  BRexfenES
L

-

S VRAELOMARASES EENARLSE ETAVNES I ATRIRETL LAY 3 RIGw SETE
v o

ARCLAINE TABESE NER CEANAEIRNTE SAVANRESTE ANE

A WX P2 am RE

-t

zEnt ...

- e WA R ¥ OARE = wan LL LS
L ) = - 5 GmR ARR  Kam
“wan swant @ MEREAL, MARETE, #3 (- HAK, R, ANEERS, EFYZN
wonRs As aeme e ARET EWONETEN. ANESRE T OEN
WRRCH o r '
S NEA SRETAREE RRLAA! MOAEAL, BEREIN D CEAN BN SEEEEE. Ee4INN
ERue3. ow RREER aRASRLARTAREAN, TRE. ARSAIAL 3 nus

W | —weanze

Hong":(om Special Administrative
Reg|

St P g S N Ay oy Ve
B 008 &Y CRAN'Y HWRCHE IBTINSTWIVE Mgiond (EAMA)
WG 1 8 T BADIOmA PO W T Prepe S
g Of Chare Tt (Mavtan s dle Mogu, almealative. wd)
paStind wpvierms bore fhw revt of B oty Aw & wpwciel
ATl g 16 WI0Q raCtare A garrrg AN

ocOrTr ST Aoy et o e Chea O Y preg
o 0 iy, T gt

i 8 AN S pr— e e G

Orchaly cateqariin T mnirdy bf Ve conttaon o
B0 PAC ared B B L o g . A ks mre Bt Horg
Kang B govermad by e HrG Rong feC(N with PAnar & e
airatay ' ey mapErs Chee! ssvcadive o grvess 16y Kong
" ACOIAIN AT TN LA B DOPAALLAY [AOMON EXRAAIN
o g wh bar Tw wmbared el borg Ko

o HIREAR Chief Exmcntig Caerin Laew, T
et ol sartors of 10 sy, B

The Authoritarian Gaze
China's Global Data Reach and the
Systemic Risks to Democracy 59



Figure 7: GoLaxy can deploy highly human-like bot accounts to evade detection
(Source: Vanderbilt Institute of National Security, 2025)
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Figure 8: GoLaxy has built profiles of key Taiwanese figures and collected extensive
demographic and social data

(Source: Vanderbilt Institute of National Security, 2025)

A

TR

Ry FH BiRE
FriE R R AR ABEHIE, XREE 6221577+
LEETER — 10000+
ER B RZWS — 5000, BJsCIERSCRRET
10wLAk, 84F: Ai14881, =it
TR BTSSR — 182238; HfthsLfk: 56413, =joaHit
403242, RHI=5TEE: 585480,
THEER 170
AN TRAFPIEMNE (MREE) 2300w
FHR. FAR, GRANE 13847
TR &E 75N
TEERS ——
A sl 1478k, BES. Mt (BTEXMNE
e TRALS WV, 50038, i)
TREGEE 13546 &k
=
TREIaEE
THREFEI AR e
TARBRFEXES 23785 M AREK

The Authoritarian Gaze
China's Global Data Reach and the
Systemic Risks to Democracy

61




Figure 9: GoLaxy has built personal profiles of U.S. political
figures and opinion leaders
(Source: Vanderbilt Institute of National Security, 2025)
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Part IV.

Policy Recommendations:
The DSR Strategy
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As the previous parts have shown, the risks posed by Chinese Al services
to democracy are systemic. These risks stem from service providers'
transfer of user data to China, either by storing it within Chinese territory
or by sharing it with Chinese parent companies or government authorities
upon request.

Under China's sweeping national security regimes and in the absence of
independent judicial oversight, the Chinese government effectively enjoys
unrestricted access to a wide range of intrusive data collected by these
services, creating serious potential for exploitation.

For these reasons, Chinese Al services fall squarely within the category of
"products deemed to endanger national cybersecurity"—the central focus
of Taiwan's evolving data governance framework.*** To address these
threats, this report introduces the DSR strategy, comprising three core
policy recommendations:

1. To DEFEND public systems, Chinese Al services should be
comprehensively banned across government agencies and
critical infrastructure;

2. To SCREEN Chinese Al services entering the domestic market,
Taiwan should establish inbound review mechanisms to evaluate
their data transfer practices;

3. To RALLY democratic allies, cooperation should focus on
harmonizing cross-border data regulations among trusted
countries to prevent China’'s access through regulatory loopholes.

While this report focuses primarily on Al services, the proposed measures
may also apply to other Chinese digital services that engage in similar
data practices. Also, although these recommendations are tailored to
Taiwan's policy landscape, they are also intended to inform the efforts
of democratic allies, especially in areas where multilateral cooperation is
essential.
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Recommendation 1

DEFEND:

Banning Chinese
Al Services Across
Government

and Critical
Infrastructure

Taiwan must enforce a comprehensive ban on Chinese Al
services across government and critical infrastructure. Effective
implementation at least requires:

* An interagency task force to identify and update the list of
Chinese-controlled Al services;

e Stronger compliance and audits, including expanding public-
sector cybersecurity talent and disclosing restricted service
lists;

* Regulatory requirements prohibiting public entities and
critical infrastructure operators from procuring China-linked
products.

Given the risks of intrusive data collection and potential access by the
PRC, Taiwan must enforce a comprehensive ban on the use of Chinese
Al services, along with other digital products, in government and critical
infrastructure (Cl) sectors.

Taiwan has already prohibited public entities from using or procuring IT
products made by Chinese vendors.*®> Before 2025, these restrictions
were enforced through administrative guidance. In August 2025, the
legislature amended the Cyber Security Management Act. With narrowly
defined exemptions, the new provisions explicitly prohibit the public sector
from downloading, installing, or using products deemed to endanger
Taiwan's cybersecurity.**®> While identification still requires careful risk
assessment, the legislative explanation makes clear that products from
Chinese vendors fall within this scope.**

Importantly, prior to the 2025 amendment, the Act only imposed general
cybersecurity obligations on private Cl providers and relied on sectoral
regulators to discourage them from using Chinese products. The revised
law now explicitly extends the statutory prohibition to include these CI
providers.
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Identifying and
Continuously
Updating Chinese Al
Service Lists

The real challenge, however, lies in enforcement capacity. This involves
at least three critical tasks:

1. accurately identifying Chinese vendors and their Al services, and
continuously updating the list;

2. ensuring compliance and conducting effective inspections and
audits; and

3. verifying that third-party contractors do not embed such products
in the services they deliver.

While Taiwan's new law already mandates the establishment of review and
information-sharing mechanisms for such products, it is also necessary to
create a dedicated interagency task force—including representatives from
security, trade, industry, procurement, and data protection—with sufficient
authority, personnel, resources, and information to ensure the timely
identification of Chinese Al services gaining popularity.

A comparable effort exists in the United States. The Federal Acquisition
Security Council (FASC), established in 2018, is an interagency body
tasked with protecting federal supply chains from national security
threats.*®®

Based on its recommendations, the Secretaries of Defense and Homeland
Security, along with the Director of National Intelligence, may issue
exclusion or removal orders. Exclusion orders bar companies, products,
or services from federal procurement, while removal orders require the
elimination of designated items from federal information systems. A recent
bipartisan bill would further authorize the FASC to publish a list of Al
systems developed by foreign adversaries.**°
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Ensuring
Compliance and
Effective Audits

To fulfill its role effectively, Taiwan's task force should establish standards
for determining whether a service is substantively controlled by an entity
that is China-based or Chinese-owned, including through direct or indirect
ownership or control via successor entities or overseas subsidiaries. This
approach can help reveal the full extent of Chinese companies' global
operational control and prevent policy decisions from being misled by the
formal registration locations of overseas service providers.

Taiwan's recent legal amendments have taken the right step in
strengthening the auditing authority of cybersecurity agencies and
expanding the scope of entities subject to oversight. However, given the
severe shortage of qualified personnel,*®” the government must act swiftly
to expand the talent pool.

Key measures should include investing in robust in-service training to
strengthen internal expertise and enhancing career incentives for public-
sector cybersecurity professionals—such as better compensation and
clearly defined missions that are both meaningful and instill a sense of
honor. Mechanisms allowing cybersecurity personnel to rotate between
the public and private sectors would also help attract talent to serve
temporarily in government and contribute their expertise.

To support effective compliance, Taiwanese policymakers should also
improve the transparency and accessibility of the list of restricted
Chinese Al services. Although other agencies can submit search
requests for items on the list, cybersecurity authorities have long withheld
it from public disclosure, citing concerns that Chinese companies could
circumvent restrictions by altering product names or service locations.**®
There is also fear that disclosure might cause government personnel to
focus solely on listed items, overlooking similarly risky products not yet
formally identified.
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However, this approach creates material compliance frictions. Without
access to the full list of prohibited vendors and products, agencies
cannot proactively embed exclusion clauses in procurement documents.
Verification must be done case by case, significantly increasing time and
audit costs. It also deprives bidders of clear market signals, making timely
supply-chain adjustments harder.

These frictions are likely to intensify as the statutory restrictions are
formally extended to designated non-governmental Cl providers, whose
procurement networks are typically more diverse and decentralized.

Taiwan's cybersecurity authorities should enhance intelligence sharing
in this area. At a minimum, they should make the list of restricted
services and any updates accessible to all public entities and critical
infrastructure providers.

For services on the list, government personnel and CI providers are
obligated to avoid their use. For services not listed, they must still conduct
due diligence to ensure the product is not of Chinese origin before
procurement or deployment. Finally, cybersecurity authorities should
continue expanding the existing "safe list" of previously vetted products to
further support compliance.
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Closing Loopholes
in Third-Party
Contractor Use

Recommendation 2

SCREEN:
Implementing
Inbound Reviews
to Restrict Data
Transfers to China

As for the third task, Taiwan's Ministry of Digital Affairs has issued
regulations prohibiting public entities from procuring "products deemed
to endanger national cybersecurity"***—a category that, as previously
noted, naturally includes China-linked products. Taiwan's government
procurement templates have also long prohibited Chinese vendors from
bidding on contracts and bar other vendors from fulfilling contracts using
Chinese ICT products.

However, even after the 2025 legal amendments, these procurement
restrictions still apply only to public entities and have not yet been explicitly
extended to non-government CI providers. While Cl providers often avoid
such products in practice due to general cybersecurity obligations, this
remains a regulatory loophole. It should be addressed promptly to prevent
third-party contractors in critical sectors from becoming weak links in the
supply chain.

Taiwan should establish inbound review mechanisms that condition
the market access of Chinese Al services on compliant data
practices—particularly by default prohibiting the transfer of user data
to China. To comply, Chinese Al service providers must:

e Store all data collected in Taiwan locally or in trusted
jurisdictions,

e Process and secure data through a locally incorporated third
party in Taiwan or a trusted partner country; and

» Report their data practices to regulators and undergo periodic
independent audits.

The Taiwanese government should have clear legal authority to
enforce these rules, including access restrictions—such as delisting
apps or blocking services—as a last resort.

Compared to the U.S. divestiture-centric model, this operational-
centric approach offers a more feasible path for Taiwan.
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Compliance
Standards and
Enforcement
Mechanisms

Taiwan should establish inbound review mechanisms to scrutinize the data
practices of Chinese Al services. As a general rule, these providers should
be prohibited from transferring data to China through any channel. The
government should also be equipped with clear legal authority to block
persistently non-compliant services within its jurisdiction as a proportional
last resort.

As a precondition for operating in Taiwan, Chinese Al service providers
must be prohibited from transferring or storing user data in China,
including transfers routed through third countries. Only narrowly
tailored, statutory exceptions are allowed. Providers must also be barred
from sharing data across borders with Chinese parent companies or
government authorities upon request.

In cases involving law enforcement, access to user data should occur
only through applicable mutual legal assistance arrangements. Under
no circumstances should service providers unilaterally disclose data in
response to foreign government demands.

To be effective, Taiwan's inbound review mechanism should require
Chinese Al service providers to demonstrate compliance with the following
governance practices:

o To restrict data transfers to China, Chinese Al service providers must
store and process all data collected in Taiwan on servers located
either in Taiwan or in trusted partner countries that are officially
recognized by the Taiwanese government as having comparable
data protection mechanisms. As a general rule, user data must not be
transferred beyond these jurisdictions.

The Authoritarian Gaze
China's Global Data Reach and the
Systemic Risks to Democracy 70



Closing Statutory
Gaps in Taiwan's
Cross-Border Data
Regulation

» Data access, processing, and security must be performed either in
Taiwan or in a trusted partner country, and must be handled by a locally
incorporated third party with vetted personnel and key functions
located in that jurisdiction.

e Compliance with these requirements should be verified through periodic
reporting of data practices to the relevant authority and regular
reviews conducted by independent auditors, whose findings must
also be made pubilic.

Taiwan's legal framework must be urgently updated to establish such an
inbound review mechanism.

Currently, Taiwan's Personal Data Protection Act (PDPA) is the sole
legal framework governing cross-border data transfers. However, the
existing regime operates on a "permissive by default, restrictive
by exception" basis and has long delegated responsibility to sectoral
regulators to determine whether a foreign jurisdiction provides adequate
data protection—only imposing restrictions when a jurisdiction is deemed
inadequate.

To date, such restrictions have only been applied in three sectors: labor,
telecommunications, and social work.?°° In all other critical domains, such
as health, finance, or transportation, no systemic safeguards exist to
prevent data from flowing into China.

Although Taiwan amended the PDPA in November 2025 with the aim
of centralizing cross-border data transfer regulation under the newly
established Personal Data Protection Commission,?®* transfers to China
remain permitted by default. This overly permissive approach must be
reformed.
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An Operational-
Centric Approach
with Teeth

At a minimum, the law should prohibit Chinese digital service providers
operating in Taiwan from transferring user data to China. In addition, the
government must be granted clear legal authority to require such providers
to appoint legal representatives in Taiwan and to impose penalties on
those who violate data security or cross-border transfer regulations.

Where a service provider persistently refuses to comply with corrective
orders, authorities may, subject to due process and judicial oversight,
restrict access to the service through measures such as directing ISPs to
block DNS resolution or requesting app store delisting, as actions of strict
necessity and last resort.

Blocking access in cases of continued violations can be consistent with
the principle of proportionality. For example, DeepSeek was temporarily
removed from app stores in South Korea after the country's Personal
Information Protection Commission found its data protection practices
inadequate.”®® It was only reinstated after the service provider complied
with specific requirements, such as obtaining separate user consent for
cross-border data transfers and halting the transmission of user inputs to
a Chinese partner company.”®

The European Union offers another instructive example of such
regulations. With judicial safeguards in place, the General Data Protection
Regulation (GDPR) empowers supervisory authorities to impose fines and
corrective orders, including restrictions on data processing and cross-
border transfers.”®* The Digital Services Act (DSA) further authorizes
access restrictions on intermediary services, provided strict necessity and
last-resort conditions are met to prevent ongoing serious harm.**®
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For instance, in June 2025, the Berlin Commissioner for Data Protection
found that DeepSeek’s transfer of user data to China violated the GDPR.?*°
Citing Article 16 of the DSA, the Commissioner flagged the app as illegal
content and requested that Apple and Google consider removing it from
their app stores in Germany. While some questioned whether Article 16
was the appropriate legal basis,**” the case highlights how EU law equips
regulators with necessary tools to respond to data processing violations
by Chinese digital services.

The United States has also strengthened its legal tools to bar adversary-
controlled digital services. In April 2024, Congress enacted the "TikTok
law," which bars U.S. app stores and internet-hosting providers from
distributing, maintaining, or providing services to any foreign-adversary-
controlled application unless the owner completes a President-approved
qualified divestiture.*®

However, a divestiture-centric approach is less suited to Taiwan. Most
Chinese services reach Taiwan via entities in China or third countries (e.g.,
Singapore), and Taiwan's smaller market offers limited leverage to compel
ownership restructuring. A more workable path is to condition market
access on the operational side—such as through strict cross-border data
controls, as proposed in this report.
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Recommendation 3

RALLY: Harmonizing
Cross-Border

Data Regulations
Through Multilateral
Cooperation

Harmonizing Data
Transfer Rules
across Democracies

Taiwan and its trusted allies must harmonize cross-border data
transfer rules to close regulatory loopholes.

Current U.S. tools offer only partial safeguards. The informational-
materials exception under IEEPA limits regulatory reach, while
CFIUS (transaction-triggered) and the TikTok Law (definition-bound
and ownership-centric) do not provide a sufficient legal basis for
imposing ongoing operational restrictions on foreign-based services.

New legislation is needed to establish robust data transfer controls
and align U.S. policy with Taiwan and other partners.

Taiwan and its democratic allies must harmonize their regulatory
frameworks to prevent the continued data outflow to China, especially
through the Al services highlighted in this report.

As shown in the previous parts, some Chinese Al services do not transmit
user data directly to China but instead store it in third countries, including
the U.S. However, this data may still be subject to access requests from
Chinese parent companies or government authorities. If the third countries
lack adequate restrictions on secondary data transfers, these regulatory
gaps may result in the data reaching China, defeating the very purpose of
containment efforts.

For the U.S,, it is also necessary to establish restrictions on cross-border
data flows to China in order to mitigate both the individual and collective-
level risks outlined above. In fact, several regulatory efforts are already
underway, backed by bipartisan support.”®
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Limitations of the
U.S. Regime for Data
Transfer Control

For example, Executive Order (E.O.) 14117 bars U.S. persons from data
transactions that would give countries of concern access to bulk sensitive
personal data or U.S. government-related data.”*° Congress also enacted
the Protecting Americans' Data from Foreign Adversaries Act (PADFA),
which makes it unlawful for data brokers to sell or otherwise make
available sensitive data of U.S. individuals to a foreign adversary country
or any entity it controls.***

These measures, however, do not fully address the challenge. First,
the data-transfer practices of Chinese service providers remain largely
unregulated. Second, focusing only on "sensitive" data may ease
enforcement but overlooks modern Al's ability to infer highly personal
traits from large volumes of seemingly trivial data.

Moreover, actions grounded in the International Emergency Economic
Powers Act (IEEPA) framework are more vulnerable to legal challenge.
While granting the President sweeping authority to address peacetime
emergencies, IEEPA explicitly excludes the power to regulate "informational
materials."**? U.S. courts enjoined the 2020 TikTok restrictions as
exceeding IEEPA in light of those statutory exceptions.**?

A similar concern applies to E.O. 13873, which authorizes the Secretary
of Commerce to block ICT products or services provided by entities
under the jurisdiction of a foreign adversary if they are deemed to pose an
unacceptable data security risk.?** Such actions may also invite ultra vires
challenges if interpreted as regulating informational materials.

E.O. 14117 could face analogous objections if a court deemed restrictions
on bulk data access indistinguishable from restrictions on informational
flows—though the DOJ's final rule implementing E.O. 14117 is in force
and is framed around national-security-relevant data transactions, not
expressive content.”**
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Limits of CFIUS in
Governing Foreign
Al Services

Divest-or-Ban Is Not
Enough for Chinese
Al Services

In sum, given IEEPA's internal limitations, regulations based on it may not
serve as a durable mechanism for addressing data outflows to China.

Another relevant mechanism is the Committee on Foreign Investment in
the United States (CFIUS), which reviews covered transactions involving
foreign investment in the U.S. to assess and mitigate national security
risks.”*® Under the Foreign Investment Risk Review Modernization Act of
2018 (FIRRMA), CFIUS's jurisdiction was expanded to include investments
that may grant foreign entities access to sensitive personal data of U.S.
citizens.”

However, CFIUS review is transaction-triggered. For example, the
process became applicable to TikTok only after ByteDance acquired U.S.-
based Musical.ly in 2017.>*® Today, many Chinese Al services reach U.S.
users without a covered investment or on-shore corporate presence;
accordingly, CFIUS is ill-suited to police ongoing data-collection practices
by foreign services operating from abroad.

The third relevant mechanism is the TikTok Law—the Protecting
Americans from Foreign Adversary Controlled Applications Act—which
establishes a framework for restricting foreign-adversary-controlled
applications.”*® Beyond TikTok, it authorizes the President to designate
any content-sharing app with over one million monthly active users as a
national-security threat if it is operated by an entity controlled by a foreign
adversary.

Once designated, the company must complete a President-approved
qualified divestiture or face a nationwide prohibition on distribution,
maintenance, and updating by U.S. app stores and internet-hosting
providers.
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The Need for New
Legislation

However, the TikTok Law may also fall short in addressing Chinese
Al services. Under its statutory definitions, the Act primarily targets
applications that enable social networking. General-purpose Al assistants
like DeepSeek—lacking such features—are therefore less likely to qualify
as "foreign adversary-controlled applications" under the Act.

The law's divest-or-ban model presents additional limitations: unlike
TikTok, many Chinese Al services are operated by entities incorporated
overseas and are less likely to restructure ownership merely to retain U.S.
market access. In such cases, regulating cross-border data transfers may
offer a more effective policy lever.

Accordingly, the U.S. should consider harmonizing its regulations with
Taiwan and other allies to prohibit Chinese Al service providers from
transferring user data to China by any means. Yet existing tools present
scope and durability gaps.

The informational-materials carve-outs under IEEPA may constrain such
efforts, while neither CFIUS (transaction-triggered) nor the TikTok Law
(definition-bound, ownership-centric) provides a sufficient legal basis to
impose ongoing operational restrictions on foreign-based services.

To close these gaps, new legislation from the U.S. Congress is essential.
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Privacy Policies
of Al Services
Examined

The privacy policies of the services examined in this report are based on
the versions linked in the biannual generative Al reports by Andreessen
Horowitz and confirmed to be accessible to users in Taiwan. They reflect
the most up-to-date versions available as of November 15, 2025. To
ensure consistency and verifiability, each policy has been preserved
either via Archive.today or exported directly from the original webpage,
recognizing that service providers may revise their policies over time.

Please note that the version of a privacy policy displayed, even when
accessed through the same link, may vary depending on the user’ s IP
address, browser settings, or operating system language. Accordingly, all
analyses in this report are based on the versions accessible to users in
Taiwan operating in Mandarin-language environments, as reflected in the
archived content below.

1. DeepSeek

Archived copy: http://archive.today/Ojpkk
Original link: https://cdn.deepseek.com/policies/
en-US/deepseek-privacy-policy.html

2. Kimi

Archived copy: https://chai.dset.tw/docs/Kimi%20Privacy %20Policy.pdf
Original link: https://www.kimi.com/user/
agreement/userprivacy?version=v2

3. Doubao
Archived copy: http://archive.today/wwhEu
Original link: https://www.doubao.com/legal/privacy

4. Quark (Mobile)

Archived copy: http://archive.today/9EGgF

Original link: https://terms.alicdn.com/legal-agreement/terms/c_end
product_protocol/20230831162328667/20230831162328667.html
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5. Baidu Al Search
Archived copy: http://archive.today/vPw6u
Original link: https://s.bdstatic.com/common/agreement/privacy.html

6. Monica
Archived copy: http://archive.today/Im9ws
Original link: https://monica.im/privacy

7. Cici
Archived copy: http://archive.today/2Qrr8
Original link: https://www.ciciai.com/legal/privacy/en

8. Talkie
Archived copy: https://chai.dset.tw/docs/Talkie%20Privacy %20Policy.pdf

Original link: https://www.talkie -ai.com/static/privacy

9. Qwen Chat

Archived copy: http://archive.today/nABNC

Original link: https://chat.qwen.ai/legal-agreement/privacy-
policy?spm=a2ty_001.29997169.0.0.3d4d5171NzzXkH

10. Manus
Archived copy: http://archive.today/Z45lh
Original link: https://manus.im/privacy
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Summary Table:
Data Collection,
Storage, and
Sharing Practices
of Examined China-
Linked Al Services

This report categorizes the data collected by the examined Chinese
Al services based on an analysis of their privacy policies, which were
archived above and reflect the most up-to-date versions available on their
official websites as of November 15, 2025. The categorization framework
originated from DeepSeek’ s privacy policy structure but was modified
to accurately encompass the data types collected by all services in this
study.

The accompanying spreadsheet, accessible via the link and QR code
below, details these findings. Its first sheet provides a summary pivot table
(1 = collection, 0 = non-collection) with a "SUM" row totaling the number
of distinct data types each service collects. Sheets 2 through 11 provide a
detailed breakdown for each service (Y = collection, N = non-collection),
citing the corresponding passages from their respective privacy policies.

(Excel sheets) Chinese Al Services: Data Collection

The accompanying spreadsheet, accessible via the link and QR code
below, lists the data storage locations, data-sharing scopes, and
government access provisions for the ten identified China-linked Al
services. For each service, the corresponding provisions, articles, or
clauses are cited directly from its privacy policy. To preserve the precise
meaning of these policies, where only a Chinese-language version was
available, the original Chinese text was extracted and listed.

(Excel sheets) Chinese Al Services: Data Storage,
Sharing, and Government Access
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