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AnHoTanmsi. OOecreyeHue O€30MACHOCTH TPOrPAMMHOTO OOecHeueHHs SBIsSETCd Ha
CETONHAIIHMNA JeHb OIHOW M3 NepBOCTEeNEHHbIX 3amady. COou B paboTe MPOrpaMMHOTO
obecredeHust MOTyT IPUBECTH K CEPhE3HBIM IOCIIEACTBHAM, A 3JIOHAMEPEHHAsT SKCILTyaTaIlHs
YSI3BEMOCTEHl MOXKET MPUYHHHUTH KOJOCcanbHBIA ymep0. KpymHble kopmopanum ymensioT
oco00¢ BHUMAaHHE aHAIN3y WHIOUJICHTOB WH(OPMAIMOHHONH O0e30ImacHOCTH. ATakd
MOBTOPHOTO ~ WCIIONB30BAaHMSI KOAA, OCHOBAaHHBIE Ha  BO3BPAaTHO-OPHEHTHPOBAHHOM
nporpammupoBanun (ROP), nproOpeTaroT Bcio GONBIIYIO0 HOMYJIIPHOCTE C KaXKIBIM T'OJIOM H
MOTYT OBITH NPUMEHEHBI Ja)XX€ B YCIOBUSX pabOTHI 3aIUTHBIX MEXaHU3MOB COBPEMEHHBIX
OTIEPAllMOHHBIX CHCTEM. B oTiH4ne 0T 00BIYHOTO MIENT-KO/a, I/I€ HHCTPYKIHU Pa3MeNaloTCs
nociefoBaTeNnbHO B mamsT, ROP-1ernodka cOCTOMT M3 MHOXECTBAa MaleHbKHUX OJIOKOB
HMHCTPYKLUH (TafyXeToB) U UCIIONb3yeT CTEK I CBA3BIBAHUS TUX OJIOKOB, UTO 3aTPy/HSET
aHamm3 ROP-skcmmoiitoB. Llenmpto maHHOH pabOTHl SBISIETCS  YIPOLICHHWE OOpaTHOM
nmkeHeprn ROP-3kcinoiiToB. B 3T0if cTaThe mpeayiaraeTes METO aHaJIH3a aTak MOBTOPHOTO
HCTIONB30BAaHMS KOJA, KOTOPHIi O3BOJISIET BOCCTAHOBHUTH ceMaHTHKy ROP-nienouxu: pa3outs
LETIOYKY Ha TaDKETHl, ONPEIEIHTh CEMAHTHUKY OTACNBHBIX Ta/PKeTOB M BOCCTAaHOBUTH
MIPOTOTHITHI BBI3BAHHBIX B XOJI€ BBIIOJHEHHS LEMOYKH (YHKIUH M CHCTEMHBIX BBHI30BOB H
3HaueHUs MX aprymMeHToB. CeMaHTHKa TrajpkeTa ONpeNesseTcss ero INpUHAIJICKHOCTHIO
rnapaMeTpU30BaHHBIM THNaM. Kaxxaplii Tin 3agaercst moctyciaoBueM (OyJeBBIM IPEIUKATOM),
KOTOPOE JOJKHO OBITH BCET/Ia HCTHHHO MOCIIE BBITIOJIHEHHS rajpkeTa. MeTon 6bUT pealn3oBaH
B BHJE NPOTPAaMMHOTO HHCTPYMEHTa M ampoOMpoBaH Ha pealbHbIX ROP-skcmumoiiTtax,
HalJICHHBIX B HHTEPHETE.

* Pagora noanepxana rpantoM PODOU Ne 17-01-00600
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1. BeedeHue

ObecrieueHre  0€30IMaCHOCTH  NPOrPpaMMHOTO  oOecriedyeHHs  SBIAETCS  Ha
CETOHSAIIHUN J1€Hb OAHOH M3 MEepBOCTENEHHBbIX 3afau. [IporpaMMHbBIE MPOAYKTHI
MIPUMEHSAIOTCS B TIOBCEJHEBHO OKPYKAIOIIMX HAac BEIIaX: KOMIIBIOTEpax,
cMapThOoHAX, aBTOMOOMIISIX, OaHKOMaTax, 00BEKTAaX TOPOACKON MHPPACTPYKTYPHI,
MEIUIMHCKOM OOOpYZOBaHUM >KU3HEOOECTICUEeHHsI M TEXHOJOTHAX «HHTEpHETa
Berei». Coou B paboTe MporpaMMHOTO 00eCTICYeHHS MOTYT IIPHUBECTH K CEPbE3HBIM
MOCJICAACTBUAM: JI€HEXHBIM YOBITKaM, JETpajallid CpPEACTB KOMMYHHUKAIIWH,
3aJep)Kke B paboTe SKCTPEHHBIX CIIyKO, aBapuaM M JaXe NPUYMHEHUIO Bpena
3I0pPOBBIO UEJIOBEKa. A 3JOHaAMepeHHas »HKCIUTyaTals YsI3BUMOCTEH MOXeT
NPUYMHHATE KosloccalbHblil  ymep6. Ilo nmanHeiM  HanuonanbpHOro HMHCTHUTYTa
cranaaptoB 1 TexHosoruid CIIIA exeroaHo myOIMKyIOTCS THICSYM ONMCAHUI HOBBIX
yszBuMocteit CVE (puc. 1) [1,2]. Kpynnble koprioparuu yesnstoT ocodoe BHUMaHne
aHAJIM3y WHIMICHTOB HH(POPMAIIIOHHOW 0€3011acHOCTH.
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Puc. 1. Konuuecmso (Oecamku mouicay) nogvix yazeumocmeii (CVE) 6 200
Fig. 1. Tens of thousands of vulnerabilities (CVE) by year

Jnst sKcmIyaTanuu ysI3BUMOCTEH B YCIOBUSIX pabOThl 3alIMTHBIX MEXaHH3MOB
COBPEMEHHBIX OIEPAI[IOHHBIX CHUCTEM YacTO MPUMEHSETCS TEXHHWKa BO3BPATHO-
OpHUeHTHUpOBaHHOTO TporpammupoBanus (ROP). DOrto araka moBTOpHOTO
HUCIIOJIb30BAaHUA Koaa, IIO3BOJIAKOIIAsA O6XOI[I/ITI) SamMTHblﬁ MCXaHU3M,
32



Bumnsxos A.B., Hypmyxameros A.P., Kypmanranees I11.®., aiicapsn C.C. Merox aHaiM3a aTak IOBTOPHOTO
ucnosb3oBanus koaa. Ipyost UCII PAH, tom 30, Bem. 5, 2018 1., ctp. 31-54

3alpellaloIlii PernoHy namsTH ObITh OJHOBPEMEHHO JOCTYITHBIM Ha 3aluch U
ucnonaenne (DEP), m coBpeMeHHBIE peann3aliii PaHIOMHU3ALUN pa3MEIIeHUs
agpecHoro mpoctpaHctBa (ASLR), KOTOpbIE OCTaBISIOT dYacTh alIpecHOTO
MPOCTPAHCTBAa MPOTPaMMBI HEPaHIOMHU3UpPOBaHHOH. B wactHOCTH, B Linux ampec
3arpy3KH KoJa IpOrpaMMbl 4YacTO OCTAaeTCd IOCTOSIHHBIM, a HEKOTOpbIE
JnuHamu4eckue oubmmoTekn Windows 3arpyskarorcst o GUKCUPOBAHHBIM aJIPECaM.
3M0yMBIIUICHHUK MCIIONB3YET KYCOUKH KOJa U3 HEPaHIOMU3UPOBAHHOTO aipECHOTO
NPOCTPAHCTBAa IMPOTPaMMBbI, KOTOpPbIE HAa3bIBAIOTCS TajpKkeTamu. Kakaplid rajpker
BBIMOJHACT HCEKOTOPBLIC BbIYUCICHUA (HaanMep, CKJIaABIBACT 3HAYCHHA OBYX
PETUCTPOB) U NIepeslacT yIpaBJIeHHUE CIIEAyIOIIEeMY rajukeTy. ['amKeThl CBsA3bIBAIOTCS
B LIETMOYKY II0CIIEIOBATEIBHO BBHIMOJIHIEMBIX KYCOYKOB Koja. TakuM o0pasoM, C
MIOMOIIBI0 IIEMOYKH Ta/PKETOB MOXKHO BBINOJHUTh HEKOTOPbIE BPEIOHOCHBIE
JefcTBus.

lampker — 93TO0 mMOCHENOBATENbHOCTh WHCTPYKIMH, KOTOpas 3aKaH4YHWBacTCS
WHCTpYKIMEH nepenadu ympasieHus (ret). B otnuume or oOBIYHON MpOTpamMMEl,
uHcTpykuuu ROP-1ienouky He pa3MenaroTcst Mociea0BaTebHO B IAMSITH, 8 BMECTO
9TOI0 p336l/IBaIOTCH Ha MaJICHBKHC T'aJ[’KCThI, CBA3AHHBLIC UHCTPYKUHUAMU, KOTOPLIC
NOJyYaroT aJpec CIEAYIOUIero rajkera co CTeKa. Takoe CTEeKOBOE CBS3BIBAHME
UMHCTPYKLUH 3aTpyaHseT aHanu3 ROP-nenouex.

DKCIUIOUT — 3TO ImporpamMma, BXOAHBIC JAaHHBIC HUJIM MOCJICA0BATCILHOCTE KOMAaH/,
HCIIOJIB3YIOIUE YA3BUMOCTD, I-IT06I)I }106I/IT]:C51 HCIPEAYCMOTPEHHOI'O0 IMOBEACHUSA
cucreMsl. L{enbio qanHoi paboThI sBIIsIETCS ynpoiieHne o0paTHoi nmxeHepun ROP-
SKCIUIOMTOB.

B aTo0li cTarbe npeasiaraeTcst METO/] aHAJIM3a aTak MOBTOPHOT'O MCIIOJIb30BaHMUS KO/,
KOTOPBIH MO3BOJISIET BOCCTAHOBUTH ceMaHTHKy ROP-1ienouku: pa3ouTh 1eno4Kky Ha
r'aJDKETHI, OTPEIENTUTh CEMaHTHKY OT/IEJIbHBIX I'a/PKETOB U BOCCTAHOBUTD BEI3BAHHBIE
B XOJI¢ BBIMOJHEHHS LETOYKH (YHKIMH M CHCTEMHBIC BBI3OBBI M 3HAUCHHS HX
apryMeHTOB.

Cratbs oOpraHu30BaHa CIeAyIOIIM 00pa3oM. Bo BTopom pa3zzerne npuBoaurcst 0030p
aTaK ¥ 3alIUTHBIX MEXaHU3MOB, MTOCITYKUBILIHNX MPEANOCHUIKAMH K HosiBIeHHI0O ROP
(mompaszgen 2.5). B TpetbeM pasnene mpoBOAUTCS 0030p CYIIECTBYIOIINX METOJOB
agamu3a ROP-atak. B uerBepTOM pasmene OmMHCHIBAETCS MPEHIOKCHHBI METOJ
aHaJIM3a aTak IOBTOPHOTO MCIIOJIb30BAHUS KOZa. B msiToM pasene paccMaTpuBaroTCs
JEeTali  pealu3allid IPEeAJaraeMoro Merofa. Pe3ynbTaTbl NPaKTHYECKOTO
IIPUMEHEHHS IPUBOASATCS B IIECTOM pa3zerie.

2. 0630p amak u 3auumHbIX MexaHU3MO8@

B stom paszene mpuBoauTcs 0030p arak Ha IepenonHeHHe Oydepa Ha creke.
OnuchIBalOTCS 3aIUTHBIE MEXaHW3Mbl OINEPALMOHHON CHCTEMBI: OrpaHHYEeHHE
ucnionasieMbix  obmacteit (DEP) u panmoMu3aiuss pa3MelICHHs aJpecHOro
npoctpactBa (ASLR). B pasgene 2.5 nmaercs ompeaeseHHEe BO3BPaTHO-
OPUCHTHUPOBAHHOI'O MpOorpaMMHupoBaHusA — METOAA OKCIUIyaTalluu YSA3BUMOCTH
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nepenoyiHeHust Oydepa Ha creke, mosBoisitomero o6oiitu DEP u coBpemeHHBIE
peanuzanun ASLR.

2.1 YA3BMMOCTb nepenonHeHnAa 6ydepa Ha cTeke

VYsa3BUMOCTh nepenonHeHnst Oydepa Ha cTeKe BO3HHUKAET, KOrja pasMmep AaHHBIX,
3aIichIBaeMbIX B Oydep Ha cTeke, peBbIIaeT pazmep storo Oydepa [3]. Hapumep,
B NPUBEICHHOW HIDKe mporpamMme Ha Cu ys3BuMmas ¢yHKOus Vul He mposepsier
JUIMHY cpokH Str, 3anuceiBaeMoii B Oydep Ha creke huKCHpoBaHHOTO pa3mepa buf.
Ecnu nnvHa nepBoro aprymeHTa KOMaHIHOW cTpokH argv[1] okaxercst Ooibluei
WK paBHOI pa3Mepy Oydepa buf, To mpousoiiner nepenonHenue Oydepa Ha cTeKe.
void vul(char *str) {
char buf[512];
strcpy(buf, str);

}

int main(int argc, char *argv[]) {
vul(argv[1l]);
return 0;

}

Ha pucynke 2a nokasa crexoBbiil ¢peiim pynkuuu vul no nepenosinenus. Ctex B
apXHUTEKType X86 pacTeT OT OONBIINX aJpecoB K MEHBIIUM (Ha PUCYHKE — CBEPXY
BHM3). ApryMeHThl (yHKIHMH MOOYEPETHO KIIIyTCsl Ha CTEK clipaBa HayieBo. IIpu
BbI30BEe (DYHKIMM ajpec BO3BpaTa KIAJIETCsl Ha CTEK, MOCHe 4ero (pyHKIUS MOXKET
COXpaHHTh CTapOe 3HAUCHUE DPErucTpa €bp ¥ BBIAEIUTH HA CTEKE NAMATH IS
JIOKJIBHBIX NTEPEMEHHBIX, B HameM ciydae — it Oydepa buf. danusie B Oydep
3aIHCBHIBAIOTCA B INOPSAAKE BO3pAcTaHUs aIpecoB (HAa PHCYHKE — CHH3Y BBEpX).
[Nepenonnenue Oydepa NPUBOIUT K IIEPE3aNNCH STYEEK BEILIE 110 CTEKY, B TOM YHCIIE
azpeca BO3Bpara, IIOCIE YEero IMOYTH BCernaa CleqyeT aBapUiHOe 3aBepIIcHHE
IPOTrPaMMBL.

OKcITyaTanys ya3BUMOCTH IIEpETIONHEHUs Oydepa Ha CTeKe I103BOJISIET BHIIIONHAT
MIPOU3BOJIBHBIN KOJI. PaccMoTpuM cuTyaluio, Korja 3J10yMbIIIEHHUK KOHTPOJIUPYET
3HAUCHUE IIEPBOr0 apryMeHTa KOMaHIHOW cTpoku argv[1l], a criemoBaTensHO,
KOHTPOJIUPYET 3HA4YeHWs, 3amucbiBaeMble B Oydep buf. B Ttakom ciyuae
3JI0yMBIIICHHUK MOXET JOOMTHCS Tepe3alicy ajapeca Bo3BpaTa yKaszareleM Ha
pa3MelIeHHbIl Ha cTeke BpeNOHOCHbIH koi (puc. 2b). Takum obpasom, mocie
Bo3Bpata u3 ¢QyHKmmH Vvul ynopaBieHne mnepemacTcss Ha cHOpMUPOBAHHEIN
3JI0yMBIIUIEHHUKOM Ko7 OOBIYHO B KadecTBE TAaKOro KOJa HCIIONIB3yeTcs KO[,
MIPUBOJAIINHA K BBI30BY KOMAaH/IHOH OOOJIOUKM OINEPAlMOHHON CHCTEMBI, KOTOPBIH
Ha3bpIBaeTCsl IMIEI-KOIOM. YToObI u30exaTh HEraTHBHBIX IIOCIEICTBUH  OT
nepenosiHeHus Oydepa Ha cTeKe, TOSBIIINCH Pa3INYHbIC 3alIUTHBIE MEXaHU3MBI.
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2.2 OrpaHuyeHue ucnonHsembix obnacrten (DEP)

Orpannuenne wucnonusiemblx obnacreid (DEP) —  3amurHeli  MexaHU3M
OIIEPAIIMOHHON CHCTEMBI, 3alpelialonii UCIIOIHEHHE Kola U3 obiacTeld mamsr,
TIOMEYEHHBIX KaK «JaHHbIe». [IonbITKa NCIIOTHEHUS KO/Ia M3 IOMEUEHHBIX o0JlacTeit
BBI3BIBAET MCKIIIOYEHHUE M BIIEUET 3a cOOOH aBapuiiHOE 3aBepIleHHE NporpamMMEL. B
YaCTHOCTH, CTEK W Kyd4a CTAHOBATCA HEJOCTYIHBIMH [UIS BBIIOJIHEHUS, HYTO
NIPEAOTBpAIIaeT BBHIIIOJIHEHNE pa3MEUIEHHOTO HAa HHUX BPEJOHOCHOTO KOAA.
MexaHU3M YCHEITHO IPUMEHSIETCSl B onepaloHHbIX cucremMax Windows, Linux u

ap.

"/bin/sh"

Bpenonocusrit ko

— Ykazarejb command

Ykazaresb str

Azpec Bo3BpaTa |—— Vkazaresb Ha KO Anpec system

Crapoe 3materue ebp

Hamnpasjienue pocra ajapecos

Bydep buf

(a) Crekosblii dpeiim dynxnuu (b) Pasmemenne spenonocuoro koma (c) Araka Bo3BpaTa B GUOIHOTEKY
vul JI0 HepenoJHeHNs. Ha CTeKe

Puc. 2. Cmexosbiii hpetin @pynrxyuu VUl u cnocobw sxcniyamayuu ysazeumocmu
nepenoatnenus 6ygepa buf na cmexe
Fig. 2. A stack frame and different buffer overflow exploitation techniques

2.3 Ataka Bo3Bparta B 6MbnmMoTeky

s o6xoma DEP ncnonp3yercs ataka Bo3BpaTa B OMOIHOTEKY. ATaka 3aKIII09aeTCst
B IOAMEHE ajpeca BO3BpaTa agpecoM HEKOTOPOH OMOIMOTeYHOH (yHKUWH,
HanpuMep, QyHKIuY system u3 6udnuoreku libc.

Ha puc. 2c mokazaHo cocTosiHHE CTE€Ka MOcCie TepernojHeHus. Anpec Bo3Bpara
nepe3anucan agpecom pyukiuu system(const char *command). Beiie nexut
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MIPOU3BOJIBHBIN afipec BO3BpaTa U3 (GPyHKIHUHU System U ee eJUHCTBCHHBIH apryMeHT
command, KOTOpBII SBIISETCS YyKa3aTeleM Ha HYyJb-TEpMHUHHPOBAHHYIO CTPOKY
"/bin/sh", pasmemennyro cnemoM 3a ykasareseM. Takum oOpazom, Iocie
Bo3Bpara  u3  ¢QyHkuuum  vul  BbeBoBercss  OuOnuoreuHas — GyHKUHS
system("/bin/sh™), xoropas B cBOIO ouepeib BHI30BET KOMAHIHYIO 0OOJIOYKY
OnepaluoHHOM CUCTEMBI.

2.4 PaHgomunsaumsi pasMelleHuss appecHoro npocTpaHcTBa
(ASLR)

Pannomuzanmum pasmemienust anpecHoro mpoctpaHctBa (ASLR) — 3amurHbIi
MEXaHW3M OIICPAllMOHHON CHUCTEMBI, IIO3BOJISIIOIIMI  pa3MeIiaTh KIIOUeBbIE
3JIEMEHTHI Tiporiecca (00pa3 mporpaMMel, CTeK, Kyda, IMHAMHYSCKHe ONOIMOTEKH ) 110
pa3IUYHBIM ajpecaM BO BpeMs 3arpy3Ku HCHOJHseMoro Qaiina. JlaHHas 3ammra
3aTpyIOHSET MPOBEICHIE aTaKh BO3BpaTa B OMONHOTEKY, T.K. aipec OMOIMOTEYHOMH
(hyHKIIMY HEW3BECTEH JI0 3aTPY3KH IIPOTPaAMMBI H OTIIMYAETCS IS KaXKIOTO 3aITycKa.
Crnemyer OTMETHTD, YTO PAHIOMH3ALHNS AAPECOB UCTIONHIEMBIX CEKIIUH TPOTPaAMMBI
nnn 6ubimorekn Tpedyer, 4TOOBI OHM OBUTH CKOMIFUIMPOBAHEI B IMO3HIIMOHHO-
HE3aBUCHMBII KOJI, 9YTO He Bceraa BeIMonHseTcs. Tak B Linux ampec 3arpy3ku Koma
MIPOTPAMMBI 9aCTO OCTAeTCS TIOCTOSHHBIM, & HEKOTOpPbIE AMHAMHYECKHE OMOIHOTEeKH
Windows 3arpyxaroTcs 1o GUKCUpOBaHHBIM ajipecam. TakuM 00pa3om, B yCIOBHIX
paboTel coBpeMeHHBIX peanm3anmuii ASLR wacTh aapecHoro mpocTpaHCTBa
MIPOTPaMMBI OCTAETCSI HEPaHAOMHU3UPOBAHHOM.

2.5 Bo3BpaTHO-OpuMeHTUpoBaHHOe nporpammupoBaHue (ROP)

BosBparHo-opuentupoBannoe  mporpammupoBanne  (ROP)[4] -  wmetox
JKCIUTyaTallid ySI3BUMOCTH MEpenojHeHuss Oydepa Ha cTeKe, KOTOPBIH MO CYTH
SIBJISICTCS 0000IICHHEM aTaKkd BO3Bpara B OMOIMOTEKy. MeTo/1 TakK JKe MPUMEHUM B
ycnoBusix pabotel DEP, HO mpezcTaiser 0OJbIIYI0 ONACHOCTh, T.K. MOXET OBITh
UCIIOJIB30BaH [T 00X0/1a COBpeMEHHbBIX peanu3anuii ASLR, korma yacte apecHoro
MPOCTPAHCTBA OCTACTCS HEPAHJOMU3UPOBAHHOM (pa3. 2.4).

ROP npeamonmaraer HCHONB30BaHME IOCIEAOBATEIBHOCTEH HHCTPYKIHUM B
HEPaHIOMU3UPOBAHHBIX UCIOTHIEMBIX O0JIACTIX MaMSITH, KOTOPHIC 3aKaHUYMBAIOTCS
WHCTpYKIMeH mepemaun ympasineHus (ret). Takwme mocienoBaTensHOCTH
MHCTPYKLHMH Ha3bIBaloOTCS rajpkeTaMu. CielyeT OTMETHUTh, YTO apXUTEKTypa X86 He
TpeOyeT BBIpAaBHUBAHHS aJIpPECOB HWHCTPYKUHUH, T.e. MO3BOJSICT BBIIOJIHEHUE
WHCTPYKIUN, pa3MEIIeHHBIX IO MPOU3BOJBHBIM ajpecaM NaMsATH. A 3HAYUT,
HEKOTOpasl MOCJeI0BaTeIbHOCTh MHCTPYKIUI B MpOrpaMMme MOKET COIEpKaTb B
ce0e rapKeT, OTCYTCTBOBABIIUE B KOJIE IPOTpaMMbL. Hrke puBOIATCS OMHAPHBIHA
W acceMOJISpHBI  KOIBI  TajpKeTa,  KOTOPBIH  CONEPKUTCS  BHYTPHU
MOCJIEIOBATEIbHOCTH MHCTPYKLUNA OPUTHHAIILHOM IPOTrPaMMBbl.

£7c707000000019545c3 - test edi, Ox7 ;
setnz BYTE PTR [ebp-0x3d]
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Cc7070000000f9545c3 » mov DWORD PTR [edi], ©xfooeeee ;
xchg ebp, eax ; inc ebp ; ret

IampkeTsl coOMparoTCs B LIEMIOYKY, a UX aJpeca pa3MeIlatoTcs OT ajipeca Bo3Bpara Ha
CTEKE TaK, YTOObI INEpPBBIA Ta/UKET MEpeAaBayl YIpaBIeHHE BTOPOMY, BTOPOH —
TpeTbeMy U T.J1. Takum 00pa3oM, C TOMOIIBIO LIETTOYKH T3/KETOB MOKHO BBIITOJIHUTH
HEKOTOpbIE BPEIOHOCHBIE JEUCTBUS.

Ha pucynke 3 mpuBOIUTCS COCTOSIHME CTeKa Mocie pasMenieHus: Ha HeM ROP-
LIETIOYKH, KOTOpasi MPOM3BOAMT 3arnch 3HaueHuss memValue mo agpecy memAddr.
Anpec Bo3BpaTa ImepesamHcaH agpecoM ImepBoro ramkera. Ilocie BosBpara u3
(GYyHKIMH, B KOTOPOH MPOU30IILIO NEPETIOTHEHHUE, YIIPABICHHE TIEPEJacTCs IEPBOMY
raJpKeTy, KOTOPBIN 3arpy3ur co creka 3HadeHue memValue Ha peructp eax. Ilpu
BO3BpaTe (IOCNIC BBINOJIHEHHMS MHCTPYKIMU ret) mepBeli ramkeT mepenact
yIOpaBIE€HUE BTOPOMY Ta/DKETy, KOTOPBI B CBOIO O4Yepelb 3arpy3UT 3HAUYECHUE
memAddr Ha peructp edx. [Torom TpeTHii rayKeT COXpaHHUT 3HAYCHHUE PETUCTPa €aX
(memValue) no agpecy edx (memAddr). Jlanee ynpasieHne nepeaacTcst 4eTBEPTOMY
rajuKeTy U T.[.

Apec 4-ro rajpkera

Ajpec 3-To rajkera mov [edx], eax ; ret
g memAddr
g
e
g Ajipec 2-To rajzkera pop edx ; ret
8
Q
3
S memValue
E vz Pacnonozkenme agpeca BozBpaTa 3 (hyHKIIT
E; Anpec 1-ro rajzKera pop eax ; ret
a
=
=
jus]

Puc. 3. Cocmosanue cmexa nocne pasmewjenus na nem ROP-yenouku, xomopas npouzeooum
3anuce 3Havenus memValue no adpecy memAddr
Fig.3. A ROP chain, storing memValue to memAddr, stack frame
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Hwmxe npuBogutcs 31a ke ROP-merouka B OMHApHOM BHUJE, KOTOPAsk 3allUCHIBACT
3HayeHne "/bin" mo agpecy ©x0830caad. DTa MOCIENOBaTENHFHOCTh OANTOB
pa3MelaeTcst 3I0YMBIILICHHUKOM Ha CTEKE OT aJipeca BO3BpaTa.

00000000 47 65 06 88 2f 62 69 6e 3d 76 67 08 ad ca 30 08 |Ge../bin=v....0.]|
00000010 b5 8b 08 08 [....]

00000014

3. 0630p cywecmeayrow,ux peweHul

B sTOM paznene OmMCHIBAIOTCS CYLIECTBYIOIIME PELICHHS MpPOOJIEM OINpeneleHUs
CEeMaHTHKH raJDKeTa U aHaJIN3a aTak IOBTOPHOT'O MCIIOIb30BAHMS KOJa.

3.1 OnpegeneHne ceMaHTUKMU ragxeTa

Schwartz u np. [5] npemtoxunn onpenensiTs (YHKIMOHAIBHOCTh Ta/DKETa €ro
NIPUHA/IKHOCTBIO THIIAM, KOTOpble mpuBeneHsl B Tabiumie 1. HaGop Ttumos
raJDKETOB 3a7]aeT HOBYIO apXUTEKTypy Habopa koMauA (ISA), B KOTOPO# KaxIbIid THIT
rajpkera HCIIONHSACT pPOIb MHCTPYKIMHM. CeMaHTHKa KaXIOro THIIA TaDKeTa
OIIpeJIeTIsIeTCs MoCTyclioBHeM (OyJIeBBIM IpeaukaTtoM) B, KOTOpoe JOJDKHO OBITH
BCETla UCTHHHO I10CJIE BBIIIOIHEHUS Ta/KETa.

Tabn. 1. Tunwvl 2adacemos. [Addr] osnauaem oocmyn k namsimu no adpecy Addr, o —
ounapuyio onepayuio. a < b oznauaem, umo KoneuHoe 3naveHue a PA6HO HAYATLHOMY
sHauenuto b. X o« Y — cokpawenue ona X « X o Y

Table 1. Gadget types

Tun ITapameTpsl Onpeaesnenne ceMaHTHKU

NoOpG — He MeHsieT HUUEro B maMsITH 1 Ha
perucrpax

JumpG AddrReg IP « AddrReg

MoveRegG InReg, OutReg OutReg « InReg

LoadConstG OutReg, Offset OutReg « [SP + Offset]

ArithmeticG InRegl, InReg2, OutReg, o OutReg « InRegl o InReg2

LoadMemG AddrReg, OutReg, Offset OutReg « [AddrReg + Offset]

StoreMemG AddrReg, InReg, Offset [AddrReg + Offset] « InReg

ArithmeticlLoadG AddrReg, OutReg, Offset, o OutReg o« [AddrReg + Offset]

ArithmeticStoreG AddrReg, InReg, Offset, o [AddrReg + Offset] o« InReg

Bynem roBopuTh, 4YTO MOCIIENOBATEIBHOCTh MHCTPYKLUMH J yIOBJIETBOpSIET
MOCTYCIOBUIO B, ecnu aist M000r0 HA4alIbHOTO COCTOSIHMS IOCHE BBITOIHEHHS J
nocrycioBue B uctuHHO. HawaneHoe COCTOSHHE COCTOMT W3 IPHUCBAaUBaHUH
pErHcTpaM U MaMsITH HEKOTOPBIX HAYaJIbHBIX 3HAYEHHH.

Crenyer oTMETHTh, YTO OAMH Ta/DKET MOXKET NMPHHAIEKATh Cpasy HECKOIBKUM
tunaM. Hampumep, ramker push eax ; pop ebx ; pop ecx ; ret
OJTHOBPEMEHHO IIepeMeIacT eaxX B ebx u 3arpyaeTr 3HaUeHHE CO CTeKa B €CX, 4TO
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cooTBeTcTBYeT THiaM MoveRegG: ebx <« eax u LoadConstG: ecx « [esp +
Q].

3.1.1 CemaHTUYecKMM aHaNn3

it TOTO 9TOOBI OTIpeAETNTh, YIOBIETBOPSET JIM TOCIE0BATEIIEHOCTS MHCTPYKIIHI
J moctycnoButro B, Schwartz u ap. [5] HCIOMB3YyIOT HM3BECTHYIO TEXHHUKY U3
(dhopmanbHON BepU(HUKANK — BBIYUCIeHHE crabeiimiero mpexyciosus [6]. [Iporme
roBopsi, ciabeniee npeaycinosue wp(J, B) i MOCIeI0BATEIBHOCTH HHCTPYKIUI J
n mocrycioBuss B — 3ro OyJjeBo mpeaycioBHe, KOTOpOE ONMChIBaeT, koraa J
3aBepIIacTCcss B COCTOSHHUM, YyIOBIETBopsitomeM B. Cnabeiimme mnpemayclIoBUs
HCTIOJB3YIOTCS, YTOOBI YOSHUTHCS, UTO ONpEACICHHE CEMAaHTHKHU TaJDKETa BCeraa
BBITIOJTHACTCS TIOCJIE BBIOJIHEHUS MOCIE0BATENbHOCTH HHCTPYKIUi J. s 3Toro
JIOCTaTOYHO MPOBEPUTH:

wp(J, B) = true.
Ecmu dopmyna BepHa, To B BCeraa HCTHHHO IIOCIE BHIMONHEHHS J, a 3Ha4uT, J —
raJOKeT C CEeMAaHTUYECKUM THIIOM B.
Opnnako (opmanbHas Bepu(UKaIUs TaPKETOB TI0Ka3ana ce0sl 09eHb MEIJICHHOW Ha
npakTuke. i1 yCKOpeHus MmpoIiecca OnpeIeAeCHIs, IPUHAIIICKUT JIU TaJHKET TOMY
WIH WHOMY THITy, HWHCTPYKIIMM TaJpKeTa TIPEABAPUTEIBHO HECKOIBKO pa3
BEITIOJTHAIOTCSL C WCIIOJIB30BAaHUEM CIIyYalHBIX BXONHBIX JAHHBIX, U MPOBEPSIETCS
HUCTUHHOCTb B Ecmm B OKaXETCs JIOKHBIM XOTsA 6])1 JJIA OAHOT'O BBIIIOJIHCHHUS, TO
MTOCTIEIOBATEIHHOCTh MHCTPYKIIMA HE MOXET OBITh T'aJPKETOM 3TOr0 THIA. Takum
o0Opa3om, 0GoJiee CII0KHOE BBIYHMCICHHE CIIAOEHIIero MpemayClIOBHS MPOU3BOIUTCS,
TOJILKO €CJTH B MCTHHHO I BCEX BBIMIOJIHCHUH.
Brmonaenne co ciiydallHBIMH BXOIHBIMH JaHHBIMH MOXET OBITh TaKXKe
WCIIOJIb30BAHO IS BBISBICHHS BO3MOXHBIX 3HA4YeHHWH mapameTrpoB (Tadi. 1)
rajpkeToB. Hanpumep, mocMoTpeB Ha 3Ha4YECHUsS] PETHCTPOB W Ha ajpeca YTeHHUs W3
MAMSITH, MOXKHO BBIYHCIIHTH HA0Op BO3MOXKHBIX cMmemiennii (Offset) mis ramkera
3arpy3ku u3 nmamatu LoadMemG.

3.2deRop

B oTnnume oT ucnonn30BaHUs TpaJUIIMOHHOI'O MICJIJI-KOAa, KOTOpLIﬁ BHEAPSCTCA B
namsATh MpoLEecca, BO3BPATHO-OPUEHTUPOBAHHOE IMPOrPaMMHPOBAHUE IO3BOJISET
MIPOM3BOANTH ITPOU3BOJIEHBIE BBHIUUCIICHUS, UCIIONB3Ys y)KE UMEIOLIMHCS B MaMATH
kon. [losromy mnsa amamm3a ROP-atak  3aTpyIHUTETHHO  HMCIIONB30BaTh
CYIIECTBYIOIINE TPAANIMOHHBIE HHCTPYMEHTHI aHajiW3a OwWHapHOro kozma. Jlis
penIeHus 03By4eHHON mpobieMbl OblT mpemoxeH nHeTpyMeHT deRop [7] — ROP-
9KCIUIONT MPUBOAMTCS K CEMAaHTUYECKH SKBUBAJICHTHOMY OOBIYHOMY IIEIUI-KOZY,
KOTOPBIN YK€ MOXKET OBITh NPOAHAIM3HPOBAH CYIECTBYIOLUIMMH HHCTPYMEHTaMH.
ABTOpBI NPEUMYIIECTBEHHO HCIOIb3YIOT CTaTUYECKUH aHaIM3 U  BBIACIAIOT
clemyromme TpytHocTH aHann3a ROP-arak:
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Oonapy:kenne rajkeroB. [Ipn skcryaranuu mnepernosHeHus Oydepa Ha cTeke
Tepe aapecoM IEpBOTO Trapkera (KOTOpHIM OynmeT mepe3amricaH agpec BO3BpaTa)
3anuceiBaeTcs Oydep Mponu3BONBHBIX HE3HAYUTENFHBIX TAaHHBIX. bojee Toro, Mexmy
aJpecoM TIEPBOTO M BTOPOTO Ta/DKETa TAKKe MOTYT OBITH MPOMYIICHBI STYCHKH
(mammpumep, xorma ¢GYHKIUS, B KOTOPOW NMPOHMCXOAMT IEPETIONHEHHE, YUCTUT 3a
co0oii apryMeHThl cOo cTeka MHCTpykimi ret n). Hecmorps Ha TO uto deRop
MIBITAeTCSI MCIIONB30BATh CTATHUYECKHI aHAJIN3, HACKOJIBKO 3TO BO3MOXKHO, M30eras
WCTIOJIF30BaHUE JIUHAMHIYECKOTO aHANHW3a, OOHApY)KEHHE NEPBBIX IBYX TaKETOB
TIPOU3BOUTCS C UCIIOIB30BAHUEM OTIaTIHKA.

OrcaexuBanue yka3zateiasi creka. B ROP-skcmmoiite ykasarenp cTeka
HCIOJB3YETCs IS OJMYYCHHUS apeca CIEeIyOIero TaKeTa Tak JKe, Kak yKa3aTelb
WHCTPYKIMA (CUETINK KOMAHN) — JUIA MTOTyYeHHs agpeca CIleAyIoneld HHCTPYKINH.
ITosToMy HEOOXOIUMO OTCISKMBATh YyKa3aTenb CTeka Uil OOHapyKeHHUs
CIIEIYIOIIETO TaKeTa.

PacnosioskeHue cTeka 1 KOHCTAHT. [[11 3arpy3Kul KOHCTAHT B PETUCTP B IIEIII-KOE
OOBIYHO HCIOJNIB3YIOTCSI MOV reg, imm, B 1o Bpems kak B ROP 00br4HO
UCTIONB3YIOTCS pop reg. Pacmonoxkenne creka B mcxoaHoit ROP-mienouke oTimmaHO
OT PpacHoJIOKCHUA B BbBIXOOHOM CEMAHTHYCCKU IJSKBHUBAJICHTHOM el mIeJI-Koae.
[ToaTOoMy HEOOXOAMMO OTCIIEKUBATH PACIIOI0KEHHE KOHCTAHT Ha CTEKe.

BoizoBbl (pyHkumii. Hexkotopsie ramxerst B ROP-nienouxe ucnons3yroTes s
BbI30Ba (QyHKIMH. HeoOX0MMO BBISBIATH TaKKe BbI3OBBI (DYHKIMH U BBI3BIBATH UX
TPaIUIMOHHBIM 00pa3oM. boiiee TOro, HEOOXOIUMO ONPEHENATh 3HAYCHUS
apryMeHTOB (yHKIMH (B T.4. apryMEHTOB, KOTOpBIE SBJISIOTCS KOHCTAHTOM WM
yKasaresieM) Il KaXKJJ0T0 BBI30Ba.

Hukasl. ROP-nemouka MoxeT coaepkaTh LUKIBL. HeoOXoauMo yMmeTh uX
00OHapyXUBaTh M ONPECIATh YCIIOBHE BBIX0/Ia U3 IIUKJIA.

3.21 MNocTobGpaboTka

Kak TONBKO BCe rajukeThl ObLIM MPOAHATU3MPOBAHBI, MPOM3BOMASATCS HECKOJIBKO
3TAroB MOCTOOPAOOTKH ISl YIPOIICHHUS BBIXOJHOI'O KOJa:

JlanHble B NaMATH. BpUUCISAIOTCS 3HAYEHUSA ONEPAHJOB  UHCTPYKLUH,
00palaroIuUXCcsl K NaMsTH, ¥ ONlePaH bl 3aMEHSIOTCSl KOHCTAaHTAMH.

HyaeBble 6aiiTel. OObIYHO TpeOyeTcs, 4TOOBI MICIUI-KOJ HE COIEpIKall HYJICBBIX
0alTOB, T.K. 3TO NPUBOJMUT K OOPE3aHHUIO ILIEJUI-KOJA M0CIe HEKOTOPBIX Onepanuii
(manpumep, strcpy). Jlannas npobiema perraeTcs 3aMeHON BceX HyJIEBBIX 0aiiToB
Ha HEHyJIEBbIe 3HaUCHUs U HOOABIEHUEM AEKOJepa B HA4allo IIENI-KOIa, KOTOPbIH
BOCCTaHOBUT OPUTHHAIBHBIC 3HAYEHMUS.

Anpec Bo3BpaTa. Azpec BO3BpaTa B OIKCIUIONTE 3aMEHSIETCS aJpecoM Hauaia
PE3YNBTHPYIOIIETO HIEI-KOa.
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3.3 ROPMEMU

ROPMEMU [8] - d¢peliMBOpk st aHanuM3a CJIOXKHBIX aTrak I[OBTOPHOTO
HCIIOJIb30BaHUS KOJAA. ABTOPBl MCIONB3YIOT AMHAMUYECKUN MOAXON K aHaIU3y
OMHApHOTO KOJa M BBLACIAIOT ciieayromnue mpooiems! aHann3a ROP-arak (C1—C3
y>ke OBUTH YIOMSIHYTHI B TIopassene 3.2):

[C1] U306bITOYHOCTH — OONpmMHCTBO ROP-TamkeToB coiepkar JUIIHUC
uHCTpYKIMU. Hanpumep, rajpker, npenHa3HaueHHbBIH U1 HHKPEMEHTHPOBAHHA €aX,
MOXET TaKKe 3arpykaTh (pop) 3HAYEHHE CO CTeKa 10 IepeAadd YIpaBIeHHUsS
crenyromiemy ramkery (ret).

[C2] CtexoBoe cBsI3bIBaHME UHCTPYKIMIi — B OTJINYKE OT OOBIYHOM MPOTrpaMMBbl,
rJie MHCTPYKLUMH Ppa3MElIaloTCs TOCTeI0BaTeNibHO B maMatd, ROP-akcruioiT
pa30uBaeTcss Ha MAaJICHBKHE TaJDKCTHI, CBSA3aHHBIC B IEMNOYKY WHCTPYKIHSIMHU
KOCBEHHOM Iepenauu yrpapieHus (ret).

[C3] HexBaTka 3HauyeHMii KOHCTAHT — ROP-1ermoukyn OOBIYHO COCTABIISIIOTCS U3
MapaMeTPU30BAHHBIX Ta/DKETOB (HApPHMEp, 3arpy3KH IMPOM3BOJIHHOTO 3HAYCHHUS B
perucTp rax), KOTopsle UCIONIB3YIOT TapaMeTphl, COXpaHCHHBIEC Ha CTEKE.

[C4] YcaoBHBbIe BeTBJIEHHS — B OTJIMYKE OT TPAJAULIMOHHOIO U3MEHEHUS yKa3aTest
WHCTPYKIMU (CYCTYMKA KOMAHJ) YCIOBHOEe BeTBIcHHE B ROP-menouke m3meHseT
yKa3aTelb cTeka. TakuM 00pa3oM, MPOCTON YCIOBHBIA TEPEXOJ PEaTH3U3yeTCs
HECKONBKUMH Tamkeramu (ctp. 18—19 [9]). [nsa mpuBeneHus memouykd K Oolee
YUTaeMOMYy KOy HEOOXOINMO pAaclo3HaBaTh TAaKHE YCIOBHBIC BETBICHUS U
3aMEHSATbh UX OJHOW MHCTPYKLUUEH BETBICHHUS.

[C5] Bo3Bpatr B ¢yHkumm — BeROBH (yHKIHA B ROP 00bYHO peanmsyroTcs
MPOCThIM BO3BpaToM (ret) Bo BXoJHYIO TOUYKY (yHKIHH. T.K. OOBIYHBIE I'aPKEThI
TaKXKe 4acTo OepyTcs U3 KOJa, PACIONIOKECHHOTO BHYTPH OMOIMOTEK, HEOOXOAUMO
YMETh OTJIMYATh BHI30B (DYHKIIMK OT OYESPEIHOTO TaJKETa.

[C6] Aunamuyeckn reHepupyemble memoyku — ROP-merouka He 00s3aTelbHO
Cpa3y IEIMKOM pa3MEIIaeTcs B MaMSATH, a MOTYT OBITh HCIOJH30BAHBI T'aJKCTHI,
KOTOPBIE IMOATOTOBSIT BIOJHECHHE APYTHX TaPKETOB B OyAyIIEM.

[C7] YcnoBue octaHOBa — aBTOpBI MPEIIONATAOT, YTO AHAIHTHUK CHOCOOEH
omnpenenuts Hadamo ROP-nenoukn B mamsitu. OgHaKo HEOOXOIUMO 3aBEPIIUTH
MPOIECC IMYIISAILNH, KOTIa BCE TaJKEThI OBLIN U3BJICUCHEI.

B ¢peiimBopke ROPMEMU ncnone3yercst Ha00p pa3iIW4HBIX TEXHUK JUIS aHAIN3a
ROP-nienouek u BOCCTAHOBJICHUS DKBHBAICHTHOTO MM Koaa B (opme, KoTopas
MOXET OBITh NPOAHAIM3HPOBAHA TPAIWIMOHHBIMA WHCTPYMEHTAMH OOpaTHOM
nHXeHepuu, Takumu kak IDA Pro [10]. [IpeamonaraeTcs, 9To y aHaTUTHKA HIMEIOTCS
JaMIT TaMsITH W BXomHas Todka (mepBoit) ROP-memoukm B Hem. OcraBmmecs
JUHAMUYECKH TeHepUPYEeMbIe [IEMOYKH BOCCTAHABIHUBAIOTCS caMUM (PpeiiMBOpPKOM,
KOTOPBIN HMEET IIATh OCHOBHBIX (a3 aHAIN3A.
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3.3.1 MHoronyTteBas amynauusa

Ha stom miare smynupyrorcsi acceMOJiepHble MHCTPYKLUH, U3 KOTOPBIX COCTOUT
ROP-nenouka (C2). MccnemyroTcst Bce BO3MOXHBIE BETBICHHUS U JIJIS KQXKIOTO YTH
BBITIOJIHEHUSI T€HEepHpyeTcs He3aBHCHMasi Tpacca (QaHHOTUPOBAaHHAs 3HAYCHUSIMH
PETUCTPOB M NaMSTH). DMYJSTOp TAaK)KEe PAaCHO3HAeT BO3BpAaThl B OMOIMOTEYHBIE
(YHKIIMH, TIPOIyCKAaeT HMX TENO0 M CHMYJIHPYET WX BBINOJIHEHHE, T'CHEPUPYS
(huKTUBHBIE TaHHBIE U BO3BpamraeMoe 3HaueHue (C5).

OMyJATOp HM3HAYAIBHO CUUTHIBAET COJCPKUMOE MaMsITH M3 JaMia MamsITh |
oJepKUBaeT TeHeBy0 mamsaTh [11]. YcnoBue ocrtanoBa (C7) ompenensercs
HaOOpOM 3BPHCTHK, OCHOBAaHHBIX Ha NPUHLUIE JOKAIBHOCTH (3MYIATOP
OOHapyXuBaeT OOJIBIIOE OTHOCHUTEIFHOE M3MEHEHHE yKasaTellsl CTeKa) M JUIMHE
rajpKeTa, UCKIIoYas OOHapyXeHHBIE BBI3OBHI (yHKuui. Kak Tonpko cpabaTsiBaeT
YCIOBHE OCTaHOBA, COAEPXKHMMOE TEHEBOH MaMsiATH M Tpacca BbINOIHEHUS
COXPAaHSIOTCS Ha IUCK W MCCIEAYIOTCS Ha mpeaMeT Hamuuusg HoBbIX ROP-menouexk.
Ecnu TakoBble HaiiJieHbI, SIMYJISTOP Iepe3arrycKaeTcs, 4To0bl MpOaHATU3UPOBATH
CJICIYIOIIYIO LIEMOYKY, U TaK JI0 TeX IOp, NMOoKa BCE JUHAMHYECKH T'€HEpHpYEMbIe
LernoyKky He OyayT oOHapyKeHbl 1 poaHan3upoBaHsl (C6).

st ROP-mlemodyek co  CIOXKHBIM TOTOKOM  yIPaBlI€HUs, MPOCTOM MOAXOI,
OCHOBAaHHBIM Ha SMYJSILIMH, HE JOCTATOYeH Ui aHanu3a Bcero ROP-3kcmoiita.
Benp MOKpbITHE OrpaHMYEHO TOJIBKO BBINOJIHEHHBIMH YCJIOBHBIMH IEpEXOJaMHu,
KOTOpbIE YacTO 3aBHCAT OT (UKTHBHBIX BO3BpAlla€MbIX 3HAYECHUH (QYHKINH,
Cr€HEPHPOBAHHBIX AMYyJATOpoM. JlaHHYI0 mpoOieMy pelaer MHOTOITyTeBas
SMYJSIHSA, KOTOpas sBJIseTcs anmanTupoBaHHoW K ROP-memoukam Bepcueit
ANTOpUTMa MHOTOIYTEBOTO BEITONHEHUS [12]. B wacTHOCTH, SMyIIATOP pacro3HAET,
KOTZ]a yKa3aTelb CTEKa H3MEHSETCS B 3aBUCHMOCTH OT COJEPKUMOTO pPErucTpa
(maros. B KoHuE mporecca 3MyISIIMU U3 TPACCHI MOMYYaeTCs CHHCOK BCEX TOYEK
BETBJICHUSI BMECTE CO 3HAueHMsIMH (uaroB B Kaxnoil u3 Hux. [lanmee smymarop
Hepe3arnycKaeTcs ¢ yKa3aHHeM HHBEPTHUPOBATh NEPEX0]] B TOUKE BETBICHUA. TakuM
00pa3oM, BBINOJHEHHE NPOWAET MO JApyroMmy mnyTH. McciienoBaHue BETBICHUIA
NpeKpariaeTcs, Koraa BCe BETBU MPOAHATN3UPOBAHBIL.

OpHako, npu Hamuuuu IUKIOB B ROP-nenouke, sMynsTop MOXKET 3acTpATh B
0OECKOHEYHOM ITyTH BBINOJNHEHHUs. [Jisi pelieHnst 3ToW MpOoOJIEeMbl OTCIICKUBACTCS
YHUCJIO HOBTOpeHl/Iﬁ yKasaTeiisl CTEKa BO BpEMs BbITIOJITHCHU A l/IHCprKIlI/lﬁ BCTBJICHUS.
Ecnmu 3TO0 4mMcno TPEeBOCXOAUT HEKOTOPBIH JOMYCTHMBIH IIOpOT, SMYJISATOP
MHBEPTUPYET TIIE€pPeXoj, YTOObl HACWIBHO NPEKPaTHTh LHUKJI M HUCCIEI0BaThH
OCTaBILYIOCS YacTh Ipada NOTOKa YIpaBICHHUS.

3.3.2 Pa3b6ueHue Tpacchl

Ha »oroii ¢ase aHanm3mpyrorcsi BCE CreHEpHUpPOBAaHHBIE SMYJISATOPOM TPaccChl,
YIAIAIOTCS TOBTOPEHHS M M3BJIEKAIOTCS YHUKAJIBHBIE Oyoku kona. Kaxxmas Tpacca
pa3pe3aercs B KaXIOH TOUYKE BETBICHHS, T€HEPUPYETCS HOBBIM OJIOK, KOTOPBIi
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COXpaHACTCA B OTACJIBHYIO TpPacCCy. B pe3yibTare, 6yH€T MOJIYyUCH Ha6op Tpace,
ACCOMMPOBAHHBIX C KaXKAbIM «0a30BEIM OJIOKOM» B LOCIIOYKCE.

3.3.3 OTBA3bIBaHME UHCTPYKLUMN OT CTEKa

Ha srom sTame W3 Tpacchl yAaisiOTCS BCe MHCTPYKLMH O€3yCIIOBHOW mepenadu
ynpasieHnus (ret, call, jmp) m comepxumoe IMOCIEIOBATEIHHO BEITIONHIEMBIX
raJpKeToB cCiMBaeTcsi B oJuH Oa3oBelid Onok (C2). 3aTeM MHCTPYKUMH MOV
YIPOINAIOTCS, OJIarojapsi BEIYKCIICHHUIO UX OMEPaHI0B (HampuMep, mov rax, [rsp
+ 0x30]). UHCTpyKIMKU pOP 3aMEHSIOTCS UHCTPYKIUSAMH MOV, BCe HEOOXOAMMBIC
3HAYEHHS MOIYyYar0TCsl U3 COOTBETCTBYIONIMX siueeK Ha creke (C3).

3.3.4 BoccTtaHoBneHue rpada NoToKa ynpaBneHus

Ha sTom mpoxozme Bce Tpacchl CIMBAIOTCS B €IUHOE rpadoBOE IPEICTaBICHHE.
[lorom rpad TpaHCIMpyeTcs B HacTosllyl0 nporpammy x86, Omaromaps
PAacIlO3HABAaHMIO WHCTPYKIHH, aCCOLMHPOBAHHBIX C YCIOBHBIMU BETBICHUSAMH, U
3aMEHE WX TPAAWIHOHHBIMH, WCIOJNB3YIONMMHU yKa3aTellb MHCTPYKLIUH (CUETUHK
KOMaH[1) yCIOBHEIMHE Tiepexonamu (C4).

Crenyromeil 3amadeii JaHHOTO MPOXOAA SBISIETCSI OOHAPY)KCHNWE M CBOpPAYMBAHUE
ukoB. ROP-nienouku MoryT conep)kaTh Kak BO3BPaTHO-OPHEHTUPOBAHHBIE IIUKJIB,
TaK W pa3BepHyThIE NUKIBL. B mepBom ciydae ROP-uHCTpYKIMK UCTIONB3YIOTCS IS
IIOBTOPEHUS OJJHOTO M TOTO K€ OJIOKa raJPKETOB Ha CTEKE C BBIXOAOM IO YCJIOBHIO.
Pa3BepHyThIE IIMKIIBI B CBOIO OUEPEb HIOBTOPSAIOT OJHY H Ty K€ II0CIEJ0BATEIbHOCTh
raJUKeTOB 3apaHee OIpeJesieHHOe (KOHCTAaHTHOE) KOJIM4ecTBO pa3. dpeiMBOpk
ABTOMATHYECKH ONpEAeIIeT PEKyppeHTHbIE IMaTTepPHbl M 3aMeHseT ux Ooiee
KOMITAaKTHBIM KYCKOM acceMOJIEpHOro KOja, NPEeACTaBISIONIMM U3 Ce0sl LMK C TOi
K€ CEMaHTUKOM.

[NonyueHHsbli B pe3yiabTaTe Koja 000payuBaeTcsi pabouyMMHU MPOJIOTOM U SIHIOTOM
(byHKUMK U BKIIIOYaeTcsi B oTneNbHbIN ELF (i, yToObl M03BOJIHUTE UCIIONB30BAThH
TPaAWIOHHBIE MHCTPYMEHTHI 00paTHON mHkeHepunu (Harmpumep, IDA Pro [10])
JUIst pabOTBI C HUM.

3.3.5 bBwuHapHas onTumunsauyus

Ha s3akmrounTenbHOM — Imare  NPUMEHSIOTCS  U3BECTHBIE  KOMIWISTOPHBIE
npeoOpa3oBaHus IS JalbHEHIEro yrpoeHus accemonepHoro koza B ELF gaiiie.
B vactHOCTH, yanseTcs MepTBBIN KO, IPUMEHSIOTCS IPEOOpa3oBaHusl, ONMCAHHbIE
B 1. 3.2.1, ¥ TeHepHUpyeTCcs YncTasi U ONTUMHU3UPOBaHHAs Bepcus akciuionTa (C1).

4. Memo0 aHanu3a amak noemopHO20 UCMOJb308aHUsI KOOa

[Ipennaraemblii B JaHHOW CTaTbe METOJI aHAJIM3a aTaK MOBTOPHOI'O HCIOIb30BAHUS
KOJIa TIO3BOJISIET BOCCTAHOBUTH ceMaHTHKy ROP nenouku u mpocienuts 3a X0JI0M
ataku. [lo OwnapHO¥#t ROP-memouke BoccTaHaBIMBAeTCS ITOCIEIOBATEIHHOCTD
BBI3BAaHHBIX  Ta/DKETOB.  HaliieHHBle  TaKeThl  KIACCH(DHUIUPYIOTCS IO
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CEMaHTUYECKUM TUTIAM, ¥ OTIPEIICIISTIOTCS 3HAYCHHUS ITapaMeTpoB rapketoB. [ToMmumo
TOrO B ICMIOYKE BBUIBISIOTCA BBI30BBI (DYHKIMHA ¥ CHUCTEMHBIC BBI3OBBI,
BOCCTAHABIIUBAIOTCS UX MPOTOTHUIBI U 3HAYCHHs apryMeHToB. CIeayeT OTMETHTb,
YTO B IaHHO# paboTe HE CTABUTCS 33ja4ya IMPOAHATM3UPOBAThH BCE ITyTH BBIMIOIHEHUS
ROP-nienoukn, a npocratogno pasbopa XxoTss Obl omgHOro u3 HuX. [losromy
npejsiaraeMblii METO/I HE YYUTBIBAET YCIIOBHbIE BeTBIeHUs B ROP-1ienoukax.

4.1 dpenm ragxerta

Hus pexomnosurun OmHapHOH ROP-memoukn Ha TamKeThl BBOIUTCS IOHATHE
(peiiMa TamKeTa aHAJOTMYHOE CTEKOBOMY Kaapy x86. llemouka ramxeToB
pa3zbuBaetcs Ha gperiMbl. Dpeiim rapkeTa COACPKUT B cede 3HAYEHUS MTapaMeTpoB
rajpkera (Hampumep, 3HA4YEHHE, 3arpy’kKaeMoe Ha PEerucTp CO CTeKa TaJKeToM
LoadConstG) u azapec cienyromero ramkera. Hauamo Qpeiima ompenensiercs
3HAYCHHUEM YyKa3aTels CTeKa Iepe]] BRIIOTHEHUEM TIEPBOI HHCTPYKIINH TaIKeTa.

Creayromuii rajzker

«3arpyx’aemMblii» eax

Hanpasnenme pocra aapecon

pop eax ; ret 8

Puc. 4. @peiim cadxcema pop eax ; ret 8
Fig.4. pop eax ; ret 8 gadget frame

Ha pucynke 4 ¢urypHoii ckoOkoii o0o3HaueHb! rapaHuipl QpeiiMa rajpkera pop
eax ; ret 8. I'amxer 3arpyaer 3HaUYEHUE CO CTEKA B €aX, YTO COOTBETCTBYET
THUIly 3arpy3ku KoHctanTel LoadConstG: eax « [esp + 0]. l'amker umeer
pasmep ¢petima FrameSize = 16, a agpec CIEAYIOUIETO TaKeTa PaCcIoNaraeTcs
o cMereHnto 4 ot Havana gpeiima (NextAddr = [esp + 4]).

4.2 Knaccudumkauma ragxeToB

Knaccudukamuu ramxeroB [13] MO3BOMSET OMPEACINTh CEMAaHTHKY TI'a/KETOB.
CeMaHTHKa TaJpKeTa ONpeAessieTcss Ha0OpoM OyIIeBBIX IMOCTYCIOBHU (THIIOB
rajpkera) ¥ 3HAYCHHUSAMH WX MapaMETPOB, KOTOPHIM YIOBJICTBOPSIOT WHCTPYKIUH
ramkera (pasn. 3.1). Jnsa amamm3a ROP-memouek, HaiiieHHBIX B HWHTEpHETE,
npemioxkeHHoro Schwartz u ap. [5] Habopa TumoB ramkeroB (Tabm. 1) okazamoch
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HEJOCTATOYHO, M OH OBLI pACIIUPEH JIOTOJHHUTCIFHBIMH THIIAMH, KOTOPEIC
npuBoAsTCs B Tabmuie 2. bonee Toro, OpuIM H0OaBICHBI THIIBI TaXKETOB, KOTOPHIE
HE TapaHTHPYIOT COXPAaHEHUS yIpaBieHHs (BHI3Y TaOIHIEL 2).

Tabn. 2. Jononnumenshoie munvl 2adxcemos. [ Addr] oznavaem oocmyn k namsimu no
aopecy Addr, o — bunapuyio onepayuro. a « b o3nauaem, umo KoHeyHOe 3HAUEHUE A PABHO
HauanvHomy 3HadeHuio b. X o« Y — cokpawernue ona X « X o Y

Table 2. Extended gadget types

Tun IMapameTpsl OnpenesieHne ceMaHTUKH

JumpMemG AddrReg, Offset IP <« [AddrReg + Offset]

GetSPG OutReg OutReg « SP

InitConstG OutReg, Value OutReg « Value

InitMemG AddrReg, Value, Offset, Size [AddrReg + Offset] « Value

NegG InReg, OutReg OutReg « -InReg

ArithmeticConstG InReg, OutReg, Value, o (+/@) OutReg « InReg o Value

ShiftStackG Offset, o (+/-) SP o« Offset

PushAllG — ([ESP - 4] « EAX) A
([ESP - 8] « ECX) A
([ESP - 12] « EDX) A
([ESP - 16] « EBX) A
([ESP - 28] « ESP) A
([ESP - 24] « EBP) A
([ESP - 28] « ESI) A
(EIP « EDI)

He coxpansiioT ynpasJjieHue

JumpSPG — IP « SP

Callag AddrReg IP « AddrReg

CallMemG AddrReg, Offset IP « [AddrReg + Offset]

IntG Value BesBats npepoiBanue Value

SyscallG — CHUCTeMHEI BBI30B

Knaccudukamnus rampkera mpon3BOAUTCS Ha OCHOBE aHANN3a 3(p(PEKTOB BEITIOTHEHUS
raJpKeTa Ha CIyYaiHBIX BXOJHBIX AaHHBIX. IHCTpYKIMHU TaKeTa TPaHCIUPYIOTCS B
MIPOMEXYTOYHOE TpelcTaBieHue. Jlamee 3amyckaeTcs MpOLEcC WHTEPIpeTannu
MIPOMEXYTOYHOTO IpPEACTaBICHUS. Bo BpeMmsi MHTEpIpeTaluy OTCIICKUBAIOTCS
oOpalleHus K perucTpaM U naMsaTH. Ecim mpoucxoauT nepBoe YTeHHe perucTpa uin
obylacT MaMATH, CYMTAHHOE 3HAYCHHE TEHEpHUpyeTcs CilydaiiHelM oOpasoMm. B
PEIYIbTATE HMHTCPIPETALIUN 6y}1yT IMOJIYYCHbl HAaYaJIbHBIC W KOHCYHBLIC 3HAUCHUA
peructpoB u namstu. Ha ocHoBe 370l nH(pOpManum esiaeTcsi BBIBOJ O BO3MOXKHON
MPUHAJJIC)KHOCTHU IraJIPKETa TOMY UK UHOMY TUITY. Haan/lMep, JJI OTpUHAAJIC)KHOCTH
tunny MoveRegG nomkHa CyIIeCTBOBATH Takas Mapa PEruCTPOB, YTO HAUYAIBHOE
3Ha4eHHE MEPBOTO PETUCTPA PABHO KOHEYHOMY 3HAYEHHIO BTOPOro. B pesynbprare
aHalin3a COCTAaBJIACTCA CIIMCOK BCCX YAOBJICTBOPAIOMIUX Ta/PKECTY THIIOB U HX
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rapameTpoB (CIHCOK KaHIUIATOB). 3aTeM MPOU3BOJUTCS €Ille HECKOJIBKO 3aITyCKOB
pollecca HMHTEPNpeTalMd ¢ OTJIMYHBIMH BXOJHBIMH JIaHHBIMH, B PE3yJbTare
KOTOPBIX U3 CIIUCKA KAHANUAATOB YAAISIOTCS OIIHMO0YHO ONPE/ICICHHBIC THIIBL.

B pesynbrate xinaccupukanuy ramkera OyAyT IOJydeHBl CEMaHTHYECKHE THUIIBI
raJpkeTa U X mapameTpsl, a Takke uHpopMmarms o ¢peiime ramkera (pasz. 4.1) —
pa3mep ¢peiima (FrameSize) u cMmelieHne sUSiKY ¢ aPecoM CIeIYIOIIEro rajKera
OTHOCHTEJIbHO Hauana (peiima (NextAddr).

Crenyer OTMETHTB, YTO KiacCH(UKAIMs Tra/pkeTa MPOU3BOIAMTCS B pPE3yJbTaTe
BBINIOJIHEHHSI TaJ/pKeTa Ha OrPAaHUYCHHOM KOJIMYECTBE HA0OPOB KOHKPETHBIX
BXOJIHBIX JIaHHBIX, YTO B OOIIEM Cilyuyae HE TapaHTHPYeT COOTBETCTBUSI CEMAHTHKE
pe3yJibTara BBINOJHEHHsI Ta/pKeTa Ha TPOM3BOJIbHBIX BXOHBIX JAaHHBIX. J{11s TouHO#
kiaccuukanuu  HEOOXOJMMO  MPOU3BOIUTH  (POpMaNbHYIO  BEepUPHUKALHUIO
CEMaHTHUKU TraJKeTa, Kak omuchiBacTcs B moxpaszzene 3.1.1. Takum obOpasom,
BO3MOXKHAa HeBepHas kiaccupukanus ramkera. OmHAKO JIOJIT  HEBEPHO
KIIaCCH(PUIIMPOBAHHBIX Ta/KETOB mociie 10 3amycKoB Ha CIyYalHBIX BXOJIHBIX
JIAHHBIX HE3HAYMTENIbHA, YTO SIBJISETCS MPUEMIIEMBIM JUTS 337a4l BOCCTAHOBIICHUS
cemaHTuku ROP-nenouek.

4.3 BocctaHoBneHue cemaHTuku ROP-uenouek

Bunapnas ROP-nieriouka 3arpy»xaercs Ha TeHEBO# cTek. Mcnonb3ys nndopmanuio o
(pefimMe mpeabIIyIIero raKeTa, MOoJyYeHHYI0 B Pe3ybTaTe KiacCu(pUKaLUuK, OIUH
3a IpyTUM KJIAaCCU(PHUIUPYIOTCS Ta/DKETHI B 1erouke. CMelieHne ss9eiku ¢ apecom
CJIEIYIOIETO TaJDKeTa OTHOCHTENBHO Hauana ¢peiimMa m pasmep ¢peiima 1mo cyTtH
MTOKA3bIBAIOT, TJIe OpaTh ajgpec CIEAYIOIIETO TajpKeTa Ui KJIacCH(HKALMKA U TIe
HayMHaeTcss ero (peiiM COOTBETCTBEHHO. YKa3aTelb TEHEBOTO CTeKa BCEraa
yKa3bIBaeT Ha HayaJo (peiiMa mocieaHero KiacCu(pUIUPOBAHHOTO TaKeTa.

Jl11 BOCCTaHOBIIEHHS 3HAYEHNUI PETHCTPOB U MMAMATH MEPE BBIIOJHEHUEM I'aJKeTa
(Hanpumep, 11 BOCCTAHOBJICHHS apryMEHTOB CHCTEMHOTO BBI30BAa WM (DYHKIIHMN)
MOAJIep>KUBAeTCsl o0IIast ISl BCeX TaJKeTOB TeHeBas mamsaTh [11]. M3HawambHO
TeHeBas MaMATh Iycra. [locmemoBaTenbHO Ui KaXKAOTO KIacCH(HLIUPOBAHHOTO
rajpkera [emo4Ky MPOU3BOAUTCS HECKOIBKO 3aIyCKOB IPOLIecca HHTEPIIPETALIIH €T0
MIPOMEKYTOUHOTO IMPECTABICHUS C TEHEBOM MaMATHIO, BHICTYIAIONIECH B KauecTBe
HaydalbHbIX 3HAUEHUH PErucTpoB M NmamsaTH. CUMTaHHbIE PETHUCTPBI U MaMsATh, HE
CoJIeprKalliecs: B TCHEBOM MaMsITH, TEHEPUPYIOTCS CITydaifHOM 00pa3oM NpH KakKa0M
3anycke uHTeprnpeTauuu. KoHeuHble 3HAUE€HUS PETUCTPOB M HaMSITU, KOTOPBIE HE
MEHSUIMCH OT 3aIyCKa K 3aIlyCKy, OOHOBIISIIOTCSI B TCHEBOU ITaMSITH.

3HaueHwus Beex 3arpyxaemMbpix ROP-11ernoukoil KOHCTaHT MOTYT OBITH BOCCTaHOBIICHBI
n3 TeHeBoro creka. OpHOW JMIIb KiaccM(UKANWM TaJUKETOB JUISL  3TOTO
HEJOCTaTOYHO, T.K. OHa HE YUUTHIBAET JAHHBIE, PACIIOJIOKEHHbIE HA TEHEBOM CTEKE,
a TeHepupyeT CINTaHHBIE CO CTEKA 3HAYEHHS CIIydaiHbIM o0pa3zoM. Knaccudukarys
raJpkeTa 3arpy3ku KOHCTaHThl LoadConstG mo3BosIsieT ONpenenuTh pErucTp
OutReg, Ha KOTOPBIH MPOM3BOJUTCS 3arpy3Ka KOHCTAaHTHI, U cMemenne Offset, mo

46



Bumnsxos A.B., Hypmyxameros A.P., Kypmanranees I11.®., aiicapsn C.C. Merox aHaiM3a aTak IOBTOPHOTO
ucnosb3oBanus koaa. Ipyost UCII PAH, tom 30, Bem. 5, 2018 1., ctp. 31-54

Vishnyakov A.V., Nurmukhametov A.R., Kurmangaleev Sh.F., Gaisaryan S.S. Method for analysis of code-reuse
attacks. Trudy ISP RAN/Proc. ISP RAS, vol. 30, issue 5, 2018, pp. 31-54

KOTOpPOMY TIDOMCXOJHWT YTE€HHE 3HA4YeHUs KOHCTaHTHI co creka. [locne
knaccuukanuu ramrera LoadConstG B TeHeBYIO maMsTh HOOABISETCS 3HAUCHUE
peructpa OutReg, 3arpyXeHHOE C TCHEBOro creka mo cMmemeHuro Offset or
yKazaTelsi TCHEBOTO CTeKa.

Hus 06xoma DEP B 32-6utHpix Windows mporpaMmax 9acTo HCHOIB3YeTCs TaKeT
PushAllG (pushad ; ret), npu nomornm KOTOporo Bei3biBaeTcs GpyHkuuss WinAPI
VirtualProtect [14] (koTopas cpmemaeT CTeK WCIIONHSAEMBIM) W TepenaeTcs
yIpaBJeHHue OOBIYHOMY HIEIUI-KOIY, Pa3MEIleHHOMY BbIlle Ha creke (puc. 5). Jleno
B TOM, YTO HHCTPYKIHsI pushad coxpaHseT perucTpsl 0OMIETO0 HA3HAYCHUS Ha CTCK.
Ecim mpenBapuTensHO TPOMHHUIIHAIN3ZAPOBATH PETUCTPHI  COOTBETCTBYIOIIUMHU
3HAYCHUSIMH, TO HA CTEKE OKaXkeTcss 0OBIKHOBeHHas: ROP-memnouka.

Bpemonocusrit kot

jmp esp
o]
8
2, eax sdeiika VirtualProtect B Import Table
3
<
g ecx aJ[pec, MOCTYIHBIA HA 3aIIUCh
a
(<}
= edx (0x40)
&
z
& ebx (4096)
E
jant

«Crapsblii» esp

ebp pop eax ; ret
esi jmp [eax]
edi ret

esp

Puc. 5. Cocmosnue cmexa nocne svinonnenus uncmpykyuu pushad
Fig.5. A pushad stack frame

Takum oOpa3om, cHavana Ha peructp edi 3arpyxaercs agpec NoOpG ramxera (ret),
Ha esi — axgpec ramkera, KOTOpbIi Bbi3oBeT (yHkuuto VirtualProtect
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(manpumep, jmp [eax], mpu 3TOM Ha eax NPEABAPUTEIILHO 3arpyKaeTcst ajpec
s4eliku VirtualProtect B Tabnuie uMOopTUpoBaHHBIX CUMBOJIOB). Ha peructpst
ebx, edx u ecx 3arpyxatorcs 2—4 aprymentst VirtualProtect coorBercTBeHHO.
A B KxadecTBe anmpeca Bo3Bpara u3 ¢pyHkmmm VirtualProtect Ha perumctp ebp
3arpyxaercst anpec ShiftStackG ramkera (pop eax ; ret),
MHKPEMEHTHPYIOILETO yKa3atenb creka. [locne BeimonHeHus MHCTpykuuu pushad
3HA4YEHHs 3TUX PErHCTPOB OYIyT JIeXKaTh Ha CTEKe, KaKk M300pakeHO Ha PUCYHKE 5.
B cBoto o4epenb BHITOIHEHHE MHCTPYKIMS BO3BpaTa ret mepenacT ynpaBJIeHHE I10
aZpecy TaJpKeTa, 3alFCAaHHOMY B TIOCIEIOHHN COXpaHeHHBIH peructp edi (ret).
Hanee yIpaBJIeHUE nepeaacrcs rajpKeTy, KOTOPBbIit BBI30BET
VirtualProtect(esp, ebx, edx, ecx). A mocie Bo3Bpara u3 (GYHKUUH
VirtualProtect crek craneT UCHONHSEMBIM U YIPaBJICHHUE TIEPEIACTCS TAIDKETY,
4el ampec OBLT peIBapUTEIHHO 3arpyKeH Ha peructp ebp (pop eax ; ret). B
pe3ynbeTare, BBI30BEeTCsS Taker JumpSPG (jmp esp), KOTOpBId Tmepeaact
yIpaBieHUE OOBIYHOMY INEJUI-KOIY, Pa3MEIIEHHOMY Cpa3y K€ BBIIIE MO CTEKy U
JOCTYITHOMY TETIEPh Ha UCIIOIHEHHE.
s takoro ramxera PushAllG Ha TeHEBOH CTEK 3alMCBHIBAIOTCS] COOTBETCBYIOIIHE
3HauyeHus peructpos. ['ajpker JumpSPG B CBOIO oYepenb MHTEPIIPETHPYETCs Kak
mepesrada ymnpaBleHUs OOBIYHOMY MIEII-KOLY, pa3MEUIEHHOMY Ha CTEKe, |
MIPOU3BOIUTCS TU3acCeMOMpPOBaHE ero OaNTOB.
Crnenyer otmeTnuth, uTo ROP-11€M0YKa MOKET NMpEeJBAPUTENIBLHO 3aMUCATh TAIXKET B
aMATh, YTOOBI IIOTOM €ro HCIOJB30BaTh. Hinke NPUBOAMTCA INPUMEP TAKOH
nernouky. CHayasa B periuctp edx 3arpyskaercsi MallMHHBIN KOJI Tajpkera mov [ eax
+ ebp * 4], ebx ; ret.3arem 3TOT rajpKeT COXpaHseTCs B aMSTh 110 aapecy
eax. [amee 3arpyxaroTcs mapaMmeTpsl rajmkera: ebx u ebp. Hakonen mepemaercs
yIpaBieHWE MO ajpecy eax, Kyxa Obul IpenBapUTENbHO COXPaHEH TaJIXKeT,
3aMMCHIBAIONINNA B TAMSTh 3HAUEeHUE peructpa ebx mo aapecy eax + ebp * 4.

pop edx ; ret // edx = "\x89\xlc\xa8\xc3"

mov [eax], edx ; ret

pop ebx ; pop ebp ; ret

jmp eax // mov [eax + ebp * 4], ebx ; ret
Takum oOpazom, ecitut Bo Bpemst pazdopa ROP-1ienouku ajipec cieayromero rajpkera
COJIEPKUTCSI B TEHEBOI NMaMSITH, TO KJIacCU(pUIMPYeTCs TaKeT U3 TEHEBOM MaMsITH.
Ecnn xe mocne kinaccuuKanuy OKakeTcs, YTO ATOT Ta/DKET HENb3sS OTHECTH HU K
OJHOMY M3 THIIOB, TO CUHTAETCS, YTO 3TO Tepeaaya yIpaBiIeHHs 0ObIYHOMY IIeIUI-
KOZy, IIPEIBAPUTEIILHO COXPAHEHHOMY B NaMsTh. baillThl 1IeiI-KoJa U3 TEHEBOM
MaMATH TaKKe TU3acCeMOIUPYIOTCSL.

4.3.1 BoccTaHoBneHue (pyHKLUMUN U CUCTEMHBbIX BbI3OBOB

OyHKIusS MoXeT ObITh BhI3BaHa M3 ROP-mermoukn ¢ WCmonp30BaHHEM TaKETOB
JumpG, JumpMemG, CallG, CallMemG, wiu ke ee aapec MOXET OBbITh MPOCTO
pasmemeH Ha creke. CHCTEMHBIH BBI3OB BHINONHSAETCS TaxkeToM IntG B 32-
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Ppa3psIHON oNepallMOHHO crcTeMe, a TapkeToM SyscallG B 64-paspsanoil. Homep
CHCTEMHOI'0 BBI30Ba, a TAK)KE 3HAYCHUS apIyMEHTOB (DYHKIIMH M CHCTEMHOTO BBI30Ba
BOCCTAHABJIIMBAIOTCS U3 TEHEBOM namaATH. Ecnu 1o azxpecy aprymMeHTa B TEHEBOM
HaMsATH ~ pacrolioraeTcsl HyJIb-TEPMEHHUpPOBAHHAs CTPOKa, TO OHAa  TOXeE
BOCCTaHABIIMBAETCS.

it ROP-tienouek o Linux mo HOMepy CUCTEMHOTO BbI30Ba MOJIYYaeTCs €ro uMsl.
VmeHna BbI3BaHHBIX (YHKIMH MOXKHO BOCCTAHOBHTH, €CIIM (DyHKIMs OblIa BhI3BaHA
TI0 aJpecy, CYUTAaHHOMY M3 TaOuuubl nMnoptuposanHbix cumBosioB (GOT B ELF u
IAT B PE). Ilporortunsl ¢yHKIMA ¥ CHCTEMHBIX BBI30BOB Linux wumryrcss B man-
pages [15], a mpototuns pyukuii Windows — B API Monitor [16].

5. [IpoepammHas peanu3ayus

OnucaHHBIE MeTOX OBUI pEanu30oBaH B BHUAE MPOTPAMMHOTO WHCTPYMEHTA.
WHctpymenT nonmyvaer Ha Bxox OnHapHyto ROP-nenouky u ucnonusieMsldi aitn, B
KOTOPOM COJIEPIKATCs HCIIOIB30BAHHBIC B IIETIOYKE raKeThl. CIIeIyeT OTMETHTD, YTO
B TaHHOH paboTe He cTaBUTCA 3a1a4a noncka ROP-nermouku B skcimoiite. Pemrenne
9TOH 3aJ]a4u BO3JIAraeTcsi Ha aHAIMTHKA. [loiepKuBatoTCs cieayompe hopMaTs
ucnonusieMsix ¢aitnos: ELF32, ELF64, PE32 u PE32+. llenouku, Ucronb3yromine
Ta/KETHI U3 Pa3HbIX UCIIOHIEMBIX (ailyioB, B JAHHBI MOMEHT HE TIOACPKHUBAIOTCSI.

5.1 WHTepnpeTauus NPOMeXyTO4YHOro npeactaBneHus
MHCTPYKLMW rapgxeTa

B nannoit pabote ucnoib3yercsi paspaboranHoe B VICII PAH mnpomexyrouHoe
npejcTaBicHue WHCTpyKuui [17], ynosierBopsitoiiee SSA-GopMe U HMEIOIICe
TpeXaJpecHBI KOJ. AJIPECHBIC IPOCTPAHCTBA MAMSITH H PETHCTPOB MPEICTABISIOTCS
B BHJIE ABYX 0alTOBBIX MacCHBOB. AJIPECHOE IIPOCTPAHCTBO PErUCTPOB COCTOUT M3
BCEX PETHCTPOB MAIMHBI C Y4YETOM HAllOKeHWH W mepecedeHuit. s ydera
mo00YHBIX 3()P()EKTOB HCIIONB3YETCS CIIOBO COCTOSHUS, AHAJIOTHYHOE PETHCTPY
(maroB x86.
WHCcTpyKIIMM TapKkeTa TPaHCIUPYIOTCS B IPOMEXYTOYHOE MpPEACTaBJICHUE,
MHTEPIpPETAHs KOTOPOTO MO3BOJISIET MOyYNTh HaYaIbHBIC W KOHEUHBIC 3HAUYCHUS
PETHUCTPOB W MaMsATH. V3HayabHO JJIS KaXKAOTO aAPECHOTO MPOCTPAHCTBA KapTHI
CUATAHHBIX W COXPAaHEHHBIX 3HAYCHWH MyCThL.. WHCTPYKIHH TPOMEKYTOUYHOTO
MIPEACTABIICHHUS 3aMEHSIOTCSI IKBUBAJICHTHBIMU OJIOKaMU MHCTpYKIMH x86-64. Tlpu
sToM uHcTpykuuu coxpaneHus (STORE) 3ameHsitoTcs Ha BBI30BBI (DYHKIHH,
OOHOBIISIOMIEH KapTy COXpaHEHHBIX 3HaueHWHA. A wmHCTpykumu uteHus (LOAD)
3aMEHSIOTCSI BBI30BOM (DYyHKLIMH, BO3BpAIAIONICH aKTyallbHOE 3HaueHHE, KOTopas
BBINIOJIHSET OJTHO U3 CIEAYHOUIUX IEeUCTBUI:

o CUUTBIBACT 3HAYCHUE U3 KapThl COXPAaHCHHBIX 3Ha'—leHMI71, €CJI1 OHO TaM

IIPUCYTCTBYET;
° CUUTBIBACT 3HAYCHUEC W3 KapTbl CUUTAHHBIX 3Haqu1/11>i, €CJI1 OHO TaM
MIPUCYTCTBYET M OTCYTCTBYET B KApTE COXPAHCHHBIX 3HAYCHUN;
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e jo0aBiseT B KapTy CUMTAHHBIX 3HAUYCHHMH CIydalHO CreHepHpOBaHHOE
3HAYEHHE TPH IEPBOM OOPAIIEHHUH TI0 aJpecy.
Jlanee npon3BOANTHCS BBIIOJIHEHUE TIOJTy4eHHOTO X86-64 xona. B pesynbrate OyayT
MOJy4YEeHbI HAYaIbHOE U KOHEUHOE COCTOSHUSI a[ipECHBIX IPOCTPAHCTB.

5.2 Pa36op ROP-uenouku

Omynupyercsi 3arpy3ka HCHOJHseMOro (¢aina B BHPTyaJbHOE aJpecHOe
MIPOCTPAHCTBO C paspewmieHueM penokanuil. [lo agpecy kaxkaoro ramkera B
3arpyKEHHOM HCHOJHseMOM aiine anm3acceMONMpyIOTCs HMHCTPYKIMH 10
WHCTPYKIMHU Iepetadn ynpasieHus. IloaydeHHble HHCTPYKIMH TPAHCIMPYIOTCS B
MIPOMEXYTOYHOE TPENCTABICHHE U KJIACCU(UIUPYIOTCS. APryMeHTHl (QYHKIMHA U
CHCTEMHBIX BBI30BOB BOCCTaHABIIMBAIOTCS COIJACHO COIJIAIICHUIO O BBI3OBE H3
TEHEBOW NaMsITH, a B Ka4eCTBE BO3BPAIAEMOI0 3HAYECHUsS (YHKIHMU B TEHEBYIO
naMATh JA00aBiIsieTCS HEKOTOpoe (UKTUBHOE 3HaudeHue. Jlamee mpoHcXomuT
0OHOBJICHHE TEHEBOTO CTEKAa M TEHEBOW MaMATH, KaKk OMMCAHO B paznene 4.3.

B pesynbrate, OyAer moiyudeH TEKCTOBbIH (haily, B KOTOPOM OyAyT MepedrciieHbl
MOCJIEI0BATENBHO BBI3BAHHBIE TaJKETHI, 4 TAK)KE UX TUIIBI U TapaMeTpel. bosee Toro,
6y]1yT MPUBCACHBI MPOTOTUIIBI BbI3BAHHBIX (byHKHHi/‘I N CHUCTCMHBIX BBI3OBOB C
BOCCTAQHOBJICHHBIMH 3HauyeHUsIMH apryMeHToB. Ecnmu ROP-3kcmioiiT 3aBepuaercs
BBI30BOM OOBIYHOTO ILEJUI-KOJA, TO OyIyT BBIBEICHBI €T0 IH3acCeMOIIMPOBaHHbIE
WHCTPYKIIHH.

6. Pe3ysibmambi npakmu4ecKo20 npuMeHeHus

[IpennokeHHbIN B 3TOIM CTaThbe METOJ aHaju3a aTaKk MOBTOPHOIO HCIOJIb30BAHUS
Koza ObLT anpoOupoBaH Ha pealbHbIX ROP-3KcIutoliTax, HalEHHBIX B HHTEPHETE.
bunapusie  ROP-nenouyku  W3BI€KanMCh  BpPY4HYHO. 3aTeM  ONpPEeNscs
HCTIOJIHSIEMBIN (aiil, U3 KOTOPOT'O MCIOJIBE30BAIHMCH TaJUKETHI B LIETIOUKE.
XopomM# OTHPAaBHBIMU TOYKaMH Juist noucka ROP-3KCIUIONTOB MOCTYKUIH
(hpeiMBOpK 1T TECTUPOBAHUS Ha IPpOHUKHOBeHMEe Metasploit [ 18] u oTkpbITas 6a3a
nmaHHbIX dKkcruoitoB EDB [19]. K coxaneHuto, ucroyHsAeMbId (aiii, 13 KOTOporo
COOMpAaTHCh TaJKETHl B IIEMOYKY, PEAKO MpHIAraeTcs K JKCIDIONTy. B mydrmem
ciydae OyOyT yKazaHBI BEpCHS MPOTPaMMBI, OIEPAlMOHHAS CHUCTEMa HW/WIIH
muctpuOyTuB. [losToMy ucnonHseMbIe (GaliiTbl YaCTO MPUXOAUTCS UCKATh BPYIHYIO
Y TIPOBEPSITH, HAXOIATCS JIM 110 TEM K€ a/ipecaM 3asBICHHBIC B KCIJIONTE Ta/KETHL.
Jnst moucka crapeix BepcHi MakeToB AMcTpuOyTHBa Debian cymiecTByeT HpOeKT
snapshot.debian.org [20], KOTOpbI HECKOJBKO pa3 B JEHb COXpaHSET TEKyllee
coctosinue auctpuOyTtrBa Debian, uTo 3HAYMTENBHO YNPOIIAET 3ajadyy HOUCKa
CTapbIX BEPCUIl IAKETOB.

B Tabn. 3 npuBoaurcs crnucok ROP-3KCIIIONTOB, KOTOpBIE OBUIM  YCHELIHO
MIPOaHAJIM3UPOBAHBI PeaTM30BaHHBIM HHCTpYMEHTOM aHann3a ROP-nenouex. Bpems
aHaIM3a He MPEBOCXOIUIIO Maphl CEKYHI.
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Taban. 3. Cnucox npoananusuposannvix ROP-sxcnoiimog
Table 3. Analyzed ROP exploits

[Ipunoxxenue Homep CVE [Tnardopma lamxers u3
MongoDB CVE-2013-1892 Linux x86 mongod
Nagios3 CVE-2012-6096 Linux x86 history.cgi
ProFTPd CVE-2010-4221 Linux x86 proftpd
Nginx CVE-2013-2028 Linux x64 nginx
AbsoluteFTP CVE-2011-5164 Windows x86 MFC42.d11
ComSndFTP N/A 2012-06-08 Windows x86 msvert.dll

7. 3aknro4yeHue

B nanHOI! cTaTthe OBUT IPEITIOKEH METO/1 aHAIN3a aTaK IIOBTOPHOTO MCIIOJIB30BAHUS
KO/la, KOTOpBIM OBLT peanu3oBaH B BHJAE NPOTPAMMHOIO HHCTPYMEHTA.
Pa3zpaboTaHHBIf METOA TO3BONSET YIPOCTHTH IJIS aHANWTHKA 3a1ady OOpaTHOI
nmkenepun ROP-skcmmotitoB. [Mo OmHapHOit ROP-memouke BoccraHaBnmBaeTcs
CIHCOK BBI3BaHHBIX Ta/KETOB 1 ONMCHIBACTCS X (DYHKIIMOHATBHOCTh CEMaHTHUECKH
C TIOMOILBI0 OyJIEBOTO NMPEJUKATa, KOTOPBIN JOJKEH OBITh BCETla HCTHHHBIM T1OCIIE
BBITNOJIHEHUS TajykeTa. bonee TOro, BOCCTAHAaBIMBAIOTCA IPOTOTHUIIBI M 3HAYEHHS
apryMEHTOB BBI3BAaHHBIX (YHKIMH M CHCTEMHBIX BBI30BOB. TakuM o00pa3om,
AHAJIMTHUK MOKET aBTOMATU3UPOBAHHO MOJJIYYUTH NPEACTABJICHUC O CEMAHTHUKE ROP-
Henoyky. Peann3zoBanHblii MeTo] ObLI anipoOKpoBaH Ha peanbHbIX ROP-akcIuIoiiTax,
Haﬁ[leHHle B UHTCPHETE.

Merton oOcCHOBbIBaeTCs Ha JMHAMMYECKON WHTEpIPETAUMH IMPOMEXYTOUHOIO
npencraBieHuss HHCTpyKund ROP-nienoukn. CemaHTHKa TaJKETa ONMpeAeseTcss B
pe3ynpTare aHanmu3a 3PQPEKTOB BEHIMOJHEHUS Ta/PKETa HA Pa3IHYHBIX CIYYalHBIX
BXOJHBIX JaHHBIX. JIJI1 BOCCTAaHOBIICHHS 3HAYCHHWH apryMEHTOB (YHKIUH U
CHCTEMHBIX BBI30BOB BO BpeMs aHAJIN3a MOAEPKUBAETCS TEHEBAs IaMsATh.

[lepcniekTUBHBIM HampaBieHHEM Ui NaJbHEHIIMX pa0OT SIBISETCS IMOIAEpIKKa
aHaIu3a YCIOBHBIX NepexofoB M IMKIOB B ROP-nenoukax. A Ui HOBBIEHHS
TOYHOCTH ONPEACICHHUS CEMAHTUKU TaJpKeTa MOXKHO MCIHOJIb30BATh W3BECTHHIE
TeXHUKH (opManbHOU BepupuKanuu. Takke TEXHHYSCKOH 3amadeidl SBISIeTCS
nojyepxka aHanu3a ROP-nienodex, HCHONB3YIONMX raKEThl Cpa3y U3 HECKOIBKHUX
HCTIOTHSIEMBIX (PaiiiIoB.
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Abstract. Providing security for computer programs is one of the paramount tasks nowadays.
Failures in operation of program software can lead to serious consequences and exploitation of
vulnerabilities can inflict immense harm. Large corporations pay particular attention to the
analysis of computer security incidents. Code-reuse attacks based on return-oriented
programming are gaining more and more popularity each year and can bypass even modern
operating system protections. Unlike common shellcode, where instructions are placed
consequently in memory, ROP chain contains of several small instruction blocks (gadgets) and
uses stack to chain them together, which makes analysis of ROP exploits more difficult. The
main goal of this work is to simplify reverse engineering of ROP exploits. In this paper I
propose the method for analysis of code-reuse attacks, which allows one to split chain into
gadgets, restore the semantics of each particular gadget, and restore prototypes and parameters
values of system calls and functions called during the execution of ROP chain. Parametrized
types define gadget semantics. Each gadget type is defined by a postcondition (boolean
predicate) that must always be true after executing the gadget. The proposed method was
implemented as a program tool and tested on real ROP exploits found on the internet.

Keywords: computer security; binary analysis; vulnerability; return-oriented programming;
ROP; gadgets classification; code-reuse attack; computer security incident.
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