Scrutinizing the Security of AES-based Hashing
and One-way Functions

Shiyao Chen®, Jian Guo®, Eik List®, Danping Shi»2(®) and Tianyu Zhang3®)

! State Key Laboratory of Cyberspace Security Defense, Institute of Information
Engineering, Chinese Academy of Sciences, Beijing, China
shidanping@iie.ac.cn
2 School of Cyber Security, University of Chinese Academy of Sciences, Beijing,
China
3 Nanyang Technological University, Singapore
{shiyao.chen,guojian}@ntu.edu.sg, tianyu005@e.ntu.edu.sg, elist@posteo.de

Abstract. AES has cemented its position as the primary symmetric-key
primitive for a wide range of cryptographic applications, which motivates
the analysis on the concrete security of AES in practical instantiations,
for instance, the collision resistance of AES-based hashing, the key com-
mitment security of AES-based authenticated encryption schemes, and
the one-wayness of AES-based one-way functions in MPC/ZK protocols.
In this work, we further advance the meet-in-the-middle (MITM) attack
framework on AES-like constructions. We introduce single-color initial
structure (SCIS), which leverages new structural insights to reduce the
complexity of neutral word generation, a critical bottleneck in MITM at-
tacks. As a result, we yield a series of improved results on AES over the
state-of-the-art, including the first classical one-block collision attack on
7-round AES-MMO/MP, marking the first round advancement in over
a decade and matching the best attack round in the quantum setting,
as well as the first one-block collision attack on 4-round AES-128-DM,
bridging the gap highlighted by Taiyama et al. at Asiacrypt 2024 from a
non-differential-based approach. Additionally, we provide a comprehen-
sive list of new results on the security margins of AES-192, AES-256,
Rijndael-192, and Rijndael-256 in multiple attack settings.
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1 Introduction

1.1 The Meet-In-The-Middle Attack

The meet-in-the-middle (MITM) attack is one of the most fundamental crypt-
analysis technique. Its origins trace back to Diffie and Hellman’s seminal attack
on Double-DES [32], where they introduced a method to partition the primi-
tive and search space (e.g., key and message space) into two separate parts,



each utilized in a distinct stage of the primitive. Bogdanov and Rechberger later
formalized three-subset MITM attacks [20] that described a variant of existing
meet-in-the-middle attacks on block ciphers Sasaki and Aoki formally introduced
the MITM attacks against hash functions in [68], which is later honored with the
prestigious IACR Test-of-Time Award?. This direction grew rapidly with many
technical innovations, such as splice-and-cut [5], initial structures [6,69], indirect
and partial matching [4], probabilistic initial structures [44], bicliques [53] as a
formalization of initial structures, and precomputations in the middle [24]. At
FSE 2011, Sasaki pioneered the first meet-in-the-middle attacks for preimage at-
tacks on round-reduced AES hashing [66]. Bao et al. [8] later improved Sasaki’s
result by also taking the degrees of freedom from the key space into account.
At Eurocrypt 2020, Bao et al. proposed an automatic search framework for
MITM preimage attacks on AES-like hash functions [9], which initiated a series of
works on automated MITM attacks: Dong et al. extended the framework to key-
recovery and collision attacks [38]. Bao et al. proposed the novel superposition
structure with bi-directional costs, and introduced guess-and-determine into the
framework [10]. Hua et al. then combined guess-and-determine with nonlinearly
constrained neutral words in their search for preimage attacks [47]. Schrotten-
loher and Stevens also explored a simpler modelling on permutations [72] and
on block ciphers with lightweight key schedules [73]. At the same time, the au-
tomated MITM attack framework was extended to sponge constructions [61,40]
and Feistel networks [46]. Recently, Chen et al. [27] enriched the MITM frame-
work with linearization, distributed initial structures, and structural similarity.

1.2 Practical Instantiations of AES

AES-based Hashing. A hash function maps inputs with arbitrary lengths
to fixed-length hash values and is one of the most fundamental cryptographic
primitives. A secure cryptographic hash function must satisfy three fundamental
security properties: preimage resistance, second-preimage resistance, and colli-
sion resistance. Aside from dedicated hash functions, for instance SHA-2, SHA-
3, Ascon, to make use of the common coexistence of cryptographic primitives in
resource-constrained systems, a conventional strategy to construct hash function
is to instantiate the block cipher with one of the PGV modes [60] as the under-
lying compression function. In such settings, AES is the primary choice due to
its wide implementation, hardware-optimization and long record of withstanding
cryptanalysis. AES-128 instantiated with the Matyas-Meyer-Oseas mode is used
in the standards of the Zigbee protocol suite [3] and ISO/TEC [51].

AES-based One-way Function Beyond hashing, constructing secure one-way
functions (OWFs) based on AES has gained significant attention in the fields of
zero-knowledge (ZK) proofs and multi-party computation (MPC). Starting from
Ishai et al. ’s seminal MPC-in-the-head (MPCitH) framework [48], ZK proofs
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could be constructed efficiently (in terms of circuit size) from secure symmetric-
key one-way functions. Since then, many different OWFs [2,35] have been pro-
posed and used to improve the efficiency of ZK proofs. Besides MPCitH, Boyle
et al. [23] enriched the portfolio of ZK proof techniques with vector oblivious lin-
ear evaluation (VOLE) correlations. The VOLE technique, particularly the one
used in SoftSpokenOT by Roy [63], was further explored in Baum et al. ’s sub-
sequent work on VOLE-in-the-Head (VOLEitH) [12]. In their framework, they
demonstrated how digital signatures could be constructed efficiently using AES
or EM-AES. This direction has gained significant attention since the NIST called
for further submissions to diversify its lattice-heavy portfolio of quantum-secure
digital signature schemes®.

Though Picnic [64] pioneered the use of arithmetization-oriented primitives
such as LowMC [2] in signatures, the security of those primitives remains far from
well-understood compared to that of AES. The fact has motivated many recent
signature schemes to use AES-based OWF, examples can be seen from MPCitH-
based designs, such as BBQ [64], Banquet [14], Limbo [65], Feta [13], Dubhe [33],
and other protocols [35,75]; and VOLEitH-based designs, such as FAEST [11],
Phecda [34], as well as other zero-knowledge frameworks like Preon [25]. In those
schemes, AES is used as a one-way function Fj(z) to encrypt a random-chosen
plaintext = under a secret key k with y = Fj(z) such that the proof becomes
k for the public known (x,y). This setting restricts the usage of each key to
a single encryption only, so that the adversary can observe only 1 or 2 known
plaintext/ciphertext pairs. Moreover, the design of FAEST [11] explores the OWF
construction of EM-AES, which instantiates fixed-key AES or Rijndael with the
single-key Even-Mansour scheme [41].

1.3 Gaps

As an international standard with broad implementations and various optimiza-
tions in hardware/software, AES is the go-to choice when an ideal cipher is
assumed in instantiations and plays an irreplaceable role in a wide range of
applications. Thus, the detailed security evaluation of AES in practical attack
settings that aligned with real-world attack scenarios has been a heated topic in
the field of cryptanalysis. We hereby identify a few notable open problems and
security challenges from the applications of AES, which are listed below. Note
that we focus on the results in the classic setting and the one-block attacks (on
hash or one-way functions) in this work.

On the Collision Resistance of AES-based Hashing. At FSE 2009, Mendel
et al. introduced the rebound attack [57], which has become the dominant tech-
nique in constructing collision attacks on AES-like hashing. Lamberger et al. at
Asiacrypt 2009 [54] as well as Gilbert and Peyrin at FSE 2010 [42] proposed the
Super-Sbox technique to rebound attacks and obtained one-block collision attack
on 6-round AES-MMO/MP, which has hold the record of longest number of round
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on AES-MMO/MP attacked ever since. Both [57] and [42] have been recognized
with the prestigious FSE Test-of-Time award®. At Eurocrypt 2020, Hosoyamada
and Sasaki [45] presented a quantum rebound attack to find one-block collision
on 7-round AES-MMO/MP. Other works explore two-block collision and vari-
ants of collision attacks in classic and quantum settings by leveraging degree of
freedom from the key, to list a few: [71,37,26]. In comparison, the best classical
collision attack on one-block AES-MMO/MP has stayed at 6 rounds for more
than a decade. We can’t help but wonder:

Open Question 1: Are there any classical one-block collision attacks on
AES-MMO/MP that can attack more than 6 rounds?

On the Key-commitment Security of AES. For block ciphers, key col-
lision attacks find distinct keys that generate the same ciphertext, indicating
weaknesses of the primitive [7,19,62,52]. Beyond that, key collision security has
a relevant role in the security of higher-level modes. A series of works [1,36,43,55]
demonstrated key-replacement attacks on widely deployed authenticated encryp-
tion schemes that implicitly relied on key collision resistance although conven-
tional AE security does not provide any such guarantees. The community was
quick to react and study the key-commitment security of existing schemes, and
to propose countermeasures and more secure schemes [15,28,29] and MACs [16].
However, many proofs of modes idealize the primitive, which may leave a gap to
concrete security. Albertini et al. [1] outlined that while the fix for AES-GCM
could be proven secure with an ideal cipher, with a concrete cipher, the security
would reduce to finding a key collision more efficiently than the generic bound in
the target-plaintext setting, where the plaintext is fixed to some specific value.
Chen et al. [29] faced similar problems when analyzing HCTR2.

Recently at Asiacrypt 2024, Taiyama et al. [74] initiated the first key colli-
sion attacks on round-reduced AES. They proposed a well-furnished automatic
tool that exploits bit-wise differential characteristics to perform rebound-type
attacks. However, in [74], the fixed-target-plaintext key collision attack on AES-
128 (equivalent to one-block collision on AES-128-DM) was limited to 2 rounds.
The authors discussed the optimality of this result in [74, Appendix B], quote,
“this confirms that more than a 3-round attack is infeasible, even if an efficient
rebound attack is applied, under the estimation of single differential characteris-
tics.” This has motivated us to investigate:

Open Question 2: Can we find a new way to mount collision attacks on
AES-128-DM that extends more than 8 rounds?

On the Security of AES-based OWFs in ZK/MPC. The application of
AES-based OWF's in zero-knowledge (ZK) and multi-party computation (MPC)
protocols has necessitated the research on their security in practical attack set-
tings, particularly on their resistance to known-plaintext attacks with only 1 or
2 known plaintext/ciphertext pairs. Until now, the best single-known-plaintext
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(SKP) key recovery attack on AES is retained by the series of work by Bouil-
laguet et al. [22,21] from more than a decade ago. At Crypto 2011 [22], a SKP
key recovery attack on 5-round AES-128 was found while no dedicated SKP
key recovery attack has been proposed for AES-192 and AES-256. For EM-AES,
quoting Baum et al. [11], there are no known shortcut attacks on EM-AES ex-
cept variants of brute-force key search, also no shortcut attacks on variants with
reduced rounds. Hence, we are interested in both improving and delivering a
comprehensive cryptanalytic result on EM-AES and AES in the restricted attack
setting of ZK and MPC protocols. This objective is well captured by the original
words by Baum et al. :

Open Question 3: How the EM and non-EM one-way functions compare
for AES in terms of security margin? [11, Section 10.3.5]

1.4 Owur Contributions

In this work, we address the three aforementioned open questions using meet-
in-the-middle (MITM) attacks. A critical requirement for constructing collision
attacks with MITM is the existence of an algorithm to generate neutral words
with amortized computational cost O(1) and overall time and memory complex-
ity below the birthday bound. To date, no MITM attacks on AES have been
proposed matching this requirement. To this end, we introduce single-color ini-
tial structure (SCIS), a technique exploring new structural properties of MITM
attacks to enable efficient neutral word generation. The incorporation of SCIS
into MITM attacks has led to new collision attacks extending the attack rounds
compared to state-of-the-art and improved preimage and key recovery attacks,
which cannot be achieved by re-evaluating the existing techniques in literature.

In addition, we survey instantiations of AES, revisit their corresponding at-
tack settings, and formulate the conversion from single-known-plaintext (SKP)
key recovery attacks to fixed-target-plaintext key collision attacks (equivalent
to one-block collision attack in DM mode). While both SCIS and the proposed
conversion are fairly generic and can be applied to other targets, we choose to
focus ourselves on AES and Rijndael, and have attained the following results
(summarized in Table 1):

1. We find the first one-block collision attack on 7-round AES-MMO/MP in the
classical setting, which extends one more round upon the state-of-the-art
given by rebound attacks with the Super-Shox technique [54,42,39] in over
a decade. Notably, our result matches the best attack rounds of quantum
one-block collision attacks on AES-MMO/MP [45].

2. We find the first one-block collision attack on 4-round AES-128-DM in the
classical setting. By employing MITM attacks combined with the SCIS tech-
nique and our proposed conversion, we bridges the gap highlighted in [74]
that no feasible collision attack on more than 3 rounds of AES-128-DM under
the estimation of single differential characteristics from a non-differential-
based approach.



3. We identified a SKP key recovery attack on 5-round AES with the same time
complexity but reducing memory complexity from 2% to 240 compared with
Bouillaguet, Derbez, and Fouque [22] at Crypto 2011. In the same attack
setting, we provide new attacks on 7-round AES-192 and 8-round AES-256.
We also present improved one-block preimage attack on AES-MMO/MP,
which is equivalent to SKP key recovery attack on EM-AES. These results can
be extended to single-use AES and EM-AES (defined in Section 2.2), which
have wide applications in signature schemes adopting AES-based OWF's,
e.g., BBQ, Banquet, FAEST.

4. In view of NIST’s recent interest in standardizing wider variant of AES7, we
provide a comprehensive list of new results on Rijndael-192 and Rijndael-256
in all mentioned attack settings.

These results offer new insights into AES-like structures, provide a compre-
hensive security analysis of various AES instantiations, and demonstrate that
both AES and its wide variants remain sufficiently secure against the considered
attacks.

1.5 Organization

The remainder of this work is structured as follows. In Section 2, we provide
preliminaries on AES, practical instantiations of AES, and MITM attacks. We
then describe the MITM conversions among collision, key collision, preimage
and key-recovery attacks in Section 3. In Section 4, we introduce the concept
of SCIS and the SCIS MITM attack frameworks. Thereupon, we illustrate the
attack details of classical collision attack on 7-round AES-MMO/MP, classical
collision attack on 4-round AES-128-DM, and improved SKP key recovery attack
on 5-round AES-128 in Section 5, Section 6, and Section 7.

2 Preliminaries

2.1 AES and Rijndael

#SB* #SR* #MC? #AK? #RK? #SBit!
0|4]8]12 s|s|s|s l
1|5]9[13| SB |s|s|S|S| SR < | MC X
2|6 1014 s[s[s|s W
3| 7(11)15 s|s|s|s

Fig. 1. The round function of AES.
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Table 1. Summary of results on AES/Rijndael-based hashing and one-way functions.
The listed attacks are classic one-block attacks unless otherwise specified.

Collision attacks on AES-MMO/MP and Rijndael-MMO/MP

Target Rounds Time Memory Technique Reference
5/10 256 24 Rebound [57]
AES-128 6/10 2:’;2 2?2 Super S-box [54,42]
6/10 2 2 Super S-box [39]
7/10 260 260 SCIS MITM T Section 5
Rijndael-192 8/12 P23 o SCIS MITM T Appendix A.1
Rijndael-256 9/14 e P SCIS MITM Tt Appendix A.2

Collision attacks on AES-DM and Rijndael-DM**

Target Rounds Time Memory Technique Reference
2/10 249 Negl. Rebound [74]
2/10 practical 222 Rebound [58]
AES-128 3/10f 260 252 Rebound [74]
4/10 260 260 SCIS MITM T Section 6
61
AES-192 g;ig iractical 2Nseg14 EEEZZEg gg%
A Ghh w3 R i
Rijndael-192 4/12 284 e SCIS MITM Tt Appendix B.1
Rijndael-256 5/14 2124 2124 SCIS MITM T Appendix B.2

Single-known-plaintext key recovery

attacks on AES and Rijndael

Target Rounds Time Memory Technique Reference
4* /10 2120 280 Algebraic* [22]
4*/10 2112 248 MITM Appendix C.1
AES-128
5/10 2120 296 Algebraic [22,31]
5/10 2120 240 SCIS MITM Section 7
AES-192 7/12 A (AT MITM Appendix C.2
AES-256 8/14 A (@R g MITM Appendix C.3
Rijndael-192 6/12 2184 232 MITM Appendix C.4
Rijndael-256 7/14 Dz P MITM Appendix C.5

Preimage attacks on AES-MMO/MP and Rijndael-MMO/MP**

Target Rounds Time Memory Technique Reference
7/10 2120 28 MITM [66]
AES-128 7/10 2112 232 MITM Appendix D.1
Rijndael-192 8/12 g0 P MITM Appendix D.2
Rijndael-256 9/14 2248 216 MITM [9]

1 SCIS is the critical technique for the proposed MITM collision attacks.
* The attacks find two-block collisions.

* Last round with MC operation i.e., r* denotes » number of full one-round of AES.

" Algebraic Meet-in-the-Middle and Guess-and-Determine automatic search method by
Bouillaguet, Derbez, and Fouque [22] at Crypto 2011.

T The complexity refers to key recovery attack on single-use AES-192 and AES-256 in digital
signature schemes, as discussed in Section 1.2.

. Equivalent to fixed-target-plaintext key collision on AES and Rijndael.

** Equivalent to single-known-plaintext key recovery on EM-AES and EM-Rijndael
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Rijndael is a family of block ciphers designed by Daemen and Rijmen, with
block size and key size each to be specified as 128, 192, or 256. In 2001, the NIST
selected a subset of Rijndael [30] with a block size of 128 as the Advanced En-
cryption Standard (AES) [59]. Following the original notations, the intermediate
states are organized in a rectangular array with 4 rows, and Nb or Nk are used
to denote the number of columns of a encryption state or a key schedule state.
We define the key-block ratio as v = Nk/Nb. Hereinafter, we use Rijndael-192 and
Rijndael-256 to abbreviate Rijndael variants with Nb = Nk = 6 and Nb = Nk = 8.
The round function of Rijndael is depicted in Figure 1 and illustrated as follows:

— SubBytes(SB): A non-linear byte-wise substitution with an S-box.

— ShiftRows (SR): A cyclic left shift on the i-th row by 7; bytes. When Nb < 8,
(ro,rm1,72,73) = (0,1,2,3); when Nb = 8, (rg,71,72,73) = (0,1, 3,4).

— MixColumns (MC): A column-wise left multiplication of a 4 x4 constant matrix
with Property 1.

— AddRoundKey (AK): A bitwise XOR of the round key #RK" to the state.

Property 1. Knowing any of the ¢ > 4 bytes out of the input column and the
output column of an MC operation is sufficient to compute the rest (8 —t) bytes.

The key schedule is performed as follows: let w and k be the round keys and
the master key each expressed as an array of words. For the j-th column, when
J < Nk, we have w[j] = k[j]; when j > Nk, we have:

w([j — Nk] @ Rot(SB(w[j — 1])) ® ¢[j/Nk] j mod Nk =0 and Nk < 8,
w(j] = < w[j — Nk] ® SB(w[j — 1]) j mod Nk = 4 and Nk = 8,
wlj — Nk] ® w[j — 1] otherwise,

where SB applies the S-box to each byte of the word, and Rot rotates the word
by one byte, and ¢ represents the array of round constants.

2.2 AES-based Hashing and One-Way Functions

To cater different needs, AES is often instantiated with different provable secure
modes under different settings. Here we summarize a few important applications.

AES-based Hashing. Constructing hash functions based on secure block ci-
phers is a practical approach. The block cipher is first converted into a compres-
sion function CF by the instantiation of a PGV mode [60]. The hash function is
then defined as an iteration of CF: H(M) = h,,, where M = my]|...||m, and
hiv1 = CF(h;,m;) for i € [0,n). We refer hg as the initial value IV, and h; with
1 > 0 as chaining values. A selection of PGV modes with formula expressions is
illustrated in Figure 2.
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Fig. 2. A selection of PGV modes and corresponding CF formulation

AES-based One-Way Functions. Recent developments in ZK and MPC have
demonstrated interests in building schemes using one-way functions that are
instantiated from symmetric-key primitives. In this use-case, for a secure OWF
Fy(x), its relation R is defined as ((x,y), k) € R <= Fj(z) =y, where (x,y) is
the input/output pair and k is the secret to hide. Thus, other than the security of
the construction and of the protocol, the security relies on the one-wayness of the
underlying OWF. As can be seen from proposed schemes in recent years, there
are often two practical instantiations of Fj(x) based on AES and its precursor
Rijndael to specifies OWF variants for NIST security levels L1, L3 and L5:

The first approach is to use 5 = [y] (v is defined above as the key-block
ratio) blocks of AES as OWF:

— Fj(x) == AES-128;(z) for 128-bit security (5 = 1 block);
— Fj(x) == AES-192;(z0)||AES-192;(z1) for 192-bit security (8 = 2 blocks);
— Fj(x) == AES-256(z0)||AES-256)(z1) for 256-bit security (8 = 2 blocks).

Hereinafter, we refer this type of OWF construction as single-use AES or Rijndael.

As proposed in [11], the second approach EM-AES leverages the single-key
Even-Mansour construction [41]: SEM7(2) = n(z + k) + k, where 7 is realized
with: 7(2) = AES,(2). In this setup, the AES key z is fixed and public.

— Fj(x) == AES-128,(k) + k for 128-bit security;
— Fj(z) == Rijndael-192_ (k) + k for 192-bit security;
— Fj(z) == Rijndael-256,,(k) + k for 256-bit security.

— o~

For more details, we refer the readers to the specification of FAEST [11], where
these two instantiations have been well summarized and specified.

2.3 The Meet-in-the-Middle Attack Framework and Its Extensions

We provide a high-level overview of MITM attacks in Figure 3 and a list of com-
mon notations in all our attack descriptions in Table 2. An MITM attack divides
the computations into two independently computable chunks, the forward chunk
and the backward chunk. The forward (resp. backward) neutral word represents
a value that complies with the predefined constants, or satisfies the constant
constraints, during its propagation. The predefined constants are conventionally
refered as costs of DoF, or simply costs, as they reduce the number of eligible
neutral words. The two chunks meet at a matching operation M. The properties
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Fig. 3. A high-level overview of MITM attacks [68].
Table 2. Common notations.
DoF Degree(s) of freedom.
GENC / GKSA Starting state of encryption/key schedule.
vt/v- The forward /backward neutral word space, which is the set of neutral
words that comply with the predefined constants.
dg/dr DoF of the forward/backward neutral words, we have ds = log, |V |
and dr = log, [V |.
EY/E~ The ending state of forward/backward chunk.
m* /m~ The forward/backward values at E*/E~ for matching
M The matching operation between ET and E~.

dm

The degrees of matching.

T /T~ Lookup tables constructed at E*/E~

of M are exploited to match the forward and backward neutral words, which are
called partial-match constraints. The matched pair of neutral words are referred
as a matched candidate to check for a full match. Without loss of generality, we
assume dp < dgr, and an MITM (pseudo-)preimage attack procedure is described
as below:

1.
2. Compute VT and V'~ based on the constants.

3.

4. For all v~ € V~, compute to E~ and get m™~, for all v+ € TT[m™], get

5.

Assign arbitrary values to the constants in pre-defined constraints.
For all v* € V', compute to ET and get m™, TT[m™] + vt.

matched candidate (v, v7).
If (vt,v™) is a preimage, return (v*,v™). Otherwise, revert to step 1.

The computational complexity of the above attack is evaluated as follows:

2n—(d5+d7z) . (2d5 + 2d7'\>_ + 2d3+d7?_—d/\4) ~ 2n—min(d57d72,dM). (1)

Converting Preimage Attack into Key Recovery Attack. A variant of
the basic MITM attack, known as three-subset MITM attack, was originally pro-
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posed by Bogdanov and Rechberger [20] to mount key recovery attacks in two
stages: MITM stage and Key Testing stage. In the MITM stage, a block cipher
Ef is divided into three chunks as Ex (P) = Hg, |k, (G, | k.| 1k (Fry | K, (P))) =
C, where the key space is partitioned into three independent subspaces K =
K ||K2||K5. Then, by using MITM technique, one can independently compute
H and F to perform an m-bit partial-match inside G under a fixed Ks, thus re-
ducing the search space from 2151FIKsl to 2lK1HIKsl=m with a time complexity
of 2151l 4 9lKsl: In the Key Testing stage, the surviving key candidates from the
MITM stage will be tested using some plaintext/ciphertext pairs, e.g., 5 =1 or
2 AES blocks in above mentioned OWF derived from AES block ciphers directly.
Finally, to identify the correct key, the overall time complexity can be evaluated
as 21F2(2lFa ] 4 glKsl 4 olKal+[Ksl=m) where the complexity of the Key Testing
stage usually will be negligible with respect to the MITM stage. This method
has since been applied to many target ciphers [50,70,49,17,67,38,10].

Converting Preimage Attack into Collision Attack. At FSE 2012, Li,
Isobe and Shibutani [56] found that an MITM partial target preimage attack
with a t-bit partial match at the last round and a time complexity of 2!, can be
generically converted into a collision attack with a time complexity of 2!+ (—1)/2,
To achieve this, one just need to repeat the partial target preimage attack for
2(n=t)/2 times with the same t-bit partial target. As the 2("~%/2 candidates
share the same ¢ bits hash value, a collision is expected for the rest (n — t)-bit
state due to the birthday paradox. This conversion then has been applied to
Merkle-Damgard hash functions [38,10] and further developed by Dong et al.
[40] to sponge constructions.

Graphical Representation of MITM Attacks. To visualize MITM attack
trails, the cells B and B are conventionally [66,8,9] used to represent forward
and backward neutral bytes, respectively. The linear combination of B and Bl
is represented by H, i.e., the superposition state introduced in [10], while @
represents a constant byte and O represent an unknown byte.

3 Conversions among Collision, Key Collision, one-block
preimage and SKP Key Recovery Attacks

3.1 Revisiting Different Modes and Their Attack Settings

MMO/MP Mode and EM-AES. Assummarized in Section 2.2, EM-AES ()
= AES-MMO-CF(k, z), a single-known-plaintext key recovery attack on EM-
AES is equivalent to one-block preimage attack on AES-MMO/MP. In one-block
preimage attacks and one-block collision attacks on AES-MMO/MP, the initial
value IV is predetermined and fixed. Thus, in these attacks, the adversary can
only control the message fed to the AES encryption.
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DM Mode and Single-use AES. A one-block preimage attack on AES-DM is
equivalent to SKP key recovery attacon on AES, and a one-block collision attack
on AES-DM is equivalent to fixed-target-plaintext key collision attack on AES. In
these attacks, the adversary can only control the key fed to the AES encryption.
As introduced in Section 2.2, in single-use AES, the plaintext/ciphertext pair
(P,C) will be opened as the public key and fixed. For 8 > 1, a SKP key recov-
ery attack on AES can be trivially converted to an attack on 8 AES blocks by
iterating the attack on the first block till one key satisfy all 8 pairs of (P, C).

3.2 Conversions among Attacks and Implications on MITM Attacks

Previous works have established the generic conversions from preimage attacks
to key recovery attacks [20] and to collision attacks [56]. Recently, Taiyama et al.
[74] highlighted key collision attacks on AES at Asiacrypt 2024. As introduced
for Open Question 2 in Section 1.3, we are motivated to approach key collision
attacks from a different angle. In this section, we formulate the generic conversion
from SKP key recovery attacks to fixed-target-plaintext key collision attacks,
which completes the conversions among collision attacks in MMO/MP mode,
fixed-target-plaintext key collision attacks (equivalent to collision attacks in DM
mode), SKP key recovery attacks, and one-block preimage attacks as illustrated
in Figure 4.

Collision in DM mode (Bit-based Rebound [74])}

Collision in MMO/MP mode (Rebound [57])}

(K, K")

B—C

“ Theorem 1 Conversions in [56]

K v
P L, Three-subset MITM [20] ] ‘ .
‘ / B ( * from preimage to key recovery M B (

SKP Key Recovery (Algebraic MITM & GnD [22]) {One—blnck Preimage (MITM [66])}

Fig. 4. Conversions among collision attacks in MMO/MP mode, collision attacks in
DM mode, SKP key recovery attacks, and one-block preimage attacks

We first define the terminology of a t-bit partial target SKP key recovery
attack, followed by the formulation in Theorem 1.

Definition 1 (¢-bit partial ciphertext SKP key recovery attack.). For
a block cipher E (with n-bit output length), given a fized plaintext-ciphertext
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pair (P,C) and a mask v of hamming weight t, find a key candidate k such that
(Ex(P)Y® C)Av=0,.

Theorem 1 (Converting ¢-bit partial ciphertext SKP key recovery at-
tack to fixed-target-plaintext key collision attack). For a block cipher
E and given (P,C), if there is an oracle A that can take input of (v,g) where
wt(v) =t and g is a constant, and find a candidate k such that (Ex(P)®C)Av =
0,, with a time complexity of 2!, then there is an algorithm B that is expected to
find a fized-target-plaintext key collision with a complexity of 21+"—t)/2,

Proof. Similar to the conversion from preimage attack to collision attack in [56],
B can be constructed by the following steps:

1. Set ¢-bit mask v and initialize T to be empty;

2. Call A(v,g) to obtain values of k;

3. If T[Ex(P)] is empty, T[E,(P)] < k, revert to step 2 and call A(v, ¢') with
an untested ¢’; Otherwise, output the key collision pair (k, T[E(P)]).

By iterating the above 2("~%)/2 times, a key collision pair is expected to find. O

Necessary Condition for MITM Collision attacks. First, the partial match-
ing of the MITM trail must occur in the last round, such that a candidate
that passes the partial match satisfies the partial target (i.e., a distinguished
point) [56]. Second, an efficient neutral word generation algorithm must exist
for the MITM trail with amortized cost O(1) and overall time and memory com-
plexity below the birthday bound [10]. More details on the second point will be
illustrated in Section 4.1.

4 Single-color Initial Structure MITM Attacks

4.1 The Bottleneck of Neutral Word Generation

MITM attacks in literature share a similar structure: the values of the constants
are iterated in an outer loop. Within each iteration, the set of blue and red
neutral words, values of which must be compatible with the fixed constants, are
computed in parallel to the matching point. The term neutral word generation
refers to the process of obtaining the set of neutral words that satisfies a given
set of constants.

At Crypto 2021, Dong et al. [38] pointed out that the constraints introduced
by fixed constants in MITM attacks can be nonlinear. To address complex cases
where these nonlinear constraints are sparsely distributed in many rounds and
difficult to solve efficiently, the authors proposed pre-computation for neutral
word generation, a table-based technique that enumerates all possible values of
the initial space and indexes them according to different constant values before
the main procedure. However, pre-computation incurs substantial time complex-
ity that, in most cases, exceeds the birthday bound, thus are incompatible to
be used in MITM collision attacks. This limitation was first noted by Bao et
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al. at Crypto 2022 [10, Remark 4], quote: “Sometimes, to achieve amortized
computational complexity O(1), it is necessary to pre-compute values of neutral
bytes for many fized bytes (enumerated in the outermost loop of the attack) at
once. However, for some very complex cases, even aided by automatic tools and
considering amortized complexity, it might be difficult to find pre-computation
procedures with total complexity lower than the main procedure.”

As the number of rounds in the attack increases, the complex case is almost
inevitable. Hence, there has been no improved collision results on AES pro-
posed with MITM attacks. We have thoroughly re-evaluated and implemented
all known techniques from the literature in an effort to improve upon the state-
of-the-art collision attacks on AES, but were unsuccessful. This has motivated
us to identify and exploit new structures in MITM attacks that can be leveraged
to construct more efficient attacks.

4.2 Single-color Initial Structure

In this work, we aim to identify a class of MITM attack trails with a special
structure that enables efficient neutral word generation, namely single-color ini-
tial structure (SCIS). The core idea is to asymmetrically distribute the constants
involved in an MITM attack between the blue and red chunk. As conceptually
depicted in Figure 5, without loss of generality, we let the blue chunk be packed
with more constraints but contain its propagation to be within a few rounds
only. Simultaneously, as we leverage most constraints into the blue chunk, we
keep the red chunk relatively free of constants and propagate only red values to
the matching point, To the best of our knowledge, such special structure were
never systematically exploited in the literature.

R | @ | |
Message/key schedule

’”nl Partial match ’”ul mbl Cut l’”n

SN

vz
Ay

Forward
chunk 7

Forward AX % Backward
chunk 1V chunk

){—Target

N

N

Fig. 5. A high-level overview of single-color initial structure.

The structure alleviates the neutral word generation from several angles.
First, the constraints in the blue chunk are concentrated in a (relatively) few
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number of rounds. When the nonlinear constraints are densely distributed in a
few number of rounds, we can use well-established tools to solve the nonlinear
constraints and generate neutral words with amortized cost O(1), for instance the
algebraic MITM and guess-and-determine proposed by Bouillaguet, Derbez, and
Fouque at Crypto 2011 [22] or the triangulation algorithm proposed by Biryukov,
Khovratovich and Nikolic at Crypto 2009 [18]. Ideally, if we are able to solve the
nonlinear constraint system of the blue chunk with amortized cost O(1), we
are able to generate blue neutral words on-the-fly and bypass pre-computation.
Second, as we leverage most constraints into the blue chunk, though the red
chunk cover more rounds, its neutral word generation simplifies. The most trivial
case is when there are no constraints at all in the red chunk so that the neutral
words become an enumeration of the initial word DoFs. Third, the neutral word
generation in the blue chunk and the partial matching can be done in parallel,
which benefits implementation. In other words, if v~ € V'~ satisfies the partial
match, for any v+ € VT, (v™,v") is a candidate passes the partial match filter.

4.3 Core SCIS MITM Function

We formalize the integration of the SCIS technique into the MITM attack frame-
work by introducing a core SCIS MITM function f (Algorithm 1) as a general
abstraction applicable to preimage, collision, and key recovery attacks.

For a constant in the blue chunk, we heuristically classify it as enumerating
constants gec if it is possible to generate neutral words at amortized cost O(1)
satisfying with any given value of that constant. The rest constants in the blue
chunk are referred as indexing constants g;.. In this setting, we can iterate over
values of g.. and compute all the blue neutral words complying with g.. on-
the-fly, store them in table Ty, indexed by the value at g;.. We denote the
DoF of ge. as d4,, and g;. as dg,, . To optimize memory necessitated in neutral
word generation, we should maximize d,,, while minimizing dg,.. In other words,
we aim to resolve as many constraints as possible. For the solvable part of the
constraint system, we first iterate over the constant values, partially solve the
system, and then use a hash table to manage the unresolved constraints.

Complexity Analysis of f. In Algorithm 1, Line 1 generates blue neutral
words satisfying g.. with amortized cost O(1) and stores in Tp,e. On average,
we expect 298 entries under each of the 2%ic index in Tpyye. For all possible
values of the indexing constants g;., Line 4 computes the red neutral word space
V' to the matching point. The number of iterations of Line 4 is 2%ic 9% . On av-
erage, we expect 2%sic TR ~drm combinations of (g;.,r) to pass the partial match
filter. As the matching is independent from blue values, one call of f generates
2dg;ctdstdr—drm candidates satisfying the partial match, which is also the ex-
pected number of iterations of Line 8. The memory complexity of f depends on
the size of Tyjye, which is 298+ dsic . The computation of one red neutral word to
the matching point and the check if the attack is successful can both be done in
O(1). We represent the total time complexity of f as T, the number of candi-
dates passing the partial match filter as N¢, and the memory complexity of f
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Algorithm 1: Core SCIS MITM function f(gec)

// Assume we perform the single-color match on red neutral words
1 Generate blue neutral words that comply with ge. with amortized cost O(1),
store in Tpye, indexed by its value at gic;

for g;. in 2%;c yalues @ do
for r in 29% red neutral words M do
Compute to the matching point;
if pass the partial match filter with probability 2~ then
for b in 295 entries of Thiue [gic] do
Get candidate (b, 7);
L Check if a preimage/correct key/collision pair has been found;

o N R W

as M. We summarize the complexity analysis of f in Equation (2):
Ty = 2dg;c . (2d5 4 24r 4 2d5+d727d/v1)
Nf — 2dgic+d5+d7z—d/\4

My = 2% s 2)

4.4 SCIS MITM Preimage and Key Recovery Attacks

For MITM preimage attacks and key recovery attacks, the checking process
(Line 8 of Algorithm 1) is as follows: for all matched (b, r), the attacker recovers
the full states of E* and E—, and check if ET = E~. As one call of f generates
Ny candidates, 2n—dm /N t iterations of f with different values of g.. expects one
preimage, or one correct key. Thus, the total time complexity is:

gn—dm /Nf Ty =~ gn—min(ds,dr,dm) (3)

The memory complexity of a preimage attack of a key recovery attack is M.

4.5 SCIS MITM Collision and Key Collision Attacks

For MITM collision attacks, the checking process (Line 8 of Algorithm 1) addi-
tionally requires a table Ty, initialized to be empty: for all matched (b, ), the
attacker recovers the input x and the output h, then lookup in 7y, under in-
dex h. If the entry is non-empty, a collision pair (x, Ty,[h]) is found. Otherwise,
Tap[h] <= . One call of f generates Ny candidates that share the same d bytes.
As we expect one collision pair in 2(?~91)/2 candidates, we need to iterate f
with 2(”_dM)/2/Nf values of ge.. Thus, the total time complexity is:

2(n7dM)/2/Nf . Tf ~ 2n/2+dM/27min(d5,dn,dM) (4)

A successful attack would require dp,dr > daq/2. The memory complexity is
dominated by the size of Tg,, which is expected to be 2(n—dm)/2,
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Remark 1. The time complexity estimation of an SCIS MITM trail follows the
established formula in literature [9,10,38,47] for all mentioned attack settings.
However, this estimation relies on the assumption that an efficient neutral word
generation is available, which is critical to the validity of the attack. Thus, the
core contribution of SCIS lies in identifying new structures that enable efficient
neutral word generation, leading to valid and improved attacks.

5 Classical Collision Attack on 7-Round AES-MMO/MP

As shown in Figure 6, we present the first one-block collision attack on 7-round
AES-MMO/MP in the classic setting. The round keys are fixed as IV is fixed as
constant. For convenience, we denote the constants in the starting point SE,
i.e., #SB?[0,2,3,6,11,12] (resp. #MC?[0,10,15,14,7,12]) as go, 91, 92, g3, G4, J5-
We also denote the DoF costs in the blue propagation: #AK4[3,4,97 14] as
Co, €1, Co,c3 and #MC[1,4,11,14] as ¢4, ¢5, ¢, 7.

The Core SCIS MITM function. The pseudocode for the core SCIS MITM
function f is given in Algorithm 2, which takes the input of a set of values
for the enumerating constants g.., and outputs candidates satisfying the partial
target. We begin by fixing z = ¢y, c1, co, c3 to zero. Line 1 to Line 15 is a nested
MITM procedure which generates 2%° values of #SBS[I] satisfying the values
of enumerating constants g.. = 9o, 91, 92, 93, 94, g5 and indexes them according
to the values of indexing constants g;. = c4, ¢5, ¢, ¢7 (dg,. = 32). Subsequently,
with different values of g;., the red values are computed to the matching point.
We set the partial match constraint as #AT"[4] @ M[4] = 0x00%. If a red value
combined with g¢;. satisfies the partial match, then every #SBs[I} in Thiuelgic]
combined with the red value is a valid candidate satisfying the partial match.
Each matched candidate corresponds to a tuple (M, H), where H is the output
hash value with its fourth byte H[4] being 0x00, and M is the preimage of H.

Nested MITM Generation of Blue Neutral Words. We now explain
Line 1 to Line 15 of Algorithm 2 (illustrated in Figure 7) in detail, which gen-
erates blue neutral words complying with g.. and z. The steps in Figure 7 are
in essence an MITM procedure between bytes marked with a = ag, a1, as,as
and b = by, by, b, by: First, 232 values of z = ¢, 11,72, r3 are enumerated (in
Figure 7(a)). Then for 2% possible values of ag, idg = MC™!(as3,0,0,az)[2] is
computed and a is stored in T,[idg]. Similarly, for 2% possible values of by,
id; = MC1(0, b, b2, 0)[2] is computed and matched with a in table T, with the
constraint idg @ id; = g (in Figure 7(d)). As the matching filter is 278, we ob-
tain 232+8+8-8 — 240 blye candidates, store in Tjyue and index them according
to values of indexing constants g;..

& Though in Figure 6, H[4] and H[14] can be both exploited as partial match filter

(dam = 2 bytes), we only use H[4] as filter, 4.e., the partial target is H[4] = #AT"[4]®
M4] = 0x00 (dap = 1 byte).
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Fig. 6. MITM collision attack on 7-round AES-MMO/MP.
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Complexity Analysis. In Algorithm 2, the generation of blue neutral words
that comply with g.. and z from Line 1 to Line 15 requires 240 time and 2°
memory complexity. According to Section 4.5, as we set dyq = 8 following Foot-
note 8, and dg = dg = 8, we compute the overall time complexity following

Equation (4) as 2128/2+8/2=8 — 960 j ¢ enumerating gee for Algorithm 2.




Algorithm 2: The core MITM Function f(ge.) for collision attack on
7-round AES-MMO/MP

Input: A set of constants for enumerating constants gec := gol|g1||92]|93/|94||g5
Output: 2%° candidates stored in Tap or a collision pair
// Nested MITM to generate blue neutral word space in SCIS

1 for 222 values of xo, 1, 2,3 in #SB* do

// Steps below are shown in Figure 7(b)

2 for 28 values of ap in #SB4 do
3 Compute to get a; according to the constant go and Property 1;
4 Compute to get az according to the constant cs and Property 1;
5 Compute to get as according to the constant cz and Property 1;
6 Compute the index value by idg = MC™* (a3, 0,0, a2)[2];
7 Store the value (ao, a1, a2, as) under T,[ido);
// Steps below are shown in Figure 7(c)
8 for 2% walues of by in #SB* do
9 Compute to get by according to the constant g2 and Property 1;
10 Compute to get by according to the constant co and Property 1;
11 Compute to get b3z according to the constant ¢; and Property 1;
12 Compute the index value by id; = MC™*(0, bs, bs, 0)[2];
// To match the constant g
13 Lookup table by T,[id1 + g1] to get all possible (ao, a1, a2, as);
14 Obtain the blue neutral word #SB*[M] as shown in Figure 7(d);
// There will be 232187878 — 240 go1utions on average
15 Compute to gic = cu, ¢s5, cs, c7 and store #SB3[I] under Thiue[gic);
// Partial target candidates for the MITM collision attack
16 for 222 values of ca,cs,c6,c7 do

17 for 2% values of #SB*[H] do

18 Compute to #AT"[4] and M[4];
19 if #AT7[4] = M[4] then
20 for 2% values in Toiuelca, cs5, 6, c7] do
// There will be 232*878%8 — 210 candidates on average
21 Compute the preimage M and hash value H based on full
#SB?;
22 if Tqp[H] is non-empty then
23 | return collision pair (Ty,[H], M);
24 else
25 | Tup[H] + M;

26 return Tgp;

The memory complexity is dominated by Ty, for the collision attack, which is
2(128-8)/2 — 960 Thys, the overall MITM collision attack costs 260 time and 269
memory complexity.
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(b) Enumerating one cell ag in #SB*.

#SB? #MC?

(c) Enumerating one cell by in #SB*. (d) Computing index and table lookup.

Fig. 7. Pre-computation of the blue neutral words given constants in MITM step.

Experiment and Verification. To show the validity of the proposed technique
and attack above, we provide an experiment of the 7-round partial target attack
on AES-MMO as below according to the MITM trail in Figure 6, which can be
further converted into the MITM collision attack given in Algorithm 2. In this
experiment, the constants ge. = go, ..., g5 in #SB> and z = ¢, ..., c3 in #AK?
are fixed. It takes 249 time and 2% memory to generate Tyue (Without storing)
with 2%ic = 232 indices. Each index of Tiue is associated with about 2% blue
neutral words. To verify the correctness of our method, we test only one index
Jic = C4,C5,C6,c7 = 0 and its associated blue neutral words. As dg = dyg = 8§,
the number of expected candidates satisfying the partial target attack is about
2d5+d7z—dM — 28+8—8 — 28.

Following the above steps, the experiment requires 2*° time complexity (eval-
uated in 7-round AES operations and takes about 11 hours on a single core of 3.6
GHz 10-Core Intel Core i9) and generates about 2® candidates (all candidates
are verified with the fourth output byte H[4] being 0x00). The experiment and
verification of this 7-round partial target attack on AES-MMO can be found at
https://github.com/csy1234/scis_mitm.

6 Classical Collision Attack on 4-Round AES-128-DM

In this section, we provide the first one-block collision attack on 4-round AES-
128-DM, which is equivalent to fixed-target-plaintext key collision attack on AES
and as shown in Figure 8. Here, the message P is fixed to the constant IV, and
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Fig. 8. MITM collision attack on 4-round AES-128-DM.

we let #K" be the updated key state of the key schedule and #K" = #RK"
(0<r<4).

The Core SCIS MITM function. The pseudocode for the core SCIS MITM
function f is given in Algorithm 3. Line 1 to Line 3 generates and stores 2% solu-
tions of the blue neutral word space that comply with g.. = #K°[15], #K![4, 7],
#K2[12], #K3[12], #AK[11, 15], #SB*[12, 13, 14] in Tyyye, which are indexed by
Gic = #SB2[3,4,9, 14]. Given any fixed constants ge., one can recover #K°[H|
according to #SB[7, 8,12, 13], #K°[14] and Table 3, then it has enough informa-
tion to compute to the cost-related constants g;. corresponding to #SB? [m]. Sub-
sequently, with different values of g;., the red values are computed to the match-
ing point. We set the partial match constraint as #MC?[11]® #RK*[11] = 0x00.
If a red value combined with g;. satisfies this partial match, then every blue neu-
tral word in Thyye[gic] combined with the red value is a valid candidate satisfying
the partial target. Each matched candidate corresponds to a tuple (K, C'), where
C is the output value with its eleventh byte C[11] being 0x00, and K is the corre-
sponding masterkey. Using the proposed conversion in Theorem 1, we are able to
construct a fixed-target-plaintext key collision on 4-round AES-128, equivalently
a one-block collision on 4-round AES-128-DM.
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Algorithm 3: The core MITM Function f(g) for collision attack on
4-round AES-128-DM
Input: #K°[15], #K'[4, 7], #K>[12], #K°[12], #AK [11, 15], #SB'[12, 13, 14]
Output: 2*° candidates stored in Ty, or a collision pair
1 for 20 walues of #SB°[7,8,12,13], #K°[14] do

2 Deduce #K°[M] according to Table 3;

3 Compute to gic in #SB?, store the blue neutral word under Tyiye[gic);
4 for 232 values of gic in #SB? do

5 for 2% wvalues of #K°[M] do

6 Compute to get #MC?[11] and #K*[11];

7 if #MC?[11] = #K*[11] then

8 for 2% wvalues in Tyue[gic) do

9 Recover masterkey K and compute the ciphertext C'
10 if Typ[C] is non-empty then

11 ‘ return collision pair (T4, [C], K);
12 else

13 | Tup[C] + K;

14 return Ty,;

Complexity Analysis. Similarly, in Algorithm 3, the generation of blue neutral
words that comply with g.. from Line 1 to Line 3 requires 24° time complexity
and constant memory. As we have dg = dg = dyq = 8, following Equation (4),
the overall time complexity is evaluated as 2128/2+8/2-8 — 960 The memory
complexity is dominated by Ty,, which is 2(128—8)/2 — 960 Thys, the attack
costs 20 time and 2%° memory complexity.

Experiment and Verification. Similarly, we provide an experiment of the
4-round partial target attack on AES-DM as below according to the MITM trail
in Figure 8, which can be further converted into the MITM collision attack
given in Algorithm 3. In this experiment, the enumerating constants g.. are
fixed. It takes 240 time and 2% memory to generate Thiue (without storing) with
249 = 232 indices. Each index of Ti e is associated with about 2% blue neutral
words. To verify the correctness of our method, we test only one index g;. = 0
and its associated blue neutral words. As dg = daq = 8, the number of expected
candidates satisfying the partial target is about 2¢5+dr—dm — 28+8-8 _ 98

Following the above steps, the experiment requires 2*° time complexity (eval-
uated in 4-round AES operations and takes about 6 hours on a single core of 3.6
GHz 10-Core Intel Core i9) and generates about 2® candidates (all candidates
are verified with the fourth output byte C[11] being 0x00). The experiment and
verification of this 4-round partial target attack on AES-DM can be found at
https://github.com/csy1234/scis_mitm.
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Table 3. Steps to recover 14 blue cells of #K° in Figure 8 according to
fixed constants #K[15], K [4, 7], #IK2[12], #K>[12], #AKO[11, 15], #SB*[12, 13, 14]
and known (P, C'). The identification of such steps can be facilitated by the algebraic
methods proposed by Bouillaguet, Derbez, and Fouque [22] at Crypto 2011.

Enumerating 5 bytes #SB"[7, 8,12, 13], #K"[14]

1. #SBY[15] = #K"[15] @ P[15]

2. #K2[7] = #K 7] @ s(#K?[12])

3. #K3[8] = #K”[12] & #K[12]

4. #K°[8] = #SB"[8] @ P[8]

5. #K°[12] = #SB"[12] @ P[12]

6. #K°[13] = #SB[13] @ P[13]

7. #K?[13] €= #K°[8] @ #K°[12] @ #K*[12]

8. #K[12] = #K'[4] @ #KO[8,12] @ s(#K?[13])

9. #AK [12] = #SB'[12] @ #K'[12]

10. #AK°[13] % (#AKC[15], #SB°[12], #AK°[12])
11. #K'[13] = #AK [13] @ #SB'[13]

12. #AKO[14] % (#AKC[15], #AKO[12], #AK°[13])
13. #K'[14] = #AK [14] @ #SB'[14]

14. #SB°[1, 6] «—=— (#AK"[15], #AK°[12], #AK°[13])

15. #SB°[2] <E— Mc(S(£SB°[7]), S(£SB°[8]), S(#SB°[13]), #AKC[11])

]
I
18. #SBY[3] = P[3] @ #K°[3
19. #K3[0] = #K°[12] @ #K'[4] @ #K?[12] @ S(#K?[13])
20. #K[0] = #K?[0] @ S(#K°[13]) @ s(#K'[13]) ® S(#K>[13])
21. #KO[4] = #K°[0] @ s(#K"[13])
22. #K>?[5] = #K°([13] ® #K?[13)]
23. #K°[5] = #K>[5] ® s(#K'[14])
24. #K[1] = #SB°[1] @ P[1]
25. #K[1] = #K°[1] @ s(#K"[14]) @ s(#K'[14])
26. #K°[9] = #K>[1] @ #K'[13] @ #K>[13]
27. #K1[10] = #K"[14] @ #K'[14]
28. #K°[6] = #SB°[6] @ P[6]
29. #K°[2] = #SB°[2] @ P[2]
30. #K'[2] = #K°([2] @ S(#K"[15])
31. #K'[6] = #K°[6] & #K'[2]
32. #K°[10] = #K'[6] ® #K'[10]

7 Improved SKP Key Recovery Attack on 5-Round
AES-128

We present the improved single-known-plaintext key recovery attack on 5-round
AES-128, which is as shown in Figure 9. Compared with [22,31], we have reduced
the memory complexity from 296 to 240 with the SCIS technique.

The Core SCIS MITM function. The pseudocode for the core SCIS MITM
function f is given in Algorithm 4. Line 1 to Line 6 generates and stores 2%° blue
neutral words that satisfy g.. = #K°[0,2,3,4, 11], #K2[12, 14], #SB*[6, 11, 12],
indexed by g;. = #SB'[1], #MC?[1, 4], #MC?[6]. Subsequently, for different val-
ues of g;., the red values are computed to the matching point and then filtered
by the partial match constraint with a probability of 278. The candidates that
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Fig. 9. Improved SKP key recovery attack on 5-round AES-128.

pass the partial match are used to recover the masterkey #K°, which is then
checked if it is the correct key for the given pair of plaintext/ciphertext (P, C).

Nested MITM Generation of Blue Neutral Words. For Line 1 to Line 6 in
Algorithm 4, it is essentially an MITM procedure between two sets of key bytes:
a = #K14], #K2[13], #K3[14], #K*[13] and b = #K°[7,12,13, 14], #K [15].
With the fixed constants, the values of m = #K[5,13], #K3[6], S(#K?[13]) &
S(#K*[13]), independently computable from a and from b, are used for matching.
First, 232 values of a is enumerated. For each a, the partial values of m® are
computed, then a is stored in T}, [m?]. We then iterate all 24 values of b, compute
m? following Table 4 and match in T,. As a result, we obtain 232T40-32 — 240
blue candidates.

Complexity Analysis. In Algorithm 4, the generation of blue candidates from
Line 1 to Line 6 requires 2%° time and 2%° memory complexity. As we have
dg;, = 32 and dg = dg = dap = 8, we compute My = 23278 = 240 following
Equation (2). We then evaluate the overall time complexity as 2128=8 = 2120
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Algorithm 4: The core MITM Function f(g) for SKP key recovery

attack on 5-round AES-128
Input: A set of constants #K"[0,2, 3,4, 11], #K?[12, 14], #SB'[6, 11, 12]
Output: The master key #K° satisfying the given plaintext/ciphertext
// Initialization phase (table T,)

1 for 2% walues of #K'[14], #K?[13], #K3[14], #K*[13] do

1/ #KO[5) = #K[13) @ #K'[13] @ S(#K' [14]) @ S(#K°[14])

/7 #KO[13] = #K*[13] @ S(#K>[14])

/] #K3[6] = #K'[14] @ #K3[14]

2 Compute to m® = #K°[5, 13], #K3[6], S(#K>[13]) @ S(#K*[13]);

3 Store the value of (#K'[14], #K?[13], #K3[14], #K*[13]) under T.[m"];
a for 2'° values of #K°[7,12,13,14], #K'[15] do

5 Deduce #K°[M according to Table 4 and T;

6 Compute to gic = #SB'[1], #MC?[1, 4], #MC?[6], store the value under

| Thiuelgicl;
7 for 232 values of #SB'[1], #MC?[1, 4], #MC?[6] do
for 2% wvalues of #K°[M] do

9 Compute to #MC'[12,13,14,15] and #AK'[14];
10 if MC(#MC'[12,13,14,15])[2] = #AK'[14] then

11 for 2% walues in Tyue[#SB*[1], #MC3[1, 4], #MC?[6]] do

12 Check the full match based on blue and red neutral words;
13 if A full match is found then

14 L return #K°;

following Equation (3). Thus, the attack costs 2!2° time and 2%° memory com-
plexity.

Experiment and Verification. An experiment of this 5-round key recovery
partial match attack on AES-128 is provided as below according to the MITM
trail in Figure 9, which can be further converted into the MITM key recovery
attack given in Algorithm 4. In this experiment, the enumerating constants ge.
are fixed. It takes 2%° time and 232 memory to generate Ty, (Without storing),
which contains about 24° neutral words. To verify the correctness of our method,
we fix the red byte in #K° and check if the 2%° blue neutral words can match with
the fixed red bytes. As dy = 8, the number of expected candidates satisfying
the partial match is about 240~ 4m = 240-8 — 932

Following the above steps, the experiment requires 249 time complexity (eval-
uated in 5-round AES operations and takes about 73 hours on a single core of
2.44 GHz AMD EPYC 7763 64-Core Processor) and 232 memory complexity
(costs about 64 GB memory due to two tables of size 232 storing 64-bit value,
i.e., 2-232.64/8/1024% = 64 GB), which generates about 232 candidates. The
experiment and verification of this 5-round key recovery partial match attack on
AES-128 can be found at https://github.com/csy1234/scis_mitm.
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Table 4. Steps to recover 11 blue cells of #K° in Figure 9 according to fixed constants
HK[0,2,3,4,11], #K3[12,14], #SB'[6, 11, 12] and known (P, C). The identification of
such steps can be facilitated by the algebraic methods in [22].

Enumerating 5 bytes #K"[7, 12,13, 14], #K*[15]

1. #KO[15] = #K[7] @ #K°[11] @ #K°[3] ® #K'[15] @ s(#K"[12])
2. #SBY[2] = #K"[2] @ P[2]

3. #SB0[7,13] = #K"[7,13] & PIT [7,13]

4. #K'11] = #K°[15] @® #K'[15]

5. #AKO[11] = #SB'[11] @ #K'[11]

6. #SB°[3] - MC(F#AKC[11], S(#SB[2]), s(#SB°[7]), s(#SB°[13]))
7. #K°[8] = #SB°[8] & P[8]

8. #SBY[3,4] = #K'[3,4] @ P[3, 4]

9. #SB[14] = #k“[u} ® P[14]

10. #K2(2) = #K"[2] @ S(#K'[15]) @ S(#K°[15])
11. #K?[6] = #K“[H] @ #K2[14]

12. #K'[6] = #K2[2] @ #K?[6]

13. #AK°[6] = #SB'[6] © #K'[6]

14. #SB°[9] &L MC(#AKO[6], S(#SB°[3]), s(#SB°[4]), S(#SB°[14]))
15. #K°[9] = #SB°[9] @ P[9]

16. #K?[6] = #K"[14] @ #K*[14]

17. #KO[6] = #K?[6] ® S(#1K'[15])

18. #SBY[6] = #K"[6] @ P[6]

19. #SB°[11] = #K"[11] @ P[11]

20. #SB°[12] = #K"[12] @ P[12]

21, #K'[12] = #K (0] @ #K"[1] @ #K°[8] @ #K [12] & S(#K"[13])

22. #AKO[12] = #SB'[12] ® #K![12]

23. #SB°[1] P MC(#AK [12], S(#SB[6]), s(#SB°[11]), S(#SB°[12]))
24. #K°[1] = #SB°[1] @ P[1]

25. #K[13] €= #K°[12] @ #K°[4] @ #K>[12]

[
K[
26. #K3[13] = #KO[ ] ® #K°[13] @ S(#K?[14])
27. #K2[15] = #K [3] @ #K"[11] ® #K'[15] @ S(#K"[12]) @ s(#K'[12])
28. #K°[5] = #K°[1] ® #K'[13] ® #K3[13] @ S(#K[14]) @ s(#K>[14])
29. #K3[6] = #K"[2] @ #K"[14] @ #1°[14] @ S(#K [15]) & S(#K ' [15]) @ S(#K>[15])
Compute index value m® = idg||id; ||idz|/ids with

idg = #K"[5]
id; = #K°[13]
idy = #K3[6]

idz = #K"[0] ® s(#K[13]) ® s(#K'[13])) @ S(#K3[13]) = S(#K [13]) ® S(#K*[13])

Lookup table T, in Algorithm 4 to obtain #K [14], #K2[13], #K3[14], #K*[13]

30. #K3[15] = #K"[11] @ #K°[15] @ S(#K”[12])

31. #K*[14] = #h“[u] @ S(#K3[15])

32. #K3[12] = ﬁlx“[ 1 @ #K'[12] @ #K* (13] © #K3[13] @ #K*[13]

33. #K4[15] #1& 1 e #K3[15] ) S(#l\ [12]) @ s(#K3[12])
[
(
[

34. #K°[2] = #K [14] ® #K? 14] o #K°[14] @ S(#K*[15])
35. #K°[10] = #K°[14] @ #K°[14] & #K°[2]
36. #K°[10] = #1K°[14] & #K°[10] & #K°[2] & #K"[14] & S(#K>[15]) & S(#K°[15])

8 Conclusion

This work proposes the single-color initial structure (SCIS) technique to identify
meet-in-the-middle (MITM) attack trails that enable efficient neutral word gen-
eration and low-memory attacks. With its help, we have attained the following
results. First and foremost, we initiate the first classical one-block collision attack
on 7-round AES-MMO/MP. This result marks the first advancement in attack
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rounds in over a decade and matches the attack rounds in the quantum setting.
For key collision attacks, we extend the attack on AES-128 to 4 rounds, which
bridges the gap in Taiyama et al.’s claim that no feasible key collision attacks
on more than 3 rounds under the estimation of single differential characteris-
tics. For SKP key recovery attacks, we present an improved attack on 5-round
AES-128, new attacks on 7-round AES-192 and 8-round AES-256 and improved
attack on 7-round EM-AES-128. Last but not least, aligning with NIST’s inter-
est in standardizing wider variants of AES, we provide comprehensive results on
Rijndael-192 and Rijndael-256. These results provide new insights into AES-like
structures and show that both AES and its wide variants are sufficiently secure
against the considered attacks.
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Supplementary Material
Appendix A MITM Collision Attacks on Rijndael-MMO/MP

A.1 New MITM Collision Attack on 8-Round Rijndael-192-MMO/MP
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Fig. 10. Configuration of MITM collision attack on 8-round Rijndael-192-MMO/MP
(the cost-related constants at #MC'[19,22], #AK"[22], #AK®[13] are chosen as in-
dexing constants g;. and the rest constants are enumerating constants ge.).
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A.2 New MITM Collision Attack on 9-Round Rijndael-256-MMO/MP
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Fig. 11. Configuration of MITM collision attack on 9-round Rijndael-256-MMO/MP
(the cost-related constants at #MCP[2], #MC*[22], #MC?[10] are chosen as indexing
constants g;c and the rest constants are enumerating constants ge.).
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Appendix B MITM Key Collision Attacks on AES-DM

B.1 New MITM Key Collision Attack on 4-Round Rijndael-192-DM
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Fig. 12. Configuration of new key collision attack on 4-Round Rijndael-192-DM (the
cost-related constants at #SBQ[I, 6] are chosen as indexing constants g;. and the rest
constants are enumerating constants gec).
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B.2 New MITM Key Collision Attack on 5-Round Rijndael-256-DM
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Fig. 13. Configuration of new key collision attack on 5-Round Rijndael-256-DM (the
cost-related constants at #SB?([5,7,10, 14, 15, 25], #:SB?[3, 16, 21, 30] are chosen as in-
dexing constants g;. and the rest constants are enumerating constants ge.).
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Appendix C SKP Key Recovery Attacks on AES and
Rijndael

C.1 Improved SKP Key Recovery Attack on 4*-Round AES-128

rKC sBO srO mcO AKO
SB SR MC
RK1 sl #SR1 #nmcl AK?
SB[ SR [
b3
-2
“om Il [1
End End
RK?2 sB2 SR2 Mc2 AK2
SB SR MC
—4m
—-0m
rRK3 sp3 SRr3 M3 AKS3
SB SR MC
RK4 el P
-—€ .Query.
| Config: §*=(12 W, 3 W), (a5, dr, dps) = (3, 2, 2)

KSA

—2m
—-om

-1m
-1m

B

N B = WE

Fig. 14. Configuration of improved SKP key recovery attack on 4 full rounds AES-128
(as dr = dm = 2, we can consume one more byte blue DoF, i.e., choosing one more
blue byte in #K* as the enumerating constant and thus let ds = 2, then the memory
complexity is dominated by the blue neutral words with 28, which are indexed by

#MC?[2,5,8,1

5)).

38



C.2 New SKP Key Recovery Attack on 7-Round AES-192.
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Fig. 15. Configuration of new SKP key recovery attack on 7 rounds AES-192 (the cost-
related constants at #SB2[8], #AK®[4,5,7], #MC*[0, 7, 10, 13] are chosen as indexing
constants g;c to store blue neutral words and the rest constants are enumerating con-

stants gec).
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C.3 New SKP Key Recovery Attack on 8-Round AES-256.
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Fig. 16. Configuration of new SKP key recovery attack on 8 rounds AES-256 (the

memory complexity is dominated by the blue neutral words with 272

by #MC*[3,6,9,12], #AK>[12, 14,15], #MC°[10]).
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C.4 New SKP Key Recovery Attack on 6-Round Rijndael-192.
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Fig. 17. Configuration of new SKP key recovery attack on 6 rounds Rijndael-192 (the
memory complexity is dominated by the red neutral words with 232, which are indexed
by #SB?[4], #MC?[L, 19]).
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C.5 New SKP Key Recovery Attack on 7-Round Rijndael-256.

Config: S*'=(20 W, 1 W), (dg, dr, da) = (1, 1, 1) ‘

Fig. 18. Configuration of new SKP key recovery attack on 7 rounds Rijndael-256 (the
memory complexity is dominated by the blue neutral words with 2%, which are indexed
by #MC?[8], #MC3[5,8,27,30], #MC*[1, 4, 5, 18,28, 30]).
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Appendix D Fixed-Key MITM Preimage Attacks on
AES/Rijndael-EM

D.1 Improved Fixed-Key Preimage Attack on 7-Round AES-EM
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Fig. 19. Configuration of improved MITM fixed-key preimage attack on 7 rounds AES-
EM (the memory complexity is dominated by the blue neutral words with 232, which
are indexed by #MC'[1, 3]).
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D.2 New Fixed-Key Preimage Attack on 8-Round Rijndael-192-EM
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Fig. 20. Configuration of new MITM fixed-key preimage attack on 8 rounds Rijndael-
192-EM (the memory complexity is dominated by the blue neutral words with 216 in
#AKY).
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