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Preface

What is with two titles?

The book was named “Reverse Engineering for Beginners” in 2014-2018, but | always
suspected this makes readership too narrow.

Infosec people know about “reverse engineering”, but I've rarely hear the “assem-
bler” word from them.

Likewise, the “reverse engineering” term is somewhat cryptic to a general audience
of programmers, but they know about “assembler”.

In July 2018, as an experiment, I've changed the title to “Assembly Language for
Beginners” and posted the link to Hacker News website®, and the book was received
generally well.

So let it be, the book now has two titles.

However, I've changed the second title to “Understanding Assembly Language”, be-
cause someone had already written “Assembly Language for Beginners” book. Also,
people say “for Beginners” sounds a bit sarcastic for a book of ~1000 pages.

The two books differ only by title, filename (UAL-XX.pdf versus RE4B-XX.pdf), URL
and a couple of the first pages.

About reverse engineering

There are several popular meanings of the term “reverse engineering”:
1) The reverse engineering of software; researching compiled programs

2) The scanning of 3D structures and the subsequent digital manipulation required
in order to duplicate them

3) Recreating DBMS/ structure

This book is about the first meaning.

Prerequisites
Basic knowledge of the C PL®. Recommended reading: 12.1.3 on page 1282.

Exercises and tasks
...can be found at: http://challenges.re.

Praise for this book
https://beginners.re/#praise.

6https://news.ycombinator.com/item?id=17549050
"Database Management Systems
8Programming Language
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Universities

The book is recommended at least at these universities: https://beginners.re/
#uni.

Thanks

For patiently answering all my questions: SkullCODEr.

For sending me notes about mistakes and inaccuracies: Alexander Lysenko, Fed-
erico Ramondino, Mark Wilson, Razikhova Meiramgul Kayratovna, Anatoly Prokofiev,
Kostya Begunets, Valentin “netch” Nechayev, Aleksandr Plakhov, Artem Metla, Alexan-
der Yastrebov, Vlad Golovkin®, Evgeny Proshin, Alexander Myasnikov, Alexey Tre-
tiakov, Oleg Peskov, Pavel Shakhov, Zhu Ruijin, Changmin Heo, Vitor Vidal, Stijn
Crevits, Jean-Gregoire Foulon!?, Ben L., Etienne Khan, Norbert Szetei'!, Marc Remy,
Michael Hansen, Derk Barten, The Renaissance!?, Hugo Chan, Emil Mursalimov, Tan-
ner Hoke, Tan90909090@GitHub, Ole Petter Orhagen, Sourav Punoriyar, Vitor Oliveira,
Alexis Ehret, Maxim Shlochiski, Greg Paton, Pierrick Lebourgeois, Abdullah Alomair,
Bobby Battista, Ashod Nakashian.

For helping me in other ways: Andrew Zubinski, Arnaud Patard (rtp on #debian-
arm IRC), noshadow on #gcc IRC, Aliaksandr Autayeu, Mohsen Mostafa Jokar, Peter
Sovietov, Misha “tiphareth” Verbitsky.

For translating the book into Simplified Chinese: Antiy Labs (antiy.cn), Archer.
For translating the book into Korean: Byungho Min.
For translating the book into Dutch: Cedric Sambre (AKA Midas).

For translating the book into Spanish: Diego Boy, Luis Alberto Espinosa Calvo, Fer-
nando Guida, Diogo Mussi, Patricio Galdames, Emiliano Estevarena.

For translating the book into Portuguese: Thales Stevan de A. Gois, Diogo Mussi, Luiz
Filipe, Primo David Santini.

For translating the book into Italian: Federico Ramondino'3, Paolo Stivanin'4, twyk,
Fabrizio Bertone, Matteo Sticco, Marco Negro®>, bluepulsar.

For translating the book into French: Florent Besnard'®, Marc Remy!’, Baudouin
Landais, Téo Dacquet!®, BlueSkeye@GitHub??.

9goto-vlad@github
Ohttps://github.com/pixjuan
Hhttps://github.com/73696e65
Zhttps://github.com/TheRenaissance
Lhttps://github.com/pinkrab
4https://github.com/paolostivanin
Lhttps://github.com/Internaut40l
6https://github.com/besnardf
7https://github.com/mremy
Bhttps://github.com/T30rix
https://github.com/BlueSkeye
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For translating the book into German: Dennis Siekmeier??, Julius Angres?!, Dirk
Loser??, Clemens Tamme, Philipp Schweinzer, Tobias Deiminger.

For translating the book into Polish: Kateryna Rozanova, Aleksander Mistewicz, Wik-
toria Lewicka, Marcin Sokotowski.

For translating the book into Japanese: shmz@github?3,4ryulP@github?*.

For proofreading: Vladimir Botov, Andrei Brazhuk, Mark “Logxen” Cooper, Yuan Jochen
Kang, Mal Malakov, Lewis Porter, Jarle Thorsen, Hong Xie.

Vasil Kolev?®> did a great amount of work in proofreading and correcting many mis-
takes.

Thanks also to all the folks on github.com who have contributed notes and correc-
tions.

Many WKTgX packages were used: | would like to thank the authors as well.

Donors

Those who supported me during the time when | wrote significant part of the book:

2 *Oleg Vygovsky (504100 UAH), Daniel Bilar ($50), James Truscott ($4.5), Luis Rocha
($63), Joris van de Vis ($127), Richard S Shultz ($20), Jang Minchang ($20), Shade At-
las (5 AUD), Yao Xiao ($10), Pawel Szczur (40 CHF), Justin Simms ($20), Shawn the
ROck ($27), Ki Chan Ahn ($50), Triop AB (100 SEK), Ange Albertini (€10+50), Sergey
Lukianov (300 RUR), Ludvig Gislason (200 SEK), Gérard Labadie (€40), Sergey Volchkov
(10 AUD), Vankayala Vigneswararao ($50), Philippe Teuwen ($4), Martin Haeberli
($10), Victor Cazacov (€5), Tobias Sturzenegger (10 CHF), Sonny Thai ($15), Bayna
AlZaabi ($75), Redfive B.V. (€25), Joona Oskari Heikkila (€5), Marshall Bishop ($50),
Nicolas Werner (€12), Jeremy Brown ($100), Alexandre Borges ($25), Vladimir Dikovski
(€50), Jiarui Hong (100.00 SEK), Jim Di (500 RUR), Tan Vincent ($30), Sri Harsha Kan-
drakota (10 AUD), Pillay Harish (10 SGD), Timur Valiev (230 RUR), Carlos Garcia
Prado (€10), Salikov Alexander (500 RUR), Oliver Whitehouse (30 GBP), Katy Moe
($14), Maxim Dyakonov ($3), Sebastian Aguilera (€20), Hans-Martin Minch (€15),
Jarle Thorsen (100 NOK), Vitaly Osipov ($100), Yuri Romanov (1000 RUR), Aliaksandr
Autayeu (€10), Tudor Azoitei ($40), ZOvsky (€10), Yu Dai ($10), Anonymous ($15),
Vladislav Chelnokov ($25), Nenad Noveljic ($50), Ryan Smith ($25), Andreas Schom-
mer (€5), Nikolay Gavrilov ($300), Ernesto Bonev Reynoso ($30).

Thanks a lot to every donor!

mini-FAQ

Q: Is this book simpler/easier than others?

2https://github.com/DSiekmeier
2lhttps://github.com/JAngres
22https://github.com/PolymathMonkey
23https://github.com/shmz
24https://github.com/4ryulP
2https://vasil.ludost.net/
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A: No, it is at about the same level as other books of this subject.

Q: I'm too frightened to start reading this book, there are more than 1000 pages.
”...for Beginners” in the name sounds a bit sarcastic.

A: All sorts of listings are the bulk of the book. The book is indeed for beginners,
there is a lot missing (yet).

Q: What are the prerequisites for reading this book?
A: A basic understanding of C/C++ is desirable.
Q: Should I really learn x86/x64/ARM and MIPS at once? Isn't it too much?

A: Starters can read about just x86/x64, while skipping or skimming the ARM and
MIPS parts.

Q: Can | buy a Russian or English hard copy/paper book?

A: Unfortunately, no. No publisher got interested in publishing a Russian or English
version so far. Meanwhile, you can ask your favorite copy shop to print and bind it.
https://yurichev.com/news/20200222 printed RE4B/.

Q: Is there an epub or mobi version?

A: No. The book is highly dependent on TeX/LaTeX-specific hacks, so converting to
HTML (epub/mobi are a set of HTMLs) would not be easy.

Q: Why should one learn assembly language these days?

A: Unless you are an 0S?® developer, you probably don’t need to code in assembly—
the latest compilers (2010s) are much better at performing optimizations than hu-
mans 27,

Also, the latest CPU?8s are very complex devices, and assembly knowledge doesn’t
really help towards understanding their internals.

That being said, there are at least two areas where a good understanding of assembly
can be helpful: First and foremost, for security/malware research. It is also a good
way to gain a better understanding of your compiled code while debugging. This
book is therefore intended for those who want to understand assembly language
rather than to code in it, which is why there are many examples of compiler output
contained within.

Q: I clicked on a hyperlink inside a PDF-document, how do | go back?
A: In Adobe Acrobat Reader click Alt+LeftArrow. In Evince click “<” button.
Q: May | print this book / use it for teaching?

A: Of course! That’s why the book is licensed under the Creative Commons license
(CC BY-SA 4.0).

Q: Why is this book free? You've done great job. This is suspicious, as with many
other free things.

26Qperating System
27 very good text on this topic: [Agner Fog, The microarchitecture of Intel, AMD and VIA CPUs, (2016)]
28Central Processing Unit
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A: In my own experience, authors of technical literature write mostly for self-advertisement
purposes. It’s not possible to make any decent money from such work.

Q: How does one get a job in reverse engineering?

A: There are hiring threads that appear from time to time on reddit, devoted to RE?°.
Try looking there.

A somewhat related hiring thread can be found in the “netsec” subreddit.
Q: I have a question...
A: Send it to me by email (my emails).

About the Korean translation

In January 2015, the Acorn publishing company (www.acornpub.co.kr) in South Korea
did a huge amount of work in translating and publishing this book (as it was in August
2014) into Korean.

It's available now at their website.

The translator is Byungho Min (twitter/tais9). The cover art was done by the artistic
Andy Nechaevsky, a friend of the author: facebook/andydinka. Acorn also holds the
copyright to the Korean translation.

So, if you want to have a real book on your shelf in Korean and want to support this
work, it is now available for purchase.

About the Persian/Farsi translation

In 2016 the book was translated by Mohsen Mostafa Jokar (who is also known to
Iranian community for his translation of Radare manual®?). It is available on the
publisher’'s website3! (Pendare Pars).

Here is a link to a 40-page excerpt: https://beginners.re/farsi.pdf.

National Library of Iran registration information: http://opac.nlai.ir/opac-prod/
bibliographic/4473995.

About the Chinese translation

In April 2017, translation to Chinese was completed by Chinese PTPress. They are
also the Chinese translation copyright holders.

The Chinese version is available for order here: http://www.epubit.com.cn/book/
details/4174. A partial review and history behind the translation can be found here:
http://www.cptoday.cn/news/detail/3155.

The principal translator is Archer, to whom the author owes very much. He was
extremely meticulous (in a good sense) and reported most of the known mistakes

29reddit.com/r/ReverseEngineering/
30http://rada.re/get/radare2book-persian.pdf
31http://go0.gl/2Tzx0H
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XXi

and bugs, which is very important in literature such as this book. The author would
recommend his services to any other author!

The guys from Antiy Labs has also helped with translation. Here is preface written
by them.

Isn’t the book book outdated already?

I’'ve been asked often: Why are the compilers in the RE4B book are that old? Is the
book itself outdated?

Because work on the book was started at the beginning of 2010. (This is why old
MSVC 2008 is used in some places.)

It is not outdated, because:

1) Compilers don’t evolve that fast, so the code generated by MSVC 2010 and by
the latest MSVC may not differ much.

2) What you will reverse (malware, and the software in which you will hunt for vul-
nerabilities), for sure, is not always compiled by fresh compilers.

As far as | can recall, Oracle RDBMS (when | was still worked with it) was built using
older versions of Intel C++. There is also a suspicion that the latest versions of
Windows are also not always compiled by the latest versions of MSVC.

And it is not necessary to follow all the steps in the book exactly, so it is not so
important to use the same compilers. Use the compilers that are already installed
in your OS. And also, there is always Compiler Explorer.
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Chapter 1

Code Patterns

1.1 The method

When the author of this book first started learning C and, later, C++, he used to
write small pieces of code, compile them, and then look at the assembly language
output. This made it very easy for him to understand what was going on in the code
that he had written. 1. He did this so many times that the relationship between the
C/C++ code and what the compiler produced was imprinted deeply in his mind. It's
now easy for him to imagine instantly a rough outline of a C code’s appearance and
function. Perhaps this technique could be helpful for others.

By the way, there is a great website where you can do the same, with various
compilers, instead of installing them on your box. You can use it as well: https:
//godbolt.org/.

Exercises

When the author of this book studied assembly language, he also often compiled
small C functions and then rewrote them gradually to assembly, trying to make their
code as short as possible. This probably is not worth doing in real-world scenarios
today, because it's hard to compete with the latest compilers in terms of efficiency.
It is, however, a very good way to gain a better understanding of assembly. Feel
free, therefore, to take any assembly code from this book and try to make it shorter.
However, don’t forget to test what you have written.

Optimization levels and debug information

Source code can be compiled by different compilers with various optimization levels.
A typical compiler has about three such levels, where level zero means that opti-

LIn fact, he still does this when he can’t understand what a particular bit of code does. A recent example
from the year 2019: p += p+(1i&1)+2; from the “SATOW” SAT-solver by D.Knuth.
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mization is completely disabled. Optimization can also be targeted towards code
size or code speed. A non-optimizing compiler is faster and produces more under-
standable (albeit verbose) code, whereas an optimizing compiler is slower and tries
to produce code that runs faster (but is not necessarily more compact). In addition
to optimization levels, a compiler can include some debug information in the result-
ing file, producing code that is easy to debug. One of the important features of the
“debug’ code is that it might contain links between each line of the source code and
its respective machine code address. Optimizing compilers, on the other hand, tend
to produce output where entire lines of source code can be optimized away and thus
not even be present in the resulting machine code. Reverse engineers can encounter
either version, simply because some developers turn on the compiler’s optimization
flags and others do not. Because of this, we’'ll try to work on examples of both debug
and release versions of the code featured in this book, wherever possible.

Sometimes some pretty ancient compilers are used in this book, in order to get the
shortest (or simplest) possible code snippet.

1.2 Some basics

1.2.1 A short introduction to the CPU

The CPU is the device that executes the machine code a program consists of.
A short glossary:

Instruction : A primitive CPU command. The simplest examples include: moving
data between registers, working with memory, primitive arithmetic operations.
As a rule, each CPU has its own instruction set architecture (ISA).

Machine code : Code that the CPU directly processes. Each instruction is usually
encoded by several bytes.

Assembly language : Mnemonic code and some extensions, like macros, that are
intended to make a programmer’s life easier.

CPU register : Each CPU has a fixed set of general purpose registers (GPR?). ~ 8
in x86, ~ 16 in x86-64, and also ~ 16 in ARM. The easiest way to understand a
register is to think of it as an untyped temporary variable. Imagine if you were
working with a high-level PL and could only use eight 32-bit (or 64-bit) variables.
Yet a lot can be done using just these!

One might wonder why there needs to be a difference between machine code and
a PL. The answer lies in the fact that humans and CPUs are not alike—it is much
easier for humans to use a high-level PL like C/C++, Java, or Python, but it is easier
for a CPU to use a much lower level of abstraction. Perhaps it would be possible to
invent a CPU that can execute high-level PL code, but it would be many times more
complex than the CPUs we know of today. In a similar fashion, it is very inconvenient
for humans to write in assembly language, due to it being so low-level and difficult

2General Purpose Registers
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to write in without making a huge number of annoying mistakes. The program that
converts the high-level PL code into assembly is called a compiler. 3.

A couple of words about different ISAs

The x86 ISA has always had variable-length instructions, so when the 64-bit era
came, the x64 extensions did not impact the ISA very significantly. In fact, the x86
ISA still contains a lot of instructions that first appeared in 16-bit 8086 CPU, yet are
still found in the CPUs of today. ARM is a RISC* CPU designed with constant-length
instructions in mind, which had some advantages in the past. In the very begin-
ning, all ARM instructions were encoded in 4 bytes®. This is now referred to as “ARM
mode”. Then they realized it wasn’t as frugal as they first imagined. In fact, the most
common CPU instructions® in real world applications can be encoded using less infor-
mation. They therefore added another ISA, called Thumb, in which each instruction
was encoded in just 2 bytes. This is now referred to as “Thumb mode"”. However, not
all ARM instructions can be encoded in just 2 bytes, so the Thumb instruction set is
somewhat limited. It is worth noting that code compiled for ARM mode and Thumb
mode can coexist within one single program. The ARM creators thought Thumb could
be extended, giving rise to Thumb-2, which appeared in ARMv7. Thumb-2 still uses
2-byte instructions, but has some new instructions which have the size of 4 bytes.
There is a common misconception that Thumb-2 is a mix of ARM and Thumb. This
is incorrect. Rather, Thumb-2 was extended to fully support all processor features
so it could compete with ARM mode—a goal that was clearly achieved, as the ma-
jority of applications for iPod/iPhone/iPad are compiled for the Thumb-2 instruction
set. (Though, admittedly, this is largely due to the fact that Xcode does this by de-
fault). Later the 64-bit ARM came out. This ISA has 4-byte instructions, and lacked
the need of any additional Thumb mode. However, the 64-bit requirements affected
the ISA, resulting in us now having three ARM instruction sets: ARM mode, Thumb
mode (including Thumb-2) and ARM64. These ISAs intersect partially, but it can be
said that they are different ISAs, rather than variations of the same one. Therefore,
we will try to add fragments of code in all three ARM ISAs in this book. There are, by
the way, many other RISC ISAs with fixed length 32-bit instructions, such as MIPS,
PowerPC and Alpha AXP.

30ld-school Russian literature also uses the term “translator”.

4Reduced Instruction Set Computing

SFixed-length instructions are handy because one can calculate the next (or previous) instruction ad-
dress without effort. This feature will be discussed in the switch() operator (1.21.2 on page 217) section.

6e.g. MOV/PUSH/CALL/Jcc
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1.2.2 Numeral Systems

Nowadays octal numbers seem to be used
for exactly one purpose—file permissions on
POSIX systems—but hexadecimal numbers
are widely used to emphasize the bit pattern
of a number over its numeric value.

Alan A. A. Donovan, Brian W. Kernighan —
The Go Programming Language

Humans have become accustomed to a decimal numeral system, probably because
almost everyone has 10 fingers. Nevertheless, the number “10” has no significant
meaning in science and mathematics. The natural numeral system in digital elec-
tronics is binary: 0 is for an absence of current in the wire, and 1 for presence. 10
in binary is 2 in decimal, 100 in binary is 4 in decimal, and so on.

If the numeral system has 10 digits, it has a radix (or base) of 10. The binary numeral
system has a radix of 2.

Important things to recall:

1) A number is a number, while a digit is a term from writing systems, and is usually
one character

2) The value of a number does not change when converted to another radix; only
the writing notation for that value has changed.

1.2.3 Converting From One Radix To Another

Positional notation is used in almost every numerical system. This means that a digit
has weight relative to where it is placed inside of the larger number. If 2 is placed
at the rightmost place, it’s 2, but if it's placed one digit before rightmost, it’s 20.

What does 1234 stand for?
103-14+10%-2410"-34+1-4=1234 0r 1000-14+100-2+10-3+4 =1234

It's the same story for binary numbers, but the base is 2 instead of 10. What does
0Ob101011 stand for?

2514240423 1422.04+2"-1420.1=430r32-14+16-0+8-1+4-04+2-1+1=143

There is such a thing as non-positional notation, such as the Roman numeral system.
7. Perhaps, humankind switched to positional notation because it’s easier to do basic
operations (addition, multiplication, etc.) on paper by hand.

Binary numbers can be added, subtracted and so on in the very same as taught in
schools, but only 2 digits are available.

Binary numbers are bulky when represented in source code and dumps, so that is
where the hexadecimal numeral system can be useful. A hexadecimal radix uses
the digits 0..9, and also 6 Latin characters: A..F. Each hexadecimal digit takes 4 bits

7 About numeric system evolution, see [Donald E. Knuth, The Art of Computer Programming, Volume 2,
3rd ed., (1997), 195-213.]
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5
or 4 binary digits, so it's very easy to convert from binary number to hexadecimal
and back, even manually, in one’s mind.

hexadecimal | binary | decimal
0 0000 | O
1 0001 |1
2 0010 |2
3 0011 |3
4 0100 |4
5 0101 |5
6 0110 | 6
7 0111 |7
8 1000 | 8
9 1001 | 9
A 1010 | 10
B 1011 | 11
C 1100 | 12
D 1101 | 13
E 1110 | 14
F 1111 | 15

How can one tell which radix is being used in a specific instance?

Decimal numbers are usually written as is, i.e., 1234. Some assemblers allow an
identifier on decimal radix numbers, in which the number would be written with a
"d"” suffix: 1234d.

Binary numbers are sometimes prepended with the "0b” prefix: 00100110111 (GCC?8
has a non-standard language extension for this®). There is also another way: using
a "b” suffix, for example: 100110111b. This book tries to use the "0b” prefix consis-
tently throughout the book for binary numbers.

Hexadecimal numbers are prepended with "0x” prefix in C/C++ and other PLs: 0x1234ABCD.
Alternatively, they are given a "h” suffix: 1234ABCDh. This is common way of rep-
resenting them in assemblers and debuggers. In this convention, if the number is
started with a Latin (A..F) digit, a 0 is added at the beginning: OABCDEFh. There was

also convention that was popular in 8-bit home computers era, using $ prefix, like
$ABCD. The book will try to stick to "0x” prefix throughout the book for hexadecimal
numbers.

Should one learn to convert numbers mentally? A table of 1-digit hexadecimal num-
bers can easily be memorized. As for larger numbers, it's probably not worth tor-
menting yourself.

Perhaps the most visible hexadecimal numbers are in URL!%s. This is the way that
non-Latin characters are encoded. For example: https://en.wiktionary.org/
wiki/na%C3%AFvet%C3%A9 is the URL of Wiktionary article about “naiveté” word.

8GNU Compiler Collection
9https://gcc.gnu.org/onlinedocs/gcc/Binary-constants.html
10Uniform Resource Locator
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Octal Radix

Another numeral system heavily used in the past of computer programming is octal.
In octal there are 8 digits (0..7), and each is mapped to 3 bits, so it’s easy to convert
numbers back and forth. It has been superseded by the hexadecimal system almost
everywhere, but, surprisingly, there is a *NIX utility, used often by many people,
which takes octal numbers as argument: chmod.

As many *NIX users know, chmod argument can be a number of 3 digits. The first digit
represents the rights of the owner of the file (read, write and/or execute), the second
is the rights for the group to which the file belongs, and the third is for everyone else.
Each digit that chmod takes can be represented in binary form:

decimal | binary | meaning
7 111 rwx

6 110 rw-

5 101 r-x

4 100 r--

3 011 WX

2 010 -w-

1 001 ==X

0 000 ---

So each bit is mapped to a flag: read/write/execute.

The importance of chmod here is that the whole number in argument can be repre-
sented as octal number. Let’'s take, for example, 644. When you run chmod 644
file, you set read/write permissions for owner, read permissions for group and
again, read permissions for everyone else. If we convert the octal number 644 to
binary, it would be 110100100, or, in groups of 3 bits, 110 100 100.

Now we see that each triplet describe permissions for owner/group/others: first is
rw-, second is r-- and third is r--.

The octal numeral system was also popular on old computers like PDP-8, because
word there could be 12, 24 or 36 bits, and these numbers are all divisible by 3, so
the octal system was natural in that environment. Nowadays, all popular computers
employ word/address sizes of 16, 32 or 64 bits, and these numbers are all divisible
by 4, so the hexadecimal system is more natural there.

The octal numeral system is supported by all standard C/C++ compilers. This is
a source of confusion sometimes, because octal numbers are encoded with a zero
prepended, for example, 0377 is 255. Sometimes, you might make a typo and write
"09” instead of 9, and the compiler would report an error. GCC might report some-
thing like this:

error: invalid digit "9" in octal constant.

Also, the octal system is somewhat popular in Java. When the IDA shows Java strings
with non-printable characters, they are encoded in the octal system instead of hex-
adecimal. The JAD Java decompiler behaves the same way.
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Divisibility

When you see a decimal number like 120, you can quickly deduce that it's divisible
by 10, because the last digit is zero. In the same way, 123400 is divisible by 100,
because the two last digits are zeros.

Likewise, the hexadecimal number 0x1230 is divisible by 0x10 (or 16), 0x123000 is
divisible by 0x1000 (or 4096), etc.

The binary number 0b1000101000 is divisible by 0b1000 (8), etc.

This property can often be used to quickly realize if an address or a size of some
block in memory is padded to some boundary. For example, sections in PE!! files
are almost always started at addresses ending with 3 hexadecimal zeros: 0x41000,
0x10001000, etc. The reason behind this is the fact that almost all PE sections are
padded to a boundary of 0x1000 (4096) bytes.

Multi-Precision Arithmetic and Radix

Multi-precision arithmetic can use huge numbers, and each one may be stored in
several bytes. For example, RSA keys, both public and private, span up to 4096 bits,
and maybe even more.

In [Donald E. Knuth, The Art of Computer Programming, Volume 2, 3rd ed., (1997),
265] we find the following idea: when you store a multi-precision number in several
bytes, the whole number can be represented as having a radix of 2% = 256, and each
digit goes to the corresponding byte. Likewise, if you store a multi-precision number
in several 32-bit integer values, each digit goes to each 32-bit slot, and you may
think about this number as stored in radix of 232,

How to Pronounce Non-Decimal Numbers

Numbers in a non-decimal base are usually pronounced by digit by digit: “one-zero-
zero-one-one-...”. Words like “ten” and “thousand” are usually not pronounced, to
prevent confusion with the decimal base system.

Floating point numbers

To distinguish floating point numbers from integers, they are usually written with “.0”
at the end, like 0.0, 123.0, etc.

1.3 An Empty Function

The simplest possible function is arguably one that does nothing:

Listing 1.1: C/C++ Code

void f()
{

portable Executable
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return;

+

Let’'s compile it!

1.3.1 x86
Here’s what both the GCC and MSVC compilers produce on the x86 platform:
Listing 1.2: Optimizing GCC/MSVC (assembly output)

ret

There is just one instruction: RET, which returns execution to the caller.

1.3.2 ARM

Listing 1.3: Optimizing Keil 6/2013 (ARM mode) assembly output
f PROC

BX 1r

ENDP

The return address is not saved on the local stack in the ARM ISA, but rather in the
link register, so the BX LR instruction causes execution to jump to that address—
effectively returning execution to the caller.

1.3.3 MIPS

There are two naming conventions used in the world of MIPS when naming registers:
by number (from $0 to $31) or by pseudo name ($VO0, $A0, etc.).

The GCC assembly output below lists registers by number:

Listing 1.4: Optimizing GCC 4.4.5 (assembly output)

i $31
nop

...while IDA'? does it by pseudo name:

Listing 1.5: Optimizing GCC 4.4.5 (IDA)

j $ra
nop

The first instruction is the jump instruction (J or JR) which returns the execution flow
to the caller, jumping to the address in the $31 (or $RA) register.

12 |Interactive Disassembler and Debugger developed by Hex-Rays
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This is the register analogous to LR!3 in ARM.

The second instruction is NOP#, which does nothing. We can ignore it for now.

A Note About MIPS Instructions and Register Names

Register and instruction names in the world of MIPS are traditionally written in low-
ercase. However, for the sake of consistency, this book will stick to using uppercase
letters, as it is the convention followed by all the other ISAs featured in this book.

1.3.4 Empty Functions in Practice

Despite the fact empty functions seem useless, they are quite frequent in low-level
code.

First of all, they are quite popular in debugging functions, like this one:
Listing 1.6: C/C++ code

void dbg print (const char *fmt, ...)
{
#ifdef DEBUG

// open log file

// write to log file

// close log file

#endif
b
void some function()
{
dbg print ("we did something\n");
b

In a non-debug build (as in a “release”), DEBUG is not defined, so the dbg print()
function, despite still being called during execution, will be empty.

Similarly, a popular method of software protection is to make one build for legal cus-
tomers, and another demo build. A demo build can lack of some important functions,
as with this example:

Listing 1.7: C/C++ code

void save file ()
{
#ifndef DEMO

// a real saving code
#endif
+

13Link Register
14No Operation
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The save file() function could be called when the user clicks File->Save on the
menu. The demo version might be delivered with this menu item disabled, but even
if a software cracker would enable it, only an empty function with no useful code will
be called.

IDA marks such functions with names like nullsub 00, nullsub 01, etc.

1.4 Returning Values

Another simple function is the one that simply returns a constant value:

Listing 1.8: C/C++ Code

int f()
{

};

return 123;

Let’s compile it.

1.4.1 x86

Here's what both the GCC and MSVC compilers produce (with optimization) on the
x86 platform:

Listing 1.9: Optimizing GCC/MSVC (assembly output)

mov eax, 123
ret

There are just two instructions: the first places the value 123 into the EAX register,
which is used by convention for storing the return value, and the second one is RET,
which returns execution to the caller.

The caller will take the result from the EAX register.

1.4.2 ARM

There are a few differences on the ARM platform:

Listing 1.10: Optimizing Keil 6/2013 (ARM mode) ASM Output

f PROC
MoV ro,#0x7b ; 123
BX lr
ENDP

ARM uses the register RO for returning the results of functions, so 123 is copied into
RO.
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It is worth noting that MOV is a misleading name for the instruction in both the x86
and ARM |SAs.

The data is not in fact moved, but copied.

1.4.3 MIPS
The GCC assembly output below lists registers by number:

Listing 1.11: Optimizing GCC 4.4.5 (assembly output)

] $31
i $2,123 # OX7b

...while IDA does it by their pseudo names:

Listing 1.12: Optimizing GCC 4.4.5 (IDA)

jr $ra
1i $v0, O0x7B

The $2 (or $VO0) register is used to store the function’s return value. LI stands for
“Load Immediate” and is the MIPS equivalent to MOV.

The other instruction is the jump instruction (J or JR) which returns the execution flow
to the caller.

You might be wondering why the positions of the load instruction (LI) and the jump
instruction (J or JR) are swapped. This is due to a RISC feature called “branch delay
slot”.

The reason this happens is a quirk in the architecture of some RISC ISAs and isn’t im-
portant for our purposes—we must simply keep in mind that in MIPS, the instruction
following a jump or branch instruction is executed before the jump/branch instruc-
tion itself.

As a consequence, branch instructions always swap places with the instruction exe-
cuted immediately preceding it.

In practice, functions which merely return 1 (true) or 0 (false) are very common.

The smallest ever of the standard UNIX utilities, /bin/true and /bin/false return 0 and 1
respectively, as an exit code. (Zero as an exit code usually means success, non-zero
means error.)

1.5 Hello, world!

Let’s use the famous example from the book [Brian W. Kernighan, Dennis M. Ritchie,
The C Programming Language, 2ed, (1988)]1:

Listing 1.13: C/C++ Code

#include <stdio.h>
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int main()

{
printf("hello, world\n");
return 0;

1.5.1 x86
MSVC
Let’'s compile it in MSVC 2010:

cl l.cpp /Fal.asm

(The /Fa option instructs the compiler to generate an assembly listing file)

Listing 1.14: MSVC 2010

CONST  SEGMENT

$5G3830 DB ‘hello, world', OAH, OOH
CONST  ENDS

PUBLIC main

EXTRN  printf:PROC

; Function compile flags: /0dtp

_TEXT  SEGMENT

~main  PROC
push ebp
mov ebp, esp
push OFFSET $5G3830
call _printf
add esp, 4
xor eax, eax
pop ebp
ret 0

_main ENDP

_TEXT  ENDS

MSVC produces assembly listings in Intel-syntax. The differences between Intel-
syntax and AT&T-syntax will be discussed in 1.5.1 on page 15.

The compiler generated the file, 1.0bj, which is to be linked into 1.exe. In our case,
the file contains two segments: CONST (for data constants) and TEXT (for code).

The string hello, world in C/C++ has type const char[][Bjarne Stroustrup, The
C++ Programming Language, 4th Edition, (2013)p176, 7.3.2], but it does not have
its own name. The compiler needs to deal with the string somehow, so it defines the
internal name $5G3830 for it.

That is why the example may be rewritten as follows:

#include <stdio.h>

const char $5G3830[]="hello, world\n";
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int main()

{
printf($SG3830);
return 0;

}

Let’s go back to the assembly listing. As we can see, the string is terminated by a
zero byte, which is standard for C/C++ strings. More about C/C++ strings: 5.4.1 on
page 895.

In the code segment, TEXT, there is only one function so far: main(). The func-
tion main () starts with prologue code and ends with epilogue code (like almost any
function) 1°.

After the function prologue we see the call to the printf () function:
CALL printf. Before the call, a string address (or a pointer to it) containing our
greeting is placed on the stack with the help of the PUSH instruction.

When the printf () function returns the control to the main() function, the string
address (or a pointer to it) is still on the stack. Since we do not need it anymore, the
stack pointer (the ESP register) needs to be corrected.

ADD ESP, 4 means add 4 to the ESP register value.

Why 4?7 Since this is a 32-bit program, we need exactly 4 bytes for address pass-
ing through the stack. If it was x64 code we would need 8 bytes. ADD ESP, 4 is
effectively equivalent to POP register but without using any register?®.

For the same purpose, some compilers (like the Intel C++ Compiler) may emit POP
ECX instead of ADD (e.g., such a pattern can be observed in the Oracle RDBMS code
as it is compiled with the Intel C++ compiler). This instruction has almost the same
effect but the ECX register contents will be overwritten. The Intel C++ compiler
supposedly uses POP ECX since this instruction’s opcode is shorter than ADD ESP, x
(1 byte for POP against 3 for ADD).

Here is an example of using POP instead of ADD from Oracle RDBMS:

Listing 1.15: Oracle RDBMS 10.2 Linux (app.o file)

.text:0800029A push ebx
.text:0800029B call gksfroChild
.text:080002A0 pop ecx

However, MSVC can do the same.

Listing 1.16: MineSweeper from Windows 7 32-bit

.text:0102106F push 0
.text:01021071 call ds:time
.text:01021077 pop ecx

15You can read more about it in the section about function prologues and epilogues (1.6 on page 39).
16CPU flags, however, are modified
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After calling printf (), the original C/C++ code contains the statement return 0 —
return 0 as the result of the main () function.

In the generated code this is implemented by the instruction XOR EAX, EAX.

XOR is in fact just “eXclusive OR”!’ but the compilers often use it instead of MOV EAX,
0—again because it is a slightly shorter opcode (2 bytes for XOR against 5 for MOV).

Some compilers emit SUB EAX, EAX, which means SUBtract the value in the EAX
from the value in EAX. That in any case will results in zero.

The last instruction RET returns the control to the caller. Usually, this is C/C++ CRT!8
code which in turn returns control to the OS.

GCC

Now let's try to compile the same C/C++ code in the GCC 4.4.1 compiler in Linux:
gcc 1l.c -o 1. Next, with the assistance of the IDA disassembler, let's see how the
main() function was created. IDA, like MSVC, uses Intel-syntax!®.

Listing 1.17: code in IDA

main proc near
var_10 = dword ptr -10h
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 10h
mov eax, offset aHelloWorld ; "hello, world\n"
mov [esp+10h+var_10], eax
call _printf
mov eax, 0
leave
retn
main endp

The result is almost the same. The address of the hello, world string (stored in
the data segment) is loaded in the EAX register first, and then saved onto the stack.
In addition, the function prologue has AND ESP, OFFFFFFFOh —this instruction aligns
the ESP register value on a 16-byte boundary. This results in all values in the stack
being aligned the same way (The CPU performs better if the values it is dealing with
are located in memory at addresses aligned on a 4-byte or 16-byte boundary).

SUB ESP, 10h allocates 16 bytes on the stack. Although, as we can see hereafter,
only 4 are necessary here.

This is because the size of the allocated stack is also aligned on a 16-byte boundary.

7wikipedia

18C Runtime library

19We could also have GCC produce assembly listings in Intel-syntax by applying the options -S
-masm=intel.
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The string address (or a pointer to the string) is then stored directly onto the stack
without using the PUSH instruction. var_10 —is a local variable and is also an argu-
ment for printf (). Read about it below.

Then the printf () function is called.

Unlike MSVC, when GCC is compiling without optimization turned on, it emits MOV
EAX, 0O instead of a shorter opcode.

The last instruction, LEAVE —is the equivalent of the MOV ESP, EBP and POP EBP
instruction pair —in other words, this instruction sets the stack pointer (ESP) back
and restores the EBP register to its initial state. This is necessary since we modified
these register values (ESP and EBP) at the beginning of the function (by executing
MOV EBP, ESP/AND ESP, ..).

GCC: AT&T syntax

Let’'s see how this can be represented in assembly language AT&T syntax. This
syntax is much more popular in the UNIX-world.

Listing 1.18: let's compile in GCC 4.7.3

gcc -S'11.c

We get this:
Listing 1.19: GCC 4.7.3

file "1 1.c"

.section .rodata
.LCO:
.string "hello, world\n"
.text
.globl main
.type main, @function
main:
.LFBO:
.cfi startproc
pushl  %ebp
.cfi def cfa offset 8
.cfi offset 5, -8
movl %sesp, %ebp
.cfi def cfa register 5
andl $-16, %esp
subl $16, %esp
movl $.LCO, (%esp)
call printf
mov 1 $0, %eax
leave
.cfi restore 5
.cfi def cfa 4, 4
ret
.cfi endproc
.LFEO:
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.size main, .-main
.ident "GCC: (Ubuntu/Linaro 4.7.3-1lubuntul) 4.7.3"
.section .note.GNU-stack,"",@progbits

The listing contains many macros (the parts that begin with a dot). These are not
interesting for us at the moment.

For now, for the sake of simplicity, we can ignore them (except the .string macro
which encodes a null-terminated character sequence just like a C-string). Then we’ll
see this 29:

Listing 1.20: GCC 4.7.3

.LCO:
.string "hello, world\n"
main:
pushl  %ebp
movl %sesp, S%ebp
andl $-16, %esp
subl $16, %esp
movl $.LCO, (%esp)
call printf
movl $0, %eax
leave
ret

Some of the major differences between Intel and AT&T syntax are:
* Source and destination operands are written in opposite order.
In Intel-syntax: <instruction> <destination operand> <source operand>.
In AT&T syntax: <instruction> <source operand> <destination operand>.

Here is an easy way to memorize the difference: when you deal with Intel-
syntax, you can imagine that there is an equality sign (=) between operands
and when you deal with AT&T-syntax imagine there is a right arrow (-) 2*.

* AT&T: Before register names, a percent sign must be written (%) and before
numbers a dollar sign ($). Parentheses are used instead of brackets.

* AT&T: A suffix is added to instructions to define the operand size:
q — quad (64 bits)

| — long (32 bits)

w — word (16 bits)

b — byte (8 bits)

20Thjs GCC option can be used to eliminate “unnecessary” macros: -fno-asynchronous-unwind-tables

21By the way, in some C standard functions (e.g., memcpy(), strcpy()) the arguments are listed in the
same way as in Intel-syntax: first the pointer to the destination memory block, and then the pointer to
the source memory block.
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To go back to the compiled result: it is almost identical to what was displayed by IDA.
There is one subtle difference: OFFFFFFFOh is presented as $-16. It's the same thing:
16 in the decimal system is 0x10 in hexadecimal. -0x10 is equal to OxFFFFFFFO (for
a 32-bit data type).

One more thing: the return value is set to 0 by using the usual MOV, not XOR. MOV just
loads a value to a register. Its name is a misnomer (as the data is not moved but
rather copied). In other architectures, this instruction is named “LOAD” or “STORE"
or something similar.

String patching (Win32)

We can easily find the “hello, world” string in the executable file using Hiew:

Hiew: hw_spanish.exe

F 2C 20 77-6F 72 6C 64-0A
FE FF FF FF-FF FF FF FF-

Figure 1.1: Hiew

And we can try to translate our message into Spanish:

Hiew: hw_spanish.exe

) 1-06 9

20 6D 75-6E 64 6F 0A-0@
-FE FF FF FF-FF FF FF FF-

Figure 1.2: Hiew

The Spanish text is one byte shorter than English, so we also added the 0x0A byte
at the end (\n) with a zero byte.

It works.

What if we want to insert a longer message? There are some zero bytes after original
English text. It's hard to say if they can be overwritten: they may be used somewhere
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in CRT code, or maybe not. Anyway, only overwrite them if you really know what
you're doing.

String patching (Linux x64)
Let’s try to patch a Linux x64 executable using rada.re:

Listing 1.21: rada.re session

dennis@bigbox ~/tmp % gcc hw.c

dennis@bigbox ~/tmp % radare2 a.out
-- SHALL WE PLAY A GAME?
[0x00400430]> / hello
Searching 5 bytes from 0x00400000 to 0x00601040: 68 65 6¢ 6¢C 6f
Searching 5 bytes in [0x400000-0x601040]
hits: 1
0x004005c4 hit0@ 0 .HHhello, world;o0.

[0x00400430]> s 0x004005c4

[0x004005c4]> px

- offset - 01 23 45 67 89 AB CD EF 0123456789ABCDEF
0x004005c4 6865 6¢c6C 6f2Cc 2077 672 6C64 0000 00O hello, world....
0x004005d4 011b 033b 3000 0000 0500 0000 1cfe ffff ...;0...........
0x004005e4 7c00 0000 5cfe ffff 4c60 0000 52ff ffff |...\...L...R...
0x004005f4 a400 0000 6cff ffff c400 0000 dcff ffff ....l...........
0x00400604 0cO1 0OOO 1400 0OOO COOO OCEO 017a 5200 ............. zR.
0x00400614 0178 1001 1bOc 0708 9001 0710 1400 0000 .X......'vvvuu...
0x00400624 1cO0 0000 08fe ffff 2a00 OOOO 00O OOOO ........ oo,
0x00400634 0000 0OOO 1400 0OOO COOO OEEO 017a 5200 ............. zR.
0x00400644 0178 1001 1bOc 0708 9001 0000 2400 0000 .X.......... $...
0x00400654 1cO0 0000 98fd ffff 3000 OOCO 0OOe 1046 ........ 0...... F
0x00400664 0el8 4a0f Ob77 0880 003f 1a3b 2a33 2422 ..J..w...7?7.;*3%"
0x00400674 0000 0000 1cOO 0O0OO 4400 0000 abfe ffff ........ D.......
0x00400684 1500 0000 0041 0elO 8602 430d 0650 OcO7 ..... A....C..P..
0x00400694 0800 0000 4400 0OOO 6400 0000 abfe ffff ....D...d.......
0x004006a4 6500 0000 0042 0elO 8f02 420e 188e 0345 e....B....B....E
0x004006b4 0e20 8d04 420e 288c 0548 0e30 8606 480e . ..B.(..H.0..H.

[0x004005c4]> oo+
File a.out reopened in read-write mode

[0x004005c4]> w hola, mundo\x00
[0x004005c4]> q

dennis@bigbox ~/tmp % ./a.out
hola, mundo

Here’'s what's going on: | searched for the “hello” string using the / command, then
| set the cursor (seek, in rada.re terms) to that address. Then | want to be sure that
this is really that place: px dumps bytes there. oo+ switches rada.re to read-write
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mode. w writes an ASCII string at the current seek. Note the \00 at the end—this is
a zero byte. q quits.

This is a real story of software cracking

An image processing software, when not registered, added watermarks, like “This im-
age was processed by evaluation version of [software name]”, across a picture. We
tried at random: we found that string in the executable file and put spaces instead of
it. Watermarks disappeared. Technically speaking, they continued to appear. With
the help of Qt functions, the watermark was still added to the resulting image. But
adding spaces didn’t alter the image itself...

Software localization of MS-DOS era

This method was a common way to translate MS-DOS software to Russian language
back to 1980’s and 1990’s. This technique is available even for those who are not
aware of machine code and executable file formats. The new string shouldn’t be
bigger than the old one, because there’s a risk of overwriting another value or code
there. Russian words and sentences are usually slightly longer than its English coun-
terparts, so that is why localized software has a lot of weird acronyms and hardly
readable abbreviations.

]
DOs FKATANOr4 27,88-088 14:088

Figure 1.3: Localized Norton Commander 5.51

Perhaps this also happened to other languages during that era, in other countries.

As for Delphi strings, the string’s size must also be corrected, if needed.

1.5.2 x86-64
MSVC: x86-64

Let’s also try 64-bit MSVC:
Listing 1.22: MSVC 2012 x64

$5G2989 DB '"hello, world', OAH, 0OGH
main PROC
sub rsp, 40
lea rcx, OFFSET FLAT:$5G2989
call printf
xor eax, eax
add rsp, 40
ret 0
main ENDP
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In x86-64, all registers were extended to 64-bit, and now their names have an R-
prefix. In order to use the stack less often (in other words, to access external memo-
ry/cache less often), there is a popular way to pass function arguments via registers
(fastcall) 6.1.3 on page 934. l.e., a part of the function’s arguments are passed in
registers, and the rest—via the stack. In Win64, 4 function arguments are passed
in the RCX, RDX, R8, and R9 registers. That is what we see here: a pointer to the
string for printf() is now passed not in the stack, but rather in the RCX register.
The pointers are 64-bit now, so they are passed in the 64-bit registers (which have
the R- prefix). However, for backward compatibility, it is still possible to access the
32-bit parts, using the E- prefix. This is how the RAX/EAX/AX/AL register looks like in
x86-64:

Byte number:
7th [ 6th [ 5th | 4th | 3rd | 2nd | 1st | Oth
RAxx64
\ EAX

AX
AH [ AL

The main() function returns an int-typed value, which in C/C++ is still 32-bit, for bet-
ter backward compatibility and portability, so that is why the EAX register is cleared
at the function end (i.e., the 32-bit part of the register) instead of with RAX. There are
also 40 bytes allocated in the local stack. This is called the “shadow space”, which
we’ll talk about later: 1.14.2 on page 129.

GCC: x86-64
Let’s also try GCC in 64-bit Linux:
Listing 1.23: GCC 4.4.6 x64

.string "hello, world\n"

main:
sub rsp, 8
mov edi, OFFSET FLAT:.LCO ; "hello, world\n"
Xxor eax, eax ; number of vector registers passed
call printf
xor eax, eax
add rsp, 8
ret

Linux, *BSD and Mac OS X also use a method to pass function arguments in registers.
[Michael Matz, Jan Hubicka, Andreas Jaeger, Mark Mitchell, System V Application
Binary Interface. AMD64 Architecture Processor Supplement, (2013)] 2.

The first 6 arguments are passed in the RDI, RSI, RDX, RCX, R8, and R9 registers, and
the rest—via the stack.

So the pointer to the string is passed in EDI (the 32-bit part of the register). Why
doesn’t it use the 64-bit part, RDI?

22Als0 available as https://software.intel.com/sites/default/files/article/402129/
mpx- linux64-abi.pdf
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It is important to keep in mind that all MOV instructions in 64-bit mode that write
something into the lower 32-bit register part also clear the higher 32-bits (as stated
in Intel manuals: 12.1.4 on page 1282).
l.e., the MOV EAX, 011223344h writes a value into RAX correctly, since the higher
bits will be cleared.

If we open the compiled object file (.0), we can also see all the instructions’ opcodes
23.

Listing 1.24: GCC 4.4.6 x64

.text:00000000004004D0 main proc near

.text:00000000004004D0 48 83 EC 08 sub rsp, 8

.text:00000000004004D4 BF E8 05 40 00 mov edi, offset format ; "hello,
world\n"

.text:00650000004004D9 31 Co xor eax, eax

.text:00000000004004DB E8 D8 FE FF FF  call _printf

.text:00000000004004E0 31 CO xor eax, eax

.text:00000000004004E2 48 83 (C4 08 add rsp, 8

.text:00000000004004E6 C3 retn

.text:00000000004004E6 main endp

As we can see, the instruction that writes into EDI at 0x4004D4 occupies 5 bytes.
The same instruction writing a 64-bit value into RDI occupies 7 bytes. Apparently,
GCC is trying to save some space. Besides, it can be sure that the data segment
containing the string will not be allocated at the addresses higher than 4GiB.

We also see that the EAX register has been cleared before the printf () function call.
This is done because according to ABI?* standard mentioned above, the number of
used vector registers is to be passed in EAX in *NIX systems on x86-64.

Address patching (Win64)

If our example was compiled in MSVC 2013 using /MD switch (meaning a smaller
executable due to MSVCR*.DLL file linkage), the main() function comes first, and
can be easily found:

23This must be enabled in Options — Disassembly - Number of opcode bytes
24 ppplication Binary Interface
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C:\tmp\hw2.exe BFWO EDITMODE ab64 PE+ 00000000 00000404 |Hiew 8.02 (c)SEN

rcx, [ 0000000000000 2401 |
CommandSelect: O

Figure 1.4: Hiew

As an experiment, we can increment address by 1:
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Hiew: hw2.exe

X, [
printf

eax, eax

2PutBlk

Figure 1.5: Hiew

Hiew shows “ello, world”. And when we run the patched executable, this very string
is printed.

Pick another string from binary image (Linux x64)

The binary file I've got when | compile our example using GCC 5.4.0 on Linux x64 box
has many other text strings. They are mostly imported function names and library
names.

Run objdump to get the contents of all sections of the compiled file:

$ objdump -s a.out
a.out: file format elf64-x86-64

Contents of section .interp:

400238 2f6c6962 36342f6Cc 642d6c69 6€75782d /1ib64/1d-linux-
400248 7838362d 36342e73 6f2e3200 x86-64.50.2.
Contents of section .note.ABI-tag:

400254 04000000 10000000 01000000 474e5500 ............ GNU.
400264 00000000 02000000 06000000 20000000 ............
Contents of section .note.gnu.build-id:
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400274 04000000 14000000 03000000 474e5500 ............ GNU.
400284 fed461178 5bb710b4 bbf2aca8 5eclecl® .F.x[....... o
400294 cf3f7ae4d .?z.

It's not a problem to pass address of the text string “/lib64/1d-linux-x86-64.s0.2" to
printf():

#include <stdio.h>

int main()

{
printf(0x400238);
return 0;

}

It’s hard to believe, but this code prints the aforementioned string.

If you would change the address to 0x400260, the “GNU” string would be printed.
This address is true for my specific GCC version, GNU toolset, etc. On your system,
the executable may be slightly different, and all addresses will also be different. Also,
adding/removing code to/from this source code will probably shift all addresses back
or forward.

1.5.3 ARM

For my experiments with ARM processors, several compilers were used:
* Popular in the embedded area: Keil Release 6/2013.
 Apple Xcode 4.6.3 IDE with the LLVM-GCC 4.2 compiler 2>,

* GCC 4.9 (Linaro) (for ARM64), available as win32-executables at http://www.
linaro.org/projects/armva/.

32-bit ARM code is used (including Thumb and Thumb-2 modes) in all cases in this
book, if not mentioned otherwise. When we talk about 64-bit ARM here, we call it
ARM64.

Non-optimizing Keil 6/2013 (ARM mode)

Let’s start by compiling our example in Keil:

armcc.exe --arm --c90 -00 1.c

The armcc compiler produces assembly listings in Intel-syntax, but it has high-level
ARM-processor related macros 2°, but it is more important for us to see the instruc-
tions “as is” so let’s see the compiled result in IDA.

251t is indeed so: Apple Xcode 4.6.3 uses open-source GCC as front-end compiler and LLVM code
generator
26@,9. ARM mode lacks PUSH/POP instructions
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Listing 1.25: Non-optimizing Keil 6/2013 (ARM mode) IDA

.text: 00000000 main

.text:00000000 10 40 2D E9 STMFD SP!, {R4,LR}

.text:00000004 1E OE 8F E2 ADR RO, aHelloWorld ; "hello, world"

.text:00000008 15 19 00 EB BL _ 2printf

.text:0000000C 00 00 A0 E3 MOV RO, #0

.text:00000010 10 80 BD ES8 LDMFD SP!, {R4,PC}

.text:000001EC 68 65 6C 6C+aHelloWorld DCB "hello, world",0 ; DATA XREF:
main+4

In the example, we can easily see each instruction has a size of 4 bytes. Indeed, we
compiled our code for ARM mode, not for Thumb.

The very first instruction, STMFD SP!, {R4,LR}?’, works as an x86 PUSH instruction,
writing the values of two registers (R4 and LR) into the stack.

Indeed, in the output listing from the armcc compiler, for the sake of simplification,
actually shows the PUSH {r4,1r} instruction. But that is not quite precise. The PUSH
instruction is only available in Thumb mode. So, to make things less confusing, we're
doing this in IDA.

This instruction first decrements the SP?° so it points to the place in the stack that
is free for new entries, then it saves the values of the R4 and LR registers at the
address stored in the modified SP.

This instruction (like the PUSH instruction in Thumb mode) is able to save several
register values at once which can be very useful. By the way, this has no equivalent
in x86. It can also be noted that the STMFD instruction is a generalization of the PUSH
instruction (extending its features), since it can work with any register, not just with
SP. In other words, STMFD may be used for storing a set of registers at the specified
memory address.

The ADR RO, aHelloWorld instruction adds or subtracts the value in the PC3° reg-
ister to the offset where the hello, world string is located. How is the PC register
used here, one might ask? This is called “position-independent code”3!.

Such code can be executed at a non-fixed address in memory. In other words, this
is PC-relative addressing. The ADR instruction takes into account the difference be-
tween the address of this instruction and the address where the string is located.
This difference (offset) is always to be the same, no matter at what address our
code is loaded by the OS. That’'s why all we need is to add the address of the current
instruction (from PC) in order to get the absolute memory address of our C-string.

BL  2printf3? instruction calls the printf() function. Here’s how this instruction
works:

» store the address following the BL instruction (0xC) into the LR;

27STMFD?®

29stack pointer. SP/ESP/RSP in x86/x64. SP in ARM.
30program Counter. IP/EIP/RIP in x86/64. PC in ARM,

31Read more about it in relevant section (6.4.1 on page 952)
32Branch with Link
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* then pass the control to printf () by writing its address into the PC register.

When printf () finishes its execution it must have information about where it needs
to return the control to. That’'s why each function passes control to the address
stored in the LR register.

That is a difference between “pure” RISC-processors like ARM and CISC33-processors
like x86, where the return address is usually stored on the stack. Read more about
this in next section (1.9 on page 40).

By the way, an absolute 32-bit address or offset cannot be encoded in the 32-bit BL
instruction because it only has space for 24 bits. As we may recall, all ARM-mode
instructions have a size of 4 bytes (32 bits). Hence, they can only be located on 4-
byte boundary addresses. This implies that the last 2 bits of the instruction address
(which are always zero bits) may be omitted. In summary, we have 26 bits for offset
encoding. This is enough to encode current_ PC + ~ 32M.

Next, the MOV RO, #03* instruction just writes 0 into the RO register. That’s because
our C-function returns 0 and the return value is to be placed in the RO register.

The last instruction LDMFD SP!, R4,PC3>.Itloads values from the stack (or any other
memory place) in order to save them into R4 and PC, and increments the stack
pointer SP. It works like POP here.

N.B. The very first instruction STMFD saved the R4 and LR registers pair on the stack,
but R4 and PC are restored during the LDMFD execution.

As we already know, the address of the place where each function must return control
to is usually saved in the LR register. The very first instruction saves its value in the
stack because the same register will be used by our main() function when calling
printf(). In the function’s end, this value can be written directly to the PC register,
thus passing control to where our function has been called.

Since main() is usually the primary function in C/C++, the control will be returned
to the OS loader or to a point in a CRT, or something like that.

All that allows omitting the BX LR instruction at the end of the function.

DCB is an assembly language directive defining an array of bytes or ASCII strings,
akin to the DB directive in the x86-assembly language.

Non-optimizing Keil 6/2013 (Thumb mode)

Let’s compile the same example using Keil in Thumb mode:

armcc.exe --thumb --c90 -00 1.c

We are getting (in IDA):
Listing 1.26: Non-optimizing Keil 6/2013 (Thumb mode) + IDA

.text:00000000 main

33Complex Instruction Set Computing
34Meaning MOVe
35.DMFD3% is an inverse instruction of STMFD
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.text:00000000 10 B5 PUSH {R4, LR}

.text:00000002 CO A0 ADR RO, aHelloWorld ; "hello, world"

.text:00000004 06 FO 2E F9 BL _ 2printf

.text:00000008 00 20 MOVS RO, #0

.text:0000000A 10 BD POP {R4,PC}

.text:00000304 68 65 6C 6C+aHelloWorld DCB "hello, world",0 ; DATA XREF:
main+2

1

We can easily spot the 2-byte (16-bit) opcodes. This is, as was already noted, Thumb.
The BL instruction, however, consists of two 16-bit instructions. This is because it is
impossible to load an offset for the printf() function while using the small space
in one 16-bit opcode. Therefore, the first 16-bit instruction loads the higher 10 bits
of the offset and the second instruction loads the lower 11 bits of the offset.

As was noted, all instructions in Thumb mode have a size of 2 bytes (or 16 bits). This
implies it is impossible for a Thumb-instruction to be at an odd address whatsoever.
Given the above, the last address bit may be omitted while encoding instructions.

In summary, the BL Thumb-instruction can encode an address in current_PC + ~2M.

As for the other instructions in the function: PUSH and POP work here just like the
described STMFD/LDMFD only the SP register is not mentioned explicitly here. ADR
works just like in the previous example. MOVS writes 0 into the RO register in order to
return zero.

Optimizing Xcode 4.6.3 (LLVM) (ARM mode)

Xcode 4.6.3 without optimization turned on produces a lot of redundant code so we’ll
study optimized output, where the instruction count is as small as possible, setting
the compiler switch -03.

Listing 1.27: Optimizing Xcode 4.6.3 (LLVM) (ARM mode)

__text:000028C4 _hello _world

__text:000028C4 80 40 2D E9  STMFD SP!, {R7,LR}
~ text:000028C8 86 06 01 E3 MOV RO, #0x1686
__text:000028CC 6D 70 A® E1 MOV R7, SP
__text:000028D0 00 00 40 E3  MOVT RO, #0

_ text:000028D4 00 00 8F EO  ADD RO, PC, RO

_ text:000028D8 C3 05 00 EB  BL _puts
__text:000028DC 00 00 A® E3 MOV RO, #0
__text:000028E0 80 80 BD E8  LDMFD SP!, {R7,PC}

__cstring:00003F62 48 65 6C 6C+aHelloWorld © DCB "Hello world!",0

The instructions STMFD and LDMFD are already familiar to us.

The MOV instruction just writes the number 0x1686 into the RO register. This is the
offset pointing to the “Hello world!” string.

The R7 register (as it is standardized in [iOS ABI Function Call Guide, (2010)1*’) is a

37plso available as http://developer.apple.com/library/ios/documentation/Xcode/Conceptual/
iPhone0SABIReference/iPhone0SABIReference.pdf
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frame pointer. More on that below.

The MOVT RO, #0 (MOVe Top) instruction writes 0 into higher 16 bits of the register.
The issue here is that the generic MOV instruction in ARM mode may write only the
lower 16 bits of the register.

Keep in mind, all instruction opcodes in ARM mode are limited in size to 32 bits. Of
course, this limitation is not related to moving data between registers. That's why
an additional instruction MOVT exists for writing into the higher bits (from 16 to 31
inclusive). Its usage here, however, is redundant because the MOV RO, #0x1686
instruction above cleared the higher part of the register. This is supposedly a short-
coming of the compiler.

The ADD RO, PC, RO instruction adds the value in the PC to the value in the RO, to
calculate the absolute address of the “Hello world!” string. As we already know, it
is “position-independent code” so this correction is essential here.

The BL instruction calls the puts() function instead of printf ().

LLVM has replaced the first printf () call with puts(). Indeed: printf () with a sole
argument is almost analogous to puts().

Almost, because the two functions are producing the same result only in case the
string does not contain printf format identifiers starting with %. In case it does, the
effect of these two functions would be different 38,

Why did the compiler replace the printf() with puts()? Presumably because
puts() is faster 39,

Because it just passes characters to stdout without comparing every one of them
with the % symbol.

Next, we see the familiar MOV RO, #0 instruction intended to set the RO register to
0.

Optimizing Xcode 4.6.3 (LLVM) (Thumb-2 mode)

By default Xcode 4.6.3 generates code for Thumb-2 in this manner:

Listing 1.28: Optimizing Xcode 4.6.3 (LLVM) (Thumb-2 mode)

__text:00002B6C _hello _world

__ text:00002B6C 80 B5 PUSH {R7,LR}

_ text:00002B6E 41 F2 D8 30 MOVW RO, #0x13D8
___text:00002B72 6F 46 MOV R7, SP
__text:00002B74 CO F2 00 00 MOVT.W RO, #0
__text:00002B78 78 44 ADD RO, PC
__text:00002B7A 01 FO 38 EA BLX _puts
__text:00002B7E 00 20 MOVS RO, #0
__text:00002B80 80 BD POP {R7,PC}

38|t has also to be noted the puts() does not require a ‘\n’ new line symbol at the end of a string, so
we do not see it here.
3ciselant.de/projects/gcc_printf/gcc_printf.html
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__cstring:00003E70 48 65 6C 6C 6F 20+aHellowWorld DCB "Hello world!",0xA,0

The BL and BLX instructions in Thumb mode, as we recall, are encoded as a pair of
16-bit instructions. In Thumb-2 these surrogate opcodes are extended in such a way
so that new instructions may be encoded here as 32-bit instructions.

That is obvious considering that the opcodes of the Thumb-2 instructions always
begin with OxFx or OxEXx.

But in the IDA listing the opcode bytes are swapped because for ARM processor the
instructions are encoded as follows: last byte comes first and after that comes the
first one (for Thumb and Thumb-2 modes) or for instructions in ARM mode the fourth
byte comes first, then the third, then the second and finally the first (due to different
endianness).

So that is how bytes are located in IDA listings:
» for ARM and ARM64 modes: 4-3-2-1;
» for Thumb mode: 2-1;
» for 16-bit instructions pair in Thumb-2 mode: 2-1-4-3.
So as we can see, the MOVW, MOVT.W and BLX instructions begin with OxFx.

One of the Thumb-2 instructions is MOVW RO, #0x13D8 —it stores a 16-bit value into
the lower part of the RO register, clearing the higher bits.

Also, MOVT.W RO, #0 works just like MOVT from the previous example only it works
in Thumb-2.

Among the other differences, the BLX instruction is used in this case instead of the
BL.

The difference is that, besides saving the RA*C in the LR register and passing control
to the puts () function, the processor is also switching from Thumb/Thumb-2 mode
to ARM mode (or back).

This instruction is placed here since the instruction to which control is passed looks
like (it is encoded in ARM mode):

__symbolstubl:00003FEC puts ; CODE XREF: hello world+E
__symbolstubl:00003FEC 44 FO 9F E5 LDR PC, = imp_ puts

This is essentially a jump to the place where the address of puts() is written in the
imports’ section.

So, the observant reader may ask: why not call puts () right at the point in the code
where it is needed?

Because it is not very space-efficient.

Almost any program uses external dynamic libraries (like DLL in Windows, .so in *NIX
or .dylib in Mac OS X). The dynamic libraries contain frequently used library functions,
including the standard C-function puts ().

40Return Address
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In an executable binary file (Windows PE .exe, ELF or Mach-O) an import section
is present. This is a list of symbols (functions or global variables) imported from
external modules along with the names of the modules themselves.

The OS loader loads all modules it needs and, while enumerating import symbols in
the primary module, determines the correct addresses of each symbol.

Inourcase, imp_putsis a 32-bit variable used by the OS loader to store the correct
address of the function in an external library. Then the LDR instruction just reads the
32-bit value from this variable and writes it into the PC register, passing control to
it.

So, in order to reduce the time the OS loader needs for completing this procedure,
it is good idea to write the address of each symbol only once, to a dedicated place.

Besides, as we have already figured out, it is impossible to load a 32-bit value into
a register while using only one instruction without a memory access.

Therefore, the optimal solution is to allocate a separate function working in ARM
mode with the sole goal of passing control to the dynamic library and then to jump
to this short one-instruction function (the so-called thunk function) from the Thumb-
code.

By the way, in the previous example (compiled for ARM mode) the control is passed
by the BL to the same thunk function. The processor mode, however, is not being
switched (hence the absence of an “X” in the instruction mnemonic).

More about thunk-functions

Thunk-functions are hard to understand, apparently, because of a misnomer. The
simplest way to understand it as adaptors or convertors of one type of jack to an-
other. For example, an adaptor allowing the insertion of a British power plug into
an American wall socket, or vice-versa. Thunk functions are also sometimes called
wrappers.

Here are a couple more descriptions of these functions:

“A piece of coding which provides an address:”, according to P. Z.
Ingerman, who invented thunks in 1961 as a way of binding actual
parameters to their formal definitions in Algol-60 procedure calls. If a
procedure is called with an expression in the place of a formal param-
eter, the compiler generates a thunk which computes the expression
and leaves the address of the result in some standard location.

Microsoft and IBM have both defined, in their Intel-based systems,
a “16-bit environment” (with bletcherous segment registers and 64K
address limits) and a “32-bit environment” (with flat addressing and
semi-real memory management). The two environments can both be
running on the same computer and OS (thanks to what is called, in the
Microsoft world, WOW which stands for Windows On Windows). MS and
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IBM have both decided that the process of getting from 16- to 32-bit
and vice versa is called a “thunk”; for Windows 95, there is even a tool,
THUNK.EXE, called a “thunk compiler”.

( The Jargon File )

Another example we can find in LAPACK library—a “Linear Algebra PACKage” written
in FORTRAN. C/C++ developers also want to use LAPACK, but it's insane to rewrite it
to C/C++ and then maintain several versions. So there are short C functions callable
from C/C++ environment, which are, in turn, call FORTRAN functions, and do almost
anything else:

double Blas Dot Prod(const LaVectorDouble &dx, const LaVectorDouble &dy)
{
assert(dx.size()==dy.size());
integer n = dx.size();
integer incx = dx.inc(), incy = dy.inc();

return F77NAME(ddot) (&n, &dx(0), &incx, &dy(0), &incy);

Also, functions like that are called “wrappers”.

ARM64
GCC

Let’s compile the example using GCC 4.8.1 in ARM64:
Listing 1.29: Non-optimizing GCC 4.8.1 + objdump

0000000000400590 <main>:

400590: a9bf7bfd stp x29, x30, [sp,#-16]!
400594 : 910003fd mov x29, sp

400598: 90000000 adrp x0, 400000 < init-0x3b8>
40059c: 91192000 add x0, x0, #0x648

4005a0: 97ffffald bl 400420 <puts@plt>
4005a4: 52800000 mov wO, #0O0x0 // #0

4005a8: a8cl7bfd 1dp x29, x30, [sp],#16
4005ac: d65f03co ret

Contents of section .rodata:
400640 01000200 00000000 48656c6Cc 6f210a00 ........ Hello!..

There are no Thumb and Thumb-2 modes in ARM64, only ARM, so there are 32-bit
instructions only. The Register count is doubled: .2.4 on page 1317. 64-bit registers
have X- prefixes, while its 32-bit parts—W-.
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The STP instruction (Store Pair) saves two registers in the stack simultaneously: X29
and X30.

Of course, this instruction is able to save this pair at an arbitrary place in memory,
but the SP register is specified here, so the pair is saved in the stack.

ARM®G64 registers are 64-bit ones, each has a size of 8 bytes, so one needs 16 bytes
for saving two registers.

The exclamation mark (“!”) after the operand means that 16 is to be subtracted
from SP first, and only then are values from register pair to be written into the stack.
This is also called pre-index. About the difference between post-index and pre-index
read here: 1.39.2 on page 555.

Hence, in terms of the more familiar x86, the first instruction is just an analogue
to a pair of PUSH X29 and PUSH X30. X29 is used as FP*! in ARM64, and X30 as LR,
so that’s why they are saved in the function prologue and restored in the function
epilogue.

The second instruction copies SP in X29 (or FP). This is made so to set up the function
stack frame.

ADRP and ADD instructions are used to fill the address of the string “Hello!” into the
X0 register, because the first function argument is passed in this register. There are
no instructions, whatsoever, in ARM that can store a large number into a register
(because the instruction length is limited to 4 bytes, read more about it here: 1.39.3
on page 556). So several instructions must be utilized. The first instruction (ADRP)
writes the address of the 4KiB page, where the string is located, into X0, and the
second one (ADD) just adds the remainder to the address. More about thatin: 1.39.4
on page 559.

0x400000 + 0x648 = 0x400648, and we see our “Hello!” C-string in the .rodata
data segment at this address.

puts() is called afterwards using the BL instruction. This was already discussed:
1.5.3 on page 28.

MOV writes 0 into WO. WO is the lower 32 bits of the 64-bit X0 register:

High 32-bit part | low 32-bit part
X0
\ WO

The function result is returned via X0 and main() returns 0, so that’s how the return
result is prepared. But why use the 32-bit part?

Because the int data type in ARM64, just like in x86-64, is still 32-bit, for better
compatibility.

So if a function returns a 32-bit int, only the lower 32 bits of X0 register have to be
filled.

In order to verify this, let’s change this example slightly and recompile it. Nowmain()
returns a 64-bit value:

4lFrame Pointer
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Listing 1.30: main() returning a value of uint64 t type

#include <stdio.h>
#include <stdint.h>

uint64 t main()

{
printf ("Hello!\n");
return 0;

}

The result is the same, but that’s how MOV at that line looks like now:

Listing 1.31: Non-optimizing GCC 4.8.1 + objdump

4005a4: d2800000 mov X0, #0x0 // #0O

LDP (Load Pair) then restores the X29 and X30 registers.

There is no exclamation mark after the instruction: this implies that the values are
first loaded from the stack, and only then is SP increased by 16. This is called post-
index.

A new instruction appeared in ARM64: RET. It works just as BX LR, only a special hint
bit is added, informing the CPU that this is a return from a function, not just another
jump instruction, so it can execute it more optimally.

Due to the simplicity of the function, optimizing GCC generates the very same code.

1.5.4 MIPS
A word about the “global pointer”

One important MIPS concept is the “global pointer”. As we may already know, each
MIPS instruction has a size of 32 bits, so it's impossible to embed a 32-bit address
into one instruction: a pair has to be used for this (like GCC did in our example for the
text string address loading). It's possible, however, to load data from the address
in the range of register — 32768...register + 32767 using one single instruction (because
16 bits of signed offset could be encoded in a single instruction). So we can allocate
some register for this purpose and also allocate a 64KiB area of most used data.
This allocated register is called a “global pointer” and it points to the middle of the
64KiB area. This area usually contains global variables and addresses of imported
functions like printf (), because the GCC developers decided that getting the ad-
dress of some function must be as fast as a single instruction execution instead of
two. In an ELF file this 64KiB area is located partly in sections .sbss (“small BSS42”)
for uninitialized data and .sdata (“small data”) for initialized data. This implies that
the programmer may choose what data he/she wants to be accessed fast and place
it into .sdata/.sbss. Some old-school programmers may recall the MS-DOS memory
model 11.7 on page 1264 or the MS-DOS memory managers like XMS/EMS where all
memory was divided in 64KiB blocks.

This concept is not unique to MIPS. At least PowerPC uses this technique as well.

42BJock Started by Symbol
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Optimizing GCC
Let’s consider the following example, which illustrates the “global pointer” concept.

Listing 1.32: Optimizing GCC 4.4.5 (assembly output)

$LCO:
; \000 is zero byte in octal base:
.ascii "Hello, world!\012\000"

main:
; function prologue.
; set the GP:

lui $28,%hi( gnu local gp)

addiu $sp,$sp, -32

addiu  $28,%$28,%lo(__gnu local gp)
; save the RA to the local stack:

sw $31,28($sp)
; load the address of the puts() function from the GP to $25:
w $25,%calll6e(puts) ($28)
; load the address of the text string to $4 ($%$a0):
lui $4,%hi($LCO)
; jump to puts(), saving the return address in the link register:
jalr $25

addiu $4,%$4,%lo($LCO) ; branch delay slot
; restore the RA:
lw $31,28($sp)
; copy O from $zero to $vO:
move $2,%0
; return by jumping to the RA:
j $31
; function epilogue:
addiu  $sp,$sp,32 ; branch delay slot + free local stack

As we see, the $GP register is set in the function prologue to point to the middle of
this area. The RA register is also saved in the local stack. puts() is also used here
instead of printf (). The address of the puts() function is loaded into $25 using LW
the instruction (“Load Word”). Then the address of the text string is loaded to $4
using LUI (“Load Upper Immediate”) and ADDIU (“Add Immediate Unsigned Word")
instruction pair. LUI sets the high 16 bits of the register (hence “upper” word in
instruction name) and ADDIU adds the lower 16 bits of the address.

ADDIU follows JALR (haven’t you forgot branch delay slots yet?). The register $4 is
also called $A0, which is used for passing the first function argument 43,

JALR (“Jump and Link Register”) jumps to the address stored in the $25 register
(address of puts()) while saving the address of the next instruction (LW) in RA. This
is very similar to ARM. Oh, and one important thing is that the address saved in RA
is not the address of the next instruction (because it’s in a delay slot and is executed
before the jump instruction), but the address of the instruction after the next one
(after the delay slot). Hence, PC +38 is written to RA during the execution of JALR, in
our case, this is the address of the LW instruction next to ADDIU.

43The MIPS registers table is available in appendix .3.1 on page 1318
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LW (“Load Word”) at line 20 restores RA from the local stack (this instruction is actu-
ally part of the function epilogue).
MOVE at line 22 copies the value from the $0 ($ZERO) register to $2 ($VO0).

MIPS has a constant register, which always holds zero. Apparently, the MIPS devel-
opers came up with the idea that zero is in fact the busiest constant in the computer
programming, so let’s just use the $0 register every time zero is needed.

Another interesting fact is that MIPS lacks an instruction that transfers data between
registers. In fact, MOVE DST, SRCis ADD DST, SRC, $ZERO (DST = SRC + 0), which
does the same. Apparently, the MIPS developers wanted to have a compact opcode
table. This does not mean an actual addition happens at each MOVE instruction. Most
likely, the CPU optimizes these pseudo instructions and the ALU** is never used.

J at line 24 jumps to the address in RA, which is effectively performing a return from
the function. ADDIU after J is in fact executed before J (remember branch delay
slots?) and is part of the function epilogue. Here is also a listing generated by IDA.
Each register here has its own pseudo name:

Listing 1.33: Optimizing GCC 4.4.5 (IDA)

.text:00000000 main:
.text: 00000000

.text: 00000000 var 10 = -0x10

.text:00000000 var 4 = -4

.text: 00000000

; function prologue.

; set the GP:

.text:00000000 lui $gp, (__gnu_local gp >> 16)
.text:00000004 addiu $sp, -0x20

.text: 00000008 la $gp, (__gnu_local gp & OxFFFF)
; save the RA to the local stack:

.text:0000000C sw $ra, 0x20+var _4($sp)

; save the GP to the local stack:
; for some reason, this instruction is missing in the GCC assembly output:

.text:00000010 sw $gp, 0x20+var 10($sp)

; load the address of the puts() function from the GP to $t9:

.text:00000014 lw $t9, (puts & OXFFFF) ($gp)

; form the address of the text string in $a0:

.text:00000018 lui $a0, ($LCO >> 16) # "Hello, world!"

; jump to puts(), saving the return address in the link register:

.text:0000001C jalr $t9

.text:00000020 la $a0, ($LCO & OXFFFF) # "Hello,
world!"

; restore the RA:

.text:00000024 lw $ra, 0x20+var 4($sp)

; copy O from $zero to $vO:

.text:00000028 move $v0, $zero

; return by jumping to the RA:

.text:0000002C jr $ra

; function epilogue:

.text:00000030 addiu $sp, 0x20

44 Arithmetic Logic Unit
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The instruction at line 15 saves the GP value into the local stack, and this instruction
is missing mysteriously from the GCC output listing, maybe by a GCC error #>. The
GP value has to be saved indeed, because each function can use its own 64KiB data
window. The register containing the puts () address is called $T9, because registers
prefixed with T- are called “temporaries” and their contents may not be preserved.

Non-optimizing GCC
Non-optimizing GCC is more verbose.

Listing 1.34: Non-optimizing GCC 4.4.5 (assembly output)

$LCO:

.ascii "Hello, world!\012\000"
main:

; function prologue.

; save the RA ($31) and FP in the stack:
addiu $sp, $sp,-32
sw $31,28($sp)
sw $fp,24($sp)

; set the FP (stack frame pointer):
move $fp,$sp

; set the GP:
lui $28,%hi( gnu local gp)
addiu $28,%$28,%lo(__gnu_local gp)

; load the address of the text string:
lui $2,%hi($LCO)
addiu $4,%$2,%lo($LCO)

; load the address of puts() using the GP:
w $2,%calll6 (puts) ($28)
nop

; call puts():
move $25,$2
jalr $25
nop ; branch delay slot

; restore the GP from the local stack:
lw $28,16($fp)

; set register $2 ($v0) to zero:
move $2,%$0

; function epilogue.

; restore the SP:
move $sp, $fp

; restore the RA:

lw $31,28($sp)
; restore the FP:
lw $fp,24($sp)

addiu $sp, $sp, 32
; jump to the RA:
j $31
nop ; branch delay slot

45 Apparently, functions generating listings are not so critical to GCC users, so some unfixed cosmetic
bugs may still exist.
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We see here that register FP is used as a pointer to the stack frame. We also see 3
NOPs. The second and third of which follow the branch instructions. Perhaps the GCC
compiler always adds NOPs (because of branch delay slots) after branch instructions
and then, if optimization is turned on, maybe eliminates them. So in this case they
are left here.

Here is also IDA listing:

Listing 1.35: Non-optimizing GCC 4.4.5 (IDA)

.text: 00000000 main:
.text: 00000000

.text:00000000 var 10 = -0x10

.text:00000000 var_ 8 = -8

.text: 00000000 var 4 = -4

.text: 00000000

; function prologue.

; save the RA and FP in the stack:

.text: 00000000 addiu $sp, -0x20

.text:00000004 sw $ra, 0x20+var 4($sp)

.text:00000008 sw $fp, 0x20+var 8($sp)

; set the FP (stack frame pointer):

.text:0000000C move $fp, $sp

; set the GP:

.text:00000010 la $gp, __gnu_local gp

.text:00000018 sw $gp, 0x20+var 10($sp)

; load the address of the text string:

.text:0000001C lui $v0, (aHelloWorld >> 16) # "Hello,
|

.teQ%QBOOOOOZO addiu  $a@, $v0, (aHelloWorld & OXFFFF) # |

"Hello, world!"
; load the address of puts() using the GP:

.text:00000024 lw $v0O, (puts & OXFFFF) ($gp)
.text:00000028 or $at, $zero ; NOP

; call puts():

.text:0000002C move $t9, $vO

.text:00000030 jalr $t9

.text:00000034 or $at, $zero ; NOP

; restore the GP from local stack:

.text:00000038 lw $gp, 0x20+var 10($fp)

; set register $2 ($V0) to zero:

.text:0000003C move $v0, $zero

; function epilogue.
; restore the SP:

.text: 00000040 move $sp, $fp

; restore the RA:

.text:00000044 lw $ra, 0x20+var 4($sp)
; restore the FP:

.text:00000048 lw $fp, O0x20+var 8($sp)
.text:0000004C addiu $sp, 0x20

; jump to the RA:

.text:00000050 jr $ra

.text:00000054 or $at, $zero ; NOP

Interestingly, IDA recognized the LUI/ADDIU instructions pair and coalesced them

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!


https://yurichev.com/contact.html
https://yurichev.com/contact.html

38
into one LA (“Load Address”) pseudo instruction at line 15. We may also see that
this pseudo instruction has a size of 8 bytes! This is a pseudo instruction (or macro)
because it’s not a real MIPS instruction, but rather a handy name for an instruction
pair.

Another thing is that IDA doesn’t recognize NOP instructions, so here they are at
lines 22, 26 and 41. Itis OR $AT, $ZERO. Essentially, this instruction applies the OR
operation to the contents of the $AT register with zero, which is, of course, an idle
instruction. MIPS, like many other ISAs, doesn’t have a separate NOP instruction.

Role of the stack frame in this example

The address of the text string is passed in the register. Why setup a local stack
anyway? The reason for this lies in the fact that the values of registers RA and GP
have to be saved somewhere (because printf() is called), and the local stack is
used for this purpose. If this was a leaf function, it would have been possible to get
rid of the function prologue and epilogue, for example: 1.4.3 on page 11.

Optimizing GCC: load it into GDB

Listing 1.36: sample GDB session

root@debian-mips:~# gcc hw.c -03 -0 hw

root@debian-mips:~# gdb hw
GNU gdb (GDB) 7.0.1-debian

Reading symbols from /root/hw...(no debugging symbols found)...done.
(gdb) b main

Breakpoint 1 at 0x400654

(gdb) run

Starting program: /root/hw

Breakpoint 1, 0x00400654 in main ()

(gdb) set step-mode on

(gdb) disas

Dump of assembler code for function main:

0x00400640 <main+0>: lui gp,0x42
Ox00400644 <main+4>: addiu sp,sp,-32
0x00400648 <main+8>: addiu gp,gp,-30624
0x0040064c <main+12>: sw ra,28(sp)
Ox00400650 <main+16>: sw gp,16(sp)
0x00400654 <main+20>: lw t9,-32716(gp)
0x00400658 <main+24>: lui a0,0x40

0x0040065c <main+28>: jalr t9
0x00400660 <main+32>: addiu a0,a0,2080

0x00400664 <main+36>: lw ra,28(sp)
0x00400668 <main+40>: move vO,zero
0x0040066Cc <main+44>: jr ra

0x00400670 <main+48>: addiu sp,sp,32
End of assembler dump.
(gdb) s
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0x00400658 in main ()

(gdb) s

0x0040065c in main ()

(gdb) s

0x2ab2de60 in printf () from /lib/libc.so0.6
(gdb) x/s $a0

0x400820: "hello, world"

(gdb)

1.5.5 Conclusion

The main difference between x86/ARM and x64/ARM64 code is that the pointer to
the string is now 64-bits in length. Indeed, modern CPUs are now 64-bit due to both
the reduced cost of memory and the greater demand for it by modern applications.
We can add much more memory to our computers than 32-bit pointers are able to
address. As such, all pointers are now 64-bit.

1.5.6 Exercises

* http://challenges.re/48
* http://challenges.re/49

1.6 Function prologue and epilogue

A function prologue is a sequence of instructions at the start of a function. It often
looks something like the following code fragment:

push ebp
mov ebp, esp
sub esp, X

What these instruction do: save the value of the EBP register on the stack, set the
value of the EBP register to the value of the ESP and then allocate space on the stack
for local variables.

The value in the EBP stays the same over the period of the function execution and is
to be used for local variables and arguments access. For the same purpose one can
use ESP, but since it changes over time this approach is not too convenient.

The function epilogue frees the allocated space in the stack, returns the value in the
EBP register back to its initial state and returns the control flow to the caller:

mov esp, ebp
pop ebp
ret 0

Function prologues and epilogues are usually detected in disassemblers for function
delimitation.
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1.6.1 Recursion

Epilogues and prologues can negatively affect the recursion performance.

More about recursion in this book: 3.7.3 on page 600.

1.7 An Empty Function: redux

Let’s back to the empty function example 1.3 on page 7. Now that we know about
function prologue and epilogue, this is an empty function 1.1 on page 7 compiled by
non-optimizing GCC:

Listing 1.37: Non-optimizing GCC 8.2 x64 (assembly output)

f:
push rbp
mov rop, rsp
nop
pop rop
ret

It’s RET, but function prologue and epilogue, probably, wasn’t optimized and left as
is. NOP it seems is another compiler artifact. Anyway, the only effective instruction
here is RET. All other instructions can be removed (or optimized).

1.8 Returning Values: redux

Again, when we know about function prologue and epilogue, let's recompile an ex-
ample returning a value (1.4 on page 10, 1.8 on page 10) using non-optimizing GCC:

Listing 1.38: Non-optimizing GCC 8.2 x64 (assembly output)

f:
push rbp
mov rbp, rsp
mov eax, 123
pop rop
ret

Effective instructions here are MOV and RET, others are - prologue and epilogue.

1.9 Stack

The stack is one of the most fundamental data structures in computer science 46,
AKA*7 LIFO%8,
46ikipedia.org/wiki/Call_stack

47 Also Known As
48| ast In First Out
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Technically, it is just a block of memory in process memory along with the ESP or RSP
register in x86 or x64, or the SP register in ARM, as a pointer within that block.

The most frequently used stack access instructions are PUSH and POP (in both x86
and ARM Thumb-mode). PUSH subtracts from ESP/RSP/SP 4 in 32-bit mode (or 8 in
64-bit mode) and then writes the contents of its sole operand to the memory address
pointed by ESP/RSP/SP.

POP is the reverse operation: retrieve the data from the memory location that SP
points to, load it into the instruction operand (often a register) and then add 4 (or 8)
to the stack pointer.

After stack allocation, the stack pointer points at the bottom of the stack. PUSH
decreases the stack pointer and POP increases it. The bottom of the stack is actually
at the beginning of the memory allocated for the stack block. It seems strange, but
that’s the way it is.

ARM supports both descending and ascending stacks.

For example the STMFD/LDMFD, STMED*?/LDMED?? instructions are intended to deal
with a descending stack (grows downwards, starting with a high address and pro-
gressing to a lower one). The STMFA>'/LDMFA>2, STMEA>3/LDMEA>* instructions are
intended to deal with an ascending stack (grows upwards, starting from a low ad-
dress and progressing to a higher one).

1.9.1 Why does the stack grow backwards?

Intuitively, we might think that the stack grows upwards, i.e. towards higher ad-
dresses, like any other data structure.

The reason that the stack grows backward is probably historical. When the comput-
ers were big and occupied a whole room, and memory limited to only a few thousand
bytes, it was easy to divide memory into two parts, one for the heap and one for the
stack. Of course, it was unknown how big the heap and the stack would be during
program execution, so this solution was the simplest possible.

Start of heap Start of stack

Heap — «— Stack

In [D. M. Ritchie and K. Thompson, The UNIX Time Sharing System, (1974)]>>we can
read:

49Store Multiple Empty Descending (ARM instruction)
50Load Multiple Empty Descending (ARM instruction)
51store Multiple Full Ascending (ARM instruction)

52| oad Multiple Full Ascending (ARM instruction)
53Store Multiple Empty Ascending (ARM instruction)
54Load Multiple Empty Ascending (ARM instruction)
55Also available as URL
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The user-core part of an image is divided into three logical seg-
ments. The program text segment begins at location 0 in the virtual
address space. During execution, this segment is write-protected and
a single copy of it is shared among all processes executing the same
program. At the first 8K byte boundary above the program text seg-
ment in the virtual address space begins a nonshared, writable data
segment, the size of which may be extended by a system call. Starting
at the highest address in the virtual address space is a stack segment,
which automatically grows downward as the hardware’s stack pointer
fluctuates.

This reminds us how some students write two lecture notes using only one notebook:
notes for the first lecture are written as usual, and notes for the second one are writ-
ten from the end of notebook, by flipping it. Notes may meet each other somewhere
in between, in case of lack of free space.

1.9.2 What is the stack used for?

Save the function’s return address

x86

When calling another function with a CALL instruction, the address of the point ex-
actly after the CALL instruction is saved to the stack and then an unconditional jump
to the address in the CALL operand is executed.

The CALL instruction is equivalent to a
PUSH address after call / JMP operand instruction pair.

RET fetches a value from the stack and jumps to it —that is equivalent to a POP tmp
/ JMP tmp instruction pair.

Overflowing the stack is straightforward. Just run eternal recursion:

void f()
{

};

()

MSVC 2008 reports the problem:

c:\tmp6>cl ss.cpp /Fass.asm

Microsoft (R) 32-bit C/C++ Optimizing Compiler Version 15.00.21022.08 for v
, 80x86

Copyright (C) Microsoft Corporation. All rights reserved.

Ss.cpp
c:\tmp6\ss.cpp(4) : warning C4717: 'f' : recursive on all control paths, v
& function will cause runtime stack overflow
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...but generates the right code anyway:

?f@@YAXXZ PROC ;o T
; Line 2

push ebp

mov ebp, esp
; Line 3

call ?f@QYAXXZ ;o f
; Line 4

pop ebp

ret 0
?T@QYAXXZ ENDP ;o T

...Also if we turn on the compiler optimization (/0x option) the optimized code will
not overflow the stack and will work correctly®® instead:

?f@AYAXXZ PROC ;o f
; Line 2
$LL3@f:
; Line 3

jmp SHORT $LL3@f
?fE@Q@YAXXZ ENDP ; f

GCC 4.4.1 generates similar code in both cases without, however, issuing any warn-
ing about the problem.

ARM

ARM programs also use the stack for saving return addresses, but differently. As
mentioned in “Hello, world!” (1.5.3 on page 24), the RA is saved to the LR (link
register). If one needs, however, to call another function and use the LR register one
more time, its value has to be saved. Usually it is saved in the function prologue.

Often, we see instructions like PUSH R4-R7, LR along with this instruction in epilogue
POP R4-R7,PC—thus register values to be used in the function are saved in the stack,
including LR.

Nevertheless, if a function never calls any other function, in RISC terminology it is
called a leaf function®’. As a consequence, leaf functions do not save the LR register
(because they don’t modify it). If such function is small and uses a small number of
registers, it may not use the stack at all. Thus, it is possible to call leaf functions
without using the stack, which can be faster than on older x86 machines because
external RAM is not used for the stack >8. This can be also useful for situations when
memory for the stack is not yet allocated or not available.

56irony here

57infocenter.arm.com/help/index.jsp?topic=/com.arm.doc.faqs/kal13785.html

585ome time ago, on PDP-11 and VAX, the CALL instruction (calling other functions) was expensive; up
to 50% of execution time might be spent on it, so it was considered that having a big number of small
functions is an anti-pattern [Eric S. Raymond, The Art of UNIX Programming, (2003)Chapter 4, Part Il].
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Some examples of leaf functions: 1.14.3 on page 133, 1.14.3 on page 133, 1.282
on page 395, 1.298 on page 417, 1.28.5 on page 417, 1.192 on page 264, 1.190 on
page 261, 1.209 on page 285.

Passing function arguments

The most popular way to pass parameters in x86 is called “cdecl”:

push arg3

push arg2

push argl

call f

add esp, 12 ; 4*3=12

Callee functions get their arguments via the stack pointer.

Therefore, this is how the argument values are located in the stack before the exe-
cution of the f() function’s very first instruction:

ESP return address

ESP+4 argument#1, marked in IDA as arg 0
ESP+8 argument#2, marked in IDA as arg 4
ESP+0xC | argument#3, marked in IDA as arg 8

For more information on other calling conventions see also section (6.1 on page 932).

By the way, the callee function does not have any information about how many
arguments were passed. C functions with a variable number of arguments (like
printf()) can determine their number using format string specifiers (which begin
with the % symbol).

If we write something like:

printf("sd %d %d", 1234);

printf() will print 1234, and then two random numbers>?, which were lying next to
it in the stack.

That's why it is not very important how we declare the main() function: as main(),
main(int argc, char *argv[]) ormain(int argc, char *argv[], char *envp[]).

In fact, the CRT-code is calling main() roughly as:

push envp
push argv
push argc
call main

If you declare main() as main() without arguments, they are, nevertheless, still
present in the stack, but are not used. If you declare main() as main(int argc,

59Not random in strict sense, but rather unpredictable: 1.9.4 on page 50
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char *argv[]), you will be able to use first two arguments, and the third will remain
“invisible” for your function. Even more, it is possible to declare main(int argc),
and it will work.

Another related example: 6.1.10.
Alternative ways of passing arguments

It is worth noting that nothing obliges programmers to pass arguments through the
stack. It is not a requirement. One could implement any other method without using
the stack at all.

A somewhat popular way among assembly language newbies is to pass arguments
via global variables, like:

Listing 1.39: Assembly code

mov X, 123

mov Y, 456

call do something
X dd ?
Y dd ?
do_something proc near

; take X

; take Y

; do something

retn

do something endp

But this method has obvious drawback: do _something() function cannot call itself
recursively (or via another function), because it has to zap its own arguments. The
same story with local variables: if you hold them in global variables, the function
couldn’t call itself. And this is also not thread-safe ¢°. A method to store such infor-
mation in stack makes this easier—it can hold as many function arguments and/or
values, as stack space it has.

[Donald E. Knuth, The Art of Computer Programming, Volume 1, 3rd ed., (1997), 189]
mentions even weirder schemes particularly convenient on IBM System/360.

MS-DOS had a way of passing all function arguments via registers, for example, this
is piece of code for ancient 16-bit MS-DOS prints “Hello, world!":

mov dx, msg ; address of message
mov ah, 9 ; 9 means "print string" function
int 21h ; DOS "syscall"

60Correctly implemented, each thread would have its own stack with its own arguments/variables.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!



https://yurichev.com/contact.html
https://yurichev.com/contact.html

46

mov ah, 4ch ; "terminate program" function
int 21h ; DOS "syscall"

msg db 'Hello, World!\$'

This is quite similar to 6.1.3 on page 934 method. And also it’s very similar to calling
syscalls in Linux (6.3.1 on page 951) and Windows.

If an MS-DOS function is going to return a boolean value (i.e., single bit, usually
indicating error state), the CF flag was often used.

For example:

mov ah, 3ch ; create file
lea dx, filename

mov cl, 1

int 21h

jc error

mov file handle, ax

error:

In case of an error, the CF flag is set. Otherwise, the handle of the newly created file
is returned via AX.

This method is still used by assembly language programmers. In Windows Research
Kernel source code (which is quite similar to Windows 2003) we can find something
like this (file base/ntos/ke/i386/cpu.asm):

public Get386Stepping
Get386Stepping proc

call MultiplyTest ; Perform multiplication test
jnc short G3s00 ; 1f nc, muttest is ok
mov ax, 0
ret
G3s00:
call Check386B0 ; Check for BO stepping
jnc short G3s05 ; if nc, it's Bl/later
mov ax, 100h ; It is BO/earlier stepping
ret
G3s05:
call Check386D1 ; Check for D1 stepping
jc short G3s10 ; if ¢, it is NOT D1
mov ax, 301h ; It is D1/later stepping
ret
G3s10:
mov ax, 101h ; assume it is Bl stepping
ret
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MultiplyTest proc

Xxor CX, CX ; 64K times is a nice round number
mlt00: push cX
call Multiply ; does this chip's multiply work?
pop CX
jc short mltx ; if ¢, No, exit
loop mlt00 ; 1f nc, YEs, loop to try again
clc
mltx:
ret

MultiplyTest endp

Local variable storage

A function could allocate space in the stack for its local variables just by decreasing
the stack pointer towards the stack bottom.

Hence, it's very fast, no matter how many local variables are defined. It is also not
a requirement to store local variables in the stack. You could store local variables
wherever you like, but traditionally this is how it's done.

x86: alloca() function

It is worth noting the alloca() function . This function works like malloc(), but
allocates memory directly on the stack. The allocated memory chunk does not have
to be freed via a free() function call,

since the function epilogue (1.6 on page 39) returns ESP back to its initial state and
the allocated memory is just dropped. It is worth noting how alloca() is imple-
mented. In simple terms, this function just shifts ESP downwards toward the stack
bottom by the number of bytes you need, making ESP pointing to the allocated block.

Let's try:

#ifdef _ GNUC

#include <alloca.h> // GCC
#else

#include <malloc.h> // MSVC
#endif

#include <stdio.h>

void f()
{
char *buf=(char*)alloca (600);

#ifdef  GNUC
snprintf (buf, 600, "hi! %d, %d, %d\n", 1, 2, 3); // GCC

61ln MSVC, the function implementation can be found in allocal6.asm and chkstk.asmin
C:\Program Files (x86)\Microsoft Visual Studio 10.0\VC\crt\src\intel
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#else
_snprintf (buf, 600, "hi! %d, %d, %d\n", 1, 2, 3); // MSVC
#endif

puts (buf);
}

_snprintf() function works just like printf(), but instead of dumping the result
into stdout (e.qg., to terminal or console), it writes it to the buf buffer. Function puts ()
copies the contents of buf to stdout. Of course, these two function calls might be
replaced by one printf() call, but we have to illustrate small buffer usage.

MSVC

Let’s compile (MSVC 2010):
Listing 1.40: MSVC 2010

mov eax, 600 ; 00000258H

call _ alloca probe 16
mov esi, esp

push 3

push 2

push 1

push  OFFSET $5G2672
push 600 ; 00000258H
push esi

call _ snprintf

push esi

call puts

add esp, 28

The sole alloca() argument is passed via EAX (instead of pushing it into the stack)
62

GCC + Intel syntax

GCC 4.4.1 does the same without calling external functions:

62t is because alloca() is rather a compiler intrinsic (11.4 on page 1258) than a normal function. One of
the reasons we need a separate function instead of just a couple of instructions in the code, is because
the MSVC®3 alloca() implementation also has code which reads from the memory just allocated, in order
to let the OS map physical memory to this VM®* region. After the alloca() call, ESP points to the block
of 600 bytes and we can use it as memory for the buf array.
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Listing 1.41: GCC 4.7.3

.LCO:
.string "hi! %d, %d, %d\n"
f:
push ebp
mov ebp, esp
push ebx
sub esp, 660
lea ebx, [esp+39]
and ebx, -16 ; align pointer by 16-byte border
mov DWORD PTR [esp], ebx ;S
mov DWORD PTR [esp+20], 3
mov DWORD PTR [esp+16], 2
mov DWORD PTR [esp+12], 1
mov DWORD PTR [esp+8], OFFSET FLAT:.LCO ; "hi! %d, %d, %d\n"
mov DWORD PTR [esp+4], 600 ; maxlen
call _snprintf
mov DWORD PTR [esp], ebx ;S
call puts
mov ebx, DWORD PTR [ebp-4]
leave
ret

GCC + AT&T syntax

Let’s see the same code, but in AT&T syntax:

Listing 1.42: GCC 4.7.3

.LCO:
.string "hi! %d, %d, %d\n"

pushl  %ebp

movl %esp, %ebp
pushl  %ebx

subl $660, %esp
leal 39(%esp), %ebx

andl $-16, %ebx
movl %sebx, (%esp)
movl $3, 20(%esp)
mov 1 $2, 16(%esp)
movl $1, 12(%esp)
movl $.LCO, 8(%esp)
movl $600, 4(%esp)
call _snprintf

movl %ebx, (%esp)
call puts

movl -4(%ebp), %ebx
leave

ret
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The code is the same as in the previous listing.

By the way, movl $3, 20(%esp) corresponds to mov DWORD PTR [esp+20], 3 in
Intel-syntax. In the AT&T syntax, the register+offset format of addressing memory
looks like offset(%register).

(Windows) SEH

SEH®> records are also stored on the stack (if they are present). Read more about it:
(6.5.3 on page 973).

Buffer overflow protection

More about it here (1.26.2 on page 340).

Automatic deallocation of data in stack

Perhaps the reason for storing local variables and SEH records in the stack is that
they are freed automatically upon function exit, using just one instruction to correct
the stack pointer (it is often ADD). Function arguments, as we could say, are also
deallocated automatically at the end of function. In contrast, everything stored in
the heap must be deallocated explicitly.

1.9.3 A typical stack layout

A typical stack layout in a 32-bit environment at the start of a function, before the
first instruction execution looks like this:

ESP-OxC | local variable#2, marked in IDA as var 8

ESP-8 local variable#1, marked in IDA as var_4
ESP-4 saved value ofEBP
ESP Return Address

ESP+4 argument#1, marked in IDAas arg 0
ESP+8 argument#2, marked in IDA as arg 4
ESP+0xC | argument#3, marked in IDA as arg 8

1.9.4 Noise in stack

When one says that something seems
random, what one usually means in practice
is that one cannot see any regularities in it.

Stephen Wolfram, A New Kind of Science.

Often in this book “noise” or “garbage” values in the stack or memory are mentioned.
Where do they come from? These are what has been left there after other functions’

65Structured Exception Handling
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executions. Short example:

#include <stdio.h>

void f1()
{
int a=1, b=2, c=3;
}s
void f2()
{
int a, b, c;
printf ("%d, %d, %d\n", a, b, c);
}s
int main()
{
f1();
f2();
}s
Compiling ...

Listing 1.43: Non-optimizing MSVC 2010
$5G2752 DB '%d, %d, %d', 0aH, OOH
c$ = -12 ; size = 4
_b$ = -8 ; Size = 4
_a$ = -4 ; size = 4
_f1 PROC

push ebp
mov ebp, esp
sub esp, 12
mov DWORD PTR _a$[ebp], 1
mov DWORD PTR b$[ebp]l, 2
mov DWORD PTR c$[ebp]l, 3
mov esp, ebp
pop ebp
ret 0
_f1 ENDP
c$ = -12 ; size = 4
_b$ = -8 ; size = 4
~a$ = -4 ; size = 4
_f2 PROC
push ebp
mov ebp, esp
sub esp, 12
mov eax, DWORD PTR c$[ebpl
push eax
mov ecx, DWORD PTR b$[ebp]
push ecx
mov edx, DWORD PTR a$[ebpl]
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push edx
push OFFSET $SG2752 ; '%d, %d, %d'
call DWORD PTR  imp printf
add esp, 16
mov esp, ebp
pop ebp
ret 0
_f2 ENDP
~main PROC
push ebp
mov ebp, esp
call _fl
call _f2
xor eax, eax
pop ebp
ret 0
_main  ENDP

The compiler will grumble a little bit...

c:\Polygon\c>cl st.c /Fast.asm /MD

Microsoft (R) 32-bit C/C++ Optimizing Compiler Version 16.00.40219.01 for v
. 80x86

Copyright (C) Microsoft Corporation. All rights reserved.

st.c

c:\polygon\c\st.c(11l) : warning C4700: uninitialized local variable 'c' v
 used

c:\polygon\c\st.c(11l) : warning C4700: uninitialized local variable 'b' v
\ used

c:\polygon\c\st.c(11l) : warning C4700: uninitialized local variable 'a' »
\ used

Microsoft (R) Incremental Linker Version 10.00.40219.01
Copyright (C) Microsoft Corporation. All rights reserved.

/out:st.exe
st.obj

But when we run the compiled program ...

c:\Polygon\c>st
1, 2, 3

Oh, what a weird thing! We did not set any variables in f2(). These are “ghosts”
values, which are still in the stack.
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Let’s load the example into OllyDbag:

File View Debug Trace Flugins

Options  Windows Help

Bl x| »| 0] w28 U] L] E|M]w|T|c|R|.|K| B|M|H]|

E CPU - main thread, module st - IEllil
E R S FUSH_EBF EEETE [FPLD
ESE Mol EBF, ESP e =
e ar SUB ESF, a0 ECY mmmnnaa
8120 1 A6 FC @ian OWORO PTR $5:CLOCAL. 11,1 — L e
8120 1AE0 F& G2an OWORD PTR %3:CLOCAL. 21,2 Eov erDEann
ETE F4 @3 DWORD PTR 53:CLOCAL.21,3 Eor hoippoos
ESF, EEF
ESE. EBF BOIFFEE4
ES] QGGAGEGM
E0] AGRaGEEH
EIF @iZC181E =t.G1ZC1681E fr
o 9 £ e o e
' . it
- B T o L
. - L
EégEéSfEFBQ Fa MOY_ECH, DWORD PTR 552 [LOCAL. 23 S0 FS U3 3.t CLRODBOOIFFF)
= e Lt
ESP=BR1FFS5s =
08 LastErr BOGEAERE ERROR_SUCCESS
« || EFL @@mesz1z (MO,HE, HE, A, HS,.PO,GE, G v
Address |Hexw dump ASC]jw || P21FF256| FFFFFFFE| m -
B1ZCEODO| 28 64 ZC o8 25 &4 20 28] 25 64 BN 00| 01 60 09 06| fRd, B
B1ZCER 1R B B9 A6 B0 0A CE OC BllAl Bl 00 66| ar,c JAdjAss|ERRReEEnsyy
B1ZCERZ0| HE DE B0 DH 0F BB B0 DO 00 10 0F 09|00 9O 08 OO peIrEEEE | ooaani I
A15CEodb| 0 b5 69 oo| 09 oo Up oo 99 0 bb oo bg oo bo ca|p  [TOTTTTETEEERREES oy
BIZCERCE|BE 0B BB OB DO BB 00 BB| 0D DO OF 0O B2 00 BB OR e Lgéfgéggg B, 0| RETURH from st.B12C, 4
B1ZCERCH| A2 PO 0O 0P| OO AD A0 0O 00 OO 00 0G| 03 0O 60 GO|8 e [ e T o reTURN + . @120
A12CEATE| BB BA BB DA @G PO AG B0 06 66 BA @G BO BA B0 OQ AB1FFaTa| roseEoaaT| 6 " ror =T
BlZCEAS0| AR A6 AG 66 6R BB A0 A6 B6 GA OR A9| A6 A6 GG GA =) G21FFE7d | raaoaeasl| 8 <

Figure 1.6: OllyDbg: f1()

When f1() assigns the variables a, b and ¢, their values are stored at the address
0x1FF860 and so on.
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And when f2() executes:

OllyDhg - st.exe

File View Debug Trace Flugine Options Windows Help
Sl x| »+| 0] b330 WU] L] E|M|W|T|c|R|.[K|] B|M|H]
_ioix

-~ DIEC 6L SUE ESP, BC Regist LFFUY
. 9B45 F4 MOU EK, OWORD PTR S5:[LOCAL. 3] e 1=
=a FLSH_ERX ECK BBBEHEE1
3E4D0 Fa MO ECH, DWORD PTR 55:[LOCAL. 21 o e
&l PUSH_EC EEX rEFDEGEE
BESS FC MOU EDH, DWORD PTR 553 [LOCAL. 11 Eir 5iFEas
&2 — FUSH ED: EEF BALFFS64
£o BEERaEas |FALL dibciver o oo® ESl poanaang
oiziieac|| - e%cd 1m AOD ESF, 1@ EDIL paaaaanm | |
mizCiesF || - MOU ESF, EEF EIF A12C1826 =t.G1201626
Bt | C B ES BBZE 32bit BFFFFFFEF)
glzioas F B C5 BB23 32bit BIFFFFFFEF)
glzciods A1 £5 BRZE 32bit BIFFFFFFFF)
pizcioad ~|z @ D05 0azE 32bit BiFFFFFFFE)
T S8 FS G853 32bit FEFOOBGALCFFF)
ac = <l T 8 B3 6E2E 3Lt AFFFFFFFF)
ERH=BREC2a56 =ra
08 LastErr DOEBAEEE ERROR_SUCCESS
« || EFL @@@@sziz (MO,HE, HE, A, HS,PO,GE,E1 =
Address |Hex dump ASC]jw || 921FFS5E| FFFFFFFE|m A
BlZCEODD| 25 64 20 o0 o5 &4 20 20| 25 54 Oh 60| 01 60 06 66| Rd, e
Gi2CRG16| G0 CB SC G |GG Ge @6 G5 A4 CE SC 61161 61 6o 06|, C s Radt] Faaaaaasle
B1ZCEAZR[ HE DO GO 0H 0F BE B0 PO 00 19 00 69|00 9O 08 G0 EEH A et o
B1ZCERZR| AR PR BE DR GR BB BO PO 9 0R 0B B9| B2 9O DR OR Toy
Q1ZCEA4E( A1 GO 00 08|08 G5 G0 50|08 B9 B9 95 05 B0 B0 00| 6 ggi;;sgg STEEEBEE b 8| RETURN ¢ L BLEC
A1ZCEESE( B G2 68 00|08 GE 68 G0| 08 B8 B9 65 B2 BB BE B0 BR1FFEer | rRBTFraEd|doT rar St —
B1ZCERCE| A2 PO B0 DR 0P BD BO DO 0D OB 0D B0 03 00 00 0O|@ B [ e e | ReTURN ¢ -
GlZCEA7E( A6 G0 G0 06|06 B8 63 60|98 096 PG G5 08 98 B8 B9 AB1FFara | roBEEaReT| 6 " rar =t
B1ZCEA00| A0 PO GG 0R 6R AB A0 OO OO 0R OO AO| A0 GG GO GA - || B91FFETd | FanaEaanl |8 h

Figure 1.7: OllyDbg: f2()

. a, band c of f2() are located at the same addresses! No one has overwritten the
values yet, so at that point they are still untouched. So, for this weird situation to
occur, several functions have to be called one after another and SP has to be the
same at each function entry (i.e., they have the same number of arguments). Then
the local variables will be located at the same positions in the stack. Summarizing,
all values in the stack (and memory cells in general) have values left there from
previous function executions. They are not random in the strict sense, but rather
have unpredictable values. Is there another option? It would probably be possible
to clear portions of the stack before each function execution, but that's too much
extra (and unnecessary) work.

MSVC 2013

The example was compiled by MSVC 2010. But the reader of this book made attempt
to compile this example in MSVC 2013, ran it, and got all 3 numbers reversed:

c:\Polygon\c>st
3, 2,1

Why? | also compiled this example in MSVC 2013 and saw this:
Listing 1.44: MSVC 2013

La$ = -12 ; size = 4
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_b$ = -8 ; size = 4
Cc$ = -4 ; Size = 4
_f2 PROC
2 ENDP
c$ = -12 ; size = 4
_b$ = -8 ; size = 4
_a$ = -4 ; size = 4
_f1 PROC
1 ENDP

Unlike MSVC 2010, MSVC 2013 allocated a/b/c variables in function f2() in reverse
order.And this is completely correct, because C/C++ standards has no rule, in which
order local variables must be allocated in the local stack, if at all. The reason of dif-
ference is because MSVC 2010 has one way to do it, and MSVC 2013 has supposedly
something changed inside of compiler guts, so it behaves slightly different.

1.9.5 Exercises

* http://challenges.re/51
* http://challenges.re/52

1.10 Almost empty function

This is a real piece of code | found in Boolector®®:

// forward declaration. the function is residing in some other module:
int boolector main (int argc, char **argv);

// executable
int main (int argc, char **argv)

{
}

return boolector main (argc, argv);

Why would anyone do so? It's unclear, but we can guess that boolector main()
may be compiled in some kind of DLL or dynamic library, and be called from a test
suite. Surely, a test suite can prepare argc/argv variables as CRT would do it.

Interestingly enough, this is how it compiles:

66https://boolector.github.io/
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Listing 1.45: Non-optimizing GCC 8.2 x64 (assembly output)

main:
push rbp
mov rbp, rsp
sub rsp, 16
mov DWORD PTR -4[rbp], edi
mov QWORD PTR -16[rbp], rsi
mov rdx, QWORD PTR -16[rbp]
mov eax, DWORD PTR -4[rbpl
mov rsi, rdx
mov edi, eax
call boolector main
leave
ret

We’ve got here: prologue, unnecessary (not optimized) shuffling of two arguments,
CALL, epilogue, RET. But let’'s see optimizing version:

Listing 1.46: Optimizing GCC 8.2 x64 (assembly output)

main:
jmp boolector _main

As simple as that: stack/registers are untouched and boolector main() has the
same arguments set. So all we need to do is pass execution to another address.

This is close to thunk function.
We will see something more advanced later: 1.11.2 on page 71, 1.21.1 on page 197.

1.11 printf() with several arguments

Now let’'s extend the Hello, world! (1.5 on page 11) example, replacing printf() in
the main () function body with this:

#include <stdio.h>

int main()

{
printf("a=%d; b=%d; c=%d", 1, 2, 3);
return 0;

+

1.11.1 x86
x86: 3 integer arguments

MSVC

When we compile it with MSVC 2010 Express we get:
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$5G3830 DB 'a=%d; b=%d; c=%d', OOH
push 3
push 2
push 1
push OFFSET $SG3830
call _printf
add esp, 16 ; 00000010H

Almost the same, but now we can see the printf() arguments are pushed onto the
stack in reverse order. The first argument is pushed last.

By the way, variables of int type in 32-bit environment have 32-bit width, that is 4
bytes.

So, we have 4 arguments here. 4x4 = 16 —they occupy exactly 16 bytes in the stack:
a 32-bit pointer to a string and 3 numbers of type int.

When the stack pointer (ESP register) has changed back by the
ADD ESP, Xinstruction after a function call, often, the number of function arguments
could be deduced by simply dividing X by 4.

Of course, this is specific to the cdec/ calling convention, and only for 32-bit environ-
ment.

See also the calling conventions section (6.1 on page 932).

In certain cases where several functions return right after one another, the compiler
could merge multiple “ADD ESP, X” instructions into one, after the last call:

push al
push a2
call ...
push al
call ...
push al
push a2
push a3

call ...
add esp, 24

Here is a real-world example:

Listing 1.47: x86

.text:100113E7 push 3

.text:100113E9 call sub 100018BO ; takes one argument (3)
.text:100113EE call sub 100019D0 ; takes no arguments at all
.text:100113F3 call sub 10006A90 ; takes no arguments at all
.text:100113F8 push 1

.text:100113FA call sub_100018B0 ; takes one argument (1)
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.text:100113FF add esp, 8 ; drops two arguments from stack at \

once )
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MSVC and OllyDbg

Now let’s try to load this example in OllyDbg. It is one of the most popular user-land
win32 debuggers. We can compile our example in MSVC 2012 with /MD option, which
means to link with MSVCR*.DLL, so we can see the imported functions clearly in the
debugger.

Then load the executable in OllyDbg. The very first breakpointis in ntdl1.d11, press
F9 (run). The second breakpoint is in CRT-code. Now we have to find the main()
function.

Find this code by scrolling the code to the very top (MSVC allocates the main() func-
tion at the very beginning of the code section):

[d cPU - main thread, module 1 =0l x|

r FUSH EEFP a |Registers (FPL) -
alzFieai]] - QBEHEEP-ESP = EASBE634 MSUCRL1E.  initeny —

BlaFiaas(y -
BACECELD
glzriacs)| - PLUSH 2 BEEEAEREE

a1zri|sy|| - FUSH 1 BEEEHEEE
A1ZF1AEE|) - 62 BA2A2FA] | PUSH OFFSET A12F2666 AEZEFIEC
alzFi@eE|] - CALL DOWORD FTR OS:[<&MSUCR11@.printf ] ARZZFI7E
sizriany|| - SR Eies R 29022001
alzriais|g - POP EEP BAGEBEAGE

eizFiaiA|b. C2 RETH Blz2F1aaa 1. 812F 1866

a1ZF1a1E|f - MO ERY, SA4D i
aizFioze|| - G6:3985 mmael CHP WORD PTR 0S:C<STRUCT IMAGE_DOS_HEAD E 9 Ef Boe ZEpit piEERRFERCY
BioFings|| 3 {OR ERm RN D R 6 5o BHSE Sonit AIFFFFFEFR)
picEiocs|) > 23ce OB R ER e ~lz 1 DS @82E =2hit BIFFFFFFFF)
SLoClone s BR2 %@ F5 @A53 5zbit TEFODBAGLFFF)
grack [HazzF Z|T 2 58 eezs Sabic BUFFFFFFFE)
Local call from 12F1217 06 LastErr PO@EEREEE ERROF_SUCCESS
« | EFL @esoez4c (MO,ME,E.EE,HS,FE,GE,LE) |
Address [Hex dump ASCIT (AMST & CAl2F121C| 8| RETURN from 1.810 o
GIZFFon0 Bl 30 5 6d) 36 28 G2 30| 2t &4 J6 28| 62 30 0 64| Bond; bend; f bocorodd) oopgonalin =
AIZF2016|00 Gn OO Q0|61 0O 0D GO 0O OO 0D 00|00 GG 0O GO & gaccratd| GoeEzEbe Al
a12F3a26|FE FF FF FF|FF FF FF FF| 22 SO 3C 48|00 AZ C3 BF|= m1cp | BRSEPAE| MESECELZ| ML
A1ZF3036| A0 0R GG AB|ER G 0P A 61 OB DO @6|BS SF G 0@ B BofERgac) Aalfmasnlca
A12F2E46| 12 CE SE B[ 0R 06 0P OO 0B 0F OO 66|08 0 B8 68| 15 BoZerash) bonooano
A1ZF3A56| @0 0F 06 AB|6R 0O 0P OO OB OF OO 06|08 OO B9 OF Bocorond) Doomosad)
B1ZFIECE| A6 GR GO AB|GA 0B 0P GG GG OR GG G6| 08 GO BB GO gocoross) Torocaon) =
B1353655| 05 00 o6 G| o5 65 bo 3|04 b ba 0| bs 6o ba oo BO2ZFOCH| GEZZFO4C| L.
Q17F2a90| 0F 0R GR ARG OR GR GO0 OF 0R GR B0 OF R 00 00 of hdl R M ] e . hd

Figure 1.8: OllyDbg: the very start of the main() function

Click on the PUSH EBP instruction, press F2 (set breakpoint) and press F9 (run). We
have to perform these actions in order to skip CRT-code, because we aren’t really
interested in it yet.
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Press F8 (step over) 6 times, i.e. skip 6 instructions:

[& crPU - main thread, module 1 =100 =
Bizriooo 3 G5 FUSH_EEF « |Regizters (FFL) .
. EEEC Hoy, FEF.ESP —J EAx EASESE54 MSUCRIIB. _inikenw —
ea o3 ElisH 2 _NEck eoercEls
£ 41 PUSH 1 EB ‘GopB0000
£% DEEEEE] | PUSH OFFSET @12F26em Ast o b
FF1E SAZAZFA| CALL DWORD PTR DS3: [<&MSUCRI1A. printf>] ECF pmeabfes PTR to RSLID Masndp beids =
gac4 18 AOD ESP, 1@ EED HocraEe
Era pOR: ER. EA ED] BOEEEEEEH
ally g3 RETH EIF B1ZFIGEE 1.012F 166E
. B 405A998@ | MOU EAX, 5040 .
- E6:5905 GoRE CHE WORD PTR DS:[<STRUCT IMAGE_DOS_HEAD E 9 ED poep Zepit piEERRFERRN
- 74 B4 JE SHORT E1ZF1G20 !
e e SHORT o1 A @ 53 @E2E 32hit G(FFFFFFFF)
v, 2ace, g . w0z 1 DS G638 32hit BOFFFFFFFF)
e r S @ FS BEC3 Sbit FEFOOBEEFFF)
1=AASEEDF4 [(MSUCR11B.printf) - E g 55 BEZE 22bit ©(FFFFFFFF1
0@ LastErr GOPEEOEE ERROR_SUCCESS
- || eFL eeo@pzas (MO.ME,E,BE, NS, FE,GE,LE) ¥
Addrezs [Hex dump ASCIT (ANST a gilzFzmed B-8 ASCID "a=id; b=k o
GIZF3eag |61 50 25 £4| 56 20 &2 30| 25 64 0D 2] 62 20 25 64| m=wd; boxd: o ogor 22Tl | BRenanal o =
B1ZF2610| 06 OF B9 06| Gl B0 OO 00 B0 OF 0D B6| 00 00 B9 OF B pacerase) | ponoanos @
B1ZF2628| FE FF FF FF|FF FF FF FF| 22 B0 3C 48|00 A2 C2 BF|= vy | BAsEEISd)| ponoanasi v
GlEFIESG| BE OO B G0 00 G0 0O G0 BL o 0D G6|ES SF GE DO & B | Ao are M IR from 181
B12F2@40| 13 CE G 00| G0 00 0P 0O 00 OF 00 00|08 69 G5 @3+ g e Tt rom 1.81;
B1ZF2E5A| B0 05 B0 00| G G0 0O G 00 OF 0D 06|00 69 G5 Ga Bocerode|roooonal B
D1ZF2060| 00 0F B0 00| 00 00 0O 0O 00 O 0D 00| GE 09 69 GE Bozarzid)| oestzEte| 1t —
Bi2rancn| b o BB BBl ob BB 0B bb| BB 9B o bB| 2B o BB 95 aazaFoaC | | 4p1EAIER Znae
BlzFaaoa| A6 GR GR GG GR BR A6 GR BA A6 GR GE| ARG GR GE AG x| BazzFosa)| eecaaacd hd

Figure 1.9: OllyDbg: before printf() execution

Now the PC points to the CALL printf instruction. OllyDbg, like other debuggers,
highlights the value of the registers which were changed. So each time you press
F8, EIP changes and its value is displayed in red. ESP changes as well, because the
arguments values are pushed into the stack.

Where are the values in the stack? Take a look at the right bottom debugger window:

GE22F528( SRZSEEST| Awe | RETURM from MSUCRL1G.SRZFFFAF) o
Gazoeozdl G el e il BETHEN oo MolCEd G Cooin st +
GEZ2F9251 @12F230E6| B8 ASCITD "a=dd: boHd; o=Hd™
BEZZFSZC| BEEDEDEL |G

GEZZF93E)  BDEDEEEZ
HEZZFS234 | ABEAEEREAS

FEEEaerT] [uu v -
B12F121C| L3-8 RETURH from 1.812F18EE to 1.8

& B

BHZZFP2C =
GEZZFS40| FaDanaaal | a

EEZZF944| | AESEIFES| AL

GEz2F945| | @BSBCELS) frL -

Figure 1.10: OllyDbg: stack after the argument values have been pushed (The red
rectangular border was added by the author in a graphics editor)

We can see 3 columns there: address in the stack, value in the stack and some
additional OllyDbg comments. OllyDbg can detect pointers to ASCII strings in stack,
so it reports the printf()-string here.

It is possible to right-click on the format string, click on “Follow in dump”, and the
format string will appear in the debugger left-bottom window, which always displays
some part of the memory. These memory values can be edited. It is possible to
change the format string, in which case the result of our example would be different.
It is not very useful in this particular case, but it could be good as an exercise so you
start building a feel of how everything works here.
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Press F8 (step over).

We see the following output in the console:

a=1l; b=2; c=3

Let’s see how the registers and stack state have changed:

[d cPU - main thread, module 1 =10l x|

Bl2FiaaE| s EE FLUSH EBFP a |Registers (FFL

rFY
aizFizal|| - SEEC MU EEF,ESP = "
. R+ BBBEBAEE0
glZFi@as|) - &R 83 PUSH 3 ECH GA3BEESY MSUCRL1@. SASEEESD
oizFioes|| - EA B2 PUSH 2 b
sizFicEs|| - &R 61 PUSH 1 EEv Hoooonng
a1zFieEz|| - &5 BASAZFAL |PUSH OFFSET @12F3660 ASC | ESE DREOPEE BTR o ASCIT Mashd: bevds o
aioFiaEE) | - FF1E S82E2E@| CALL DWORD PTR 0S:[<&MSUCR118.printf>] Ebr anoorass =i besds
A12F 1614 BN I ADC ESF, 16 Eol Annoaan
BizFiei7|| - 32C8 ¥OR ERX,ERR ENT amooanns
aizFiais|| . Eo FOF EEF -
eiz2Fiaip|b. C2 RETH EIF B1ZFi@14 1.612F1E14
G1ZF1G1E|r. ES 405AC00E |HMOU EAX, SA4D ;
1zF1ez6|| + 6513985 MBEG| CHP WORD PTR DS:[<STRUCT IMAGE_DOS_HEAD B9 EZ BRcE ZEbit BIFFRPERRE
a12F16E7 || o 74 B4 JE_SHORT B12F 1620 A& St oosh Sobit GIFFFFFEFE)
S{EESEE ? 23094 ﬁﬂg Eﬁﬁﬁ?qél 1061 =~z 1 DS @a8zE 3Zbit BIFFFFFFFF)
dsblocl Lo KR 24 5@ FS @853 3¥bit rEFODBEBIFFF)
ESP=BBZZF928, PTR to ASCIL "a=id; b=id; o=d" =} 3 68 AeEEE E=biv BIFFFFFFFF)
0@ LastErr GEBAEE00 ERROR_SUCCESS
BABEGE4E (MO, ME,E,BE, NS, PE,GE,LE] |

Address |Hex dump ASCII (ANST a
alzFsasafel] 30 25 64| 2B 28 62 30|25 &4 3B 28|63 30 25 &d|BE=iHd; b=id:
BlZF2a10| a8 B0 08 0|0l 0B B0 DG G0 GO 08 @0 DA 80 B0 o8 5]
B12F28:28|FE FF FF FF|FF FF FF FF|22 S0 2C 48 00 AZ C2 BF(w= "1l L
B1ZF0E20| B8 B8 08 0|09 0B B0 DB @1 B0 B8 B0 B2 9F CB Be 3] Ht/B RETURM § 1.61:
B12FSA48| 15 CE 5B A0| 0@ G8 60 06 60 B0 B8 B0 08 60 B8 @) 1470 E ran 1.
B1ZFSECE| @E HE BE G0 0@ G8 60 BE) A0 B0 BE B0 08 B0 B @&

B1ZFSACH| BE HE BE A0| @8 G8 60 BE) A0 B0 OE B0 08 B0 BE @&
B12F3a7a| a8
a1zFsasa

Figure 1.11: OllyDbg after printf() execution

Register EAX now contains 0xD (13). That is correct, since printf() returns the
number of characters printed. The value of EIP has changed: indeed, now it contains
the address of the instruction coming after CALL printf. ECX and EDX values have
changed as well. Apparently, the printf() function’s hidden machinery used them
for its own needs.

A very important fact is that neither the ESP value, nor the stack state have been
changed! We clearly see that the format string and corresponding 3 values are still
there. This is indeed the cdecl calling convention behavior: callee does not return
ESP back to its previous value. The caller is responsible to do so.
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Press F8 again to execute ADD ESP, 10 instruction:

[d cru - main thread, module 1 =10lx|

E S = PUZH_EEF i
aizFieat|| - BEEC MU EEP,ESP 1= Egglgggggaégp"” =
: Ehst 2 _MEc: eAzeFES? MSUCR11m.6AZSEESS

Ehen Z EC) IBGEESFFD

EEX BOBEOED
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Figure 1.12: OllyDbg: after ADD ESP, 10 instruction execution

ESP has changed, but the values are still in the stack! Yes, of course; no one needs to
set these values to zeros or something like that. Everything above the stack pointer
(SP) is noise or garbage and has no meaning at all. It would be time consuming to
clear the unused stack entries anyway, and no one really needs to.

GCC

Now let’'s compile the same program in Linux using GCC 4.4.1 and take a look at
what we have got in IDA:

main proc near

var_ 10 = dword ptr -10h

var _C = dword ptr -0Ch

var 8 = dword ptr -8

var_4 = dword ptr -4
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 10h
mov eax, offset aADBDCD ; "a=%d; b=%d; c=%d"
mov [esp+10h+var 41, 3
mov [esp+10h+var 8], 2
mov [esp+10h+var C], 1
mov [esp+10h+var 10], eax
call _printf
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mov eax, 0
leave
retn

main endp

Its noticeable that the difference between the MSVC code and the GCC code is only
in the way the arguments are stored on the stack. Here GCC is working directly with
the stack without the use of PUSH/POP.

GCC and GDB

Let’s try this example also in GDB®’ in Linux.

-g option instructs the compiler to include debug information in the executable file.

$ gcc 1.c -g -0 1

$ gdb 1
GNU gdb (GDB) 7.6.1-ubuntu

Reading symbols from /home/dennis/polygon/1...done.

Listing 1.48: let’s set breakpoint on printf()

(gdb) b printf
Breakpoint 1 at 0x80482f0

Run. We don't have the printf () function source code here, so GDB can’t show it,
but may do so.

(gdb) run
Starting program: /home/dennis/polygon/1

Breakpoint 1, printf (format=0x80484f0 "a=%d; b=%d; c=%d") at printf.c:29
29 printf.c: No such file or directory.

Print 10 stack elements. The most left column contains addresses on the stack.

(gdb) x/10w $esp

Oxbffffllc: 0x0804844a 0x080484f0 0x00000001 0x00000002
Oxbffffl2c: 0x00000003 0x08048460 0x00000000 0x00000000
Oxbffffl3c: 0xb7e29905 0x00000001

The very first element is the RA (0x0804844a). We can verify this by disassembling
the memory at this address:

(gdb) x/5i 0x0804844a
0x804844a <main+45>: mov $0x0, %eax
0x804844f <main+50>: leave
0x8048450 <main+51>: ret

67GNU Debugger
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0x8048451: xchg  %ax,%
0x8048453: xchg  %ax,%ax

The two XCHG instructions are idle instructions, analogous to NOPs.

The second element (0x080484f0) is the format string address:

(gdb) x/s 0x080484f0
0x80484f0: "a=%d; b=%d; c=%d"

Next 3 elements (1, 2, 3) are the printf() arguments. The rest of the elements
could be just “garbage” on the stack, but could also be values from other functions,
their local variables, etc. We can ignore them for now.

Run “finish”. The command instructs GDB to “execute all instructions until the end
of the function”. In this case: execute till the end of printf().

(gdb) finish

Run till exit from #0 _ printf (format=0x80484f0 "a=%d; b=%d; c=%d") at »
& printf.c:29

main () at 1.c:6

6 return 0;

Value returned is $2 = 13

GDB shows what printf() returned in EAX (13). This is the number of characters
printed out, just like in the OllyDbg example.

We also see “return 0;” and the information that this expression is in the 1.c file at
the line 6. Indeed, the 1. c file is located in the current directory, and GDB finds the
string there. How does GDB know which C-code line is being currently executed?
This is due to the fact that the compiler, while generating debugging information,
also saves a table of relations between source code line numbers and instruction
addresses. GDB is a source-level debugger, after all.

Let’'s examine the registers. 13 in EAX:

(gdb) info registers

eax Oxd 13

ecx 0x0 0

edx 0x0 0

ebx Oxb7fc0000 -1208221696
esp Oxbffffl20 Oxbffff120
ebp Oxbffff138 Oxbffff138
esi 0x0 0

edi 0x0 0

eip 0x804844a 0x804844a <main+45>

Let’s disassemble the current instructions. The arrow points to the instruction to be
executed next.

(gdb) disas
Dump of assembler code for function main:
0x0804841d <+0>: push  %ebp
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0x0804841e <+1>: mov %esp,%ebp
0x08048420 <+3>: and $OxFffffffo,%esp
0x08048423 <+6>: sub $0x10,%esp

0x08048426 <+9>: mov'l $0x3,0xc (%esp)

0x0804842e <+17>: mov 1 $0x2,0x8(%esp)

0x08048436 <+25>: movl $0x1,0x4 (%esp)

0x0804843e <+33>: mov'l $0x80484f0, (%esp)

0x08048445 <+40>: call 0x80482f0 <printf@plt>
=> 0x0804844a <+45>: mov $0x0, %eax

0x0804844f <+50>: leave

0x08048450 <+51>: ret

End of assembler dump.

GDB uses AT&T syntax by default. But it is possible to switch to Intel syntax:

(gdb) set disassembly-flavor intel
(gdb) disas
Dump of assembler code for function main:

0x0804841d <+0>: push ebp

0x0804841e <+1>: mov ebp,esp

0x08048420 <+3>: and esp,Oxfffffffo
0x08048423 <+6>: sub esp,0x10

0x08048426 <+9>: mov DWORD PTR [esp+0xc],0x3

0x0804842e <+17>: mov DWORD PTR [esp+0x8],0x2

0x08048436 <+25>: mov DWORD PTR [esp+0x4],0x1

0x0804843e <+33>: mov DWORD PTR [esp],0x80484f0

0x08048445 <+40>: call 0x80482f0 <printf@plt>
=> 0x0804844a <+45>: mov eax, 0x0

0x0804844f <+50>: leave

0x08048450 <+51>: ret

End of assembler dump.

Execute next line of C/C++ code. GDB shows ending bracket, meaning, it ends the
block.

(gdb) step
7 +

Let's examine the registers after the MOV EAX, 0 instruction execution. Indeed EAX
is zero at that point.

(gdb) info registers

eax 0x0 0

ecx 0x0 0

edx 0x0 0

ebx Oxb7fc0000 -1208221696
esp Oxbffffl20 Oxbffff120

ebp Oxbffff138 Oxbffff138

esi 0x0 0

edi 0x0 0

0x804844f <main+50>

eip 0x804844f
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x64: 8 integer arguments

To see how other arguments are passed via the stack, let's change our example
again by increasing the number of arguments to 9 (printf () format string + 8 int
variables):

#include <stdio.h>

int main()
{
printf("a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n", 1, 2, 3,7~
k) 4! 5! 6! 7’ 8);
return 0;

};

MSVC

As it was mentioned earlier, the first 4 arguments has to be passed through the RCX,
RDX, R8, R9 registers in Win64, while all the rest—via the stack. That is exactly what
we see here. However, the MOV instruction, instead of PUSH, is used for preparing
the stack, so the values are stored to the stack in a straightforward manner.

Listing 1.49: MSVC 2012 x64

$5G2923 DB 'a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d', 0aH, OOH
main PROC
sub rsp, 88
mov DWORD PTR [rsp+64], 8
mov DWORD PTR [rsp+56], 7
mov DWORD PTR [rsp+48], 6
mov DWORD PTR [rsp+40], 5
mov DWORD PTR [rsp+32], 4
mov rad, 3
mov réd, 2
mov edx, 1
lea rcx, OFFSET FLAT:$5G2923
call printf
; return 0
xor eax, eax
add rsp, 88
ret 0
main ENDP
TEXT ENDS

END

The observant reader may ask why are 8 bytes allocated for int values, when 4 is
enough? Yes, one has to recall: 8 bytes are allocated for any data type shorter than
64 bits. This is established for the convenience’s sake: it makes it easy to calculate
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the address of arbitrary argument. Besides, they are all located at aligned memory
addresses. It is the same in the 32-bit environments: 4 bytes are reserved for all
data types.

GCC

The picture is similar for x86-64 *NIX OS-es, except that the first 6 arguments are
passed through the RDI, RSI, RDX, RCX, R8, R9 registers. All the rest—via the stack.
GCC generates the code storing the string pointer into EDI instead of RDI—we noted
that previously: 1.5.2 on page 21.

We also noted earlier that the EAX register has been cleared before a printf () call:
1.5.2 on page 21.

Listing 1.50: Optimizing GCC 4.4.6 x64

.LCO:
.string "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n"
main:
sub rsp, 40
mov rad, 5
mov réd, 4
mov ecx, 3
mov edx, 2
mov esi, 1
mov edi, OFFSET FLAT:.LCO
Xor eax, eax ; number of vector registers passed
mov DWORD PTR [rsp+16], 8
mov DWORD PTR [rsp+8], 7
mov DWORD PTR [rspl, 6
call printf
;o return 0
Xor eax, eax
add rsp, 40
ret
GCC + GDB

Let’s try this example in GDB.

$ gcc -g 2.¢c -0 2

$ gdb 2
GNU gdb (GDB) 7.6.1-ubuntu

Reading symbols from /home/dennis/polygon/2...done.
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Listing 1.51: let’s set the breakpoint to printf(), and run

(gdb) b printf

Breakpoint 1 at 0x400410

(gdb) run

Starting program: /home/dennis/polygon/2

Breakpoint 1,  printf (format=0x400628 "a=%d; b=%d; c=%d; d=%d; e=%d; f=%dv
& ; g=%d; h=%d\n") at printf.c:29
29 printf.c: No such file or directory.

Registers RSI/RDX/RCX/R8/R9 have the expected values. RIP has the address of the
very first instruction of the printf () function.

(gdb) info registers

rax 0x0 0

rbx 0x0 0

rcx 0x3 3

rdx 0x2 2

rsi 0x1 1

rdi 0x400628 4195880

rbp OX7fffffffdfe0 OxX7fffffffdfe0
rsp OX7fffffffdf38 Ox7fffffffdf38
r8 0x4 4

r9 0x5 5

rio Ox7fffffffdced 140737488346336
ril Ox7ffff7a65f60 140737348263776
ri2 0x400440 4195392

ri3 OxX7fffffffeddo 140737488347200
ri4 0x0 0

ris 0x0 0

rip Ox7ffff7a65f60  Ox7ffff7a65f60 < printf>

Listing 1.52: let’s inspect the format string

(gdb) x/s $rdi
0x400628: "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n"

Let’'s dump the stack with the x/g command this time—g stands for giant words, i.e.,
64-bit words.

(gdb) x/10g $rsp

OX7Tffffffdf38: 0x0000000000400576 0x0000000000000006
Ox7fffffffdf48: 0x0000000000000007 0x00007fffOOO00008
Ox7fffffffdf58: 0x0000000000000000 0x06000000000000000
OX7Tffffffdf68: 0x00007ffff7a33de5 0x0000000000000000
Ox7Fffffffdf78: 0x00007fffffffe048 0x06000000100000000

The very first stack element, just like in the previous case, is the RA. 3 values are
also passed through the stack: 6, 7, 8. We also see that 8 is passed with the high
32-bits not cleared: 0x00007fff00000008. That's OK, because the values are of
int type, which is 32-bit. So, the high register or stack element part may contain
“random garbage”.
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If you take a look at where the control will return after the printf() execution, GDB
will show the entire main() function:

(gdb) set disassembly-flavor intel
(gdb) disas Ox0000000000400576
Dump of assembler code for function main:

0x000000000040052d <+0>: push rbp

0x000000000040052e <+1>: mov rbp, rsp
0x0000000000400531 <+4>: sub rsp,0x20
0x0000000000400535 <+8>: mov DWORD PTR [rsp+0x10],0x8

0x000000000040053d <+16>: mov DWORD PTR [rsp+0x8],0x7
0x0000000000400545 <+24>: mov DWORD PTR [rsp],0x6
0x000000000040054¢Cc <+31>: mov rad, 0x5
0x0000000000400552 <+37>: mov r8d, 0x4
0x0000000000400558 <+43>: mov ecx,0x3
0x000000000040055d <+48>: mov edx, 0x2
0x0000000000400562 <+53>: mov esi,Ox1
0x0000000000400567 <+58>: mov edi, 0x400628
0x000000000040056¢Cc <+63>: mov eax,0x0
0x0000000000400571 <+68>: call 0x400410 <printf@plt>
0x0000000000400576 <+73>: mov eax, 0x0
0x000000000040057b <+78>: leave

0x000000000040057¢Cc <+79>: ret

End of assembler dump.

Let’s finish executing printf (), execute the instruction zeroing EAX, and note that
the EAX register has a value of exactly zero. RIP now points to the LEAVE instruction,
i.e., the penultimate one in the main() function.

(gdb) finish
Run till exit from #0  printf (format=0x400628 "a=%d; b=%d; c=%d; d=%d; ev
G =%d; f=%d; g=%d; h=%d\n") at printf.c:29

a=1l; b=2; c=3; d=4; e=5; f=6; g=7; h=8

main () at 2.c:6

6 return 0;

Value returned is $1 = 39

(gdb) next

7 };

(gdb) info registers

rax 0x0 0

rbx 0x0 0

rcx 0x26 38

rdx Ox7ffff7dd59f0 140737351866864
rsi Ox7fffffdo 2147483609

rdi 0x0 0

rbp OX7fffffffdfe0 OX7fffffffdfe0
rsp OX7fffffffdf40 OX7fffffffdf40
r8 Ox7ffff7dd26a0 140737351853728
ro Ox7ffff7a60134 140737348239668
rio OX7fffffffd5b0 140737488344496
ril Ox7ffff7a95900 140737348458752
ri2 0x400440 4195392

ri3 OX7fffffffe0do 140737488347200
ri4 0x0 0
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ris 0x0 0
rip 0x40057b 0x40057b <main+78>
1.11.2 ARM

ARM: 3 integer arguments

ARM'’s traditional scheme for passing arguments (calling convention) behaves as fol-
lows: the first 4 arguments are passed through the R0-R3 registers; the remaining
arguments via the stack. This resembles the arguments passing scheme in fast-
call (6.1.3 on page 934) or win64 (6.1.5 on page 936).

32-bit ARM

Non-optimizing Keil 6/2013 (ARM mode)

Listing 1.53: Non-optimizing Keil 6/2013 (ARM mode)

.text: 00000000 main

.text: 00000000 10 40 2D E9 STMFD SP!, {R4,LR}

.text:00000004 03 30 AO E3 MOV R3, #3

.text: 00000008 02 20 AO E3 MOV R2, #2

.text:0000000C 01 10 AO E3 MOV R1, #1

.text:00000010 08 00 8F E2  ADR RO, aADBDCD i "a=%d; b=%d; c=%d"
.text:00000014 06 00 00 EB BL __2printf

.text:00000018 00 00 AO E3 MOV RO, #0 ; return 0
.text:0000001C 10 80 BD ES8 LDMFD SP!, {R4,PC}

So, the first 4 arguments are passed via the R0-R3 registers in this order: a pointer
to the printf () format string in RO, then 1 in R1, 2 in R2 and 3 in R3. The instruction
at 0x18 writes 0 to RO—this is return 0 C-statement. There is nothing unusual so far.

Optimizing Keil 6/2013 generates the same code.

Optimizing Keil 6/2013 (Thumb mode)

Listing 1.54: Optimizing Keil 6/2013 (Thumb mode)

.text:00000000 main

.text:00000000 10 B5 PUSH {R4,LR}

.text:00000002 03 23 MOVS R3, #3

.text:00000004 02 22 MOVS R2, #2

.text:00000006 01 21 MOVS R1, #1

.text:00000008 02 A0 ADR RO, aADBDCD

.text:0000000A 00 FO 0D F8 BL __ 2printf

.text:0000000E 00 20 MOVS RO, #0

.text:00000010 10 BD POP {R4,PC}
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There is no significant difference from the non-optimized code for ARM mode.

Optimizing Keil 6/2013 (ARM mode) + let’s remove return

Let’s rework example slightly by removing return 0:

#include <stdio.h>

void main()

{
+

printf("a=%d; b=%d; c=%d", 1, 2, 3);

The result is somewhat unusual:

Listing 1.55: Optimizing Keil 6/2013 (ARM mode)

.text:00000014 main

.text:00000014 03 30 A@ E3 MOV R3, #3

.text:00000018 02 20 A@ E3 MOV R2, #2

.text:0000001C 01 106 A@ E3 MOV R1, #1

.text:00000020 1E OE 8F E2  ADR RO, aADBDCD ; "a=%d; b=%d; c=%d\n"
.text:00000024 CB 18 00 EA B _ 2printf

This is the optimized (-03) version for ARM mode and this time we see B as the
last instruction instead of the familiar BL. Another difference between this optimized
version and the previous one (compiled without optimization) is the lack of function
prologue and epilogue (instructions preserving the RO and LR registers values). The
B instruction just jumps to another address, without any manipulation of the LR regis-
ter, similar to JMP in x86. Why does it work? Because this code is, in fact, effectively
equivalent to the previous. There are two main reasons: 1) neither the stack nor
SP (the stack pointer) is modified; 2) the call to printf() is the last instruction, so
there is nothing going on afterwards. On completion, the printf() function sim-
ply returns the control to the address stored in LR. Since the LR currently stores
the address of the point from where our function has been called then the control
from printf () will be returned to that point. Therefore we do not have to save LR
because we do not have necessity to modify LR. And we do not have necessity to
modify LR because there are no other function calls except printf (). Furthermore,
after this call we do not to do anything else! That is the reason such optimization is
possible.

This optimization is often used in functions where the last statement is a call to
another function. A similar example is presented here: 1.21.1 on page 198.

A somewhat simpler case was described above: 1.10 on page 55.

ARM64
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Non-optimizing GCC (Linaro) 4.9

Listing 1.56: Non-optimizing GCC (Linaro) 4.9

.LC1:
.string "a=%d; b=%d; c=%d"
f2:
; save FP and LR in stack frame:
stp x29, x30, [sp, -16]!
; set stack frame (FP=SP):
add x29, sp, O
adrp x0, .LC1
add x0, x0, :lol2:.LC1
mov wl, 1
mov w2, 2
mov w3, 3
bl printf
mov wo, 0
; restore FP and LR
ldp x29, x30, [sp], 16
ret

The first instruction STP (Store Pair) saves FP (X29) and LR (X30) in the stack. The
second ADD X29, SP, 0instruction forms the stack frame. Itis just writing the value
of SP into X29.

Next, we see the familiar ADRP/ADD instruction pair, which forms a pointer to the
string. lo12 meaning low 12 bits, i.e., linker will write low 12 bits of LC1 address into
the opcode of ADD instruction. 1, 2 and 3 are 32-bit int values, so they are loaded
into 32-bit register parts 8

Optimizing GCC (Linaro) 4.9 generates the same code.

ARM: 8 integer arguments

Let’s use again the example with 9 arguments from the previous section: 1.11.1 on
page 66.

#include <stdio.h>

int main()
{
printf("a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n", 1, 2, 3,»
< 4,5, 6, 7, 8);
return 0;

}

68Changing 1 to 1L will make it a 64-bit value that would be loaded into 64-bit register. See more about
integer constants/literals: 1, 2.
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Optimizing Keil 6/2013: ARM mode

.text:00000028 main
.text:00000028

.text:00000028 var_18 = -0x18
.text:00000028 var 14 = -0x14
.text:00000028 var 4 = -4

.text:00000028

.text:00000028 04 EO 2D E5 STR LR, [SP,#var 4]!

.text:0000002C 14 DO 4D E2 SUB SP, SP, #0x14

.text:00000030 08 30 A®@ E3 MOV R3, #8

.text:00000034 07 20 A®@ E3 MOV R2, #7

.text:00000038 06 10 A®@ E3 MOV R1, #6

.text:0000003C 05 060 A®@ E3 MOV RO, #5

.text: 00000040 04 CO 8D E2 ADD R12, SP, #0x18+var 14

.text:00000044 OF 00 8C E8 STMIA R12, {R0O-R3}

.text:00000048 04 060 A®@ E3 MOV RO, #4

.text:0000004C 00 00 8D E5 STR RO, [SP,#0x18+var 18]

.text:00000050 03 30 A®@ E3 MOV R3, #3

.text:00000054 02 20 A®@ E3 MOV R2, #2

.text:00000058 01 10 A®@ E3 MOV R1, #1

.text:0000005C 6E OF 8F E2 ADR RO, aADBDCDDDEDFDGD ; "a=%d; b=%d; c=%d;
d=%d; e=%d; f=%d; g=%"...

.text:00000060 BC 18 00 EB BL _ 2printf

.text:00000064 14 DO 8D E2 ADD SP, SP, #0x14

.text:00000068 04 FO 9D E4 LDR PC, [SP+4+var 4],#4

This code can be divided into several parts:
* Function prologue:

The very first STR LR, [SP,#var_4]! instruction saves LR on the stack, be-
cause we are going to use this register for the printf() call. Exclamation
mark at the end indicates pre-index.

This implies that SP is to be decreased by 4 first, and then LR will be saved at
the address stored in SP. This is similar to PUSH in x86. Read more about it at:
1.39.2 on page 555.

The second SUB SP, SP, #0x14 instruction decreases SP (the stack pointer) in
order to allocate 0x14 (20) bytes on the stack. Indeed, we have to pass 5 32-bit
values via the stack to the printf () function, and each one occupies 4 bytes,
which is exactly 5 « 4 = 20. The other 4 32-bit values are to be passed through
registers.

e Passing 5, 6, 7 and 8 via the stack: they are stored in the RO, R1, R2 and R3
registers respectively.
Then, the ADD R12, SP, #0x18+var_14 instruction writes the stack address
where these 4 variables are to be stored, into the R12 register. var 14 is an
assembly macro, equal to -0x14, created by IDA to conveniently display the
code accessing the stack. The var_? macros generated by IDA reflect local
variables in the stack.
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So, SP+4 is to be stored into the R12 register.

The next STMIA R12, RO-R3 instruction writes registers RO-R3 contents to the
memory pointed by R12. STMIA abbreviates Store Multiple Increment After. In-
crement After implies that R12 is to be increased by 4 after each register value
is written.

* Passing 4 via the stack: 4 is stored in RO and then this value, with the help of
the
STR RO, [SP,#0x18+var_ 18] instruction is saved on the stack. var_18is-0x18,
so the offset is to be 0, thus the value from the RO register (4) is to be written
to the address written in SP.

e Passing 1, 2 and 3 via registers: The values of the first 3 numbers (a, b, c¢) (1,
2, 3 respectively) are passed through the R1, R2 and R3 registers right before
the printf() call.

e printf() call.
* Function epilogue:

The ADD SP, SP, #0x14 instruction restores the SP pointer back to its former
value, thus annulling everything what has been stored on the stack. Of course,
what has been stored on the stack will stay there, but it will all be rewritten
during the execution of subsequent functions.

The LDR PC, [SP+4+var 4],#4 instruction loads the saved LR value from the
stack into the PC register, thus causing the function to exit. There is no exclama-
tion mark—indeed, PC is loaded first from the address stored in SP (4 +var_4 =
4 + (-4) = 0), so this instruction is analogous to LDR PC, [SP],#4), and then
SP is increased by 4. This is referred as post-index®. Why does IDA display
the instruction like that? Because it wants to illustrate the stack layout and
the fact that var_4 is allocated for saving the LR value in the local stack. This
instruction is somewhat similar to POP PC in x867°.

Optimizing Keil 6/2013: Thumb mode

.text:0000001C printf main2

.text:0000001C

.text:0000001C var_18 = -0x18

.text:0000001C var_14 = -0x14

.text:0000001C var 8 = -8

.text:0000001C

.text:0000001C 00 B5 PUSH {LR}

.text:0000001E 08 23 MOVS R3, #8
.text:00000020 85 BO SUB SP, SP, #0x14
.text:00000022 04 93 STR R3, [SP,#0x18+var 8]
.text:00000024 07 22 MOVS R2, #7
.text:00000026 06 21 MOVS R1, #6
.text:00000028 05 20 MOVS RO, #5
.text:0000002A 01 AB ADD R3, SP, #0x18+var 14

69Read more about it: 1.39.2 on page 555.
701t is impossible to set IP/EIP/RIP value using POP in x86, but anyway, you got the analogy right.
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.text:0000002C 07 C3 STMIA  R3!, {RO-R2}

.text:0000002E 04 20 MOVS RO, #4

.text: 00000030 00 90 STR RO, [SP,#0x18+var 18]

.text:00000032 03 23 MOVS R3, #3

.text: 00000034 02 22 MOVS R2, #2

.text:00000036 01 21 MOVS R1, #1

.text: 00000038 A0 A0 ADR RO, aADBDCDDDEDFDGD ; "a=%d; b=%d; c=%d;
d=%d; e=%d; f=%d; g=%"...

.text:0000003A 06 FO D9 F8 BL __ 2printf

.text:0000003E

.text:0000003E loc_3E ; CODE XREF: examplel3 f+16

.text:0000003E 05 BO ADD SP, SP, #0x14

.text: 00000040 00 BD POP {PC}

The output is almost like in the previous example. However, this is Thumb code and
the values are packed into stack differently: 8 goes first, then 5, 6, 7, and 4 goes
third.

Optimizing Xcode 4.6.3 (LLVM): ARM mode

__text:0000290C _printf main2
_ text:0000290C

_ text:0000290C var_1C = -0x1C
__text:0000290C var C = -0xC

_ text:0000290C

__text:0000290C 80 40 2D E9 STMFD SP!, {R7,LR}
_text:00002910 6D 70 A®@ E1 MOV R7, SP
__text:00002914 14 DO 4D E2  SUB SP, SP, #0x14
__text:00002918 70 05 01 E3 MOV RO, #0x1570
_text:0000291C 07 CO A® E3 MOV R12, #7

~ text:00002920 00 60 40 E3  MOVT RO, #0
__text:00002924 04 20 A@ E3 MOV R2, #4

_ text:00002928 00 060 8F EO  ADD R@, PC, RO

~ text:0000292C 06 30 A® E3 MOV R3, #6
__text:00002930 05 10 A@ E3 MOV R1, #5

_ text:00002934 00 20 8D E5 STR R2, [SP,#0x1C+var 1C]
___text:00002938 GA 10 8D E9 STMFA SP, {R1,R3,R12}
__text:0000293C 08 90 A®@ E3 MOV RO, #8

~ text:00002940 01 10 A@ E3 MOV R1, #1
__text:00002944 02 20 A® E3 MOV R2, #2
__text:00002948 03 30 A®@ E3 MOV R3, #3
_text:0000294C 10 90 8D E5 STR R9, [SP,#0x1C+var C]
__text:00002950 A4 05 00 EB  BL _printf
__text:00002954 07 DO A®@ E1 MOV SP, R7

_ text:00002958 80 80 BD E8 LDMFD SP!, {R7,PC}

Almost the same as what we have already seen, with the exception of STMFA (Store
Multiple Full Ascending) instruction, which is a synonym of STMIB (Store Multiple
Increment Before) instruction. This instruction increases the value in the SP register
and only then writes the next register value into the memory, rather than performing
those two actions in the opposite order.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!



https://yurichev.com/contact.html
https://yurichev.com/contact.html

76
Another thing that catches the eye is that the instructions are arranged seemingly
random. For example, the value in the RO register is manipulated in three places,
at addresses 0x2918, 0x2920 and 0x2928, when it would be possible to do it in one
point.

However, the optimizing compiler may have its own reasons on how to order the
instructions so to achieve higher efficiency during the execution.

Usually, the processor attempts to simultaneously execute instructions located side-
by-side.

For example, instructions like MOVT RO, #0 and ADD RO, PC, RO cannot be exe-
cuted simultaneously since they both modify the RO register. On the other hand,
MOVT RO, #0 and MOV R2, #4 instructions can be executed simultaneously since
the effects of their execution are not conflicting with each other. Presumably, the
compiler tries to generate code in such a manner (wherever it is possible).

Optimizing Xcode 4.6.3 (LLVM): Thumb-2 mode

__text:00002BA0 _printf main2

_ text:00002BA0

__text:00002BA0 var_1C = -0x1C
__text:00002BA0 var 18 = -0x18

_ text:00002BA0 var C = -0xC
__text:00002BA0

_ text:00002BA0 80 B5 PUSH {R7,LR}

_ text:00002BA2 6F 46 MoV R7, SP
__text:00002BA4 85 BO SuB SP, SP, #0x14
_ text:00002BA6 41 F2 D8 20 MOVW RO, #0x12D8

_ text:00002BAA 4F FO 07 0OC MOV.W R12, #7
_ text:00002BAE CO F2 00 00 MOVT.W RO, #0

__text:00002BB2 04 22 MOVS R2, #4
___text:00002BB4 78 44 ADD RO, PC ; char *
__text:00002BB6 06 23 MOVS R3, #6
__text:00002BB8 05 21 MOVS R1, #5
__text:00002BBA 0D F1 04 OE ADD.W LR, SP, #0x1C+var 18
__text:00002BBE 00 92 STR R2, [SP,#0x1C+var 1C]

_ text:00002BCO 4F FO 08 09 MOV.W RO, #8
_ text:00002BC4 8E E8 OA 10 STMIA.W LR, {R1,R3,R12}

__text:00002BC8 01 21 MOVS R1, #1
__text:00002BCA 02 22 MOVS R2, #2
___text:00002BCC 03 23 MOVS R3, #3
__text:00002BCE CD F8 10 90 STR.W R9, [SP,#0x1C+var C]
__text:00002BD2 01 FO OA EA BLX _printf
__text:00002BD6 05 BO ADD SP, SP, #0x14
__text:00002BD8 80 BD POP {R7,PC}

The output is almost the same as in the previous example, with the exception that
Thumb/Thumb 2-instructions are used instead.

ARM64
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Non-optimizing GCC (Linaro) 4.9

Listing 1.57: Non-optimizing GCC (Linaro) 4.9

.LC2:
.string "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n"
f3:
; grab more space in stack:
sub sp, sp, #32
; save FP and LR in stack frame:
stp x29, x30, [sp,16]
; set frame pointer (FP=SP+16):
add x29, sp, 16
adrp x0, .LC2 ; "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n"
add x0, x0, :lol2:.LC2
mov wl, 8 ; 9th argument
str wl, [sp] ; store 9th argument in the stack
mov wl, 1
mov w2, 2
mov w3, 3
mov wd, 4
mov w5, 5
mov w6, 6
mov w7, 7
bl printf
sub sp, x29, #16
; restore FP and LR
1dp x29, x30, [sp,16]
add sp, sp, 32
ret

The first 8 arguments are passed in X- or W-registers: [Procedure Call Standard for
the ARM 64-bit Architecture (AArch64), (2013)]’%. A string pointer requires a 64-bit
register, so it's passed in X0. All other values have a int 32-bit type, so they are
stored in the 32-bit part of the registers (W-). The 9th argument (8) is passed via the
stack. Indeed: it’s not possible to pass large number of arguments through registers,
because the number of registers is limited.

Optimizing GCC (Linaro) 4.9 generates the same code.

1.11.3 MIPS

3 integer arguments

Optimizing GCC 4.4.5

The main difference with the “Hello, world!” example is that in this case printf()
is called instead of puts() and 3 more arguments are passed through the registers

71Also available as http://infocenter.arm.com/help/topic/com.arm.doc.ihi®055b/IHIO055B
aapcs64.pdf
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$5...$7 (or $A1...$A3). That is why these registers are prefixed with A-, which implies

t

hey are used for function arguments passing.

Listing 1.58: Optimizing GCC 4.4.5 (assembly output)

$LCO:

.ascii "a=%d; b=%d; c=%d\000"

main:

’

function prologue:
lui $28,%hi( gnu local gp)
addiu $sp, $sp, -32
addiu  $28,$28,%lo(__gnu local gp)
sw $31,28(%sp)
load address of printf():
w $25,%callle(printf) ($28)
load address of the text string and set 1lst argument of printf():
lui $4,%hi($LCO)
addiu  $4,$4,%1l0($LCO)
set 2nd argument of printf():

1i $5,1 # 0Ox1
set 3rd argument of printf():
1i $6,2 # 0x2
call printf():
jalr $25
set 4th argument of printf() (branch delay slot):
1i $7,3 # 0x3

function epilogue:
lw $31,28($sp)
set return value to 0:
move $2,%$0
return
j $31
addiu $sp,$sp,32 ; branch delay slot

Listing 1.59: Optimizing GCC 4.4.5 (IDA)

’

’

text:00000000 main:
text:00000000

text:00000000 var 10 = -0x10
text:00000000 var 4 = -4
text:00000000
function prologue:
text: 00000000 lui $gp, (__gnu_local gp >> 16)
text: 00000004 addiu $sp, -0x20
text:00000008 la $gp, (__gnu local gp & OxFFFF)
text:0000000C sw $ra, 0x20+var_4($sp)
text: 00000010 sw $gp, 0x20+var 10($sp)
; load address of printf():
text:00000014 w $t9, (printf & OXFFFF) ($gp)

’

’

; load address of the text string and set 1st argument of printf():

text:00000018 la $a0, $LCO # "a=%d; b=%d; c=%d"

; set 2nd argument of printf():

text:00000020 11 $al, 1
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; set 3rd argument of printf():

.text:00000024 1i

; call printf():

.text:00000028 jalr
; set 4th argument of printf() (branch
.text:0000002C 1i

; function epilogue:

.text:00000030 lw

; set return value to O:
.text:00000034 move
; return

.text:00000038 jr
.text:0000003C addiu

$a2, 2

$t9

delay slot):

$a3, 3

$ra, Ox20+var_4($sp)

$v0, $zero

$ra
$sp, Ox20 ; branch delay slot

IDA has coalesced pair of LUI and ADDIU instructions into one LA pseudo instruction.
That’'s why there are no instruction at address 0x1C: because LA occupies 8 bytes.

Non-optimizing GCC 4.4.5

Non-optimizing GCC is more verbose:

Listing 1.60: Non-optimizing GCC 4.4.5 (assembly output)

$LCO:
.ascii "a=%d; b=%d; c=%d\000"
main:
; function prologue:
addiu $sp, $sp, -32
sw $31,28($sp)
sw $Ttp,24($sp)
move $fp, $sp
lui $28,%hi(_gnu local gp)
addiu  $28,%$28,%lo(__gnu local gp)
; Lload address of the text string:
lui $2,%hi($LCO)
addiu $2,%$2,%Lo($LCO)
; set 1st argument of printf():
move $4,%$2
; set 2nd argument of printf():
1i $5,1 # 0x1
; set 3rd argument of printf():
1i $6,2 # 0x2
; set 4th argument of printf():
1i $7,3 # 0x3

; get address of printf():

w $2,%callle(printf) ($28)
nop
; call printf():
move $25,$2
jalr $25
nop
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; function epilogue:

w $28,16($fp)
; set return value to O:

move $2,%0

move $sp, $fp

lw $31,28($sp)

lw $tp,24($sp)

addiu $sp, $sp,32
; return

] $31

nop

Listing 1.61: Non-optimizing GCC 4.4.5 (IDA)

.text:00000000 main:
.text: 00000000
.text:00000000 var_ 10 = -0x10
.text: 00000000 var 8 = -8
.text:00000000 var 4 = -4
.text: 00000000
; function prologue:
.text: 00000000 addiu $sp, -0x20
.text:00000004 sw $ra, 0x20+var_4($sp)
.text:00000008 sw $fp, 0x20+var 8($sp)
.text:0000000C move $fp, $sp
.text:00000010 la $gp, _ gnu_local gp
.text:00000018 sw $gp, 0x20+var 10($sp)
; load address of the text string:
.text:0000001C la $v0O, aADBDCD # "a=%d; b=%d; c=%d"
; set 1st argument of printf():
.text:00000024 move $a0, $vO
; set 2nd argument of printf():
.text:00000028 1i $al, 1
; set 3rd argument of printf():
.text:0000002C 1i $a2, 2
; set 4th argument of printf():
.text: 00000030 1i $a3, 3
; get address of printf():
.text:00000034 lw $v0, (printf & OXFFFF) ($gp)
.text:00000038 or $at, $zero
; call printf():
.text:0000003C move $t9, $vO
.text: 00000040 jalr $t9
.text:00000044 or $at, $zero ; NOP
; function epilogue:
.text:00000048 1w $gp, Ox20+var 10($fp)
; set return value to 0:
.text:0000004C move $v0, $zero
.text: 00000050 move $sp, $fp
.text:00000054 lw $ra, 0x20+var 4($sp)
.text:00000058 1w $fp, 0x20+var 8($sp)
.text:0000005C addiu $sp, Ox20
; return
.text: 00000060 jr $ra
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.text:00000064 or $at, $zero ; NOP

8 integer arguments

Let’s use again the example with 9 arguments from the previous section: 1.11.1 on
page 66.

#include <stdio.h>

int main()
{
printf("a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n", 1, 2, 3,72
S 4, 5,6, 7, 8);
return 0;

+

Optimizing GCC 4.4.5

Only the first 4 arguments are passed in the $A0 ...$A3 registers, the rest are passed
via the stack.

This is the 032 calling convention (which is the most common one in the MIPS world).
Other calling conventions, or manually written assembly code, may use the registers
for different purposes.

SW abbreviates “Store Word” (from register to memory). MIPS lacks instructions for
storing a value into memory, so an instruction pair has to be used instead (LI/SW).

Listing 1.62: Optimizing GCC 4.4.5 (assembly output)

$LCO:
.ascii "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\012\000"
main:
; function prologue:
lui $28,%hi( gnu local gp)
addiu $sp, $sp, -56
addiu  $28,%$28,%lo(__gnu local gp)
sw $31,52(%sp)
; pass 5th argument in stack:
1i $2,4 # 0x4
sw $2,16(%sp)
; pass 6th argument in stack:
1i $2,5 # 0x5
sw $2,20(%sp)
; pass 7th argument in stack:
1i $2,6 # 0x6
sw $2,24($sp)
; pass 8th argument in stack:
1i $2,7 # 0x7
lw $25,%callle(printf) ($28)
sw $2,28($sp)
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; pass 1lst argument in $a0:

lui $4,%hi($LCO)

; pass 9th argument in stack:
1i $2,8 # 0x8
sw $2,32(%sp)

addiu  $4,%$4,%lo($LCO)
; pass 2nd argument in $al:

1i $5,1 # 0x1
; pass 3rd argument in $a2:
1i $6,2 # 0x2
; call printf():
jalr $25
; pass 4th argument in $a3 (branch delay slot):
11 $7,3 # 0x3

; function epilogue:
lw $31,52($sp)
; set return value to 0:
move $2,%0
; return
j $31
addiu $sp,$sp,56 ; branch delay slot

Listing 1.63: Optimizing GCC 4.4.5 (IDA)

.text: 00000000 main:
.text: 00000000

.text:00000000 var 28 = -0x28

.text:00000000 var 24 = -0x24

.text: 00000000 var 20 = -0x20

.text:00000000 var 1C = -0x1C

.text:00000000 var 18 = -0x18

.text: 00000000 var 10 = -0x10

.text:00000000 var 4 = -4

.text:00000000

; function prologue:

.text: 00000000 lui $gp, (__gnu_local gp >> 16)
.text:00000004 addiu $sp, -0x38

.text:00000008 la $gp, (__gnu local gp & OXFFFF)
.text:0000000C sw $ra, 0x38+var 4($sp)
.text:00000010 sw $gp, 0x38+var 10($sp)

; pass 5th argument in stack:

.text:00000014 1i $vo, 4

.text:00000018 sw $v0, 0x38+var 28($sp)

; pass 6th argument in stack:

.text:0000001C 1i $vo, 5

.text:00000020 sw $v0, 0x38+var 24($sp)

; pass 7th argument in stack:

.text:00000024 1i $v0O, 6

.text:00000028 sw $v0, 0x38+var 20($sp)

; pass 8th argument in stack:

.text:0000002C 1i $vo, 7

.text:00000030 lw $t9, (printf & OXFFFF) ($gp)
.text:00000034 sw $v0, 0x38+var 1C($sp)
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; prepare 1lst argument in $a0:
.text:00000038 lui

c=%d; d=%d; e=%d; f=%d; g=%"...
; pass 9th argument in stack:

.text:0000003C 1i
.text:00000040 sw
; pass 1lst argument in $a0:

.text:00000044 la

c=%d; d=%d; e=%d; f=%d; g=%"...
; pass 2nd argument in $al:

$a0, ($LCO >> 16) # "a=%d; b=%d;

$v0O, 8
$v0, 0x38+var 18($sp)

$a0, ($LCO & OXFFFF) # "a=%d; b=%d;

$al, 1

$a2, 2

$t9

$a3, 3

$ra, 0x38+var_4($sp)
$v0, $zero

$ra

.text:00000048 1i

; pass 3rd argument in $a2:
.text:0000004C 1i

; call printf():

.text:00000050 jalr
; pass 4th argument in $a3 (branch delay slot):
.text:00000054 1i

; function epilogue:

.text:00000058 lw

; set return value to O:
.text:0000005C move
; return

.text: 00000060 jr
.text:00000064 addiu

$sp, 0x38 ; branch delay slot

Non-optimizing GCC 4.4.5

Non-optimizing GCC is more verbose:

Listing 1.64: Non-optimizing GCC 4.4.5 (assembly output)

$LCO:

.ascii "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\012\000"

main:
; function prologue:
addiu $sp, $sp, -56

sw $31,52(%$sp)

sw $fp,48($sp)

move $fp, $sp

lui $28,%hi(_gnu local gp)

addiu  $28,%$28,%lo(__gnu local gp)

lui $2,%hi($LCO)
addiu $2,%$2,%1lo($LCO)
; pass 5th argument in stack:

1i $3,4
sw $3,16($sp)

; pass 6th argument in stack:
1i $3,5
sw $3,20($sp)

; pass 7th argument in stack:
1i $3,6
sw $3,24(%sp)

; pass 8th argument in stack:

# 0x4

# 0x5

# 0x6
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; pass

; pass
; pass
; pass
; pass

; call

; func

; set

; retu

1i $3,7 # Ox7

sw $3,28(%$sp)

9th argument in stack:

11 $3,8 # 0x8

sw $3,32(%sp)

1st argument in $a0:

move $4,$2

2nd argument in $al:

11 $5,1 # 0x1
3rd argument in $a2:

11 $6,2 # 0x2
4th argument in $a3:

11 $7,3 # 0x3
printf():

w $2,%callle (printf) ($28)

nop

move $25,$2

jalr $25

nop
tion epilogue:

lw $28,40($fp)
return value to 0:

move $2,%0

move $sp, $fp

w $31,52($sp)

lw $fp,48($sp)

addiu $sp, $sp,56
rn

j $31

nop

Listing 1.65: Non-optimizing GCC 4.4.5 (IDA)

.text:
.text:
.text
.text:
.text:
.text:
.text:
.text
.text:
.text:
.text:
; func
.text:
.text:
.text:
.text:
.text:
.text:
.text:

00000000 main:
00000000

100000000 var_28

00000000 var_24
00000000 var_20
00000000 var_1C
00000000 var_18

100000000 var_10

00000000 var 8
00000000 var 4
00000000
tion prologue:
00000000
00000004
00000008
0000000C
00000010
00000018
0000001C

-0x28
-0x24
-0x20
-0x1C
-0x18
-0x10
-8

-4

addiu $sp,
sw $ra,
sw $fp,
move $fp,
la $9p,
Sw $9p,
la $vo,

c=%d; d=%d; e=%d; f=%d; g=%"...

; pass 5th argument in stack:

-0x38
0x38+var_4($sp)
0x38+var 8($sp)
$sp

__gnu_local gp
0x38+var 10($sp)
aADBDCDDDEDFDGD  #

a=

o

5d ;
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.text:00000024
.text:00000028

; pass 6th argument
.text:0000002C
.text:00000030

; pass 7th argument
.text:00000034
.text:00000038

; pass 8th argument
.text:0000003C
.text:00000040

; pass 9th argument
.text:00000044
.text:00000048

; pass 1lst argument
.text:0000004C

; pass 2nd argument
.text:00000050

; pass 3rd argument
.text:00000054

; pass 4th argument
.text:00000058

; call printf():
.text:0000005C
.text:00000060
.text:00000064
.text:00000068

in

in

in

in

in

in

in

in

stack:

stack:

stack:

stack:

$a0:
$al:
$a2:

$a3:

.text:

0000006C

; function epilogue:

.text:

00000070
return value to 0O:

; set
.text:00000074
.text:00000078
.text:0000007C
.text:00000080
.text:00000084
; return

.text:00000088
.text:0000008C

11 $vl, 4

sw $v1l, 0x38+var 28($sp)
11 $vl, 5

sw $v1l, 0x38+var 24($sp)
11 $vl, 6

sw $v1l, 0x38+var 20($sp)
11 $vl, 7

sw $v1l, 0x38+var 1C($sp)
11 $vl, 8

sw $v1l, 0x38+var 18($sp)
move $a0, $vO

1i $al, 1

11 $a2, 2

11 $a3, 3

lw $vo, (printf & OXFFFF) ($gp)
or $at, $zero

move $t9, $vO

jalr $t9

or $at, $zero ; NOP

lw $gp, 0x38+var 10($fp)
move $v0, $zero

move $sp, $fp

w $ra, Ox38+var_4($sp)
w $fp, Ox38+var_8($sp)
addiu $sp, Ox38

jr $ra

or $at, $zero ;

1.11.4 Conclusion

Here is a rough skeleton of the function call:

Listing 1.66: x86

PUSH 3rd argument
PUSH 2nd argument
PUSH 1st argument
CALL function

; modify stack pointer (if needed)
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Listing 1.67: x64 (MSVC)

MOV RCX, 1st argument
MOV RDX, 2nd argument
MOV R8, 3rd argument
MOV R9, 4th argument

PUSH 5th, 6th argument, etc. (if needed)
CALL function
; modify stack pointer (if needed)

Listing 1.68: x64 (GCC)

MOV RDI, 1st argument
MOV RSI, 2nd argument
MOV RDX, 3rd argument
MOV RCX, 4th argument
MOV R8, 5th argument
MOV R9, 6th argument

PUSH 7th, 8th argument, etc. (if needed)
CALL function
; modify stack pointer (if needed)

Listing 1.69: ARM

MOV RO, 1st argument

MOV R1l, 2nd argument

MOV R2, 3rd argument

MOV R3, 4th argument

; pass 5th, 6th argument, etc., in stack (if needed)
BL function

; modify stack pointer (if needed)

Listing 1.70: ARM64

MOV X0, 1st argument

MOV X1, 2nd argument

MOV X2, 3rd argument

MOV X3, 4th argument

MOV X4, 5th argument

MOV X5, 6th argument

MOV X6, 7th argument

MOV X7, 8th argument

; pass 9th, 10th argument, etc., in stack (if needed)
BL function

; modify stack pointer (if needed)

Listing 1.71: MIPS (032 calling convention)

LI $4, 1st argument ; AKA $AQ
LI $5, 2nd argument ; AKA $A1
LI $6, 3rd argument ; AKA $A2
LI $7, 4th argument ; AKA $A3
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; pass 5th, 6th argument, etc., in stack (if needed)
LW temp reg, address of function
JALR temp reg

1.11.5 By the way

By the way, this difference between the arguments passing in x86, x64, fastcall,
ARM and MIPS is a good illustration of the fact that the CPU is oblivious to how the
arguments are passed to functions. It is also possible to create a compiler that is
able to pass arguments via a special structure without using stack at all.

MIPS $AO0 ...$A3 registers are labeled this way only for convenience (thatis in the 032
calling convention). Programmers may use any other register (well, maybe except
$ZERO) to pass data or use any other calling convention.

The CPU is not aware of calling conventions whatsoever.

We may also recall how new coming assembly language programmers passing argu-
ments into other functions: usually via registers, without any explicit order, or even
via global variables. Of course, it works fine.

1.12 scanf()

Now let’'s use scanf ().

1.12.1 Simple example

#include <stdio.h>

int main()

{
int x;
printf ("Enter X:\n");
scanf ("%d", &x);

printf ("You entered %d...\n", x);

return 0;

};

It’s not clever to use scanf () for user interactions nowadays. But we can, however,
illustrate passing a pointer to a variable of type int.

About pointers

Pointers are one of the fundamental concepts in computer science. Often, passing a
large array, structure or object as an argument to another function is too expensive,
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while passing their address is much cheaper. For example, if you going to print a
text string to console, it's much easier to pass its address into OS kernel.

In addition if the callee function needs to modify something in the large array or
structure received as a parameter and return back the entire structure then the
situation is close to absurd. So the simplest thing to do is to pass the address of the
array or structure to the callee function, and let it change what needs to be changed.

A pointer in C/C++ is simply an address of some memory location.

In x86, the address is represented as a 32-bit number (i.e., it occupies 4 bytes), while
in x86-64 it is a 64-bit number (occupying 8 bytes). By the way, that is the reason
behind some people’s indignation related to switching to x86-64—all pointers in the
x64-architecture require twice as much space, including cache memory, which is
“expensive” memory.

Itis possible to work with untyped pointers only, given some effort; e.g. the standard
C function memcpy (), that copies a block from one memory location to another, takes
2 pointers of type void* as arguments, since it is impossible to predict the type of
the data you would like to copy. Data types are not important, only the block size
matters.

Pointers are also widely used when a function needs to return more than one value
(we are going to get back to this later (3.23 on page 756) ).

scanf() function—is such a case.

Besides the fact that the function needs to indicate how many values were success-
fully read, it also needs to return all these values.

In C/C++ the pointer type is only needed for compile-time type checking.
Internally, in the compiled code there is no information about pointer types at all.

x86
MSVC

Here is what we get after compiling with MSVC 2010:

CONST SEGMENT

$5G3831 DB '"Enter X:', 0OaH, OOH

$5G3832 DB '%d', O0H

$5G3833 DB 'You entered %d...', OaH, OOH
CONST ENDS

PUBLIC _main

EXTRN _scanf:PROC

EXTRN _printf:PROC

; Function compile flags: /0dtp
_TEXT SEGMENT

X$ = -4 ; size = 4
_main PROC

push ebp

mov ebp, esp

push ecx
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push OFFSET $SG3831 ; 'Enter X:'
call  printf

add esp, 4

lea eax, DWORD PTR x$[ebp]
push eax

push OFFSET $5G3832 ; '%d'
call  scanf

add esp, 8

mov ecx, DWORD PTR x$[ebp]
push ecx

push OFFSET $SG3833 ; 'You entered %d...'
call  printf

add esp, 8
; return 0
xor eax, eax
mov esp, ebp
pop ebp
ret 0
_main ENDP
_TEXT ENDS

X is a local variable.

According to the C/C++ standard it must be visible only in this function and not from
any other external scope. Traditionally, local variables are stored on the stack. There
are probably other ways to allocate them, but in x86 that is the way it is.

The goal of the instruction following the function prologue, PUSH ECX, is not to save
the ECX state (notice the absence of corresponding POP ECX at the function’s end).

In fact it allocates 4 bytes on the stack for storing the x variable.

x is to be accessed with the assistance of the x$ macro (it equals to -4) and the EBP
register pointing to the current frame.

Over the span of the function’s execution, EBP is pointing to the current stack frame
making it possible to access local variables and function arguments via EBP+offset.

It is also possible to use ESP for the same purpose, although that is not very conve-
nient since it changes frequently. The value of EBP could be perceived as a frozen
state of the value in ESP at the start of the function’s execution.

Here is a typical stack frame layout in 32-bit environment:

EBP-8 local variable #2, marked in IDA as var_8
EBP-4 local variable #1, marked in IDA as var_4
EBP saved value of EBP

EBP+4 return address

EBP+38 argument#1, marked in IDAas arg 0

EBP+0xC | argument#2, marked in IDA as arg 4
EBP+0x10 | argument#3, marked in IDA as arg 8
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The scanf () function in our example has two arguments.

The first one is a pointer to the string containing %d and the second is the address
of the x variable.

First, the x variable’s address is loaded into the EAX register by the
lea eax, DWORD PTR x$[ebp] instruction.

LEA stands for load effective address, and is often used for forming an address (.1.6
on page 1299).

We could say that in this case LEA simply stores the sum of the EBP register value
and the x$ macro in the EAX register.

This is the same as lea eax, [ebp-4].

So, 4 is being subtracted from the EBP register value and the result is loaded in the
EAX register. Next the EAX register value is pushed into the stack and scanf() is
being called.

printf() is being called after that with its first argument — a pointer to the string:
You entered %d...\n.

The second argument is prepared with: mov ecx, [ebp-4]. The instruction stores
the x variable value and not its address, in the ECX register.

Next the value in the ECX is stored on the stack and the last printf () is being called.
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MSVC + OllyDbg

Let’s try this example in OllyDbg. Let's load it and keep pressing F8 (step over) until
we reach our executable file instead of ntdll.d1l1l. Scroll up until main() appears.

Click on the first instruction (PUSH EBP), press F2 (set a breakpoint), then F9 (Run).
The breakpoint will be triggered when main() begins.

Let’s trace to the point where the address of the variable z is calculated:

& cru - main thread, module ex1 =10lx|

BEEDIGEE| [ 55 FUSH_EEF < | Reaisters (FPUI -
poESlonLl| ; EEEC now, [EBF.ESP ~—{ ER" [BBEIFDES F1R to ASCII "HIL® —
ECH EE44Be6ly MSUCRIBE.EE445617
GEES1GE4|| - &5 PAIGESAG |PUSH OFFSET BRES368G e I
BEES1EES|| - FFIS SC2GESS| CACL DWORD PTR OS:CismsucRiee.ocines»] (Lme | ERT BRLHERSE
soES1GEF|| - =2Cd B4 ADC ESF, 4 ESr aoolPBBY PTR to ASCIT "HI”
BEES1G1z| . 2045 FC LEA EAX, [LOCAL. 11 Eik ooiFnee
e | R BUSHEER: % |Es1 eespoeci
BHESIGIE|[ - 62 BLIPESHE |PUSH OFFSET BBEY38EC [Fc il LR —
BRES1alE|| - FEAS G42RESAN CALL DUORD FTR DS:[{4MSUCR1gE.scanf>)  |Lne : -
maES1e21|[ - 2304 85 ADD E EIF BEES1@1S exi.@PE161E
BEES1EE4|[ - EE4D FC HoU ECH DMDRD PTR S5:[LOCAL. 1] ;
. |c e Es eaze s2bit GIFFFFFEEEF)
agEzilzy)l - 51 PlSH E i |P 1 ©5 @823 32bit G(FFFFFFFF)
focoraes|| - £5 iespcong | POSH BFRsET seEsseie fo R} 52 2953 50l GiFFRRRFRR)
BEESTEED0(| - FF1E SCEGES@| CALL OWORD FTR DS:C<stsucRioe.printf>] (L8 8 52 S858 250IT SVEFFrrrre)
5ok tansiFORgICe: | guEsIags, AStIT "Evver nit L
EAX=DBI1FOB4, PTR to ASCII "HII" = A '
06 LastErr GABABBEE ERROR_SUCCESS
- | EFL m@soezEs (MO, HE,NE, A, NS, PE, GE, B) -
Address |Hex dump s [6&494?14 FSET MSUCRIEH.___initenw ~
B2 1FOEs| | GB31FDFC =]
OHESSHAG| 46 EE 4 €5 rZ 28 58 ob| OA 08 00 o6 25 64 oo go[—g coo1EDES)) BASLPIEE o el GEES1GEE to

BEE33H10| 53 6F 7S 20|65 6F rd4 65|72 €5 64 2B| 25 &4 2E zE[—] ARZIELEL) SEAESLLE0) 4
BHES3G26| 2E BA 6@ BO|FF FF FF FE|FF FF FF FF| o 6o 6o po| | 2221FDLE|Fanacdeal @ o
@ES3638| FE FF FF FF 81 00 88 00 DS 4E AL 43|4A Bl SE Bof | ZEZ1FOCA)| 98423068 hill
GOES3045( @1 BB BB 06| 43 25 49 00 &2 4E 49 00 oo 6o bg ol | JES1ECLE)| BA4AEE4S ML
BEES30GE| O 0B DO 0B 0B 00 68 0D BR 00 0@ ool o oo oo ool | BESIFOLE)| A55HESLS
BEESSALE| GG OR GO AR BE G0 03 GO AR 00 0 Go|on o oo ao| | BES1EODE) | EEAEE09
BEAESSATE| GG OR GO AR BE 06 O3 GO A3 00 0@ Go|on o oo ael ] BES1FO0Y) | @EARRA0S
BAE33G50| 63 63 09 60|69 08 00 69| a8 0a B0 66| aa oo o ae| o f 2R21EL0S)| FEFDERES
BAESZGA0| BB BR GR GE|GR Ba GG 66| BH B0 G0 RG] GG Gn GRG0 o

RASCIT "pHI™

o

Figure 1.13: OllyDbg: The address of the local variable is calculated

Right-click the EAX in the registers window and then select “Follow in stack”.

This address will appear in the stack window. The red arrow has been added, point-
ing to the variable in the local stack. At that moment this location contains some
garbage (0x6E494714). Now with the help of PUSH instruction the address of this
stack element is going to be stored to the same stack on the next position. Let's
trace with F8 until the scanf () execution completes. During the scanf () execution,
we input, for example, 123, in the console window:

Enter X:
123
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scanf () completed its execution already:

& cPU - main thread, module exi =10l =]
BEESIEED] S GG EE Registers (FPU
well E e o -
boES 1094 | - PUSH OFFSET @oEsgong £e—VErl CE4o45b HEUCR AR, Fadioinfo
BRES 1083 FF1E SCZaEoel CALL DWORD PTR DS5:L<smsvcRise.printfrl [Lme  |EED 5E221503 —
AEES1E8F B304 a4 ADD ESP, 4 Eor AAOIPBAG PTR to ASCII "
BEEI1E1Z 2045 FC LER ERX, [LOCAL.11 Eik ooiFnes :
BEEI1E15 ca FUSH EAR < o Dhoemani
AEEI1A1E &g PUSH OFFSET EBEIZEEC [Fc il LR —
ac E FF15 L4cAESAI CALL DWORD PTR O5: [{&MSUCR1A.scanf>] | Lie : —
g 1 2304 83 ADD ESP. & EIP BEE1A21 exl.BEEI1HZ1
OEED1Gz4|| - SB40 FC HMOU ECH,DWORD PTR S5S:CLOCAL.13 .
aoeciocr| [ 61 PUSH ECK < |58 &2 8825 30T SIFFEFRRRR)
aEEa1mz3] | - PUSH OFFSET BBEIZE1G [Fc BB 5D ARcE el DIEFERRRER)
AEET1E20 FF1E SCZBESE( CALL DWORD FTR DS:L<smsucRisa.prinefs>] |Les 5 2 52 0050 22200 OIEEEEEEr)
F3ie 4 G A00 ESP :

| o) L S @ FS BESE 22bit PEFOO@EELFFF
NEﬁERlBB.scanF returned ERE = 1 - E g G5 BEZE S2bit BIFFFFFFFF)
ESP=@@31FOAC, FTR to ASCIT "&d™ 08 LastErr BREEEEEE ERROR_SUCCESS

« | EFL @as@azez (Mo, HE,NE, A, HS, PO, GE, 5 -
fddress |Hen dump " BEESE000] 70y | BSCIT THd” -
GAET7000 |86 GE 74 £ 72 28 GO oH| OA OO 00 08| 25 69 60 uj—y ooo POl | BasiPOBd) il =
GAESSA15(53 6F 75 Za| 65 GE 74 65|72 £ Ad 2| 26 g4 oF off—| DOZIFDEY) | BOGRROTE
GEE33G20| 2E BA 9@ ©9|FF FF FF FF|FF FF FF FF| o go g pg| | 2221FDES)) waaiflft 1.GBE 1008 +
GEESE30|FE FF FF FF| @1 08 00 @8|BS 4E A1 49| 4A B1 SE Ee| | BES1EDEC) -BEES11AD) A il o
DEESSE40|B1 OB 00 ©O| 42 25 43 00|cS 4E 49 00| o0 oo op go| | BES1EDCE) FEEanaaal CECIT oI
DEESSES0| 0P BE 0D 00| 0D DO 00 OD| 09 06 00 06| o0 0o oo pe| | BESIEDDA)| BE4SIEES o
BHESSHER| O BE 0N GO|BE DR 0O 60|08 06 00 o6 on oo oo po| | BES1EDCE)| BA452848
PREEERE L ERE LRIl | =
AAESZASG| A6 Ao A6 Aol A6 G0 6o Gl on Gn 6o on on oo oo ool ol SEF1F004)| GARGA8G5 h

Figure 1.14: OllyDbg: scanf() executed

scanf () returns 1 in EAX, which implies that it has read successfully one value. If we
look again at the stack element corresponding to the local variable it now contains
0x7B (123).
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Later this value is copied from the stack to the ECX register and passed to printf():

E CPU - main thread, module ex1 ;Iglﬂ

[ElETSERRETETE] o= FUSH EEBF afRegisters (FPLI -

ez tmal ([ - MY EEF, ESP =] il
spEstons|| 51 PUSH ECH e
ooEziona|| - & pEoAESER | PUSH OFFSET BEES3REE P L e erigE.  badioinfo
gieEs 1 aea|| - CALL DWORD PTR 0S:[<smsuckriga.peinte>l |Lme | EDE SE329500 —
GRES 1 paF (| - AOD ESF. 4 EBx poommenn
eeEz1aiz|| - LEA EAX, [LOCAL. 11 ESF ohciroEd
Bocainic|| T &2 grossee | PUSH OFFseT mpEsseec [ér Eol mommmnnl
- =
a1 aiE|| - CALL DWORD FTR DF:[<&MSUCR1GA.scans»]  |Lps | EDD DREPSS9S enl.poEsssss —
aEEsTEzd (| - AOD ESF, & EIF BEES1027 enl.OEE1G27
gocaiozal . gk HOU. ECK;DUORD PTR 55: CLOCAL. 13 o |co esesze aznic ocrrrrrreR)
BUESlbzs|| - 62 103OESER |PUSH OFFSET BOEISD1E _ [FE F 1 L5 jpoes szbit BUPFRRFFRE
: CALL_DUORD PTR DS: [<nsuoR1aa.printf>] |Lie £ DS eniE S0l SlFreeEe)
L
Stack [DOSIFOBOI=OOSIFOER !
ECH-DBED0G7E | decimal 123, [2f1 B BS BB2E 32bit BIFFFFFFFF)
0@ LastErr POOAAGEEE ERROR_SUCCESS
+ | eFL seeeezie (MO,ME, HE, A, HS, PE, GE, &) -
Addrezs | Hex dump " BRE0 -

BEEDEETE
BES 1FDES| | BEZ1FOFC
BEEDZAGE |45 GE 4 6% (2 28 5o JH| BA 00 00 bO| 2t 54 09 08
GRES3G18( 55 EF 75 24| 65 AE v4 65 72 &5 &4 29|25 4 ZE | BESIFDEC) tagEslind g
ORES3EZG| 22 GR @0 Ba|FF FF FF FF|FF FF FF FF 09 00 oo ge | B23IFDCE)rosannaal
BEES3EEA| FE FF FF FF|O1 BB 0B BE BS 4E A1 49)4A B1 Sk Be) | B23IFDCH)) 08434008
DEESSA40( 01 G5 BB D 45 23 49 60|63 4E 49 B0 o bo Gp b | S2S1EDCS)) Bodassds
DRES3RCE| DA G5 R DA OB BB GA 00| AR o 0D &0 o bo o on | SESIEDLC)) 42adRsds
GRESIAEN| GO OO GO bR 0O GO 04 O G0 6 op op G 0O oo o | 2931FD0G)) Bacasomg
LR REEEREERRERREE o e
goE3090| g0 0g B 0B\ 90 B9 fo g0 op oo op ool op oe ep oolo) 2931F00C)| 92999999

from exl.BPE91BEE to .
ASCIT "p

Figure 1.15: OllyDbg: preparing the value for passing to printf()

GCC

Let’s try to compile this code in GCC 4.4.1 under Linux:

main proc near

var_ 20 = dword ptr -20h

var_1C = dword ptr -1Ch

var 4 = dword ptr -4
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 20h
mov [esp+20h+var 20], offset aEnterX ; "Enter X:"
call _puts
mov eax, offset aD ; "%d"
lea edx, [esp+20h+var 4]
mov [esp+20h+var 1C], edx
mov [esp+20h+var_20], eax
call ___1s0c99 scanf
mov edx, [esp+20h+var 4]
mov eax, offset aYouEnteredD  ; "You entered %d...\n"
mov [esp+20h+var 1C], edx
mov [esp+20h+var _20], eax
call _printf
mov eax, 0
leave
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retn

main endp

GCC has replaced the printf() call with call to puts(). The reason for this was

explained in (1.5.3 on page 28).

As in the MSVC example—the arguments are placed on the stack using the MOV in-
struction.

By the way

This simple example is a demonstration of the fact that the compiler translates a list
of expressions in C/C++-block into a sequential list of instructions. There is nothing
in between expressions in C/C++, and so in the resulting machine code, there are
nothing between, the control flow slips from one expression to the next one.

x64

The picture here is similar with the difference that the registers, rather than the
stack, are used for arguments passing.

MSVC
Listing 1.72: MSVC 2012 x64
_DATA  SEGMENT
$5G1289 DB '"Enter X:', OaH, OOGH
$5G1291 DB 'd', OOH
$5G1292 DB 'You entered %d...', 0aH, OOH
_DATA ENDS
_TEXT  SEGMENT
x$ = 32
main PROC
$LN3:
sub rsp, 56
lea rcx, OFFSET FLAT:$SG1289 ; 'Enter X:
call printf
lea rdx, QWORD PTR x$[rsp]
lea rcx, OFFSET FLAT:$SG1291 ; 'Sd'
call scanf
mov edx, DWORD PTR x$[rspl
lea rcx, OFFSET FLAT:$5G1292 ; 'You entered %d...'
call printf
;o return 0
xor eax, eax
add rsp, 56
ret 0
main ENDP
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_TEXT  ENDS
GCC
Listing 1.73: Optimizing GCC 4.4.6 x64
.LCO:
.string "Enter X:"
.LC1:
.string "sd"
.LC2:
.string "You entered %d...\n"
main:
sub rsp, 24
mov edi, OFFSET FLAT:.LCO ; "Enter X:"
call puts
lea rsi, [rsp+12]
mov edi, OFFSET FLAT:.LC1 ; "%d"
xor eax, eax
call __1s0c99 scanf
mov esi, DWORD PTR [rsp+12]
mov edi, OFFSET FLAT:.LC2 ; "You entered %d...\n"
xor eax, eax
call printf
; return 0
xor eax, eax
add rsp, 24
ret
ARM

Optimizing Keil 6/2013 (Thumb mode)

.text:00000042 scanf_main

.text:00000042

.text:00000042 var_ 8 = -8

.text:00000042

.text:00000042 08 B5 PUSH {R3,LR}

.text:00000044 A9 A0 ADR RO, aEnterX ; "Enter X:\n"

.text:00000046 06 FO D3 F8 BL __2printf

.text:0000004A 69 46 MOV R1, SP

.text:0000004C AA AO ADR RO, ab ; "%d"

.text:0000004E 06 FO CD F8 BL __Oscanf

.text:00000052 00 99 LDR R1, [SP,#8+var 8]

.text:00000054 A9 A0 ADR RO, aYouEnteredD  ; "You entered
%d...\n"

.text:OOdBOGSG 06 FO CB F8 BL __2printf

.text:0000005A 00 20 MOVS RO, #0
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.text:0000005C 08 BD POP {R3,PC}

In order for scanf () to be able to read item it needs a parameter—pointer to an int.
int is 32-bit, so we need 4 bytes to store it somewhere in memory, and it fits exactly
in a 32-bit register. A place for the local variable x is allocated in the stack and IDA
has named it var_8. It is not necessary, however, to allocate a such since SP (stack
pointer) is already pointing to that space and it can be used directly.

So, SP’s value is copied to the R1 register and, together with the format-string,
passed to scanf ().

PUSH/POP instructions behaves differently in ARM than in x86 (it's the other way
around). They are synonyms to STM/STMDB/LDM/LDMIA instructions. And PUSH in-
struction first writes a value into the stack, and then subtracts SP by 4. POP first
adds 4 to SP, and then reads a value from the stack. Hence, after PUSH, SP points to
an unused space in stack. It is used by scanf(), and by printf() after.

LDMIA means Load Multiple Registers Increment address After each transfer. STMDB
means Store Multiple Registers Decrement address Before each transfer.

Later, with the help of the LDR instruction, this value is moved from the stack to the
R1 register in order to be passed to printf().

ARM64
Listing 1.74: Non-optimizing GCC 4.9.1 ARM64
.LCO:
.string "Enter X:"
.LC1:
.string "%d"
.LC2:
.string "You entered %d...\n"
scanf _main:
; subtract 32 from SP, then save FP and LR in stack frame:
stp x29, x30, [sp, -32]!
; set stack frame (FP=SP)
add x29, sp, O

; Lload pointer to the "Enter X:" string:
adrp x0, .LCO

add x0, x0, :1ol2:.LCO
; XO0=pointer to the "Enter X:" string
; print it:

bl puts

; Load pointer to the "%d" string:
adrp x0, .LC1

add x0, x0, :lo0l2:.LC1
; find a space in stack frame for "x" variable (X1=FP+28):
add x1, x29, 28

; Xl=address of "x" variable
; pass the address to scanf() and call it:
bl __1s0c99 scanf
; load 32-bit value from the variable in stack frame:
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ldr wl, [x29,28]

;o Wl=x
; load pointer to the "You entered %d...\n" string
; printf() will take text string from X0 and "x" variable from X1 (or W1)

adrp x0, .LC2

add x0, x0, :lol2:.LC2
bl printf
;o return 0
mov wo, 0
; restore FP and LR, then add 32 to SP:
ldp x29, x30, [sp]l, 32
ret

There is 32 bytes are allocated for stack frame, which is bigger than it needed. Per-
haps some memory aligning issue? The most interesting part is finding space for
the z variable in the stack frame (line 22). Why 28? Somehow, compiler decided
to place this variable at the end of stack frame instead of beginning. The address
is passed to scanf (), which just stores the user input value in the memory at that
address. This is 32-bit value of type int. The value is fetched at line 27 and then
passed to printf().

MIPS

A place in the local stack is allocated for the z variable, and it is to be referred as
$sp + 24.

Its address is passed to scanf (), and the user input values is loaded using the LW
(“Load Word”) instruction and then passed to printf().

Listing 1.75: Optimizing GCC 4.4.5 (assembly output)

$LCO:
.ascii "Enter X:\000"
$LC1:
.ascii "%d\000"
$LC2:
.ascii "You entered %d...\012\000"
main:
; function prologue:
lui $28,%hi( gnu local gp)
addiu $sp, $sp, -40
addiu  $28,%$28,%lo(__gnu local gp)
sw $31,36($sp)
; call puts():
w $25,%calll6e(puts) ($28)
lui $4,%hi($LCO)
jalr $25

addiu $4,%$4,%lo($LCO) ; branch delay slot
; call scanf():

lw $28,16($sp)
lui $4,%hi($LC1)
lw $25,%callle( isoc99 scanf) ($28)

; set 2nd argument of scanf(), $al=$sp+24:
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addiu $5,%$sp, 24
jalr $25
addiu $4,%$4,%lo($LC1l) ; branch delay slot

; call printf():

lw $28,16($sp)
; set 2nd argument of printf(),
; Load word at address $sp+24:

w $5,24(%sp)

lw $25,%calll6(printf) ($28)
lui $4,%hi($LC2)

jalr $25

addiu $4,%$4,%lo($LC2) ; branch delay slot

; function epilogue:
lw $31,36($sp)
; set return value to 0:
move $2,%$0
;o return:
j $31
addiu $sp,$sp, 40 ; branch delay slot

IDA displays the stack layout as follows:
Listing 1.76: Optimizing GCC 4.4.5 (IDA)

.text: 00000000 main:
.text: 00000000

.text:00000000 var 18 = -0x18

.text:00000000 var 10 = -0x10

.text: 00000000 var 4 = -4

.text:00000000

; function prologue:

.text:00000000 lui $gp, (__gnu local gp >> 16)

.text:00000004 addiu  $sp, -0x28

.text:00000008 la $agp, (__gnu local gp & OXFFFF)

.text:0000000C sw $ra, Ox28+var 4($sp)

.text:00000010 sw $gp, Ox28+var 18($sp)

; call puts():

.text:00000014 lw $t9, (puts & OXFFFF) ($gp)

.text:00000018 lui $a0, ($LCO >> 16) # "Enter X:"

.text:0000001C jalr $t9

.text:00000020 la $a0, ($LCO & OXFFFF) # "Enter X:" ; branch
delay slot

; call scanf():

.text:00000024 w $gp, Ox28+var 18($sp)

.text:00000028 lui $a0, ($LC1 >> 16) # "%d"

.text:0000002C lw $t9, (_ isoc99 scanf & OxFFFF) ($gp)

; set 2nd argument of scanf(), $al=$sp+24:

.text:00000030 addiu $al, $sp, Ox28+var_10

.text: 00000034 jalr $t9 ; branch delay slot

.text:00000038 la $a0, ($LC1 & OXFFFF) # "%d"

; call printf():

.text:0000003C lw $gp, Ox28+var 18($sp)
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; set 2nd argument of printf(),
; load word at address $sp+24:

.text:00000040 lw $al, Ox28+var 10($sp)

.text:00000044 lw $t9, (printf & OXFFFF) ($gp)

.text:00000048 lui $a0, ($LC2 >> 16) # "You entered %d...\n"
.text:0000004C jalr $t9

.text:00000050 la $a0, ($LC2 & OXFFFF) # "You entered %d...\n"

; branch delay slot
; function epilogue:

.text:00000054 lw $ra, Ox28+var_4($sp)

; set return value to O:

.text:00000058 move $v0, $zero

; return:

.text:0000005C jr $ra

.text: 00000060 addiu $sp, 0x28 ; branch delay slot

1.12.2 The classic mistake

It’s a very popular mistake (and/or typo) to pass a value of x instead of pointer to x:

#include <stdio.h>

int main()

{
int x;
printf ("Enter X:\n");
scanf ("%d", x); // BUG

printf ("You entered %d...\n", Xx);

return 0;

};

So what happens here? x is not initialized and contains some random noise from
local stack. When scanf() called, it takes string from user, parses it into number
and tries to write it into x, treating it as an address in memory. But there is a random
noise, so scanf () will try to write at random address. Most likely, the process will
crash.

Interestingly enough, some CRT libraries in debug build, put visually distinctive pat-
terns into memory just allocated, like OxXCCCCCCCC or 0xOBADFOOD and so on. In
this case, x may contain OxCCCCCCCC, and scanf() would try to write at address
OxCCCCCCCC. And if you'll notice that something in your process tries to write at
address OxCCCCCCCC, you'll know that uninitialized variable (or pointer) gets used
without prior initialization. This is better than as if newly allocated memory is just
cleared by zero bytes.
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1.12.3 Global variables

What if the x variable from the previous example isn’t local but a global one? Then it
would have been accessible from any point, not only from the function body. Global
variables are considered anti-pattern, but for the sake of the experiment, we could
do this.

#include <stdio.h>

// now x is global variable

int x;
int main()
{
printf ("Enter X:\n");
scanf ("%d", &x);
printf ("You entered %d...\n", x);
return 0;
b
MSVC: x86
_DATA SEGMENT
COMM  x:DWORD
$5G2456 DB '"Enter X:', 0OaH, OOH
$5G2457 DB '%d', OO0H
$5G2458 DB 'You entered %d...', OaH, OOH
_DATA ENDS
PUBLIC _main
EXTRN _scanf:PROC
EXTRN _printf:PROC

; Function compile flags: /0dtp
_TEXT SEGMENT

_main PROC
push ebp
mov ebp, esp

push OFFSET $S5G2456
call  printf

add esp, 4

push  OFFSET x

push  OFFSET $5G2457

call  scanf

add esp, 8

mov eax, DWORD PTR x
push eax

push  OFFSET $5G2458
call printf

add esp, 8
xor  eax, eax
pop ebp
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ret 0
_main ENDP
_TEXT ENDS

In this case the x variable is defined in the DATA segment and no memory is allo-
cated in the local stack. It is accessed directly, not through the stack. Uninitialized
global variables take no space in the executable file (indeed, why one needs to al-
locate space for variables initially set to zero?), but when someone accesses their
address, the OS will allocate a block of zeros there’?.

Now let’s explicitly assign a value to the variable:

int x=10; // default value

We got:
_DATA  SEGMENT
X DD OaH

Here we see a value 0xA of DWORD type (DD stands for DWORD = 32 bit) for this
variable.

If you open the compiled .exe in IDA, you can see the x variable placed at the begin-
ning of the DATA segment, and after it you can see text strings.

If you open the compiled .exe from the previous example in IDA, where the value of
x hasn’t been set, you would see something like this:

Listing 1.77: IDA

DATA XREF: sbh find block+5

.data:0040FA80 x dd ? ; DATA XREF: main+10
.data:0040FA80 ;_main+22
.data:0040FA84 dword 40FA84 dd ? ; DATA XREF: memset+1E
.data:0040FA84 ; unknown libname 1+28
.data:0040FA88 dword 40FA88 dd ? ;

.data:0040FA88 sbh free block+2BC
.data:0040FA8C ; LPVOID lpMem

.data:0040FA8C 1pMem dd ? ; DATA XREF: _ sbh find block+B
.data:0040FA8C sbh free block+2CA
.data:0040FA90 dword 40FA90 dd ? DATA XREF: V6 HeapAlloc+13
.data:0040FA90 _calloc_impl+72

.data:0040FA94 dword 40FA94 dd ? DATA XREF: sbh free block+2FE

_x is marked with ? with the rest of the variables that do not need to be initialized.
This implies that after loading the .exe to the memory, a space for all these vari-
ables is to be allocated and filled with zeros [ISO/IEC 9899:TC3 (C C99 standard),
(2007)6.7.8p10]. But in the .exe file these uninitialized variables do not occupy any-
thing. This is convenient for large arrays, for example.

72That is how a VM behaves
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MSVC: x86 + OllyDbg

Things are even simpler here:

[ cPU - main thread, module ex2

=101 x|

Regizters (FFLI

-

gactiaga|rs LR FLUSH_EEP -
Gactiasl|| -  2BEC MOU EEF,.ESP —
BECE a2 65 BR2ACCHR | PUSH OFFSET @BCoIpea fi
BECE 1EE2 FF1S DLZACCH| CALL DWORD PTR DE:[<&MSUCRIGE.printf>] M=
BECE 1 EEE 2304 B4 AOD EZF, 4
BECE1E11 =t FUUSH OFFSET AECE3394 <F
BACS1a16 65 BLIACSHA |FUSH OFFSET AECS3E65 [Fc
AACS1a1E FF1S A4zaCCal CALL DWORD PTR DS:[<&MSUCR1GE.scant »] 513

2204 B2 ADD ESP. 2
Bactiaz24 Al 24220008 (MOU ERH, DWORD PTR DS: [BCE3294]
BECE1Ez23 =] FUUSH ERH 4F
BECE1E2A 62 1ASACCER | PUSH OFFSET BECESE1A [Fc
BECE1E2F FF15 QCRACCH| CALL DWORD PTR DS:[<&MSUCR1GE.printf:] M2
BECE1A3E S3C4 B2 AOD EZF, S
gacsiasg|| -  F3Ca HOR ERH,EAH -
pacciaopll - 0 FOF EEF
TSUCEIB@.scanF returned ERE = 1 -
M= —
ESP=B@44F74C, PTR to ASCII 4™

w

Address
QACE ST
QECS 334
BECSS2E4
HECES3C4
BECES304
HECES3ES
BACES3F4
QECS 3404
QECs3414
LOQLS a2 )

BE44F 7P

R

GE44EARG HSUCR 106, SE445AAR

EE494508 MSUCRIGE.  badicinfo

BECERREE

BE44ET4C PTR to ASCIT "d”

BB44F 754

BBEOEEA

BBCSZ39C exZ. BECES39C | |

BBCS1821 ex2. BECE1A21

ES BBZB Sebit B(FFFFFFEF]

CZ BB23 Sobit BIFFFFFFFF]

S5 BOZE Sebit BIFFFFFFEF)

DS BOZE Sebit BIFFFFFFFE]

FZ BOES S2bit TEFDDOEBIFFF)

GE BOZE Sebit BIFFFFFFFF)

LastErr PRDEEOEE ERROF_SUCCESS

BEEEAZEE (MO, NE, NE, A, M5, FE, GE, &1 -
R A =
PBCS 3354 1=l
BE44F 70
HECE11R9 from exdz
BBBEAAA] | B
BB194EES
CeEasion
BEBGAGED Ll
BEDGAEED

TEFDEGEE

Figure 1.16: OllyDbg: after scanf () execution

The variable is located in the data segment. After the PUSH instruction (pushing the
address of z) gets executed, the address appears in the stack window. Right-click
on that row and select “Follow in dump”. The variable will appear in the memory
window on the left. After we have entered 123 in the console, 0x7B appears in the
memory window (see the highlighted screenshot regions).

But why is the first byte 7B? Thinking logically, 00 00 00 7B must be there. The
cause for this is referred as endianness, and x86 uses little-endian. This implies that
the lowest byte is written first, and the highest written last. Read more about it at:
2.2 on page 572. Back to the example, the 32-bit value is loaded from this memory
address into EAX and passed to printf ().

The memory address of z is 0x00C53394.
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In OllyDbg we can review the process memory map (Alt-M) and we can see that this
address is inside the .data PE-segment of our program:

{1 Memory map =10l
Address |Size Owner Section [Contains Tupe| Access | Initial|Mapped as AI
BEERTYHBAE | BERE Y EAR Map |R [ Crslindows~System32~locale.n L<
53128608 BECASOaE Heap Priv| Bl Rl

BE209608| BE0E7OaE Priv/EW GualBW  Gua

BE44CEHAE| BEEE1BAE Priuv| Bl  Gual BW  Gua

Ba440608| BEOOI0EE Stack of main thread |Priv| Rl Rl

HESIEEEE| BEEETOAE Friu| Bl Rl

BEYSEE08| BECOCOaE Default heap Priv| Bl Rl

BECSABEE | BEEE1AEE | en FE header Ima |R EWE Cop

BACT1E0E| DEEE 1080 | ena SEENt Code Ima (R E RWE Cop

BECEZEAE| BEAE1EARA| en2 .rdata Imports Ima R RWE Cop!

BECSIE0E DEEE 1080 en2 .data Data Ima | Rl RWE Cop

BECE4BAE | BERE1EAA | ex “reloc Relocations Ima |R RWE Cop!

EESEARGE| 886816888 MSUCR1@a FE header Ima |R RWE Cop

EE3E1E06| BEEEZ00E | MSUCR1GEa SEEnt Code, imports.enports | Ima (R E RWE Cop

EE43306EH | BEAREEAEE | MSUCE 18 .data Data Ima [EW Copj EME Cop

EE429606 | BE0E 1 00E | MSUCR16E8 LrErC Resources Ima |R RWE Cop

EE49ABAE | BERBSEARA | MSUCE 1868 reloc Relocations Ima |R RWE Cop!

TECDBEGE| BE0E 1088 | Mod_FEED FE header Ima |R RWE Cop

TES01EHEH| BEEESEAE Ima (R E EWE Cop

TEED4E08| BE0O 1 BaG Ima |RW RWE Cop

TEE0EEERH | BEEESEAE Ima |R EWE Cop

TECEBEEE| BE08 1088 | Mod_FEEE FE header Ima |R RWE Cop

TESE1RHGRH| BEE4080E Ima (R E EWE Cop

TEEZERGR | BEEASEAE Ima [EW Copj EME Cop

TEE22608| DEOEo0EE Ima |R RWE Cop

TEE4EEER| BEEE1A6E | Mod_FE56d FE header Ima |R EWE Cop

TEE41608) BEEI00EG Ima (R E RWE Cop

TEETIHERE| BHEEZEAE Ima |[EN EWE Cop

TEETFEE0E| DEOO40a0 Ima |R RWE Cop

TEFERBAE| BER1AEAA | kerne 132 PE header Ima |R RWE Cop!

TEFCBE0E| BEEDEEEE | kerne 132 SEEnt Code, imports.enports | Ima (R E RWE Cop

TrHZEBAE| BER1AEAA | kerne 132 .data Data Ima |EW Copt EWE Cop

Tro48608| 08016088 kerne 132 .CErC Resources Ima |R RWE Cop

Trecenng| aeeaEeeE | kerne 132 reloc Relocations Ima |R RWE Cop

TrE1806EH| BEEA 1668 | KERHELBASE FE header Ima |R EWE Cop

Trollone| ooe4E0eE | KERMELEASE | .text Code, imports.enports | Ima (R E RWE Cop

TrE5106H| BEEAZ60E | KERHELBASE | .data Data Ima |[EN EWE Cop

TrocoE0e | peoa 1088 KERMELEASE | .rsrc Resources Ima |R RWE Cop

7rEE4BAE| BERE3EAR| KERHELEBASE | .reloc Relocations Ima |R RWE Cop! |-
TrEZBE0E| BE0E 1088 Mod_FTE2 FE header Ima |R RWE Cop

TTEBZ21E606H| BE1682000 Ima (R E EWE Cop

TrC22608)| DEEZFoaE Ima |R RWE Cop

TTCE2EEEH| BEEACHAE Ima [EW Copj EME Cop

TTCESERGA| AEGEE0AE Ima |R RWE Cop

TrOBeE0E| BE0a 1008 ntdll FE header Ima |R RWE Cop

7r0168AE| BEEDEEARA | ntdl L hent Code, exports Ima (R E RWE Cop!

TrOFBE0E| BE0a 1008 ntdll RT Code Ima (R E RWE Cop

£7E0808D| 08085008 | ntd! | .data |Data Ina |RW Cop{ RUE Cop =l

Figure 1.17: OllyDbg: process memory map

GCC: x86

The picture in Linux is near the same, with the difference that the uninitialized vari-
ables are located in the bss segment. In ELF’3 file this segment has the following
attributes:

; Segment type: Uninitialized
; Segment permissions: Read/Write

If you, however, initialize the variable with some value e.g. 10, it is to be placed in
the data segment, which has the following attributes:

; Segment type: Pure data
; Segment permissions: Read/Write

MSVC: x64

73 Executable and Linkable Format: Executable File format widely used in *NIX systems including Linux
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Listing 1.78: MSVC 2012 x64

_DATA SEGMENT
COMM x : DWORD
$5G2924 DB
$5G2925 DB
$5G2926 DB
_DATA ENDS
_TEXT SEGMENT
main PROC
$LN3:

sub

lea

call

lea

lea

call

mov

lea

call

; retur

xor

add

ret
main ENDP
_TEXT ENDS

'"Enter X:', 0OaH, OOH

'd', OOH

'You entered %d...', 0aH, OOH

rsp, 40

rcx, OFFSET FLAT:$5G2924 ; 'Enter X:'

printf

rdx, OFFSET FLAT:x

rcx, OFFSET FLAT:$SG2925 ;
scanf

edx, DWORD PTR x

rcx, OFFSET FLAT:$SG2926 ;
printf

n o
eax, eax

rsp, 40
0

IQ/OdI

'You entered %d...'

The code is almost the same as in x86. Please note that the address of the = variable
is passed to scanf () using a LEA instruction, while the variable’s value is passed to

the second printf() using a MOV instruction. DWORD PTR—is a part of the assembly
language (no relation to the machine code), indicating that the variable data size is
32-bit and the MOV instruction has to be encoded accordingly.

ARM: Optimizing Keil 6/2013 (Thumb mode)

Listing 1.79: IDA

.text: 00000000 ; Segment type: Pure code
.text:00000000 AREA .text, CODE

_text:00000000 main

.text:00000000 PUSH {R4,LR}

.text:00000002 ADR RO, aEnterX ; "Enter X:\n"
.text:00000004 BL _ 2printf

.text:00000008 LDR R1, =x

.text:0000000A ADR RO, aD ;o "%d"
.text:0000000C BL __Oscanf

.text:00000010 LDR RO, =x

.text:00000012 LDR R1, [RO]
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.text:00000014 ADR RO, aYouEnteredD  ; "You entered %d...\n"

.text:00000016 BL _ 2printf

.text:0000001A MOVS RO, #0

.text:0000001C POP {R4,PC}

.text:00000020 aEnterX DCB "Enter X:",0xA,0 ; DATA XREF: main+2

.text:0000002A DCB 0

.text:0000002B DCB 0

.text:0000002C off 2C DCD x ; DATA XREF: main+8

.text:0000002C ; main+10

.text:00000030 aD DCB "%d",0 ; DATA XREF: main+A

.text:00000033 DCB 0

.text:00000034 aYouEnteredD  DCB "You entered %d...",0xA,0 ; DATA XREF:
main+14

. text:00000047 DCB 0O

.text:00000047 ; .text ends
.text:00000047

.data:00000048 ; Segment type: Pure data

.data:00000048 AREA .data, DATA

.data:00000048 ; ORG 0x48

.data:00000048 EXPORT x

.data:00000048 x DCD OxA ; DATA XREF: main+8
.data:00000048 ; main+10

.data:00000048 ; .data ends

So, the x variable is now global and for this reason located in another segment,
namely the data segment (.data). One could ask, why are the text strings located
in the code segment (.text) and x is located right here? Because it is a variable and
by definition its value could change. Moreover it could possibly change often. While
text strings has constant type, they will not be changed, so they are located in the
.text segment.

The code segment might sometimes be located in a ROM’#4 chip (keep in mind, we
now deal with embedded microelectronics, and memory scarcity is common here),
and changeable variables —in RAM’>.

It is not very economical to store constant variables in RAM when you have ROM.

Furthermore, constant variables in RAM must be initialized, because after powering
on, the RAM, obviously, contains random information.

Moving forward, we see a pointer to the x (off_ 2C) variable in the code segment,
and that all operations with the variable occur via this pointer.

That is because the x variable could be located somewhere far from this particular
code fragment, so its address must be saved somewhere in close proximity to the
code.

The LDR instruction in Thumb mode can only address variables in a range of 1020
bytes from its location,

74Read-Only Memory
75Random-Access Memory
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and in ARM-mode —variables in range of +4095 bytes.

And so the address of the x variable must be located somewhere in close proximity,
because there is no guarantee that the linker would be able to accommodate the
variable somewhere nearby the code, it may well be even in an external memory
chip!

One more thing: if a variable is declared as const, the Keil compiler allocates it in
the .constdata segment.

Perhaps thereafter, the linker could place this segment in ROM too, along with the
code segment.

ARM64
Listing 1.80: Non-optimizing GCC 4.9.1 ARM64
.comm x,4,4
.LCO:
.string "Enter X:"
.LC1:
.string "%d"
.LC2:
.string "You entered %d...\n"
f5:
; save FP and LR in stack frame:
stp x29, x30, [sp, -16]!
; set stack frame (FP=SP)
add x29, sp, 0

; load pointer to the "Enter X:" string:
adrp x0, .LCO
add x0, x0, :1o0l12:.LCO
bl puts
; Load pointer to the "%d" string:
adrp x0, .LC1

add x0, x0, :lo0l2:.LC1
; form address of x global variable:
adrp x1, X
add x1, x1, :1lol2:x
bl __1s0c99 scanf
; form address of x global variable again:
adrp x0, x
add x0, x0, :lol2:x

; load value from memory at this address:
ldr wl, [x0]

; Load pointer to the "You entered %d...\n
adrp x0, .LC2

string:

add x0, x0, :10l2:.LC2
bl printf

; return 0
mov wO, 0O

; restore FP and LR:
1dp x29, x30, [sp], 16
ret
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In this case the z variable is declared as global and its address is calculated using
the ADRP/ADD instruction pair (lines 21 and 25).

MIPS

Uninitialized global variable

So now the z variable is global. Let's compile to executable file rather than object file
and load it into IDA. IDA displays the z variable in the .sbss ELF section (remember
the “Global Pointer”? 1.5.4 on page 33), since the variable is not initialized at the
start.

Listing 1.81: Optimizing GCC 4.4.5 (IDA)

.text:004006CO main:
.text:004006C0O

.text:004006C0 var 10 = -0x10

.text:004006C0 var 4 = -4

.text:004006C0

; function prologue:

.text:004006C0 lui $gp, 0x42

.text:004006C4 addiu $sp, -0x20

.text:004006C8 1i $gp, 0x418940

.text:004006CC sw $ra, 0x20+var 4($sp)

.text:004006D0 sw $gp, 0x20+var 10($sp)

; call puts():

.text:004006D4 la $t9, puts

.text:004006D8 lui $a0, 0x40

.text:004006DC jalr $t9 ; puts

.text:004006E0 la $a0, aEnterX # "Enter X:" ; branch delay

; ca%%ogcanf():

.text:004006E4 lw $gp, 0x20+var 10($sp)

.text:004006E8 lui $a0, 0x40

.text:004006EC la $t9,  isoc99 scanf

; prepare address of x:

.text:004006F0 la $al, x

.text:004006F4 jalr $t9 ;  1s0c99 scanf

.text:004006F8 la $a0, aD # "%d" ; branch delay slot

; call printf():

.text:004006FC 1w $gp, 0x20+var 10($sp)

.text:00400700 lui $a0, 0x40

; get address of x:

.text:00400704 la $v0O, X

.text:00400708 la $t9, printf

; load value from "x" variable and pass it to printf() in $al:

.text:0040070C lw $al, (x - 0x41099C) ($v0)

.text:00400710 jalr $t9 ; printf

.text:00400714 la $a0, aYouEnteredD # "You entered %d...\n"
; branch delay slot

; function epilogue:

.text:00400718 lw $ra, 0x20+var 4($sp)

.text:0040071C move $v0, $zero
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.text:00400720 jr $ra
.text:00400724 addiu $sp, 0x20 ; branch delay slot

.sbss:0041099C # Segment type: Uninitialized

.Sbss:0041099C .sbss
.Sbss:0041099C .globl x
.Sbss:0041099C x: .space 4

.Sbss:0041099C

IDA reduces the amount of information, so we’ll also do a listing using objdump and

comment it:

Listing 1.82: Optimizing GCC 4.4.5 (objdump)

004006c0 <main>:

; function prologue:
4006c0: 3clc0042 1ui gp,0x42
4006c4: 27bdffe@ addiu sp,sp,-32
4006c8: 279c8940 addiu gp,gp,-30400

4006cc: afbfO0lc sw ra,28(sp)
4006d0: afbc0010 sw gp,16(sp)

; call puts():
4006d4: 8998034 1w t9,-32716(gp)
4006d8: 3c040040 1lui a0, 0x40

4006dc: 03201809 jalr t9
4006e0: 248408f0 addiu a0,a0,2288 ; branch delay slot
; call scanf():

4006e4: 8fbcO010 1w gp,16(sp)

4006e8: 3c040040 1lui a0, 0x40

4006ec: 8998038 1w t9,-32712(gp)
; prepare address of x:

4006f0: 8f858044 1w al, -32700(gp)

4006f4: 0320809 jalr t9
4006f8: 248408fc addiu a0,a0,2300 ; branch delay slot
; call printf():

4006fc: 8fbc0010 1w gp,16(sp)
400700: 3c040040 lui a0, 0x40
; get address of x:
400704: 8828044 1w v0, -32700(gp)
400708: 8f99803c 1w t9,-32708(gp)
; load value from "x" variable and pass it to printf() in $al:
40070c: 8c450000 1w al,o(vo)

400710: 03201809 jalr t9
400714: 24840900 addiu a0,a0,2304 ; branch delay slot
; function epilogue:

400718: 8fbf00lc 1w ra,28(sp)

40071c: 00001021 move v0, zero

400720: 03e00008 jr ra

400724: 27bd0020 addiu sp,sp,32 ; branch delay slot

; pack of NOPs used for aligning next function start on 16-byte boundary:

400728: 00200825 move at,at
40072c: 00200825 move at,at
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Now we see the z variable address is read from a 64KiB data buffer using GP and
adding negative offset to it (line 18). More than that, the addresses of the three
external functions which are used in our example (puts(), scanf(), printf()), are
also read from the 64KiB global data buffer using GP (lines 9, 16 and 26). GP points to
the middle of the buffer, and such offset suggests that all three function’s addresses,
and also the address of the x variable, are all stored somewhere at the beginning of
that buffer. That make sense, because our example is tiny.

Another thing worth mentioning is that the function ends with two NOPs (MOVE $AT, $AT
— an idle instruction), in order to align next function’s start on 16-byte boundary.

Initialized global variable

Let’s alter our example by giving the z variable a default value:

int x=10; // default value

Now IDA shows that the z variable is residing in the .data section:

Listing 1.83: Optimizing GCC 4.4.5 (IDA)

.text:004006A0 main:

.text:004006A0

.text:004006A0 var 10 = -0x10

.text:004006A0 var 8 = -8

.text:004006A0 var 4 = -4

.text:004006A0

.text:004006A0 lui $gp, 0x42
.text:004006A4 addiu $sp, -0x20
.text:004006A8 1i $gp, 0x418930
.text:004006AC sw $ra, Ox20+var_4($sp)
.text:004006B0 sw $s0, 0x20+var 8($sp)
.text:004006B4 sw $gp, Ox20+var 10($sp)
.text:004006B8 la $t9, puts
.text:004006BC lui $a0, 0x40
.text:004006C0 jalr $t9 ; puts
.text:004006C4 la $a0, aEnterX # "Enter X:"
.text:004006C8 lw $gp, 0x20+var 10($sp)
; prepare high part of x address:

.text:004006CC lui $s0, 0x41
.text:004006D0 la $t9, isoc99 scanf
.text:004006D4 lui $a0, 0x40

; add low part of x address:

.text:004006D8 addiu $al, $s0, (x - 0x410000)
; now address of x is in $al.

.text:004006DC jalr $t9 ; isoc99 scanf
.text:004006E0 la $a0d, abD # "%d"
.text:004006E4 lw $gp, Ox20+var 10($sp)
; get a word from memory:

.text:004006E8 lw $al, x

; value of x is now in $al.

.text:004006EC la $t9, printf
.text:004006F0 lui $a0, 0x40
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.text:004006F4 jalr $t9 ; printf

.text:004006F8 la $a0, aYouEnteredD # "You entered %d...\n"
.text:004006FC lw $ra, Ox20+var _4($sp)

.text:00400700 move $v0, $zero

.text:00400704 w $s0, Ox20+var_8($sp)

.text:00400708 jr $ra

.text:0040070C addiu $sp, 0x20

.data:00410920 .globl x

.data:00410920 x: .word OxA

Why not .sdata? Perhaps that this depends on some GCC option?

Nevertheless, now z is in .data, which is a general memory area, and we can take a
look how to work with variables there.

The variable’s address must be formed using a pair of instructions.

In our case those are LUI (“Load Upper Immediate”) and ADDIU (“Add Immediate
Unsigned Word”).

Here is also the objdump listing for close inspection:

Listing 1.84: Optimizing GCC 4.4.5 (objdump)

00400620 <main>:
4006a0: 3clc0042 1lui gp,0x42
4006a4: 27bdffed® addiu sp,sp,-32
4006a8: 279c¢8930 addiu gp,gp,-30416

4006ac: afbf00lc sw ra,28(sp)
4006b0: afb00018 sw s0,24(sp)
4006b4: afbc0010 sw gp,16(sp)
4006b8: 8998034 1w t9,-32716(gp)
4006bc: 3c040040 lui a0, 0x40

4006c0: 0320809 jalr t9
4006c4: 248408d0 addiu a0,a0d,2256

4006c8: 8fbcO010 1w gp,16(sp)

; prepare high part of x address:
4006cc: 3cle0041 lui s0,0x41
4006d0: 8f998038 1w t9,-32712(gp)
4006d4: 3c040040 1lui a0, 0x40

; add low part of x address:
4006d8: 26050920 addiu al,s0,2336
; now address of x is in $al.
4006dc: 03201809 jalr t9
4006e0: 248408dc addiu a0,a0,2268
4006e4: 8fbc0010 1w gp,16(sp)
; high part of x address is still in $s0.
; add low part to it and load a word from memory:

4006e8: 8e050920 1w al,2336(s0)

; value of x is now in $al.
4006ec: 8f99803c 1w t9,-32708(gp)
4006T0: 3c040040 lui a0,0x40
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4006f4: 0320809 jalr t9
4006f8: 248408e0 addiu a0,a0,2272

4006fc: 8fbfO0lc 1w ra,28(sp)
400700: 00001021 move v0, zero
400704: 8fb00018 1w s0,24(sp)
400708: 03e00008 jr ra

40070c: 27bd0020 addiu sp,sp,32

We see that the address is formed using LUI and ADDIU, but the high part of address
is still in the $S0 register, and it is possible to encode the offsetin a LW (“Load Word”)
instruction, so one single LW is enough to load a value from the variable and pass it
to printf().

Registers holding temporary data are prefixed with T-, but here we also see some pre-
fixed with S-, the contents of which must be preserved before use in other functions
(i.e., saved somewhere).

That is why the value of $S0 has been set at address 0x4006cc and has been used
again at address 0x4006e8, after the scanf () call. The scanf() function does not
change its value.

1.12.4 scanf()

As was noted before, it is slightly old-fashioned to use scanf () today. But if we have
to, we have to check if scanf () finishes correctly without an error.

#include <stdio.h>

int main()
{
int x;
printf ("Enter X:\n");

if (scanf ("%d", &x)==1)

printf ("You entered %d...\n", Xx);
else

printf ("What you entered? Huh?\n");

return 0;

+

By standard, the scanf ()’ function returns the number of fields it has successfully
read.

In our case, if everything goes fine and the user enters a number scanf() returns 1,
or in case of error (or EOF’’) — 0.

Let’'s add some C code to check the scanf() return value and print error message
in case of an error.

This works as expected:

76scanf, wscanf: MSDN
7TEnd of File
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C:\...>ex3.exe
Enter X:

123

You entered 123...

C:\...>ex3.exe

Enter X:

ouch

What you entered? Huh?

MSVC: x86
Here is what we get in the assembly output (MSVC 2010):

lea eax, DWORD PTR x$[ebpl
push eax
push OFFSET $SG3833 ; '%d', 0OH
call _scanf
add esp, 8
cmp eax, 1
jne SHORT $LN2@main
mov ecx, DWORD PTR x$[ebpl]
push ecx
push OFFSET $5G3834 ; 'You entered %d...', 0aH, OOH
call _printf
add esp, 8
jmp SHORT $LN1@main
$LN2@main:
push OFFSET $5G3836 ; 'What you entered? Huh?', 0aH, 0O0H
call _printf
add esp, 4
$LN1@main:
xor eax, eax

The caller function (main()) needs the callee function (scanf()) result, so the callee
returns it in the EAX register.

We check it with the help of the instruction CMP EAX, 1 (CoMPare). In other words,
we compare the value in the EAX register with 1.

A INE conditional jump follows the CMP instruction. JNE stands for Jump if Not Equal.

So, if the value in the EAX register is not equal to 1, the CPU will pass the execution
to the address mentioned in the JNE operand, in our case $LN2@main. Passing the
control to this address results in the CPU executing printf() with the argument
What you entered? Huh?. But if everything is fine, the conditional jump is not be
taken, and another printf () call is to be executed, with two arguments:

'You entered %d...' and the value of x.

Since in this case the second printf() has not to be executed, there is a JMP pre-
ceding it (unconditional jump). It passes the control to the point after the second
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printf() and just before the XOR EAX, EAX instruction, which implements return
0.

So, it could be said that comparing a value with another is usually implemented by
CMP/Jcc instruction pair, where cc is condition code. CMP compares two values and
sets processor flags’®. Jcc checks those flags and decides to either pass the control
to the specified address or not.

This could sound paradoxical, but the CMP instruction is in fact SUB (subtract). All
arithmetic instructions set processor flags, not just CMP. If we compareland 1,1-1
is 0 so the ZF flag would be set (meaning that the last result is 0). In no other
circumstances ZF can be set, except when the operands are equal. JNE checks only
the ZF flag and jumps only if it is not set. JNE is in fact a synonym for JNZ (Jump if
Not Zero). Assembler translates both JNE and JNZ instructions into the same opcode.
So, the CMP instruction can be replaced with a SUB instruction and almost everything
will be fine, with the difference that SUB alters the value of the first operand. CMP is
SUB without saving the result, but affecting flags.

MSVC: x86: IDA

Itis time to run IDA and try to do something in it. By the way, for beginners it is good
idea to use /MD option in MSVC, which means that all these standard functions are
not be linked with the executable file, but are to be imported from the MSVCR*.DLL
file instead. Thus it will be easier to see which standard function are used and where.

While analyzing code in IDA, it is very helpful to leave notes for oneself (and others).
In instance, analyzing this example, we see that JNZ is to be triggered in case of an
error. So it is possible to move the cursor to the label, press “n” and rename it to
“error”. Create another label—into “exit”. Here is my result:

.text:00401000 main proc near
.text:00401000
.text:00401000 var 4
.text:00401000 argc
.text:00401000 argv
.text:00401000 envp
.text:00401000

dword ptr -4
dword ptr 8
dword ptr 0OCh
dword ptr 10h

.text:00401000 push ebp
.text:00401001 mov ebp, esp
.text:00401003 push ecx
.text:00401004 push offset Format ; "Enter X:\n"
.text:00401009 call ds:printf
.text:0040100F add esp, 4
.text:00401012 lea eax, [ebp+var 4]
.text:00401015 push eax
.text:00401016 push offset aD ; "%d"
.text:0040101B call ds:scanf
.text:00401021 add esp, 8
.text:00401024 cmp eax, 1
.text:00401027 jnz short error
.text:00401029 mov ecx, [ebp+var 4]

78x86 flags, see also: wikipedia.
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.text:0040102C push ecx

.text:0040102D push offset aYou ; "You entered %d...\n"
.text:00401032 call ds:printf

.text:00401038 add esp, 8

.text:0040103B jmp short exit

.text:0040103D
.text:0040103D error: ; CODE XREF: main+27

.text:0040103D push offset aWhat ; "What you entered? Huh?\n"
.text:00401042 call ds:printf
.text:00401048 add esp, 4

.text:0040104B
.text:0040104B exit: ; CODE XREF: main+3B

.text:0040104B xor eax, eax
.text:0040104D mov esp, ebp
.text:0040104F pop ebp
.text:00401050 retn

.text:00401050 main endp

Now it is slightly easier to understand the code. However, it is not a good idea to
comment on every instruction.

You could also hide(collapse) parts of a function in IDA. To do that mark the block,
then press Ctrl-“-" on the numerical pad and enter the text to be displayed instead.

Let’s hide two blocks and give them names:

.text:00401000 text segment para public 'CODE' use32
.text:00401000 assume cs: text

.text:00401000 ;org 401000h

.text:00401000 ; ask for X

.text:00401012 ; get X

.text:00401024 cmp  eax, 1
.text:00401027 jnz short error
.text:00401029 ; print result
.text:0040103B jmp short exit

.text:0040103D
.text:0040103D error: ; CODE XREF: main+27

.text:0040103D push offset aWhat ; "What you entered? Huh?\n"
.text:00401042 call ds:printf
.text:00401048 add esp, 4

.text:0040104B
.text:0040104B exit: ; CODE XREF: main+3B

.text:0040104B Xor eax, eax
.text:0040104D mov esp, ebp
.text:0040104F pop ebp
.text:00401050 retn

.text:004010650 main endp

To expand previously collapsed parts of the code, use Ctrl-“+" on the numerical pad.
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By pressing “space”, we can see how IDA represents a function as a graph:

; int __cdecl main()
_main proc near
var_b= duword ptr -4
argc= dword ptr 8
argu= dword ptr 6Ch
enup= dword ptr 18h
push ehp
mnov ebp, esp
push ecx
push offset Format ; "Enter X:wn™
call ds:printf
add esp, 4
lea eax, [ebp+var_4]
push eax
push offset ab 11 b
call ds:scanf
add esp, 8
cmp eax, 1
jnz short error
L]
BN
mou ecx, [ebp+uar_A]
push ecx error ; "What you entered? Huh?in™
push offset aYou ; "You entered %d...\n" push offset allhat
call ds:printf call ds:printf
add esp, 8 add esp, 4
jmp short exit
MLl
exit
Xor eax, eax
mov esp, ebp
pop ebp
retn
_main endp

Figure 1.18: Graph mode in IDA

There are two arrows after each conditional jump: green and red. The green arrow
points to the block which executes if the jump is triggered, and red if otherwise.
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Itis possible to fold nodes in this mode and give them names as well (“group nodes”).
Let’s do it for 3 blocks:

; int __cdecl main{)
_main proc near

var_4= dword ptr -4
argc= dword ptr 8

argu= dword ptr OCh
enup= dword ptr 18h

push ebp
mou ebp, esp
push ecx

push offset Format s "Enter X:wn"
call ds:printf

add esp, 4

lea eax, [ebp+var_u]

push eax

push offset abD i
call ds:iscanf

add esp, 8

cmp eax, 1

jnz short error

|1
¥ ¥
HNW B= HNwW 3=

print error message| |print X

| |
v ¥

return A

Figure 1.19: Graph mode in IDA with 3 nodes folded

That is very useful. It could be said that a very important part of the reverse engi-
neers’ job (and any other researcher as well) is to reduce the amount of information
they deal with.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!


https://yurichev.com/contact.html
https://yurichev.com/contact.html

117

MSVC: x86 + OllyDbg

Let’s try to hack our program in OllyDbg, forcing it to think scanf() always works
without error. When an address of a local variable is passed into scanf (), the vari-
able initially contains some random garbage, in this case 0x6E494714:

[4 cPU - main thread, module ex3 =] [
R FL=H_EEF Regist (FFL)
et i B B
eazzio04|| - &2 pazeszes |PUSH OFFSET eazzoos o ELH SE34B617 HSUCRLBE. BE345617
@a3zieas|| - FFIS 2C2622@( CALL DWORD PTR DS:C<snsucRiea.orinef>] (LnE | Epl BAscacas
ep3zieer|| - =3C4 @4 AOD ESF, 4 ESF AB4cFEDY
gazzia12|| «  SD4E FC LEA ERX, [EEF—41 EbF Gb4oreDs
g F115 R FLSH ER% 2t |ES] cooctoa:
ARZZ1E1G|| » 6% ACSASZAR | FUSH OFFSET HRSZ2HEC [Fc ENT DES2S9RS onD.ARSSSIRS
aazziaiE|| «  FFIE f4fhfzol CALL OWORD FTR DS:[<&MSUCR1G@.scanf»1  |LHE . -
pazziEzi|] - 9304 as ADD ESP, & EIF BEZZ1E1E =xZ.BE321615
ea3ziez4|| - S3FE Bl CHP ERX, 1 i
epzziezr|| - 75 14 JNE SHORT @e321@30 F 9 EZ BBSE SEbit BIFFRPEERE)
ep3ziez9|| - SB4D FC HOW ECR, OWORD FTR 5%: [EEF-41 R & St Aeoh S5bit GIEFFFFEFF)
aRzziEzc|| - 51 FUSH ECH <5 '
teill . _es tespapes | PUSH OFFSET peseopie oS @ P2 GRES Z0iT CEFDDomGcFFF)

L
Stack [OB4-FEOB]=ex3.0@32238008, HSCID "Enter =:E" alT & BS BE2E 37Lit BIFFFFEEFF)
ERX=B842FED4 = K

08 LastErr GBOMAGGA ERROR_SUCCESS
MO, MB, ME, A, HS, PE, GE, 5)

Address |Hex dump HSCII [(ANSI &
BECZCDD0| 4Bl Gk 74 65| rZ 2§ 5o oh| OH 00 09 06| 25 64 DD O8] Enter Wil poachEDe DR £ i
BEEZ3A16| 59 EF 7S ZB|EE EE 74 E5[7E ES £4 2@|EZE &4 ZE ZE[You entered BR4SFEES rem .
BE323620| 2E BA 6O B0|57 65 €1 74| 2@ 73 6F 75|20 65 eE 74|.0 bhac yoo | 224EFEED
BE323038| 65 72 65 ¢4 3F 20 45 TS &2 OF @A 98| FF FF FF FFlered? Huhv@ | 2232FEER
@R3Z3048| FE FF FF FF| B9 £D 0P 90 00 0B B0 09 0D 08 02 08 DBASFEEE
2323058 | FE FF FF FF 81 00 8 00 10 95 DS 22|E2 FA 2A OD(s &  wep | 2E32FEEC
BESZ3AEE| 1 B GO @R 43 22 17 G0 62 4E 17 OO\ 6@ 0o 68 @B[e  Hig nhg | 2EIEEEEE =
ARZZZA7E| B OR GF A6 AR 00 0P A6 AR OH GE GE 0R 08 PO @9 OOASFERS
ARZZZASH| A OR OR A6 AR 0N 0D AG) AR OB PO GE 0R OB PO A9 Rt -
ARZE2A90| AR G GR AR AR GR GR QG| A GR AR GR| GRG0 AR OR

Figure 1.20: OllyDbg: passing variable address into scanf ()
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While scanf () executes, in the console we enter something that is definitely not a
number, like “asdasd”. scanf () finishes with 0 in EAX, which indicates that an error
has occurred.

We can also check the local variable in the stack and note that it has not changed.
Indeed, what would scanf () write there? It simply did nothing except returning zero.

Let’s try to “hack” our program. Right-click on EAX, Among the options there is “Set
to 1”. This is what we need.

We now have 1 in EAX, so the following check is to be executed as intended, and
printf () will print the value of the variable in the stack.

When we run the program (F9) we can see the following in the console window:

Listing 1.85: console window

Enter X:
asdasd
You entered 1850296084...

Indeed, 1850296084 is a decimal representation of the number in the stack (0x6E494714)!
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MSVC: x86 + Hiew

This can also be used as a simple example of executable file patching. We may try to
patch the executable so the program would always print the input, no matter what
we enter.

Assuming that the executable is compiled against external MSVCR*.DLL (i.e., with /MD
option) 79, we see the main() function at the beginning of the .text section. Let’s
open the executable in Hiew and find the beginning of the .text section (Enter, F8,
F6, Enter, Enter).

We can see this:

EHIﬁeuneszxe
C:\Polygon\ollydbg\ex3.exe a32 PE .004810088 |Hie

printf
esp,

; "What you entered?

printf

e3p,

pop

mow O IM°

laéleave 11

Figure 1.21: Hiew: main() function

Hiew finds ASCI1Z8° strings and displays them, as it does with the imported functions’
names.

79that’s what also called “dynamic linking”
80ASCIl Zero (null-terminated ASCII string )
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Move the cursor to address .00401027 (where the JNZ instruction, we have to bypass,
is located), press F3, and then type “9090” (meaning two NOPs):

EFWO EDITMODE a32 PE ooeea
push
mons

push

nop
nop
MO

push

Figure 1.22: Hiew: replacing JNZ with two NOPs

Then press F9 (update). Now the executable is saved to the disk. It will behave as
we wanted.

Two NOPs are probably not the most aasthetic approach. Another way to patch this
instruction is to write just 0 to the second byte of opcode (jump offset), so that INZ
will always jump to the next instruction.

We could also do the opposite: replace first byte with EB while not touching the sec-
ond byte (jump offset). We would get an unconditional jump that is always triggered.
In this case the error message would be printed every time, no matter the input.
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MSVC: x64

Since we work here with int-typed variables, which are still 32-bit in x86-64, we see
how the 32-bit part of the registers (prefixed with E-) are used here as well. While
working with pointers, however, 64-bit register parts are used, prefixed with R-.

Listing 1.86: MSVC 2012 x64

_DATA SEGMENT
$5G2924 DB '"Enter X:', OaH, OOGH
$5G2926 DB '%d', OOH
$5G2927 DB 'You entered %d...', 0aH, OOH
$5G2929 DB 'What you entered? Huh?', 0aH, OOH
_DATA ENDS
_TEXT SEGMENT
x$ = 32
main PROC
$LN5:
sub rsp, 56
lea rcx, OFFSET FLAT:$5G2924 ; 'Enter X:'
call printf
lea rdx, QWORD PTR x$[rsp]
lea rcx, OFFSET FLAT:$5G2926 ; 'Sd'
call scanf
cmp eax, 1
jne SHORT $LN2@main
mov edx, DWORD PTR x$[rspl
lea rcx, OFFSET FLAT:$S5G2927 ; 'You entered %d...'
call printf
jmp SHORT $LNl@main
$LN2@main:
lea rcx, OFFSET FLAT:$5G2929 ; 'What you entered? Huh?'
call printf
$LN1@main:
; return 0
xor eax, eax
add rsp, 56
ret 0
main ENDP
_TEXT ENDS
END
ARM

ARM: Optimizing Keil 6/2013 (Thumb mode)

Listing 1.87: Optimizing Keil 6/2013 (Thumb mode)

var_8

= -8

PUSH
ADR

{R3,LR}

RO, aEnterX ; "Enter X:\n"
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BL __2printf
MOV R1, SP
ADR RO, aD ;o "%d"
BL __Bscanf
CMP RO, #1
BEQ loc 1E
ADR RO, aWhatYouEntered ; "What you entered? Huh?\n"
BL __2printf
loc 1A ; CODE XREF: main+26
MOVS RO, #0
POP {R3,PC}
loc_1E ; CODE XREF: main+12
LDR R1, [SP,#8+var 8]
ADR RO, aYouEnteredD  ; "You entered %d...\n"
BL __2printf
B loc_ 1A

The new instructions here are CMP and BEQ8!.

CMP is analogous to the x86 instruction with the same name, it subtracts one of the
arguments from the other and updates the conditional flags if needed.

BEQ jumps to another address if the operands were equal to each other, or, if the
result of the last computation has been 0, or if the Z flag is 1. It behaves as JZ in
x86.

Everything else is simple: the execution flow forks in two branches, then the branches
converge at the point where 0 is written into the RO as a function return value, and
then the function ends.

ARM64
Listing 1.88: Non-optimizing GCC 4.9.1 ARM64

.LCO:

.string "Enter X:"
.LC1:

.string "s%d"
.LC2:

.string "You entered %d...\n"
.LC3:

.string "What you entered? Huh?"
f6:
; save FP and LR in stack frame:

stp x29, x30, [sp, -32]!
; set stack frame (FP=SP)

add x29, sp, O

; Lload pointer to the "Enter X:" string:
adrp x0, .LCO

81(PowerPC, ARM) Branch if Equal
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add x0, x0, :1o0l12:.LCO
bl puts

; load pointer to the "%d" string:
adrp x0, .LC1

add x0, x0, :lo0l2:.LC1
; calculate address of x variable in the local stack
add x1, x29, 28
bl __1s50c99 scanf
; scanf() returned result in WO.
; check it:
cmp wo, 1

; BNE is Branch if Not Equal

; so if WO<>1, jump to L2 will be occurred
bne .L2

; at this moment WO=1, meaning no error

; load x value from the local stack
ldr wl, [x29,28]

; load pointer to the "You entered %d...\n" string:
adrp x0, .LC2
add x0, x0, :lol2:.LC2
bl printf
; skip the code, which print the "What you entered? Huh?" string:
b .L3

.L2:
; load pointer to the "What you entered? Huh?" string:
adrp x0, .LC3

add x0, x0, :1o0l12:.LC3
bl puts

L3:

; return 0
mov woO, 0

; restore FP and LR:
1dp x29, x30, [sp]l, 32
ret

Code flow in this case forks with the use of CMP/BNE (Branch if Not Equal) instructions
pair.

MIPS

Listing 1.89: Optimizing GCC 4.4.5 (IDA)

.text:004006A0 main:
.text:004006A0

.text:004006A0 var_ 18 = -0x18

.text:004006A0 var 10 = -0x10

.text:004006A0 var_ 4 = -4

.text:004006A0

.text:004006A0 lui $gp, 0x42
.text:004006A4 addiu $sp, -0x28
.text:004006A8 11 $gp, 0x418960
.text:004006AC sw $ra, 0x28+var 4($sp)
.text:004006B0 sw $gp, Ox28+var 18($sp)
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.text:004006B4 la $t9, puts

.text:004006B8 lui $a0, 0x40

.text:004006BC jalr $t9 ; puts

.text:004006C0 la $a0, aEnterX # "Enter X:"

.text:004006C4 1w $gp, Ox28+var 18($sp)

.text:004006C8 lui $a0, 0x40

.text:004006CC la $t9, isoc99 scanf

.text:004006D0 la $a0d, aD # "%d"

.text:004006D4 jalr $t9 ; isoc99 scanf

.text:004006D8 addiu $al, $sp, 0x28+var 10 # branch delay slot

.text:004006DC 1i $vl, 1

.text:004006E0 lw $gp, 0x28+var 18($sp)

.text:004006E4 beq $v0o, $vl1, loc 40070C

.text:004006E8 or $at, $zero # branch delay slot, NOP

.text:004006EC la $t9, puts

.text:004006F0 lui $a0, 0x40

.text:004006F4 jalr $t9 ; puts

.text:004006F8 la $a0, aWhatYouEntered # "What you entered?

gt

text- 004006FC T $ra, 0x28+var 4($sp)

.text:00400700 move $v0, $zero

.text:00400704 jr $ra

.text:00400708 addiu $sp, 0x28

.text:0040070C loc 40070C:

.text:0040070C la $t9, printf

.text:00400710 lw $al, 0x28+var 10($sp)

.text:00400714 lui $a0, 0x40

.text:00400718 jalr $t9 ; printf

.text:0040071C la $a0, aYouEnteredD # "You entered
%d...\n"

.text:00400720 lw $ra, 0x28+var 4($sp)

.text:00400724 move $v0, $zero

.text:00400728 jr $ra

.text:0040072C addiu $sp, 0x28

scanf() returns the result of its work in register $V0. It is checked at address
0x004006E4 by comparing the values in $V0 with $V1 (1 has been stored in $V1
earlier, at 0x004006DC). BEQ stands for “Branch Equal”. If the two values are equal
(i.e., success), the execution jumps to address 0x0040070C.

Exercise

As we can see, the JNE/INZ instruction can be easily replaced by the JE/JZ and vice
versa (or BNE by BEQ and vice versa). But then the basic blocks must also be swapped.
Try to do this in some of the examples.

1.12.5 Exercise
* http://challenges.re/53
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1.13 Worth noting: global vs. local variables

Now that you know that global variables are filling with zeroes by OS at start (1.12.3
on page 101, [ISO/IEC 9899:TC3 (C C99 standard), (2007)6.7.8p10]), but local vari-
ables are not (1.9.4 on page 50).

Sometimes, you have a global variable that you forgot to initialize and your program
relies on the fact that it has zero at start. Then you edit a program and move the
global variable into a function to make it local. It wouldn’t be zeroed at initialization
anymore and this can result in nasty bugs.

1.14 Accessing passed arguments

Now we figured out that the caller function is passing arguments to the callee via
the stack. But how does the callee access them?

Listing 1.90: simple example

#include <stdio.h>

int f (int a, int b, int ¢)

{
return a*b+c;

+

int main()

{
printf ("sd\n", f(1, 2, 3));
return 0;

+

1.14.1 x86

MSVC

Here is what we get after compilation (MSVC 2010 Express):
Listing 1.91: MSVC 2010 Express

_TEXT  SEGMENT

_a$ =8 ; Size = 4

b = 12 ; size = 4

c$ =16 ; size = 4

_f PROC
push ebp
mov ebp, esp
mov eax, DWORD PTR _a$[ebp]
imul eax, DWORD PTR b$[ebpl
add eax, DWORD PTR c$[ebpl]
pop ebp
ret 0

f ENDP
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_main  PROC
push ebp
mov ebp, esp

push 3 ; 3rd argument
push 2 ; 2nd argument
push 1 ; 1st argument

call _f
add esp, 12
push eax
push OFFSET $SG2463 ; '%d', 0aH, 0O0H
call _printf
add esp, 8
;o return 0
xor eax, eax
pop ebp
ret 0

_main  ENDP

What we see is that the main() function pushes 3 numbers onto the stack and calls
f(int,int,int).

Argument access inside f() is organized with the help of macros like:

_a$ = 8, in the same way as local variables, but with positive offsets (addressed
with plus). So, we are addressing the outer side of the stack frame by adding the
_a$ macro to the value in the EBP register.

Then the value of a is stored into EAX. After IMUL instruction execution, the value in
EAX is a product of the value in EAX and the content of b.

After that, ADD adds the value in _c to EAX.

The value in EAX does not need to be moved: it is already where it must be. On
returning to caller, it takes the EAX value and uses it as an argument to printf ().

MSVC + OllyDbg

Let’s illustrate this in OllyDbg. When we trace to the first instruction in f() that
uses one of the arguments (first one), we see that EBP is pointing to the stack frame,
which is marked with a red rectangle.

The first element of the stack frame is the saved value of EBP, the second one is RA,
the third is the first function argument, then the second and third ones.

To access the first function argument, one needs to add exactly 8 (2 32-bit words) to
EBP.

OllyDbg is aware about this, so it has added comments to the stack elements like
“RETURN from” and “Argl = ..."”, etc.

N.B.: Function arguments are not members of the function’s stack frame, they are
rather members of the stack frame of the caller function.

Hence, OllyDbg marked “Arg” elements as members of another stack frame.
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[8 cPU - main thread, module ex =10l x]

FUSH_EEF etiv o | Registers (FRUI
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BEz0166E | b -
8a20 g6 e ES! Goibnoos
deeRiars EDT GRGRREGA |
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L

Figure 1.23: OllyDbg: inside of f() function

GCC
Let’'s compile the same in GCC 4.4.1 and see the results in IDA:

Listing 1.92: GCC 4.4.1

public f
f proc near
arg © = dword ptr 8
arg 4 = dword ptr 0OCh
arg 8 = dword ptr 10h
push ebp
mov ebp, esp
mov eax, [ebp+arg 0] ; 1st argument
imul eax, [ebp+arg 4] ; 2nd argument
add eax, [ebp+arg 8] ; 3rd argument
pop ebp
retn
f endp
public main
main proc near
var 10 = dword ptr -10h
var C = dword ptr -0Ch
var 8 = dword ptr -8
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
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sub
mov
mov
mov
call
mov
mov
mov
call
mov
leave
retn
main endp

esp, 16h

[esp+10h+var 8], 3 ; 3rd argument
[esp+10h+var C], 2 ; 2nd argument
[esp+10h+var _10], 1 ; 1st argument
.f:

edx, offset aD ; "%d\n"
[esp+10h+var C], eax
[esp+10h+var_10], edx

_printf

eax, 0

The result is almost the same with some minor differences discussed earlier.

The stack pointer is not set back after the two function calls(f and printf), because
the penultimate LEAVE (.1.6 on page 1299) instruction takes care of this at the end.

1.14.2 x64

The story is a bit different in x86-64. Function arguments (first 4 or first 6 of them)
are passed in registers i.e. the callee reads them from registers instead of reading
them from the stack.

MSVC

Optimizing MSVC:

Listing 1.93: Optimizing MSVC 2012 x64

$5G2997 DB

main PROC
sub
mov
lea
lea
call
lea
mov
call
xor
add
ret

main ENDP

f PROC
; ECX -
; EDX -
; R8D -
imul
lea

%d', OaH, OOH

rsp, 40

edx, 2

r8d, QWORD PTR [rdx+1] ; R8D=3
ecx, QWORD PTR [rdx-1] ; ECX=1
.f:

rcx, OFFSET FLAT:$5G2997 ; '&d!
edx, eax

printf

eax, eax

rsp, 40

0

1st argument

2nd argument

3rd argument

ecx, edx

eax, DWORD PTR [r8+rcx]
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ret 0
f ENDP

As we can see, the compact function f () takes all its arguments from the registers.

The LEA instruction here is used for addition, apparently the compiler considered it
faster than ADD.

LEA is also used in the main() function to prepare the first and third f() arguments.
The compiler must have decided that this would work faster than the usual way of
loading values into a register using MOV instruction.

Let’s take a look at the non-optimizing MSVC output:
Listing 1.94: MSVC 2012 x64

f proc near

; shadow space:

arg 0 = dword ptr 8
arg_8 = dword ptr 10h
arg 10 = dword ptr 18h
; ECX - 1st argument
; EDX - 2nd argument
; R8D - 3rd argument
mov [rsp+arg 101, r8d
mov [rsp+arg 8], edx
mov [rsp+arg 0], ecx
mov eax, [rsp+arg 0]
imul eax, [rsp+arg 8]
add eax, [rsp+arg 10]
retn
f endp
main proc near
sub rsp, 28h
mov r8d, 3 ; 3rd argument
mov edx, 2 ; 2nd argument
mov ecx, 1 ; 1st argument
call f
mov edx, eax
lea rcx, $5G2931 ;o "%d\n"
call printf
; return 0
xor eax, eax
add rsp, 28h
retn
main endp

It looks somewhat puzzling because all 3 arguments from the registers are saved to
the stack for some reason. This is called “shadow space” 82: every Win64 function

82MSDN
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may (but is not required to) save all 4 register values there. This is done for two
reasons: 1) it is too lavish to allocate a whole register (or even 4 registers) for an
input argument, so it will be accessed via stack; 2) the debugger is always aware
where to find the function arguments at a break 3.

So, some large functions can save their input arguments in the “shadow space” if
they want to use them during execution, but some small functions (like ours) may
not do this.

It is a caller responsibility to allocate “shadow space” in the stack.

GCC
Optimizing GCC generates more or less understandable code:

Listing 1.95: Optimizing GCC 4.4.6 x64

f:
; EDI - 1st argument
; ESI - 2nd argument
; EDX - 3rd argument
imul esi, edi
lea eax, [rdx+rsi]
ret
main:
sub rsp, 8
mov edx, 3
mov esi, 2
mov edi, 1
call f
mov edi, OFFSET FLAT:.LCO ; "sd\n"
mov esi, eax
xor eax, eax ; number of vector registers passed
call printf
xor eax, eax
add rsp, 8
ret

Non-optimizing GCC:
Listing 1.96: GCC 4.4.6 x64

f:
; EDI - 1st argument
; ESI - 2nd argument
; EDX - 3rd argument
push rbp
mov rbp, rsp
mov DWORD PTR [rbp-4], edi
mov DWORD PTR [rbp-8], esi
mov DWORD PTR [rbp-12], edx
mov eax, DWORD PTR [rbp-4]

83MSDN
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imul eax, DWORD PTR [rbp-8]

add eax, DWORD PTR [rbp-12]
leave
ret
main:
push rbp
mov rbp, rsp
mov edx, 3
mov esi, 2
mov edi, 1
call f
mov edx, eax
mov eax, OFFSET FLAT:.LCO ; "%d\n"
mov esi, edx
mov rdi, rax
mov eax, 0 ; number of vector registers passed
call printf
mov eax, 0
leave
ret

There are no “shadow space” requirements in System V *NIX ([Michael Matz, Jan Hu-
bicka, Andreas Jaeger, Mark Mitchell, System V Application Binary Interface. AMD64
Architecture Processor Supplement, (2013)] 84), but the callee may want to save its
arguments somewhere in case of registers shortage.

GCC: uint64_t instead of int

Our example works with 32-bit int, that is why 32-bit register parts are used (prefixed
by E-).

It can be altered slightly in order to use 64-bit values:

#include <stdio.h>
#include <stdint.h>

uint64 t f (uint64 _t a, uint64_t b, uint64 t c)

{
return a*b+c;
};
int main()
{
printf ("%lld\n", f(0x1122334455667788,
0x1111111122222222,
0x3333333344444444));
return 0;
};

84Also  available as  https://software.intel.com/sites/default/files/article/402129/
mpx- linux64-abi.pdf
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Listing 1.97: Optimizing GCC 4.4.6 x64

f proc near
imul rsi, rdi
lea rax, [rdx+rsi]
retn
f endp
main proc near
sub rsp, 8
mov rdx, 3333333344444444h ; 3rd argument
mov rsi, 1111111122222222h ; 2nd argument
mov rdi, 1122334455667788h ; 1st argument
call f
mov edi, offset format ; "SLLd\n"
mov rsi, rax
xor eax, eax ; number of vector registers passed
call _printf
xor eax, eax
add rsp, 8
retn
main endp

The code is the same, but this time the full size registers (prefixed by R-) are used.

1.14.3 ARM

Non-optimizing Keil 6/2013 (ARM mode)
.text:000000A4 00 30 AO El MoV R3, RO
.text:000000A8 93 21 20 EO MLA RO, R3, R1l, R2
.text:000000AC 1E FF 2F E1l1 BX LR
.text:000000B0 main

.text:000000B0 10 40 2D E9 STMFD SP!, {R4,LR}
.text:000000B4 03 20 A0 E3 MoV R2, #3
.text:000000B8 02 10 AO E3 MOV R1, #2
.text:000000BC 01 00 AO E3 MOV RO, #1
.text:000000C0 F7 FF FF EB BL f
.text:000000C4 00 40 AO El MOV R4, RO
.text:000000C8 04 10 A0 El MOV R1, R4
.text:000000CC 5A OF 8F E2 ADR RO, aD 0 ;o "%sd\n"
.text:000000D0 E3 18 00 EB BL _ 2printf
.text:000000D4 00 00 AO E3 MOV RO, #0
.text:000000D8 10 80 BD ES8 LDMFD SP!, {R4,PC}

The main() function simply calls two other functions, with three values passed to
the first one —(f()).

As was noted before, in ARM the first 4 values are usually passed in the first 4 regis-
ters (RO-R3).

The f () function, as it seems, uses the first 3 registers (R0-R2) as arguments.
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The MLA (Multiply Accumulate) instruction multiplies its first two operands (R3 and
R1), adds the third operand (R2) to the product and stores the result into the zeroth
register (R0), via which, by standard, functions return values.

Multiplication and addition at once (Fused multiply-add) is a very useful operation.
By the way, there was no such instruction in x86 before FMA-instructions appeared
in SIMD &>,

The very first MOV R3, RO, instruction is, apparently, redundant (a single MLA in-
struction could be used here instead). The compiler has not optimized it, since this
is non-optimizing compilation.

The BX instruction returns the control to the address stored in the LR register and, if
necessary, switches the processor mode from Thumb to ARM or vice versa. This can
be necessary since, as we can see, function f() is not aware from what kind of code
it may be called, ARM or Thumb. Thus, if it gets called from Thumb code, BX is not
only returns control to the calling function, but also switches the processor mode
to Thumb. Or not switch, if the function has been called from ARM code [ARM(R)
Architecture Reference Manual, ARMv7-A and ARMv7-R edition, (2012)A2.3.2].

Optimizing Keil 6/2013 (ARM mode)

.text:00000098 f
.text:00000098 91 20 20 EO MLA RO, R1, RO, R2
.text:0000009C 1E FF 2F E1 BX LR

And here is the f() function compiled by the Keil compiler in full optimization mode
(-03).

The MOV instruction was optimized out (or reduced) and now MLA uses all input reg-
isters and also places the result right into RO, exactly where the calling function will
read and use it.

Optimizing Keil 6/2013 (Thumb mode)

.text:0000005E 48 43 MULS RO, R1
.text:00000060 80 18 ADDS RO, RO, R2
.text:00000062 70 47 BX LR

The MLA instruction is not available in Thumb mode, so the compiler generates the
code doing these two operations (multiplication and addition) separately.

First the MULS instruction multiplies RO by R1, leaving the result in register RO. The
second instruction (ADDS) adds the result and R2 leaving the result in register RO.

ARM64
Optimizing GCC (Linaro) 4.9

85wikipedia
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Everything here is simple. MADD is just an instruction doing fused multiply/add (sim-
ilar to the MLA we already saw). All 3 arguments are passed in the 32-bit parts of
X-registers. Indeed, the argument types are 32-bit int’s. The result is returned in WO.

Listing 1.98: Optimizing GCC (Linaro) 4.9

f:
madd wO, wO, wl, w2
ret
main:
; save FP and LR to stack frame:
stp x29, x30, [sp, -16]!
mov w2, 3
mov wl, 2
add x29, sp, 0
mov wO, 1
bl f
mov wl, w0
adrp x0, .LC7
add x0, x0, :lol2:.LC7
bl printf
;o return 0
mov wo, 0
; restore FP and LR
1dp x29, x30, [sp], 16
ret
.LC7:

.string "%d\n"

Let’s also extend all data types to 64-bit uint64 t and test:

#include <stdio.h>
#include <stdint.h>

uint64 t f (uint64 t a, uint64 _t b, uint64 t c)

{
return a*b+c;
+
int main()
{
printf ("%lld\n", f(0x1122334455667788,
0x1111111122222222,
0x3333333344444444));
return 0;
b
f:
madd x0, x0, x1, x2
ret
main:
mov x1, 13396

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!



https://yurichev.com/contact.html
https://yurichev.com/contact.html

135

adrp x0, .LC8

stp x29, x30, [sp, -16]!
movk x1, 0x27d0, 1sl 16
add x0, x0, :1o0l12:.LC8
movk x1, 0x122, 1sl 32
add x29, sp, ©

movk x1, 0x58be, 1sl 48
bl printf

mov wo, 0

1dp x29, x30, [sp], 16
ret

.LC8:
.string "%lld\n"

The f() function is the same, only the whole 64-bit X-registers are now used. Long
64-bit values are loaded into the registers by parts, this is also described here: 1.39.3
on page 556.

Non-optimizing GCC (Linaro) 4.9

The non-optimizing compiler is more redundant:

f:
sub sp, sp, #16
str wl, [sp,12]
str wl, [sp,8]
str w2, [sp,4]

ldr wl, [sp,12]
ldr wl, [sp,8]

mul wl, wl, woO
ldr wO, [sp,4]
add wO, wl, woO
add sp, sp, 16
ret

The code saves its input arguments in the local stack, in case someone (or some-
thing) in this function needs using the WO. . .W2 registers. This prevents overwriting
the original function arguments, which may be needed again in the future.

This is called Register Save Area. [Procedure Call Standard for the ARM 64-bit Archi-
tecture (AArch64), (2013)1%6. The callee, however, is not obliged to save them. This
is somewhat similar to “Shadow Space”: 1.14.2 on page 129.

Why did the optimizing GCC 4.9 drop this argument saving code? Because it did
some additional optimizing work and concluded that the function arguments will not
be needed in the future and also that the registers W0. . .W2 will not be used.

We also see a MUL/ADD instruction pair instead of single a MADD.

86Also available as http://infocenter.arm.com/help/topic/com.arm.doc.ihi0055b/IHI00558
aapcs64.pdf
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1.14.4 MIPS

Listing 1.99: Optimizing GCC 4.4.5
.text: 00000000 f:
; $a0=a
; $al=b
; $a2=c
.text:00000000 mult $al, $a0d
.text:00000004 mflo $vO
.text: 00000008 jr $ra
.text:0000000C addu $v0, $a2, $vO ; branch delay slot

; result is in $vO upon return

.text:00000010 main:
.text:00000010

.text:00000010 var 10 = -0x10
.text:00000010 var 4 = -4
.text:00000010

.text:00000010 lui $agp,
.text:00000014 addiu $sp,
.text:00000018 la $ap,
.text:0000001C sw $ra,
.text:00000020 sw $ap,
; set c:

.text:00000024 i $az2,
; set a:

.text:00000028 1i $ao,
.text:0000002C jal f

; set b:

.text:00000030 1i $al,
; result in $vO now

.text:00000034 lw $ap,
.text:00000038 lui $ao,
.text:0000003C lw $t9,
.text:00000040 la $al,
.text:00000044 jalr $t9

.text:00000048 move $al,
.text:0000004C w $ra,
.text:00000050 move $vO,
.text: 00000054 jr $ra
.text: 00000058 addiu $sp,

(__gnu_local_gp >> 16)
-0x20

(__gnu local gp & OxFFFF)
0x20+var_4($sp)
0x20+var_10($sp)

3

1

2 ; branch delay slot
0x20+var_10(%$sp)

($LCO >> 16)

(printf & OxFFFF) ($gp)

($LCO & OXFFFF)

take result of f() function and pass it
; as a second argument to printf():

$vo ;
0x20+var_4($sp)
$zero

branch delay slot

0x20 ; branch delay slot

The first four function arguments are passed in four registers prefixed by A-.

There are two special registers in MIPS: HI and LO which are filled with the 64-bit
result of the multiplication during the execution of the MULT instruction.

These registers are accessible only by using the MFLO and MFHI instructions. MFLO
here takes the low-part of the multiplication result and stores it into $V0. So the
high 32-bit part of the multiplication result is dropped (the HI register content is not
used). Indeed: we work with 32-bit int data types here.

Finally, ADDU (“Add Unsigned”) adds the value of the third argument to the result.
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There are two different addition instructions in MIPS: ADD and ADDU. The difference
between them is not related to signedness, but to exceptions. ADD can raise an
exception on overflow, which is sometimes useful®’ and supported in Ada PL, for
instance. ADDU does not raise exceptions on overflow.

Since C/C++ does not support this, in our example we see ADDU instead of ADD.
The 32-bit result is left in $VO.
There is a new instruction for us in main(): JAL (“Jump and Link").

The difference between JAL and JALR is that a relative offset is encoded in the first
instruction, while JALR jumps to the absolute address stored in a register (“Jump and
Link Register”).

Both f() and main() functions are located in the same object file, so the relative
address of f() is known and fixed.

1.15 More about results returning

In x86, the result of function execution is usually returned 88 in the EAX register. If it
is byte type or a character (char), then the lowest part of register EAX (AL) is used.
If a function returns a float number, the FPU register ST(0) is used instead. In ARM,
the result is usually returned in the RO register.

1.15.1 Attempt to use the result of a function returning void

So, what if the main() function return value was declared of type void and not int?
The so-called startup-code is calling main() roughly as follows:

push envp
push argv
push argc
call main
push eax
call exit

In other words:

exit(main(argc,argv,envp));

If you declare main() as void, nothing is to be returned explicitly (using the return
statement), then something random, that has been stored in the EAX register at the
end of main() becomes the sole argument of the exit() function. Most likely, there
will be a random value, left from your function execution, so the exit code of program
is pseudorandom.

We can illustrate this fact. Please note that here the main() function has a void
return type:

87http://blog.regehr.org/archives/1154
88See also: MSDN: Return Values (C++): MSDN
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#include <stdio.h>

void main()

{
};

printf ("Hello, world!\n");

Let’s compile it in Linux.

GCC 4.8.1 replaced printf() with puts() (we have seen this before: 1.5.3 on
page 28), but that’s OK, since puts () returns the number of characters printed out,
just like printf (). Please notice that EAX is not zeroed before main()’s end.

This implies that the value of EAX at the end of main() contains what puts() has
left there.

Listing 1.100: GCC 4.8.1

.LCO:

.string "Hello, world!"
main:

push ebp

mov ebp, esp

and esp, -16

sub esp, 16

mov DWORD PTR [esp], OFFSET FLAT:.LCO

call puts

leave

ret

Let’ s write a bash script that shows the exit status:

Listing 1.101: tst.sh

#!/bin/sh
./hello world
echo $7?

And run it:

$ tst.sh
Hello, world!
14

14 is the number of characters printed. The number of characters printed slips from
printf() through EAX/RAX into “exit code”.

Another example in the book: 3.32 on page 814.

By the way, when we decompile C++ in Hex-Rays, we can often encounter a function
which terminated with destructor of some class:
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call ??1CString@@QAE@XZ ; CString:: CString(void)

mov ecx, [esp+30h+var C]
pop edi

pop ebx

mov large fs:0, ecx

add esp, 28h

retn

By C++ standard, destructor doesn’t return anything, but when Hex-Rays don’t know
about it, and thinks that both destructor and this function returns int, we can see
something like that in output:

return CString::~CString(&Str);

1.15.2 What if we do not use the function result?

printf () returns the count of characters successfully output, but the result of this
function is rarely used in practice.

It is also possible to call a function whose essence is in returning a value, and not
use it:

int f()
{
// skip first 3 random values:
rand();
rand();
rand();

// and use 4th:
return rand();

};

The result of the rand() function is left in EAX, in all four cases.

But in the first 3 cases, the value in EAX is just not used.

1.15.3 Returning a structure

Let’s go back to the fact that the return value is left in the EAX register.

That is why old C compilers cannot create functions capable of returning something
that does not fit in one register (usually int), but if one needs it, one have to return
information via pointers passed as function’s arguments.

So, usually, if a function needs to return several values, it returns only one, and all
the rest—via pointers.

Now it has become possible to return, let’'s say, an entire structure, but that is still
not very popular. If a function has to return a large structure, the caller must allocate

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!



https://yurichev.com/contact.html
https://yurichev.com/contact.html

140
it and pass a pointer to it via the first argument, transparently for the programmer.
That is almost the same as to pass a pointer in the first argument manually, but the
compiler hides it.

Small example:

struct s
{
int a;
int b;
int c;
b
struct s get some values (int a)
{
struct s rt;
rt.a=a+1;
rt.b=a+2;
rt.c=a+3;
return rt;
b

...what we got (MSVC 2010 /0x):

$T3853 = 8 ; Size = 4
~a$ = 12 ; size = 4
?7get_some_ values@aYA?AUs@@H@Z PROC ; get some values
mov ecx, DWORD PTR _a$[esp-4]
mov eax, DWORD PTR $T3853[esp-4]
lea edx, DWORD PTR [ecx+1]
mov DWORD PTR [eax], edx
lea edx, DWORD PTR [ecx+2]
add ecx, 3
mov DWORD PTR [eax+4], edx
mov DWORD PTR [eax+8], ecx
ret 0
?7get _some_ values@@YA?AUs@@H@Z ENDP ; get some values

The macro name for internal passing of pointer to a structure here is $T3853.

This example can be rewritten using the C99 language extensions:

struct s

{
int a;
int b;
int c;

+

struct s get some values (int a)

{

return (struct s){.a=a+l, .b=a+2, .c=a+3};
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|35

Listing 1.102: GCC 4.8.1

_get_some values proc near

ptr_to struct = dword ptr 4

a = dword ptr 8
mov edx, [esp+al
mov eax, [esp+ptr to struct]
lea ecx, [edx+1]
mov [eax], ecx
lea ecx, [edx+2]
add edx, 3
mov [eax+4], ecx
mov [eax+8], edx
retn

_get_some_values endp

As we see, the function is just filling the structure’s fields allocated by the caller func-
tion, as if a pointer to the structure has been passed. So there are no performance
drawbacks.

1.16 Pointers

1.16.1 Returning values

Pointers are often used to return values from functions (recall scanf() case (1.12
on page 87)).

For example, when a function needs to return two values.

Global variables example

#include <stdio.h>

void fl (int x, int y, int *sum, int *product)

{
*sum=x+y;
*product=x*y;

}s
int sum, product;

void main()

{
f1(123, 456, &sum, &product);
printf ("sum=%d, product=%d\n", sum, product);

+
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This compiles to:

Listing 1.103: Optimizing MSVC 2010 (/Ob0)

COMM
COMM

x$ =
y$ =

OO

_product :DWORD
__sum:DWORD
$5G2803 DB

_sum$ = 16
_product$ =

Tf1

fl

_main

_main

PROC
mov
mov
lea
imul
mov
push
mov
mov
mov
pop
ret
ENDP

PROC
push
push
push
push
call
mov
mov
push
push
push
call
add
xor
ret
ENDP

'sum=%d, product=%d', 0aH, OOH

; Size =
; Size =
; size =
; Size =

e S

ecx, DWORD PTR y$[esp-4]
eax, DWORD PTR x$[esp-4]
edx, DWORD PTR [eax+ecx]
eax, ecx

ecx, DWORD PTR product$[esp-4]
esi

esi, DWORD PTR sum$[esp]
DWORD PTR [esi], edx
DWORD PTR [ecx], eax

esi

0

OFFSET product

OFFSET _sum

456 ; 000001c8H
123 ; 0000007bH
f1

eax, DWORD PTR product
ecx, DWORD PTR _sum
eax

ecx

OFFSET $5G2803

DWORD PTR  imp printf
esp, 28

eax, eax

0
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Let’s see this in OllyDbg:

CPU - main thread, module global ;Iglﬂ

[EEEEER] Regist THMHD
nocricze|| T g8 5a33EveE |PUSH OFFSET Bmerissd e =

EE Lobieooa |FUSH ice e
Bz 1 H2E A 7B FUSH 7E ELn gEdgarid RSCIL WHIF
oeeriasi|| - ES CAFFFFFF |CALL BReTiome EDi poeaneas
cozrioze|| - A1 S833576E | HOU EAX.DUORD PTR D3: (5733091 EEx popmaonn
Gocriozb|| - oBeD S4ZSocer MOY ECK,DWORD PTR D3:[ovazodl

. |EEr pazaracc
eezrigai(| - Ga PUSH ERR [<f ST Bonang

: a1

pazriadz|| - £t PUSH ECH 5

pEsrie4s|| - 6% pAsEETEA |POSH OFFSET BES7000 EDI BB873390 global.BBE73330

a7 inds|| - CALL DWORD PTR DS:[<%MSUCR1BG.printf>] |LME | EIF BB27i92A alcbal.@msrisen -
B ES BBZE 3%hit B(FFFFFFFF]

Baariast| - £6R Ak, ax

aeross L. RETH 5% Gach 3201t O(FFFFFFFE)

BE27 1654 68 Zdldacad |FUSH @as7l42e DS BE2E 22bit BLFFFFFFFF)
FS BESZ 32bit FEFDDBEELFFF

1
a
GEgy JACSl] - CALL Gaa7 ] S é
g G5 HEZE 22bit BIFFFFFFFFI
@
L

Stack [BESEFSEA]=global.B@Svsodd ~
Imm=BEEEEICE (decimal 456.] el

LzztEre @080A006 ERROF_SUCCESS
oE@eaz4s (MO,HE,E.BE,HS, PE,GE,LE) b

Addrezs | Hex dump ASCIT (ANSI a BE37II04 033 -
GAS7 00| 28 75 60 30| 25 64 ZC 20) 70 7Z EF 64|75 63 74 A0\ sun—ad, prof—f oaiorceo| BAECERES\MEE L lobie
GEsy3a108| 25 &4 BA 08| FF FF FF FF|FF FF FF FF| @@ 68 @8 &9 :dd ARERAERT ran globs
BEg736E28| FE FF FF FF|B1 B9 B9 89| 1% AC FC EA[E7 53 B3 15| 8tk i) A S
BESFEEZ0|B1 PO GO BE| 45 23 46 0063 4E 46 OO|O08 0B B9 GA(B  HIF hNF ErEE e o
BESFER40| BB B0 OO DO 00 GO 00 0D B9 05 0D B9| 00 0D G Of ==
BESTIACH| B0 DO GG DO 00 GG 00 00| G0 00 0D G| 00 6D B9 Of et i
BRSTIECE| B0 BE BP9 DO 00 B0 0O 0D 00 0O 0D G| 00 GO DO OO ooaaaee

BRSTIETE| B0 BE GO DO 00 B0 09 0D 00 0O 0D GO| 00 GO DO OO

TEFOEBEE| ™
BESTIECH| B0 B8 08 08 00 B0 B0 B0 08 08 00 00| 80 80 aa o8
BEEPSEOA| GO 05 B0 GO 00 B0 D0 B0 B0 08 GG PG 08 6o be oo b B hd

=

Figure 1.24: OllyDbg: global variables addresses are passed to f1()

First, global variables’ addresses are passed to f1(). We can click “Follow in dump”
on the stack element, and we can see the place in the data segment allocated for
the two variables.
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These variables are zeroed, because non-initialized data (from BSS) is cleared before
the execution begins, [see ISO/IEC 9899:TC3 (C C99 standard), (2007) 6.7.8p10].

They reside in the data segment, we can verify this by pressing Alt-M and reviewing
the memory map:

X1 Memory map

=10] x|

Address |Size wn ex Sect ion Contains Tupe| Access | Initial|Mapped as ‘:J
BRECEE0E| BEOD4Da0 Map |R

HEBSAEEE| BEEE1BAE Friw| B Rl
BEETAEEE | BEGE 70 Map R Cialindows~Sustendz2s Lo
BE159608| BEOE7DaE Priv|RW GualBW Gua
HESE0EEE| BEEE1BAE Priv|BW Gua) BW  Gua
BE30EE0E| DEOO2080 Stack of main thread Priu|RW Rl
HE45EEEH| BEEASEAE Heap Friw| Bl Rl
BE4AB8E08 | BE0E T DG Priu|RW Rl
HESEAEGR| BEEACEAE Default heap Friuv| R Rl
BES7BE0E| BE0E 1088 alobal FE header Img |R RWE Cop
BEST106H| BEEE1686E | global . tedt Code Ima |R E EWE Cop
BES7 20068 BE0E 1088 alobal .rdata Imports Img |R RWE Cop
BESY3EEE | BEEA16AEE global .data Data Img | Rl EWE Cop
BAS7 4808 | AEAE1606| global .reloc Relocat ions Ima |R RUE Cop
EESEBEDE| BE0E 1008 MSUCR1GEa FE header Img |R RWE Cop
GE3E18AE| BEREZ2EAE | MSUCR 186 Ltent Code, imports, esports Img |R E RWE Cop
EE4926068| BEOaCHEE | MSUCR1GE8 .data Data Ima [RW Copt RWE Cop
EE49980E | BERE16AA | MSUCR 186 LTErC Resources Img |R RWE Cop
EE40AE0E| BEOACOEE | MSUCE 188 .reloc Relocat ions Img |R RWE Cop
TESDAEER| BEEE1A6E | Mod_FS50 FE header Img |R EWE Cop
TEED1E08| BEOOI0EG Ima |R E RWE Cop
TES04EEH| BEEE1BAE Img | Rl EWE Cop
TEEDEE0E| DEOOI0aG Img |R RWE Cop
TESERBER| BEEE1A6E | Mod_FS5E FE header Ima |R RWE Cop
TESE1RHGRA| BEE40BEE Ima |[R E EWE Cop
TEEZEBDE| DEOOACoaE Ima [RW Copt RWE Cop
TEE33600E | BEEES0AE Img |R RWE Cop

Figure 1.25: OllyDbg: memory map
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Let’s trace (F7) to the start of f1():

CPU - main thread, module global ;lglil

[EEEREEEI (5 GE4Ce# G | MOU ECR,DNORD FIR S55:LARG.2J :
Gesribed|| - BB4424 B4 MOV EAX,DWORD FTR S5S:[ARG.1] 4 jResisters (M) =
aaerioes|| - a0l4@s LEA EDH, CECA+EAX] iy AR
aesrieee|| - BFAFCT IHUL_EA, ECX -1
oozviocE|l - oB4c24 1m |MOU EcH, BWORD PTR S5:[ARG. 41 EE omeaaan
aasvialz|| - Se FOSH EST Eor hasarans
aogrioiz|| - SBrez4 18 |MOU ESI,DWORD PTR SS:L[ARE. 3] EGF pEegreEmE
Lo BT e alE
e | I~ now D : ' EDI BBEF3290 alobal.BBETIE90
aeeriaic|b- g3 RETH EIF BBEFIE0E alobal.OBE71600 o
BEEF 110 oo IHTZ i

C B ES BEZE 32bit @IFFFFFFFF)
pheTiniE e HME F 1 ©5 @623 32hbit &(FFFFFEFF)

A6 55 @aZE 32bit GIFFFFFFFF)
poici0zo|rs 65 S9EEErER |PUSH DEFSET Doe7ssss <057 52 BRE =Rt ZLEEEEREED)
T R e T R T R o R 38 5 pEes ZEbiv rEFODUEALERE)
ECA=EE494714 [MSUCR1GA. __initenu) =T B B5 BEZB S2bit BIFFFFFFFF)
Lecal call from 271031 06 LastErr @RGEEEGEEH ERROF_SUCCESS

+ | EFL @eeeez4c (no,vE,E,EE,HS,PE,GE,LE]  |jv

Address [Hex dump BSCIT [ANSI w CEA371036| 6¥2 | RETURM from alob. o
OHE7 SHE0| €8 75 60 S0 25 69 ZC 20| 78 72 BF 64] 75 63 74 30| Eum=rd, prof—f gocorCoC|[AGRRETE L -
BESFEA10| 25 &4 @A B[ FF FF FF FF|FF FF FF FF| @3 00 BG 66| %d3 R | e

@asz3626( FE FFOFF FF| @1 0@ 00 G2 15 AC FC EA|E7 53 83 15[d o +ie | DOSOPEEL)| DAETESE4) 022
ABI7IA30| 01 OO OO B0| 43 25 46 B[ 65 4E 46 OO\ 0@ 60 6O BE|6  HOF hMF

i
BRS7I040| G0 DO DO B0| 00 00 0O OO|HE GO GO DO| O3 GO DO GO gogaroEr homarilil| e |RETURN from alob.
BAS7IASE| 00 BR OO 0P| ER 0O 0D @B 0O 00 DO 00|00 0B 09 GO gosprarh) el | asciT o Yy
BAS7IRCE| 00 DR OO 0P| 6P 0O 0D GE) 0O 0D DO 0P| 00 0 9O GO oZERSra) odcdEec| b 2

AAS7IE7E| A0 0R G0 AB|0R 0O 0P GO OB 0R DO 00|08 00 B9 OF DOSERSER| mpitzsdsiHiE.

AES7IA36| A0 0R 06 AO|6R 0O 0D OO OB OR OO 08|08 0 99 OF

e ¥ || cozercens| moscnaas -

Figure 1.26: OllyDbg: f1() starts

Two values are visible in the stack: 456 (0x1C8) and 123 (0x7B), and also the ad-
dresses of the two global variables.
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Let’s trace until the end of f1(). In the left bottom window we see how the results
of the calculation appear in the global variables:

ECPU - main thread, module global ;lglil

Registers (MHMK)

-

GEzIEEE | rs SB4C24 @R MO ECH,DWORD PTR S5: [ARG.Z2] -
GEzYIEES ] - SB4424 B4 MOV ER=,DWORD PTR S5:[ARG.11 —
BE3T1EES 2014683 LEA ED&, LECH+ERX]
BEA3T 1AEE BAFAFC1 IMUL ERH,ECH —
QAT 1A0E SB4C24 18 MOL ECH, DWORD PTR S5:[ARG.41
aasFialz =) FUSH ESI
gEavials SEr424 1@ MOW ESI,DWORD PTR S2: [ARG.Z2]
GEayiEly 2918 MOU DWORD PTR DS:[ESI],EDN
HEE7 119 2981 MOW OWORD FTR OS: CECK], EAR
1H1E SE FOP ESI
BEa7IAIC cs RETH
BE371a10 cC IMTZ
GasvialE cC IMTZ
gEsvialr cC IMTS
BEayiEazg r$ == FPUSH OFFSET B@273383
| opojnsnl) - g D4 FUSH OFFSET o8y 4

Top of stack [BE3BFSD4I1=1
ESI=global.B8sv733584

Ik ]

Address

BEE Y338
BEEY 339
BE3TI2A4
BE37IIE4
BazFIacd
BEa7 3204
BE37IIES
BEE722F

AR P SdEd
LOB27 24 1]

[REREENEE] FENEEEE N EEE ] RS
HE BE BE BE|AE B8 E@E Bg msEEmsES

ASCIT (AMST &

ER: HEEEDE]S
ECH HEZVII22 global.@RSFIEE2
ED HEEEEZS
EEX BBEARGEE
ESP @B2orsDd
EEF BB2EF22C
ESI [BESFSEEE qlobal . @@ErIagd
EDI 8ES72390 global.@Eerzasg
EIF 8857181E global.@@svialE fi
B ES BEZE 22Zbit BIFFFFFFFF]
CS @E22 22bit BIFFFFFFEEF]
§ S5 BB2E 22bit BIFFFFFFFF)
§ DS @82 22bit BIFFFFFFFF)
8 FS @ots 2Zbit YEFOD@ES(FFF)
8 G5 AEZE 2Zbit BIFFFFFFFF]
5]

LastErr BEEEEEHE ERROR_SUCCESS
EFL B@@@EzaEs (Mo, HE, NE, A, HS, PE, GE, 6] -

HEEHEEE]L | B -
HEZHFE02 | LEE2Y 1E25 ) e k2 | RETURM from glob—
BEIAFI0C| rAgEEaRETE | £
BEIAFZER|| ABEER1CE) =8
GEZAFSES || @Ba7aza4| 032
BEIEFSES| | BBSv3380) HID
EEZEFZEC| Lap2y11icl| 42 | RETURM from alob
BEIEFZFA| AEEERGEE] |G
BEIAFEF4| EE4E4ECS| hHE | ASCIT "pHFE™
BEIAFSFS| @B4E2348|HIF

BEIAFSFC| ERACCES24| 4l hd

Figure 1.27: OllyDbg: f1() execution completed
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Now the global variables’ values are loaded into registers ready for passing toprintf()
(via the stack):

ECPU - main thread, module global ;lglil

BEoT 1G1E T e Fegizters (M
poeerialf|  cf INT L =
oadyiGce|rs 68 paao7ea |PUSH OFFSET eespssce IS soaecis
oeavices|| - 68 BaZnoreE |PUSH OFFSET @esraasd Ehi pEEgncas
ozyioz|| - 62 CoRIEPED |PUSH o2 Eo aanes
amzziEzF(| - 6A 7B FUSH 7E b pooraRe
ansyiast|| -+  E2 CAFFFFFF |CALL mms7igen ESF DhaERED:
Ny BT
STl .- Hou Fesy : ¢ |EDI @R8raasE alobal.mesrazs
oasFia4z|] - 51 PUSH ECX [<; EIF @@37v1841 alobal.@asvi@dl fo
oozrieds|| - &2 pageeree |PUSH OFFSET esvzees £ !
ops71045| |+ FE1E Dgzherel CALL DWORD PTR OS:[(atSUCRiea.prinf>l |Lme |5 9 EZ DB2E 22bit BHEREERREE.
poErioak|l - B5T4 1T oD ESE.LC, A B 55 BEZE 3Zbit GIFFFFFFFF)
posriesi|| - 3 H0F, ERR, |z 5 05 aazs 350it GIFFFFFFFFI
Stack [ OOZHFENAT=a1o0al, GG 105E T8 R BhEE Enin CTHHRRRRLER)
EAX=BAEB0ELS [decimal SEO33. ] =ff g Gs encB S2hic BIFFFFFFRF)
0@ LsstErr BOOAAAEA ERROR_SUCCESS
~ | EFL moooezes (MO,HE,NE, A, NS, PE, GE, &) -

QeaoRarE|

Address [Hex dump ASCIT (AMST [BBBBBICS g

BRI7F2I04 48] B2 B8 BA| 12 OB A0 AE| A2 B8 B8 DB B B0 A0 AE|08 &
BasFIIed | e0 2F 45 2| eD ZF 45 2500 60 08 @0 08 8B 80 88| m ESm-ES
BESTIIAG B0 B8 98 08 08 00 00 80|80 88 98 09 08 00 80 ag
GEIVIZES | BE DE D8 08 DE 00 00 @0| 8E 08 08 00 0 00 60 @G
BEI7VIICH EE BE BE BE) BE BE GO BE| BE BE B8 B8 BE B0 B0 EE
BEZVII04 EE BE BE BE) BE BE GO AD| AR BR B8 GE) BE B0 B0 A aadeseds| HIF
BEZTIZES | AE BR B8 B8 BA GO G0 Q0| AR B B8 GA) A G0 A0 A EACCESa4 | 4l
BAITIIF4 A8 B8 B8 B8 A BA G0 Q0| AR BR B8 0A) BA B0 A0 &G GEGERREE
BRESFI4E4 | B8 B0 08 G0| 03 0B B0 D8 A0 B0 08 G0 08 80 5O g

aRSr2414] oo | GOZEFJE4 ) BEEEE0EE *

|»

BEsT a4 033
GEayIeas | He2
EEE711C1 [ +42 | RETURN from alob.
BEEREER]L | B

BA4E4EES  hHE | RSCIT "pHF™

Figure 1.28: OllyDbg: global variables’ values are passed into printf()

Local variables example
Let’s rework our example slightly:

Listing 1.104: now the sum and product variables are local

void main()

{
int sum, product; // now variables are local in this function
f1(123, 456, &sum, &product);
printf ("sum=%d, product=%d\n", sum, product);

+

f1() code will not change. Only the code of main() will do:

Listing 1.105: Optimizing MSVC 2010 (/Ob0)

_product$ = -8 ; size = 4

_sum$ = -4 ; size = 4

~main  PROC

; Line 10
sub esp, 8

; Line 13
lea eax, DWORD PTR product$[esp+8]
push eax
lea ecx, DWORD PTR _sum$[esp+12]
push ecx
push 456 ; 000001c8H
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push
call
; Line 14
mov
mov
push
push
push
call
; Line 15
xor
add
ret

123 ; 0000007bH
_f1

edx, DWORD PTR product$[esp+24]
eax, DWORD PTR _sum$[esp+24]

edx

eax

OFFSET $5G2803

DWORD PTR  imp printf

eax, eax
esp, 36
0
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Let’s look again with OllyDbg. The addresses of the local variables in the stack are
Ox2EF854 and 0x2EF858. We see how these are pushed into the stack:

[ cPU - main thread, module local o ] 4
BERE1A1E TC TIE] 7
EERE1GIF| T INTS A Beatsrors (UG =
PERE1EZE( s SIEC B SUE ESP,3 [N Bt
BEAE1AZE(| - SOE4z4 LEA EAX; [LOCAL. 11 EL padneDre
e | FLSH_EA% ED oo
poRE1az7|| - S04424 65 |LEA EAM, CLOCAL. A1 EEn poompodd

S EISHEER: EEF BEZEFS32
i i
EAc1Azs|| -+ E2_COFFFFFF |CALL @ansimmm EDI magaaag
BoRzinac|| - FEeaz4 15 |POSH DWORD PTR 55: [LAGAL: ] S e e .
ooRcip4|| - £ BBoAGER |PUSH OFFSET BoAcsoea Ast |C 2 ES BosE ssbit BUEFRRFFER)
BERE1A4E(| . ES BEGBRGGE | CALL <IMP.&MSUCRILG.printf: dur |F B 55 B2SE =Rl BEREEEERE)
gemcioen)) 2322 HOR BB ERR =|z & 0S5 G526 SEbit BIFFFFFEFFF)
R S @ FS BPST 32bit EFOOBEELFFF)
Stack [GOCEF &Y T u oS eszs S2bic BUFFFRFFRF)

08 LastEre BOBEAEGA ERROR_SUCCESS
v | EFL seeaazez (o, HE, HE, A, HS, PO, BE, & -

Address |Hew dump ASCIT (ANST (;[ BEZEFSEE| | BREOAEO1 | 8 -
BAAEIAAD| 78| 75 £0 30| 25 64 20 20| 78 72 EF 64|75 63 74 0| Sun=id, prof—§ oascrics| oanhas; | ark |FETURN from loos—
BEAESA16( 25 64 DR BB|B1 B BE BR B0 09 0D GP( 00 03 b 0R| 2@ A DhEZEFoeal DooEO@El @
BEAESAZ6| FE FF FF FF|FF FF FF FF A3 7E 43 AB|S& 94 E7 54|a i | BEEERSEd| Ba4D9FSS) WAn
PEAESAZH( 05 0O PP DB DR BE BE BD AL B0 B9 DB[S2 9F 40 o@ ] ouZEFees| ERADCORS) TN
BEAESA4A( FE CO 40 BE| BB BB B BB AR A9 B9 60|03 0B BB 6B o= DOZEFSEC| BESOZESL LM
BEAESASH| BF ©O HP DA BB BB BR D AR AR B9 6P| O B3 BB o9 DRcEFETE| Dooomood e
BAFE3AGH| OO 0O BB BR| 6O A3 BR BB A0 08 0D OP( 0B 63 B3 BA DOEreTd) Doomoegdl -
GO aah| o G Ao oa G Gp oo ab ao ho oo op| o ob op oo cocceoe| Gonoosg "
goHeSooe| 00 0o 9o 99l 0p 99 9 08|og 09 09 09 09 90 09 oo T CPEEROCY) HASERESCI P =

Figure 1.29: OllyDbg: local variables’ addresses are pushed into the stack
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f1() starts.
Ox2EF858:

[& cru - main thread, module local

£ SZEG424 B2
2B

EEREEERN I
BEASTEHS () -
BEAAS13E3
BEAL 1@E0
BERs1ala
BERC 1813
BEAS1E1E
BEAS1E1S
BEAS1E1E
BEAS1A1C
BEAS1E10
BERE1a1E
BERE1a1F
BERS1E20

So far there is only random garbage in the stack at 0x2EF854 and

A4 AC
=13
SE7424 B2
20acis
BFAFF2
o998
2B4424 14
2926

H

0L ED, OWORD PTR SS: [ARG. 2]
MO ER=, OWORD FTR S5: [ARG.2]
FUSH ESI
MOV ESI,DWORD PTR S5:[ARG.11
LEA ECH, [EDX+ESTI]

IMUL ESI,EDH

MOW DWORD PTR DS: CEAK], ECH
MOU ER=,DWORD PTR S2: [ARG.41
MOV DWORD FTR DS:CEAKI,ESI
FOP ESI

-]
LLOCHL, 1]

Registers (MMA)

=181.x]

Local ca

o 102 | dzd
Srack [D02EF04G1=BRORRILT (decinsl 45c.
a Ll from BAG1B33

3

Address

Hew dump

ASCIT (AMST

ARREZEHEE
ARAEZE L
AAAESEZE
AAAE2A3E
BRRE 248
BRAE2E5E
BEASZEGE
BEAEZE7E
ARG SEEE
LO0RE 2000

ra
25
FE
[alz]
F2

Sum=rnd, pro

vl Hr
2]

FY

BEZEFZED
EE40COFS
|5 51 ]a]5 15 a]5]
BREEARAGR
BEAZEF 4G
BAZEFZ92
BIEEEEEE L
BEEEDEEG

BERS1EEE local.

SZbit
22bit
2Zbit
2Zbit
Szbit
22bit

LastErr

EFL BEEEEZEZ

BHERGS L aag

51 FFFFFFFF)
i FFFFFFFF)
@i FFFFFFFF)
BiFFFFFFFF)
FEFDOO@EI FFF)
BIFFFFFFFF)

HEGREEER ERROR_SUCCESS
(MO, HE, HE, A, HS, PO, GE, 5]

-

CHEAS1E3S
HEHZEF 244
BEZEFZ42
BEZEF 240
BEZEFSEE
BEZEFS54
BEZEFS5S
BEZEFZEC
BEZEF2EE
HEZEF 264
BEZEF2ES

BAGAE1CE
BAZEFS5E
BEZEF2C4
CElEFR4E

BEAS12EY

BE409F32
BE40C0OFS

BEHEHEECE | £

BEEEDEE]T | B
BEHAREEA]L | B

Sk
=g
HoL
T".
K-l
[IIE Y

HAM
a=H

RETURM from loca g

FETURM to MSUCR1
RETURM from loca—d

Figure 1.30: OllyDbg: f1() starting
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1() completes:

[E cpu - main thread, module local i ] 4
BERG1GEG| (5 fEGd4zd ©g | HMOU EON,DWORD PTR 55t CARE. 2] -
poRsioed([ - SE44Z4 BC  |MOU ERX,DUORD PTR S5:CARG.S1 2 fGeaieners (GO =
BaRsiGEs|[ - 6 PUSH ESI e
BaRs1EEs ||«  SEPd4s4 @8 |MOU ESI,DWORD FTR SS:(ARE.11 —
BaRs1EE0|| - S0BCLE LEA ECH, [EDX+EST] Ebv Dopmaman
maRcie1e|| - BFAFFE Ino ESI,EDX Eon DoopPaEE
mancieiz|| - 2oms U DWORD PTR DS:[EAX],ECH EiR DASEREEE
Gonciatsl] o 284454 1 HSH Bice' BT BIn 25 (ARG 41 EST Booa0EIs
e | 2 EDI BRBBAGEE
BEASIAIC| k. L3 RETH EIF BBASIALE local.@oAG1a1E o
BAAS1E10 e INT= :

C @ ES @92E S2bit BIFFFFFFFF)
pEniolE o s F 1 C3 BAZE Z2hit BIFFFFFFFF]
peetetEl . i e S — A @ S5 B8ZE 3%bit BIFFFFFEEF)

Bolozolrs SEECH PR ESE.E 4y -~z & DS oecE 32bit BUFFFFFFFF)

-?_-ED dgeall . elpded 56 FS 8853 32bir yEFODBABIFFF)
EST=ORBE0E1E [decimal GEAEE. ] 2] & &S @BZE I2bir BIFFFFFFFF)

06 LastErr BEBEEEEE ERROR_SUCCESS

EFL BBEBAZES (MO, HE,NE, A, NS, PE, GE, 6] -
Address |Hen dump ASCII EHHSI(_I BOZEFSd44 | reaeaaare| { a
GoAS3000 (8l 7o 6 J0[2C 64 20 28170 o2 £f 64| 7o £3 14 30| Enn=id nrc-_, gocEroes)| pammalie e -
BEAEZE16| 25 64 O B6[ 51 60 B9 0O BB BE 0 B B3 G0 BE G6|Rd O CoZECSAC)| BEcERERE H1
BAASSEZ6| FE FF FF FF|FF FF FF FF|A9 7B 42 HE| 56 94 BT 54|a Tl L
BAASZEZE| B R 6P B9|BE BR DO BB Bl DO B BE| S5 9F 40 G0 Al | W]
BAAEZE4E| FS CO 40 98[ 00 B8 BO 65|68 0O BB 66| G 6B 85 &6| °=H RETURN from 1
BENSIAE0| 65 0R BB G0 G0 G0 GG 99|65 00 G0 G5 08 B8 63 B9 BOCEFoEG| poRGERL| A rem ftosa
BEREZ0EE| GG OO 0F BO| 00 DA DO 05 0O 00 G0 BG| 00 0B 6O OO D . P
BEAEZGTE| GG O3 OF BO| 00 DB DO O GG 00 G0 BG| O3 0B GO OO goZErDod| DEdDares)uan
BEAGZEE0| B0 O3 0F G9| 00 DB DO 0O BE D0 B0 BO| 03 0B 08 GO - | CEZEEESE| BRdDEDES TR -

Figure 1.31: OllyDbg: f1() completes execution

We now find OxDB18 and 0x243 at addresses Ox2EF854 and Ox2EF858. These values
are the f1() results.

Conclusion

f1() could return pointers to any place in memory, located anywhere.
This is in essence the usefulness of the pointers.

By the way, C++ references work exactly the same way. Read more about them:
(3.21.3 on page 705).

1.16.2 Swap input values
This will do the job:

#include <memory.h>
#include <stdio.h>

void swap bytes (unsigned char* first, unsigned char* second)

{
unsigned char tmpl;
unsigned char tmp2;

tmpl=*first;
tmp2=*second;

*first=tmp2;
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*second=tmpl;

}
int main()
{
// copy string into heap, so we will be able to modify it
char *s=strdup("string");
// swap 2nd and 3rd characters
swap_bytes (s+1, s+2);
printf ("%s\n", s);
b

As we can see, bytes are loaded into lower 8-bit parts of ECX and EBX using MOVZX
(so higher parts of these registers will be cleared) and then bytes are written back
swapped.

Listing 1.106: Optimizing GCC 5.4

swap_bytes:
push ebx
mov edx, DWORD PTR [esp+8]
mov eax, DWORD PTR [esp+12]

movzx ecx, BYTE PTR [edx]
movzx ebx, BYTE PTR [eax]

mov BYTE PTR [edx], bl
mov BYTE PTR [eax], cl
pop ebx

ret

Addresses of both bytes are taken from arguments and through execution of the
function are located in EDX and EAX.

So we use pointers: probably, there is no better way to solve this task without them.

1.17 GOTO operator

The GOTO operator is generally considered as anti-pattern, see [Edgar Dijkstra, Go To
Statement Considered Harmful (1968)8°]. Nevertheless, it can be used reasonably,
see [Donald E. Knuth, Structured Programming with go to Statements (1974)°°] o1,

Here is a very simple example:

#include <stdio.h>

int main()

{
printf ("begin\n");

89http://yurichev.com/mirrors/Dijkstra68.pdf
Ohttp://yurichev.com/mirrors/KnuthStructuredProgrammingGoTo.pdf
91[Dennis Yurichev, C/C++ programming language notes] also has some examples.
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goto exit;

printf ("skip me!\n");
exit:

printf ("end\n");
+

Here is what we have got in MSVC 2012:
Listing 1.107: MSVC 2012

$5G2934 DB 'begin', 0aH, OOH
$5G2936 DB 'skip me!', 0aH, OOH
$5G2937 DB 'end', 0aH, OOH
_main  PROC
push ebp
mov ebp, esp
push OFFSET $SG2934 ; 'begin'
call _printf
add esp, 4
jmp SHORT $exit$3
push OFFSET $5G2936 ; 'skip me!'
call _printf
add esp, 4
$exit$3:
push OFFSET $SG2937 ; 'end'
call _printf
add esp, 4
xor eax, eax
pop ebp
ret 0
_main ENDP

The goto statement has been simply replaced by a JMP instruction, which has the
same effect: unconditional jump to another place. The second printf() could be
executed only with human intervention, by using a debugger or by patching the
code.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!



https://yurichev.com/contact.html
https://yurichev.com/contact.html

154

This could also be useful as a simple patching exercise. Let’s open the resulting
executable in Hiew:

C:%\Polygon'goto.exe a32 PE .68481888
ebp
ebp,esp

; "begin' --E
printf
esp,

; 'skip me!" --E

printf
esp,

printf

Figure 1.32: Hiew
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Place the cursor to address JMP (0x410), press F3 (edit), press zero twice, so the
opcode becomes EB 00:

C:\Polygon\goto.exe BFWO EDITMODE al2 PE ©e00eal3
55 push ebp
mow ebp,
push

l'_'l ) I:I

Figure 1.33: Hiew

The second byte of the JMP opcode denotes the relative offset for the jump, 0 means
the point right after the current instruction.

So now JMP not skipping the second printf() call.

Press F9 (save) and exit. Now if we run the executable we will see this:

Listing 1.108: Patched executable output

C:\...>goto.exe

begin
skip me!
end

The same result could be achieved by replacing the JMP instruction with 2 NOP in-
structions.

NOP has an opcode of 0x90 and length of 1 byte, so we need 2 instructions as JMP
replacement (which is 2 bytes in size).

1.17.1 Dead code

The second printf() call is also called “dead code” in compiler terms.

This means that the code will never be executed. So when you compile this example
with optimizations, the compiler removes “dead code”, leaving no trace of it:
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Listing 1.109: Optimizing MSVC 2012

$5G2981 DB 'begin', 0aH, OOH
$5G2983 DB 'skip me!', @aH, 0OH
$5G2984 DB 'end', OaH, 0GH
~main  PROC

push OFFSET $5G2981 ; 'begin’

call _printf

push OFFSET $5G2984 ; 'end'
$exit$d:

call _printf

add esp, 8

xor eax, eax

ret 0
~main  ENDP

However, the compiler forgot to remove the “skip me!” string.

1.17.2 Exercise

Try to achieve the same result using your favorite compiler and debugger.

1.18 Conditional jumps

1.18.1 Simple example

#include <stdio.h>

void f signed (int a, int b)

{
if (a>b)
printf ("a>b\n");
if (a==b)
printf ("a==b\n");
if (a<b)
printf ("a<b\n");
b
void f unsigned (unsigned int a, unsigned int b)
{
if (a>b)
printf ("a>b\n");
if (a==b)
printf ("a==b\n");
if (a<b)
printf ("a<b\n");
b
int main()
{
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f signed(1l, 2);
f_unsigned(1, 2);
return 0;

+

x86

x86 + MSVC

Here is how the f signed() function looks like:

Listing 1.110: Non-optimizing MSVC 2010

_a$ =8
_b$ =12
_f signed PROC
push  ebp
mov ebp, esp
mov eax, DWORD PTR _a$[ebp]
cmp eax, DWORD PTR b$[ebp]
jle SHORT $LN3@f signed
push OFFSET $SG737 i 'a>b!
call  printf
add esp, 4
$LN3@f signed:
mov ecx, DWORD PTR _a$[ebp]
cmp ecx, DWORD PTR b$[ebp]
jne SHORT $LN2@f signed
push OFFSET $SG739 ;o 'a==b'
call  printf
add esp, 4
$LN2@f signed:
mov edx, DWORD PTR a$[ebp]
cmp edx, DWORD PTR Db$[ebp]
jge SHORT $LN4@f signed
push OFFSET $SG741 ; 'a<b'
call  printf
add esp, 4
$LN4@f signed:
pop ebp
ret 0

_f signed ENDP

The first instruction, JLE, stands for Jump if Less or Equal. In other words, if the
second operand is larger or equal to the first one, the control flow will be passed
to the address or label specified in the instruction. If this condition does not trigger
because the second operand is smaller than the first one, the control flow would not
be altered and the first printf () would be executed. The second check is INE: Jump

if Not Equal. The control flow will not change if the operands are equal.

The third check is JGE: Jump if Greater or Equal—jump if the first operand is larger
than the second or if they are equal. So, if all three conditional jumps are triggered,
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none of the printf () calls would be executed whatsoever. This is impossible with-
out special intervention. Now let’'s take a look at the f unsigned() function. The
f unsigned() function is the same as f signed(), with the exception that the JBE
and JAE instructions are used instead of JLE and JGE, as follows:

Listing 1.111: GCC

~a$ = 8 ; size = 4
b$ =12 ; size =4
_f unsigned PROC
push  ebp
mov ebp, esp

mov eax, DWORD PTR _a$[ebp]
cmp eax, DWORD PTR b$[ebp]
jbe SHORT $LN3@f unsigned
push OFFSET $5G2761 ;o 'a>b!
call  printf
add esp, 4

$LN3@f _unsigned:
mov ecx, DWORD PTR _a$[ebp]
cmp ecx, DWORD PTR b$[ebp]
jne SHORT $LN2@f unsigned
push OFFSET $5G2763 ; 'a==b'
call  printf
add esp, 4

$LN2@f unsigned:
mov edx, DWORD PTR _a$[ebp]
cmp edx, DWORD PTR Db$[ebp]
jae SHORT $LN4@f unsigned
push OFFSET $5G2765 ; 'a<b'
call  printf
add esp, 4

$LN4@f unsigned:
pop ebp
ret 0

_f unsigned ENDP

As already mentioned, the branch instructions are different: JBE—J/ump if Below or
Equal and JAE—Jump if Above or Equal. These instructions (JA/JAE/JB/JBE) differ
from JG/JGE/JL/JLE in the fact that they work with unsigned numbers.

That is why if we see JG/JL in use instead of JA/JB or vice-versa, we can be almost
sure that the variables are signed or unsigned, respectively. Here is also the main()
function, where there is nothing much new to us:

Listing 1.112: main()

~main PROC
push ebp
mov ebp, esp
push 2
push 1
call _f signed
add esp, 8
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push 2
push 1
call _f unsigned
add esp, 8
xor eax, eax
pop ebp
ret 0
_main ENDP

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!


https://yurichev.com/contact.html
https://yurichev.com/contact.html

160

x86 + MSVC + OllyDbg

We can see how flags are set by running this example in OllyDbg. Let’s begin with
f unsigned (), which works with unsigned numbers.

CMP is executed thrice here, but for the same arguments, so the flags are the same
each time.

Result of the first comparison:

[& cPU - main thread, module ex =100 x|
EE YRR = FUSH EEF Registers (MY
Sh4t oo HBU EFfe DloRD PTR: S5+ (ARG, 11 - -
3B45 B0 CHP ER, DWORD PTR 5%: (ARG. 2] [ EGi gEdapely MSUCR1ER. GE44SELT
o 76 BE JBE SHORT @B101ME% o poerEaes
- |52 122@10@@ |PUSH OFFSET BR1AZ018 fc |EGH poommmon
FFIE Oogainel CALL DWORD PTR DS:L<sMSUCRIGE.prinsf3] [bne [ESE JESSFEes
: LERES e Abn Eci BUORD PTR S5+ (ARG, 11 Ecl paooooel
© 3B4D oC CHP ECK,DWORD PTR 5%: (ARG, 2] EDI BELASIAT &x. DOLASSAS
o TE BE JNE SHORT @@1n1@7F EIF BBIALESY =x.@01A1653 -
sainiert|| - 62 2R2@10m@ |PUSH OFFSET BG1A2620 fi :
goiniare|| - FFiE AoEoifel CALL DWORD PTR DS:[<amsuckize.printe>l bre |5 1) EZ BE55 Z50it BLEREFEFRCF)
galplercil - 2304 B4 ADOESP, 4 A 1|55 @82 35bit GIFFFFFEFE)
oaiplaer|| > 2ESS 6% MOl EDX.DWORD PTR S5:[ARG.1] = Y i s
ot Ll CLLQUORD PR 99 LARGE.Z] S 1| F5 eeSz 32bit FEFDDEEEIFFF)
duwp iz £aken = B =
! 0 6] LastErr BOPEEEGE ERROR_SUCCESS
+[EFC e@e@@zs7 (MO,E,ME,BE, S, FE,L, LE -
Address | Hew dump ASCII (AMSI BEISFCAE | DS -
GEIASOEO|BL SE 62 OF| 6O @9 OF 66| 61 S0 S0 62 OF 60 09 O8|EbE  ac-i—f pooorood| tA81Ala8s 3bs | RETURN from e, B
painSEin( &1 3C X DA| OB BD b 00| &L 3E 52 bR OB BD B 08| o<bE adHE | Godoridt|MEeGoEasi) s
Ba1A3620| €1 30 50 2 69 08 bA 88| &1 3C 23 oA on 0p 0o oAl s==b@  s<ef | ZASOFCSL|| GooRaRs 8
Ba1AZE3a| FF FF FF FF|FF FF FF FF @0 08 0 08|06 69 o8 6a Ry | o Lo g (R o
BE1AZG4a| FE FF FE FF|G1 @8 @8 0B 33 3B A9 68| CC C4 56 9F|w g 3ia | ZEser-id) DEear et o o g,
BEIQ3EEE| 1 OO BE BE| 48 23 S OE AS 4E SE OB BB G0 66 G o HOY GG | 2ESSECAS|\Fangemmal o L
BE1AZ6EE| BB OF B9 06 GO0 B0 0N G0 60 OF 0D G6| 00 00 69 GF BASSPLAL | | BaSedEes) by R
BE1AZETE| G OO B0 06 00 00 GO G0 GO 00 0D GO| 00 0D GO Oo e | B I
BE1AZEEG| DG OO B9 GO 00 G0 OO G0 GO 00 GO GO| 00 0D B9 OO o f| QagsEcad) | sasliielin =

Figure 1.34: OllyDbg: f unsigned(): first conditional jump

So, the flags are: C=1, P=1, A=1, Z=0, S=1, T=0, D=0, O=0.
They are named with one character for brevity in OllyDbg.

OllyDbg gives a hint that the (JBE) jump is to be triggered now. Indeed, if we take a
look into Intel manuals (12.1.4 on page 1282), we can read there that JBE is trigger-
ing if CF=1 or ZF=1. The condition is true here, so the jump is triggered.
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The next conditional jump:

[& cPU - main thread, module ex =100 =
BEINLOSE| [ 55 FUSH_EBF i
sainiesi || - BEEC MOl EBF, ESP | Feaiziers (TWH) (=
Ba1A1aGS SE4S B3 MOU ERY.OWORD PTR S55:CARG. 1] s Gonannn:
oalniass|| - 3B4E ad CHP EAH,DWORD PTR S5:CARG.2] R
oainiass|| -« 7e BE JBE SHORT @B1A1@E9 D paerEaes
painiece|| - &% FUSH OFFSET BR1A391% fo | EBx pagbmaed
Ba1A1A60 FIE QEZGI0El CALL DWORD PTR DS:[<&MSUCR1BA.printf>1 (kmg | ESE JE9EFLEE
Eee| R fB0 Ecy’ BWORD PTR: S5: [ERG. 1] E=l padnoonl
aecl| - ZEdD an CHP ECo.DWORD PTR 551 [ARG.2] EDT BEIASSAS ex. BALASSAS
w75 BE JHE SHORT @B1R1e7F EIF BEIALBEF eu.@01A166F —
&3 FUSH OFFSET B91A3920 T :
FF1E Qepoinel CALL DWORD PTR DS:[<znsucRiea.peinte>l Lme |5 1| ES 2225 2260t BLERREFRCR)
83c4 a4 ADO ESP, 4 A 1|55 @828 35bit BIFFFFFFFF)
» LSRES B3 HMOU EDY.OWORD PTR S55:CARG. 1] <07 SV EE BasE SEEiE BLEERRRREF
TR EEE 00 i 204, DNORD PTE 53; (ARG, 2] S 1| FS 9eSz 32bir TEFDDBAALFFF)
gumn_i= taken =) T o) eS aaze Sabic BUFFRRRRRF)
0 6| LastErr PEGEEREE ERROR_SUCCESS
+|EFL @eeasze7 (MO,E,NE,BE,S,PE,L,LE] -
Address |Hew dump ASCII (AMSI BEISFCAE | DS -
GEIASOEO|BL SE 62 OF| 66 B9 OF 66 61 S0 S0 62 OF 60 68 08| EbE  ac-i—f qooorios| -Ba1Ala8s 3+ | RETURN from e, B
GElR3a16( 61 5C 62 BA GR GR GO 06 A1 SE 2 GO| 0B 65 G5 06 adb@  arbg | DOSERCES|rhosEoasl G
BEIA3E26| 61 30 30 62| O BA BB GB| 61 3C 62 GO OB OB G O8] 3== SHE | BREEa | B e
Ba1636%8| FF FF FF FF|FF FF FF FF 08 00 0D 08| 00 60 03 0 R | o Lo g (R o
BE1AZG4a| FE FF FE FF|G1 89 6@ 0B 33 3B A9 68| CC C4 56 SF|w g 3iat | Seeer a0 Soear et o g,
GalR365E( 81 BE B 0B 45 25 S6 00 &5 4E 56 B| G0 00 B Ga|o MY MU | BESERCASIreepeRmel e oL
PAIASACE| 90 0P BE 0O 0P B A0 0P B3 00 0D OE| 00 0D BE A0 DAZERCAC!| pasedEes) bty m
Bb1Aonco| bb 0 b5 Db b b5 bb 0 b5 bb 0 05| bp f 05 bb PR3EFCS4| | GASIETEY | ulC”
BAIA3A9R| A6 GR GR GG GR BR A6 GR GR GG GR GA| GG GR GR A6 AB3EFCSE|| aaRaaaad hd

Figure 1.35: OllyDbg: f unsigned(): second conditional jump

OllyDbg gives a hint that JNZ is to be triggered now. Indeed, JNZ triggering if ZF=0

(zero flag).
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The third conditional jump, JNB:

ECPU - main thread, module ex ;IEIEI

ETALEES|[ - E JBE SHORT BOIA10ET -
. es PUSH DFFSET @61A301% 4 fFeaisters (TG0 =
CALL DUORD PTR DS: [<artsucR1a8.printf>] |Li: e
MOU ECH,OWORD PTR 55:[ARG.1] poamaaat
CiE EGH;DUORD PTR 55: (ARG, 2] onaonane
JE ST oelatact ) e
i BIEIEEREE |

CHLL DWORD PTR DS:[<&MSUCRIGA.printf:]
D ESP. <

= e o s e
ES BEZE 22bit OfFFFFFFFF)
JRE SHORT ma1n109% 1| C5 BE23 220it GCFFFFFFFF)

PUSH OFFSET G51AZ62 -
CALL_DUDRD PTR 0: ElamsUCRIgR. prines>] |LHE L 5 DHeB Zeplt DRERRREEEC)

FS BB52 22bit YEFODO@AE[FFF)

G5 @EzZB 32bit BIFFFFFFFF)

LastErr BEE0EEEHE ERROR_SUCCESES
(HO,E,ME.BE,S.FE.L,LE} hd
BEZISFCAE| S

GE1RIEES|q b+ | RETURM from i L
[BBBBBBBI [z}

BE1AZIAS ex. GALAZIAD

RAddress |Hew dump ASCII [HHSI a |MEIEEEIVETS
aalAa0alall SE 62 @A) 80 80 88 @) &l 20 20 62| BA H0 &0 @o|&rba
BE1AZE1E[S1 2C &2 BH DB B8 B8 BB &1 3E &2 DR[| 99 BB B0 00| a<bE
BE1AZEZE| 61 S0 20 &2 BA B B8 B &1 3C 62 OR|GE B8 BE EE| a==
BE1AZE3E| FF FF FF FF|FF FF FF FF| B8 B8 BE 00| 88 66 66 @8
BE1ASE4E| FE FF FF FF| @1 B8 B8 BH| 23 3B A9 &B|CC C4 56 9F(m 5] IEHEE
BA1AZA58| A1 08 88 86| 42 28 56 BE| 683 4E 55 DO| 08 68 60 G4| 6 HILY hHU
QAlASACE| 08 68 60 G0 80 00 05 Q5|08 0O B8 99 09 80 B0 B

BEEREEEZ | &

BEAISFCSS | ONE
GALALZ2C| 4+ |RETURM from eq. @
QEGEEEE] | B
BACE4ECS| hHL | ASCIT "pHU™

BAIA3AT0| G0 OF OO A3 DO GO OO G0 DO GO 6O G0/ 0B OO 63 O foafaEdE ik,
DRIAZEGE| 00 o 0f OO| G 08 OO BP| 09 02 00 09| 0o 0D Bg oo BosSFLod) | EoeleiBlin =
RElEF RIS

Figure 1.36: OllyDbg: f unsigned(): third conditional jump

In Intel manuals (12.1.4 on page 1282) we can see that JNB triggers if CF=0 (carry
flag). That is not true in our case, so the third printf () will execute.
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Now let’s review the f signed() function, which works with signed values, in Olly-
Dbg. Flags are set in the same way: C=1, P=1, A=1, Z=0, S=1, T=0, D=0, O=0.
The first conditional jump JLE is to be triggered:

ECPU - main thread, module ex ;Iglil

DaIniooo| r% B FUSH_EEF = -
gointea ([~ sEEC MO EEF, ESF & jhesicrece (TE =
painioes|| - SE4S BE MOU ERX,DWORD PTR 5S: [ARS. 1] i U
gl . 345 eC CHF ERX, DWORD PTR 55: [ARE. 2] -1
7E BE JLE SHORT G@1A1813

65 DA301ARE | PUSH OFFSET B01A3580 o | EBx B2008900
FF15 ARZ0iAe( CALL DWORD PTR OS:[<&MSUCRiga.orintfs] |Lme | ESE B22ERLEE

284D 6% MO0 ECy’ QWORD PTR SS:[ARG. 1] El popponal
ZB4D BC CHP ECH, DWORD PTR S%: (ARG, 2] EDI BELAZSAS . BELASSHS |
7o JNE SHORT gatpiace BALALAGT £x. OALA1E03

aainieze|| - FFIS GAZATAR CALL DUORD PTR OS:[<&MSUCR1BA. printf>] ES DheB Zeplt DRERRREERC)

galpiezac)) - g3t a4 AOD ESP, 4 . S5 BBZE 32bit BiFFFFFFFF)

oaiAiezr|| > &ESs es HOU EDH,DWORD PTR 55 [ARG. 13 55 ok ZEbit BIERRERRER)

— GNP L0, QUORD PIE 99 LARG.Z] FS BEE3 32bit PEFDOGMEELFFF)

Junp is taken

k N
Dest=ex. B1A1619 G5 BEZE IZbit BI(FFFFFFFF)

LastErr BEEEEEHE ERROR_SUCCESS
BEEAEZST (MO, EB,ME.BE,S,.FE.L.LE] -

BESEFCAE| EES
Address HELATEAC] 1k+ RETURM from E'H.I;
Boihnig AEEREER] | B Aral =
AE1AZE10 ral = 1

AREEHREZ | & AraZ = 2

Bt aBISFC | deS
61 AZE30 e
a6 1AZa4E BE1A1Z20] , 4+ |RETURM from ex. @i
a5 1AZ65E AREEAEE] | & L
a3 AZ6EE QESE4ESE| HHY | ASCIT ™pHyY

BESEZE4S( HIL
BEIICTEY [ |FC"
5 5]s]a]5 15 a]a] -

BE1AZE7d

B@EB 11 F‘Egﬂ@gg 2 BEZEFCES

Figure 1.37: OllyDbg: f signed(): first conditional jump

In Intel manuals (12.1.4 on page 1282) we find that this instruction is triggered if
ZF=1 or SF+OF. SF+OF in our case, so the jump triggers.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!


https://yurichev.com/contact.html
https://yurichev.com/contact.html

164

The second JINZ conditional jump triggering: if ZF=0 (zero flag):

ECPU - main thread, module ex -|E||i|
EEEEEE ] PUSH_EBP = 0
eaipieel|| - @BEC MO EBP,ESP 1= EE?;;SESB,{BTHXJ =
aaipiEes|| - 2E4S Bo MOU EAX,OWORD PTR S%:CARG.1J Ern Banoann 1
aEiAiEes| |« ZE4S BC CHP ERX,ONORD FTR S5%: [ARG. 2] -
aainieas|| - FE 6E JLE SHORT @mipie1s ERe aaooaang
aainiaes|| - 63 PUSH OFFSET @01A36ea fc | EEn podEAEnd
oainieic|| . FFLIE AE2GiAel CALL DWORD PTR DS:[<&MSUCRiB8.prinefs>] |Lme | EEE DREEECEH
Shinioie||s S50 8 Ho0 Eck!DuoRD PTR 55:CARG. 11 E5l boagaoal

1a1c)| + 3B40 BC CFP ECH,OWORD PTR S5%: [ARG.Z] EDL BELASSAS ex. DBLASSAS | |
e s e 7 fEpesialr o caisio

. c )
goinieze|| - | FFIE AE2@lnel CALL DWORD FTR DS:[<zMSUCR1E@.printf>l |Lre |5 1| ES G228 S2bit BiEFEREERRE)
aalplaac) | - | &304 B4 Aoo ESP, 4 A iS5 BEEE SEbit GIFFFFFFFF)
aaifpiezF|| > Y6ESS BS HOU EDH,OWORD PTR S55:[ARG. 1] =1- 5062 Gech 3500t BIFFFFFFFF)
-gt:r‘qg“?s o ESE 00 LOP EQ:, OUWORD PTR S35 [ARG.Z] % 1 | FS @852 3Zbit TEFDDGEALFFF)
dunp L= taken L)1 g poze szbic GiFFFFRRRF)
0 8| LastErr BEEEEG0N ERROR_SUCCESS
+ [EFL oeegezoy (MO,E,ME,BE,S,PE.L,LE) -
Address |Hew dump ASCII (AMST a EZEFC40) BRD -
GaIRJAGE[ 6L GE 62 OF| 00 00 00 B8 61 S0 J0 62 0N 0O 60 0F| @b a-=t oocarCod| tPaLalant wbe | FRETURN fram ex. e
BE1ASE10| 61 SC 62 ©A| 00 00 00 00|61 3E 62 OR| 00 00 00 0G| sCHE  SYHE | Dooorooo|[BERaanEL 8 aal =l
BE1AZE20| 61 30 30 62| A 0P 0P BA| &1 3C 62 OO OB DO BE G6| a== abE | gasortin|| Gasareaalaes | T T
BE1AZE30|FF FF FF FF|FF FF FF FF|B@ 0B B 69| 08 60 B 66 EEEE R | I [ i (. a
@31A2@40| FE FF FF FF| @1 @@ G@ B9 33 3B A9 &8 CC C4 5& 9F EREETEY | Ereaisribrer ot oo &t
@alR3656( @l @A Ba 03| 45 26 S GA) A5 4F 56 Gn an Gn 6o @ale  Hou hoo o | BESEPEGE CoGRaERALG oL
BR1AZEEE| @0 DO DO B0| 00 00 0D OO|HO BA GO DO/ 0D GO DO GO gosErLat)| BaaeaERg bty s
BR{AZE7E| 00 DO DO B0| 00 00 0D OO 0O 0B GO DO| 0D GO DO GO EREEH | IEERTEa] B
% PE DR B0 GE| OB DR BE 0P R DO 0O BP| 09 00 6D 0O - | SoZEEEEL| BEELLrEL ] -
Figure 1.38: OllyDbg: f signed(): second conditional jump
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The third conditional jump JGE will not trigger because it would only do so if SF=0F,
and that is not true in our case:
CPU - main thread, module ex ;Iglil
BE 1AL AE|] - 7E BE JLE SHURT GB1A1A13 7
paiAianE(| - 68 PUSH OFFSET BB1AZPEA I i
BA1A1B1e FFIE QEeRinel CALL DWORD PTR DS:[<&MSUCR1BA.printf>1 |Lmg | ERCHEEEAES
oaipiele|| - 304 B4 AOO ESF, 4 —1 Eoii Bonmmme
Gaifials|| > GB4D ee MOl ECH, DWORD PTR S5: [ARG. 1] ERn Booaa00s
3B40_BC CHF ECK,DWORD FTR S5: [ARG.2] Eif hacereon
- 75 B JNE SHORT G81A182F Eor ooaorcan
F e AR EHLL DbRD PR Do toeMsUCRIGBA.prines>1 L |51 99008601
: .print b
FoLS CALL Duok EDI BEIAZ3AS ex.BA1AZEAS
oo EE R b em ey T
w070 BE JGE SHORT GE1A1845 AZE Zebit BIEREERRER)
BR1A1EET & PUSH OFFSET BO1AZALA fe DEEE SEELE BLEERERRRF
BA1A1B3C FFIE OoZoifel CALL OWORD PTR DS: L<&MSUCR168.printss] |Lie DesE SERLE BLEEEEEERF
Aainifd L4 5d AOD ESP, 4 @B 32bit PEFDDBAGLFFF)
take BBZE 3Zbit GIFFFFFFFF)

Jump is not i
Dest=en. BA1ALA4E

Address

Her dump

[T ELETTE]
BEIAZELE
GBE1HZE2E
BE1AZAZE
Ga1Aza4E
Ga1Azace
BE1ASE5E
BEIAZEE
GBE1HZEZE
5[ b A=)

HEIEFCE
BEIZFCEE
BEAISFCIC
BAISFCAE
BEZSFC44
BEISFC4S
BEIZFCAC
HEIEFCER
BAISFCES
BAISFCES

HEEEEEEE ERROR_SUCCESS
(MO,.E,ME.BE,S.FE.L,LE}

-

BE3SFC40 | EES ~
HEIATEAC| Mk+ RETURM from e . e
HEHEHEE]L | B [ﬂrgl =1

BEEGAEEZ | & Argz = 2

BESSFCE4 | AFS

@EifAlzac| 4+ |RETURH from ex.@
BEEEEEE]L | B

HESEAESE | hHL | ASCIT “pHU™
HESE2B4E | HIL

EBS1CTET (nlHC”

[als]s]s]z]s x]5] hal

Figure 1.39: OllyDbg: f signed(): third conditional jump
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x86 + MSVC + Hiew

We can try to patch the executable file in a way that the f unsigned() function
would always print “a==b"”, no matter the input values. Here is how it looks in Hiew:

Hiew: 7_1l.exe _l- _ID ﬁl
C:\Polygoniollydbg\7 1.exe a32 PE .00401000 |Hiew 8.82 (c)SEN

laleave 11

Figure 1.40: Hiew: f unsigned() function

Essentially, we have to accomplish three tasks:
» force the first jump to always trigger;
» force the second jump to never trigger;
» force the third jump to always trigger.

Thus we can direct the code flow to always pass through the second printf(), and
output “a==b".

Three instructions (or bytes) has to be patched:
* The first jump becomes JMP, but the jump offset would remain the same.

* The second jump might be triggered sometimes, but in any case it will jump to
the next instruction, because, we set the jump offset to 0.
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In these instructions the jump offset is added to the address for the next in-
struction. So if the offset is 0, the jump will transfer the control to the next
instruction.

e The third jump we replace with JMP just as we do with the first one, so it will
always trigger.
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Here is the modified code:

Hiew: 7_l.exe
C:\Polygon\ollydbg\7 1.exe EFW0 EDITMODE a32 PE 00080434 |Hiew 8.82 (c)SEN

Figure 1.41: Hiew: let’'s modify the f unsigned() function

If we miss to change any of these jumps, then several printf() calls may execute,
while we want to execute only one.

Non-optimizing GCC

Non-optimizing GCC 4.4.1 produces almost the same code, but with puts() (1.5.3
on page 28) instead of printf ().

Optimizing GCC

An observant reader may ask, why execute CMP several times, if the flags has the
same values after each execution?

Perhaps optimizing MSVC cannot do this, but optimizing GCC 4.8.1 can go deeper:
Listing 1.113: GCC 4.8.1 f _signed()

f signed:
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mov eax, DWORD PTR [esp+8]
cmp DWORD PTR [esp+4], eax
ig L6
je .L7
jge .L1
mov DWORD PTR [esp+4], OFFSET FLAT:.LC2 ; "a<b"
jmp puts
.L6:
mov DWORD PTR [esp+4], OFFSET FLAT:.LCO ; "a=b"
jmp puts
.L1:
rep ret
.L7:
mov DWORD PTR [esp+4], OFFSET FLAT:.LCl ; "a==b"
jmp puts

We also see JMP puts here instead of CALL puts / RETN.
This kind of trick will have explained later: 1.21.1 on page 197.

This type of x86 code is somewhat rare. MSVC 2012 as it seems, can’t generate
such code. On the other hand, assembly language programmers are fully aware of
the fact that Jcc instructions can be stacked.

So if you see such stacking somewhere, it is highly probable that the code was hand-
written.

The f_unsigned() function is not that sesthetically short:

Listing 1.114: GCC 4.8.1 f _unsigned()

f _unsigned:
push esi
push ebx
sub esp, 20
mov esi, DWORD PTR [esp+32]
mov ebx, DWORD PTR [esp+36]
cmp esi, ebx
ja .L13
cmp esi, ebx ; this instruction could be removed
je .L14
.L10:
jb .L15
add esp, 20
pop ebx
pop esi
ret
.L15:
mov DWORD PTR [esp+32], OFFSET FLAT:.LC2 ; "a<b"
add esp, 20
pop ebx
pop esi
jmp puts
.L13:
mov DWORD PTR [esp], OFFSET FLAT:.LCO ; "a=b"
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call puts

cmp esi, ebx

jne .L10

.L14:

mov DWORD PTR [esp+32], OFFSET FLAT:.LCl ; "a==b"
add esp, 20

pop ebx

pop esi

jmp puts

Nevertheless, there are two CMP instructions instead of three.
So optimization algorithms of GCC 4.8.1 are probably not perfect yet.

ARM
32-bit ARM

Optimizing Keil 6/2013 (ARM mode)

Listing 1.115: Optimizing Keil 6/2013 (ARM mode)

.text:000000B8 EXPORT f_signed

.text:000000B8 f signed ; CODE XREF: main+C
.text:000000B8 70 40 2D E9 STMFD  SP!, {R4-R6,LR}
.text:000000BC 01 40 AO El MOV R4, R1

.text:000000C0 04 00 50 El CMP RO, R4

.text:000000C4 00 50 A0 E1l MOV R5, RO

.text:000000C8 1A OE 8F C2 ADRGT RO, aAB i "a>b\n"
.text:000000CC Al 18 00 CB BLGT _ 2printf

.text:000000D0 04 00 55 E1 CMP R5, R4

.text:000000D4 67 OF 8F 02 ADREQ RO, aAB 0 ; "a==b\n"
.text:000000D8 9E 18 00 0B BLEQ __2printf

.text:000000DC 04 00 55 E1 CMP R5, R4

.text:000000EOQ 70 80 BD A8 LDMGEFD SP!, {R4-R6,PC}
.text:000000E4 70 40 BD E8 LDMFD  SP!, {R4-R6,LR}
.text:000000E8 19 OE 8F E2 ADR RO, aAB 1 i "a<b\n"
.text:000000EC 99 18 00 EA B _ 2printf

.text:000000EC ; End of function f signed

Many instructions in ARM mode could be executed only when specific flags are set.
E.g. this is often used when comparing numbers.

For instance, the ADD instruction is in fact named ADDAL internally, where AL stands
for Always, i.e., execute always. The predicates are encoded in 4 high bits of the
32-bit ARM instructions (condition field). The B instruction for unconditional jumping
is in fact conditional and encoded just like any other conditional jump, but has AL in
the condition field, and it implies execute ALways, ignoring flags.
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The ADRGT instruction works just like ADR but executes only in case the previous CMP
instruction founds one of the numbers greater than the another, while comparing
the two (Greater Than).

The next BLGT instruction behaves exactly as BL and is triggered only if the result of
the comparison has been (Greater Than). ADRGT writes a pointer to the string a>b\n
into RO and BLGT calls printf(). Therefore, instructions suffixed with -GT are to
execute only in case the value in RO (which is a) is bigger than the value in R4 (which
is b).

Moving forward we see the ADREQ and BLEQ instructions. They behave just like ADR
and BL, but are to be executed only if operands were equal to each other during
the last comparison. Another CMP is located before them (because the printf()
execution may have tampered the flags).

Then we see LDMGEFD, this instruction works just like LDMFD®?, but is triggered only
when one of the values is greater or equal than the other (Greater or Equal). The
LDMGEFD SP!, {R4-R6,PC} instruction acts like a function epilogue, but it will be
triggered only if a >=0, and only then the function execution will finish.

But if that condition is not satisfied, i.e., a < b, then the control flow will continue to
the next

“LDMFD SP!, {R4-R6,LR}"” instruction, which is one more function epilogue. This
instruction restores not only the R4-R6 registers state, but also LR instead of PC,
thus, it does not return from the function. The last two instructions call printf()
with the string «a<b\n» as a sole argument. We already examined an unconditional
jump to the printf() function instead of function return in «printf() with several
arguments» section (1.11.2 on page 71).

f unsignedissimilar, only the ADRHI, BLHI, and LDMCSFD instructions are used there,
these predicates (HI = Unsigned higher, CS = Carry Set (greater than or equal)) are
analogous to those examined before, but for unsigned values.

There is not much new in the main() function for us:

Listing 1.116: main()

.text:00000128 EXPORT main
.text:00000128 main

.text:00000128 10 40 2D E9 STMFD SP!, {R4,LR}
.text:0000012C 02 10 AO E3 MOV R1, #2
.text:00000130 01 00 AO E3 MOV RO, #1
.text:00000134 DF FF FF EB BL f signed
.text:00000138 02 10 AO E3 MOV R1, #2
.text:0000013C 01 00 AO E3 MOV RO, #1
.text:00000140 EA FF FF EB BL f _unsigned
.text:00000144 00 00 AO E3 MOV RO, #0
.text:00000148 10 80 BD E8 LDMFD SP!, {R4,PC}
.text:00000148 ; End of function main

That is how you can get rid of conditional jumps in ARM mode.

Why is this so good? Read here: 2.4.1 on page 575.

92| DMFD
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There is no such feature in x86, except the CMOVcc instruction, it is the same as MOV,
but triggered only when specific flags are set, usually set by CMP.

Optimizing Keil 6/2013 (Thumb mode)

Listing 1.117: Optimizing Keil 6/2013 (Thumb mode)

.text:00000072 f signed ; CODE XREF: main+6
.text:00000072 70 B5 PUSH {R4-R6, LR}

.text:00000074 0C 00 MOVS R4, R1

.text: 00000076 05 00 MOVS R5, RO

.text: 00000078 AO 42 CMP RO, R4

.text:0000007A 02 DD BLE loc 82

.text:0000007C A4 A0 ADR RO, aAB ;o "a>b\n"
.text:0000007E 06 FO B7 F8 BL _ 2printf

.text:00000082

.text:00000082 loc 82 ; CODE XREF: f signed+8
.text:00000082 A5 42 CMP R5, R4

.text:00000084 02 D1 BNE loc 8C

.text:00000086 A4 A0 ADR RO, aAB 0 ; "a==b\n"
.text:00000088 06 FO B2 F8 BL _ 2printf

.text:0000008C

.text:0000008C loc _8C ; CODE XREF: f signed+12
.text:0000008C A5 42 CMP R5, R4

.text:0000008E 02 DA BGE locret 96

.text:00000090 A3 A0 ADR RO, aAB 1 ; "a<b\n"
.text:00000092 06 FO AD F8 BL _ 2printf

.text: 00000096

.text:00000096 locret 96 ; CODE XREF: f signed+1C
.text:00000096 70 BD POP {R4-R6,PC}

.text:00000096 ; End of function f signed

Only B instructions in Thumb mode may be supplemented by condition codes, so the
Thumb code looks more ordinary.

BLE is a normal conditional jump Less than or Equal, BNE—Not Equal, BGE—Greater
than or Equal.

f _unsigned is similar, only other instructions are used while dealing with unsigned
values: BLS (Unsigned lower or same) and BCS (Carry Set (Greater than or equal)).

ARMG64: Optimizing GCC (Linaro) 4.9

Listing 1.118: f_signed()

f signed:

; WO=a, Wl=b
cmp wl, wl
bgt .L19 ; Branch if Greater Than (a>b)
beq .L20 ; Branch if Equal (a==b)
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bge .L15 ; Branch if Greater than or Equal (a>=b) (impossible \
here)

; a<b

adrp x0, .LC1l1 ; "a<b"

add x0, x0, :lol2:.LC1l1

b puts
.L19:

adrp x0, .LC9 ;o "a>b"

add x0, x0, :lol2:.LC9

b puts
.L15: ; impossible to get here

ret
.L20:

adrp x0, .LC10 ;o "a==b"

add x0, x0, :lo0l12:.LC10

b puts

Listing 1.119: f_unsigned()

f unsigned:

stp x29, x30, [sp, -48]!
; WO=a, Wl=b

cmp wl, wl

add x29, sp, 0O

str x19, [sp,16]

mov wl9, w0

bhi .L25 ; Branch if HIgher (a>b)

cmp wl9, wl

beq .L26 ; Branch if Equal (a==b)
.L23:

bcc .L27 ; Branch if Carry Clear (if less than) (a<b)

; function epilogue, impossible to be here
ldr x19, [sp,16]

ldp x29, x30, [sp], 48
ret
L27:
ldr x19, [sp,16]
adrp x0, .LC11 ; "a<b"
ldp x29, x30, [sp], 48
add x0, x0, :lo0l2:.LC1l1
b puts
.L25:
adrp x0, .LC9 ;o "a>b"
str x1, [x29,40]
add x0, x0, :1lol2:.LC9
bl puts
ldr x1, [x29,40]
cmp wl9, wl
bne .L23 ; Branch if Not Equal
.L26:
ldr x19, [sp,16]
adrp x0, .LC10 ;o "a==b"
1dp x29, x30, [sp], 48
add x0, x0, :1lol2:.LC10
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b puts

The comments were added by the author of this book. What is striking is that the
compiler is not aware that some conditions are not possible at all, so there is dead
code at some places, which can never be executed.

Exercise

Try to optimize these functions manually for size, removing redundant instructions,
without adding new ones.

MIPS

One distinctive MIPS feature is the absence of flags. Apparently, it was done to
simplify the analysis of data dependencies.

There are instructions similar to SETcc in x86: SLT (“Set on Less Than”: signed
version) and SLTU (unsigned version). These instructions sets destination register
value to 1 if the condition is true or to 0 if otherwise.

The destination register is then checked using BEQ (“Branch on Equal”) or BNE (“Branch
on Not Equal”) and a jump may occur. So, this instruction pair has to be used in MIPS
for comparison and branch. Let’s first start with the signed version of our function:

Listing 1.120: Non-optimizing GCC 4.4.5 (IDA)

.text:00000000 f signed: # CODE XREF: main+18
.text: 00000000

.text:00000000 var 10 = -0x10

.text:00000000 var 8 = -8

.text:00000000 var 4 = -4

.text: 00000000 arg 6 = 0

.text:00000000 arg 4 = 4

.text: 00000000

.text: 00000000 addiu $sp, -0x20
.text:00000004 sw $ra, 0x20+var 4($sp)
.text:00000008 sw $fp, O0x20+var 8($sp)
.text:0000000C move $fp, $sp
.text:00000010 la $gp, __gnu_local gp
.text:00000018 sw $gp, 0x20+var 10($sp)
; store input values into local stack:
.text:0000001C sw $a0, 0x20+arg 0($fp)
.text:00000020 sw $al, O0x20+arg 4($fp)
; reload them.

.text:00000024 lw $vl, O0x20+arg 0($fp)
.text:00000028 lw $v0, 0x20+arg 4($fp)
;o $vO=b

; $vl=a

.text:0000002C or $at, $zero ; NOP

; this is pseudoinstruction. in fact, "slt $vO,$v0O,$v1l" is there.
; 50 $vO will be set to 1 if $vO<$vl (b<a) or to 0 if otherwise:
.text:00000030 slt $v0O, $v1
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.text:0000009C
; 1f condition
.text:000000A0
.text:000000A4
; condition is
.text:000000A8
.text:000000AC
.text:000000B0O
.text:000000B4
.text:000000B8
.text:000000BC
.text:000000C0O
.text:000000C4
.text:000000C8
;oall
.text:000000C8

f signed+A0
\.text:OOOOOOCS

.text:00000034 beq
; print "a>b" and finish
.text:00000038 or
.text:0000003C lui
.text:00000040 add
.text:00000044 lw
.text:00000048 or
.text:0000004C mov
.text:00000050 jal
.text:00000054 or
.text:00000058 lw
.text:0000005C
.text:0000005C loc 5C:
.text:0000005C lw
.text: 00000060 1w
.text:00000064 or
.text:00000068 bne
.text:0000006C or
; condition is true, so pr
.text: 00000070 lui
.text:00000074 add
.text: 00000078 lw
.text:0000007C or
.text:00000080 mov
.text:00000084 jal
.text:00000088 or
.text:0000008C lw
.text:00000090
.text:00000090 loc 90:
.text:00000090 lw
.text:00000094 lw
.text:00000098 or

; check if $v1l<$vO (a<b),

slt
is not true
beq
or
true, print
lui
add
lw
or
mov
jal
or
lw

3 conditions were false,

loc C8:

mov

; jump to loc 5c¢, if condition is not true.
; this is pseudoinstruction. in fact,

z $v0, loc 5C
$at,
$vo,

iu $a0,
$vo,
$at,

e $t9,

r $t9
$at,
$gp,

$zero ; branch delay slot, NOP
(unk 230 >> 16) # "a>b"

$v0, (unk 230 & OXFFFF) # "a=b"
(puts & OXFFFF) ($gp)

$zero ; NOP

$v0

$zero ; branch delay slot, NOP
0x20+var_10($fp)

# CODE XREF: f signed+34

$vl,
$vo,
$at, $zero ;

0x20+arg 0($fp)
0x20+arg 4($fp)
NOP

; check if a==b, jump to loc 90 if its not true:

$vl, $v0O, loc 90
$at, $zero ; branch delay slot, NOP
int "a==b" and finish:
$v0, (aAB >> 16) # "a==b"
iu $a0, $vO, (aAB & OXFFFF) #
$v0, (puts & OXFFFF) ($gp)
$at, $zero ; NOP
e $t9, $vO
r $t9
$at,
$ap,

" a==b "

$zero ; branch delay slot, NOP
0x20+var 10($fp)

# CODE XREF: f signed+68

$vl, 0x20+arg 0($fp)
$v0, Ox20+arg_4($fp)
$at, $zero ; NOP

set $vO to 1 if condition is true:
$vO, $vl, $vO

(i.e., $v0==0), jump to loc c8:

z $v0O, loc C8
$at, $zero ; branch delay slot, NOP
"a<b" and finish
$v0, (aAB 0 >> 16) # "a<b"
iu $a0, $v0O, (aAB 0 & OXFFFF) # "a<b"
$v0, (puts & OXFFFF) ($gp)
$at, $zero ; NOP
e $t9, $voO
r $t9
$at, $zero ; branch delay slot, NOP
$gp, 0x20+var 10($fp)
so just finish:
# CODE XREF:
e $sp, $fp

"beq $v0O,%$zero,loc_5c¢" is there:
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.text:000000CC lw $ra, 0x20+var 4($sp)

.text:000000D0 w $fp, O0x20+var 8($sp)

.text:000000D4 addiu $sp, 0x20

.text:000000D8 jr $ra

.text:000000DC or $at, $zero ; branch delay slot, NOP

.text:000000DC +# End of function f signed

SLT REGO, REGO, REG1 is reduced by IDA to its shorter form:
SLT REGO, REGI.

We also see there BEQZ pseudo instruction (“Branch if Equal to Zero”),
which are in fact BEQ REG, $ZERO, LABEL.

The unsigned version is just the same, but SLTU (unsigned version, hence “U” in
name) is used instead of SLT:

Listing 1.121: Non-optimizing GCC 4.4.5 (IDA)

.text:000000E0 f unsigned: # CODE XREF: main+28
.text:000000E0

.text:000000E0 var_10 = -0x10
.text:000000EQ var 8 = -8
.text:000000E0 var_ 4 = -4
.text:000000E0 arg @ = 0
.text:000000EQ arg 4 = 4
.text:000000E0

.text:000000E0 addiu  $sp, -0x20

.text:000000E4 sw $ra, 0x20+var 4($sp)
.text:000000E8 sw $fp, 0x20+var 8($sp)
.text:000000EC move $fp, $sp

.text:000000F0 la $gp, _ gnu_ local gp
.text:000000F8 sw $gp, 0x20+var 10($sp)
.text:000000FC sw $a0, 0x20+arg 0($fp)
.text:00000100 sw $al, 0x20+arg 4($fp)
.text:00000104 lw $vl, 0x20+arg 0($fp)
.text:00000108 w $v0, 0x20+arg 4($fp)
.text:0000010C or $at, $zero

.text:00000110 sltu $vO, $vl

.text:00000114 beqz $vO, loc_13C
.text:00000118 or $at, $zero

.text:0000011C lui $vO, (unk 230 >> 16)
.text:00000120 addiu  $a0, $vO, (unk 230 & OxFFFF)
.text:00000124 1w $v0O, (puts & OXFFFF) ($gp)
.text:00000128 or $at, $zero

.text:0000012C move $t9, $voO

.text:00000130 jalr $t9

.text:00000134 or $at, $zero

.text:00000138 1w $gp, Ox20+var 10($fp)
.text:0000013C

.text:0000013C loc 13C: # CODE XREF: f _unsigned+34
.text:0000013C w $vl, 0x20+arg 0($fp)
.text:00000140 lw $v0, 0x20+arg 4($fp)
.text:00000144 or $at, $zero

.text:00000148 bne $vl, $v0O, loc 170
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.text:
.text:
.text:
.text:
.text:
.text:
.text:

.text

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
:000001BC  # End of function f

.text

0000014C or $at,
00000150 lui $vo,
00000154 addiu $a0,
00000158 lw $vo0,
0000015C or $at,
00000160 move $t9,
00000164 jalr $t9
100000168 or $at,
0000016C lw $ap,
00000170

00000170 loc_170:

00000170 lw $vl,
00000174 lw $v0,
00000178 or $at,
0000017C sltu $vo,
00000180 beqz $vo,
00000184 or $at,
00000188 lui $vo,
0000018C addiu $a0,
00000190 lw $v0,
00000194 or $at,
00000198 move $t9,
0000019C jalr $t9
000001A0 or $at,
000001A4 lw $ap,
000001A8

000001A8 loc 1A8:

000001A8 move $sp,
000001AC lw $ra,
000001B0O lw $fp,
000001B4 addiu $sp,
000001B8 jr $ra
000001BC or $at,

$zero

(aAB >> 16) # "a==b"
$v0, (aAB & OxFFFF)
(puts & OXFFFF) ($gp)
$zero

$vO

#_ ”a::b“

$zero
0x20+var_10($fp)

# CODE XREF: f unsigned+68
0x20+arg 0($fp)
0x20+arg _4($fp)
$zero
$vl, $vO
loc 1A8
$zero
(aAB_0 >> 16) # "a<b"
$v0, (aAB 0 & OxFFFF)
(puts & OXFFFF) ($gp)
$zero
$v0

# ||a<b||

$zero
0x20+var_10($fp)

# CODE XREF: f unsigned+A0
$fp
0x20+var_4(%$sp)
0x20+var _8($sp)
0x20

$zero
unsigned

1.18.2 Calculating absolute value

A simple function:

int my abs (int 1)

{

};

if (i<0)

return -i;
else

return 1i;

Optimizing MSVC

This is how the code is usually generated
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Listing 1.122: Optimizing MSVC 2012 x64

i$ = 8
my abs PROC
; ECX = input
test ecx, ecx

; check for sign of input value
; skip NEG instruction if sign is positive

jns SHORT $LN2@my abs
; negate value
neg ecx

$LN2@my abs:
; prepare result in EAX:

mov eax, ecx
ret 0
my abs ENDP

GCC 4.9 does mostly the same.

Optimizing Keil 6/2013: Thumb mode

Listing 1.123: Optimizing Keil 6/2013: Thumb mode

my abs PROC

CMP ro,#0
; 1s input value equal to zero or greater than zero?
; skip RSBS instruction then

BGE |[LO.6|
; subtract input value from O:
RSBS ro, ro,#0
|LO.6|
BX lr
ENDP

ARM lacks a negate instruction, so the Keil compiler uses the “Reverse Subtract”
instruction, which just subtracts with reversed operands.

Optimizing Keil 6/2013: ARM mode

It is possible to add condition codes to some instructions in ARM mode, so that is
what the Keil compiler does:

Listing 1.124: Optimizing Keil 6/2013: ARM mode

my_abs PROC
CMP ro,#0
; execute "Reverse Subtract" instruction
; only if input value is less than 0:
RSBLT ro, ro,#0
BX lr
ENDP

Now there are no conditional jumps and this is good: 2.4.1 on page 575.
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Non-optimizing GCC 4.9 (ARM64)
ARMG64 has instruction NEG for negating:
Listing 1.125: Optimizing GCC 4.9 (ARM64)

my abs:

sub sp, sp, #16

str wO, [sp,12]

ldr wO, [sp,12]
; compare input value with contents of WZR register
; (which always holds zero)

cmp wl, wzr
bge .L2
ldr wo, [sp,12]
neg wO, woO
b .L3
L2:
ldr wl, [sp,12]
.L3:
add sp, sp, 16
ret
MIPS
Listing 1.126: Optimizing GCC 4.4.5 (IDA)
my abs:

; jump if $a0<0:
bltz $a0, locret 10
; just return input value ($a@) in $vO:

move $v0, $ab

jr $ra

or $at, $zero ; branch delay slot, NOP
locret 10:
; negate input value and store it in $vO:

jr $ra
; this is pseudoinstruction. in fact, this is "subu $v0O, $zero, $a0"

($v0=0-%$a0)

negu $v0, $aob

Here we see a new instruction: BLTZ (“Branch if Less Than Zero”).

There is also the NEGU pseudo instruction, which just does subtraction from zero.
The “U” suffix in both SUBU and NEGU implies that no exception to be raised in case
of integer overflow.

Branchless version?

You could have also a branchless version of this code. This we will review later: 3.16
on page 648.
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1.18.3 Ternary conditional operator

The ternary conditional operator in C/C++ has the following syntax:

expression ? expression : expression

Here is an example:

const char* f (int a)

{
};

return a==10 ? "it is ten" : "it is not ten";

x86

Old and non-optimizing compilers generate assembly code just as if an if/else
statement was used:

Listing 1.127: Non-optimizing MSVC 2008

$SG746 DB 'it is ten', OGH
$5G747 DB 'it is not ten', OOH
tv65 = -4 ; this will be used as a temporary variable
a$ =8
_f PROC
push ebp
mov ebp, esp
push ecx
; compare input value with 10
cmp DWORD PTR _a$[ebp], 10
; jump to $LN3@f if not equal
jne SHORT $LN3@f
; store pointer to the string into temporary variable:
mov DWORD PTR tv65[ebp], OFFSET $SG746 ; 'it is ten'
; jump to exit
jmp SHORT $LN4@f
$LN3@f:
; store pointer to the string into temporary variable:
mov DWORD PTR tv65[ebp], OFFSET $SG747 ; 'it is not ten'
$LN4@f:

; this is exit.
; copy pointer to the string from temporary variable to EAX.

mov eax, DWORD PTR tv65[ebpl
mov esp, ebp
pop ebp
ret 0
f ENDP

Listing 1.128: Optimizing MSVC 2008

$5G792 DB 'it is ten', OOH
$SG793 DB 'it is not ten', OOH
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a$ = 8 ; size =4

f PROC
; compare input value with 10
cmp DWORD PTR a$[esp-4], 10
mov eax, OFFSET $SG792 ; 'it is ten'
; jump to $LN4@f if equal
je SHORT $LN4@f
mov eax, OFFSET $SG793 ; 'it is not ten'
$LN4@f:
ret 0
_f ENDP

Newer compilers are more concise:

Listing 1.129: Optimizing MSVC 2012 x64

$SG1355 DB 'it is ten', OGH
$5SG1356 DB 'it is not ten', OOH
a$ = 8
f PROC
; Lload pointers to the both strings
lea rdx, OFFSET FLAT:$SG1355 ; 'it is ten'
lea rax, OFFSET FLAT:$SG1356 ; 'it is not ten'
; compare input value with 10
cmp ecx, 10

; if equal, copy value from RDX ("it is ten")
; if not, do nothing. pointer to the string
; "it is not ten" is still in RAX as for now.
cmove rax, rdx
ret 0
f ENDP

Optimizing GCC 4.8 for x86 also uses the CMOVcc instruction, while the non-optimizing

GCC 4.8 uses conditional jumps.

ARM

Optimizing Keil for ARM mode also uses the conditional instructions ADRcc:

Listing 1.130: Optimizing Keil 6/2013 (ARM mode)

f PROC
; compare input value with 10
CMP ro,#0xa

; if comparison result is EQual, copy pointer to the "it is ten" string into

ADREQ ro, |L0.16| ; "it is ten"
; 1f comparison result is Not Equal, copy pointer to the
; "it is not ten" string into RO

ADRNE ro, |L0.28| ; "it is not ten”
BX 1r
ENDP
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|[LO.16|

DCB "it is ten",0
|LO.28|

DCB "it is not ten",0

Without manual intervention, the two instructions ADREQ and ADRNE cannot be exe-
cuted in the same run.

Optimizing Keil for Thumb mode needs to use conditional jump instructions, since
there are no load instructions that support conditional flags:

Listing 1.131: Optimizing Keil 6/2013 (Thumb mode)

f PROC
; compare input value with 10
CMP ro,#0xa
; jump to |LO@.8| if EQual
BEQ |LO.8|
ADR ro,|Le.12| ; "it is not ten"
BX lr
|LO.8|
ADR ro,|Le.28| ; "it is ten"
BX lr
ENDP
[LO.12|
DCB "it is not ten",0
|LO.28|
DCB "it is ten",0
ARM64

Optimizing GCC (Linaro) 4.9 for ARM64 also uses conditional jumps:
Listing 1.132: Optimizing GCC (Linaro) 4.9

f:
cmp x0, 10
beq .L3 ; branch if equal
adrp x0, .LC1 ; "it is ten"
add x0, x0, :lol2:.LC1
ret
.L3:
adrp x0, .LCO ; "it is not ten"
add x0, x0, :1ol2:.LCO
ret
.LCO:
.string "it is ten"
.LC1:

.string "it is not ten"
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That is because ARM64 does not have a simple load instruction with conditional flags,
like ADRcc in 32-bit ARM mode or CMOVcc in x86.

It has, however, “Conditional SELect” instruction (CSEL)[ARM Architecture Reference
Manual, ARMv8, for ARMv8-A architecture profile, (2013)p390, C5.5], but GCC 4.9
does not seem to be smart enough to use it in such piece of code.

MIPS
Unfortunately, GCC 4.4.5 for MIPS is not very smart, either:
Listing 1.133: Optimizing GCC 4.4.5 (assembly output)

$LCO:
.ascii "it is not ten\000"
$LC1:
.ascii "it is ten\000"
f:
1i $2,10 # Oxa
; compare $a0@ and 10, jump if equal:
beq $4,%$2,%$L2

nop ; branch delay slot

; leave address of "it is not ten" string in $vO and return:

lui $2,%hi($LCO)
] $31
addiu $2,%$2,%Lo($LCO)
$L2:
; leave address of "it is ten" string in $vO@ and return:
lui $2,%hi($LC1)
] $31

addiu  $2,%$2,%lo($LC1)

Let’s rewrite it in an if/else way

const char* f (int a)

{
if (a==10)
return "it is ten";
else
return "it is not ten";
b

Interestingly, optimizing GCC 4.8 for x86 was also able to use CMOVcc in this case:

Listing 1.134: Optimizing GCC 4.8

.LCO:

.string "it is ten"
.LC1:

.string "it is not ten"
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.LFBO:

; compare input value with 10
cmp DWORD PTR [esp+4], 10
mov edx, OFFSET FLAT:.LC1 ; "it is not ten"
mov eax, OFFSET FLAT:.LCO ; "it is ten"

; 1f comparison result is Not Equal, copy EDX value to EAX
; if not, do nothing

cmovne eax, edx

ret

Optimizing Keil in ARM mode generates code identical to listing.1.130.
But the optimizing MSVC 2012 is not that good (yet).

Conclusion

Why optimizing compilers try to get rid of conditional jumps? Read here about it:
2.4.1 on page 575.

1.18.4 Getting minimal and maximal values

32-bit
int my max(int a, int b)
{
if (a>b)
return a;
else
return b;
}
int my min(int a, int b)
{
if (a<b)
return a;
else
return b;
b
Listing 1.135: Non-optimizing MSVC 2013
~a$ = 8
_b$ =12
~my min PROC
push ebp
mov ebp, esp
mov eax, DWORD PTR _a$[ebp]
; compare A and B:
cmp eax, DWORD PTR b$[ebpl]
; jump, if A is greater or equal to B:
jge SHORT $LN2@my min

; reload A to EAX if otherwise and jump to exit
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mov eax, DWORD PTR a$[ebpl]
jmp SHORT $LN3@my min
jmp SHORT $LN3@my min ; this is redundant JMP
$LN2@my min:
; return B
mov eax, DWORD PTR b$[ebpl
$LN3@my min:
pop ebp
ret 0
~my min ENDP
~a$ = 8
_b$ =12
_my max PROC
push ebp
mov ebp, esp
mov eax, DWORD PTR _a$[ebp]
; compare A and B:
cmp eax, DWORD PTR b$[ebpl]
; jump if A is less or equal to B:
jle SHORT $LN2@my max
; reload A to EAX if otherwise and jump to exit
mov eax, DWORD PTR _a$[ebp]
jmp SHORT $LN3@my max
jmp SHORT $LN3@my max ; this is redundant JMP
$LN2@my max:
; return B
mov eax, DWORD PTR b$[ebp]
$LN3@my max:
pop ebp
ret 0
_my_max ENDP

These two functions differ only in the conditional jump instruction: JGE (“Jump if
Greater or Equal”) is used in the first one and JLE (“Jump if Less or Equal”) in the
second.

There is one unneeded JMP instruction in each function, which MSVC presumably left
by mistake.

Branchless

ARM for Thumb mode reminds us of x86 code:

Listing 1.136: Optimizing Keil 6/2013 (Thumb mode)

my _max PROC

; RO=A

; R1=B

; compare A and B:
CMP ro,rl

; branch if A is greater then B:
BGT |LO.6|

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!



https://yurichev.com/contact.html
https://yurichev.com/contact.html

186

; otherwise (A<=B) return R1 (B):

MOVS ro,rl
|LO.6|
; return
BX 1r
ENDP
my min PROC
; RO=A
; R1=B
; compare A and B:
CMP ro,rl
; branch if A is less then B:
BLT |LO.14|
; otherwise (A>=B) return R1 (B):
MOVS ro,rl
|LO.14|
; return
BX 1r
ENDP

The functions differ in the branching instruction: BGT and BLT. It's possible to use
conditional suffixes in ARM mode, so the code is shorter.

MOVcc is to be executed only if the condition is met:

Listing 1.137: Optimizing Keil 6/2013 (ARM mode)

my max PROC
; RO=A
; R1=B
; compare A and B:
CMP ro,rl
; return B instead of A by placing B in RO
; this instruction will trigger only if A<=B (hence, LE - Less or Equal)
; if instruction is not triggered (in case of A>B),
; A is still in RO register
MOVLE ro,rl

BX lr
ENDP

my min PROC

; RO=A

; R1=B

; compare A and B:
CMP ro,rl

; return B instead of A by placing B in RO
; this instruction will trigger only if A>=B (hence, GE - Greater or Equal)
; if instruction is not triggered (in case of A<B),
; A value is still in RO register
MOVGE ro,rl
BX 1r
ENDP
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Optimizing GCC 4.8.1 and optimizing MSVC 2013 can use CMOVcc instruction, which
is analogous to MOVcc in ARM:

Listing 1.138: Optimizing MSVC 2013

my max:
mov edx, DWORD PTR [esp+4]
mov eax, DWORD PTR [esp+8]
; EDX=A
; EAX=B

; compare A and B:

cmp edx, eax
; 1f A>=B, load A value into EAX
; the instruction idle if otherwise (if A<B)
cmovge eax, edx

ret
my min:
mov edx, DWORD PTR [esp+4]
mov eax, DWORD PTR [esp+8]
; EDX=A
;. EAX=B

; compare A and B:

cmp edx, eax
; 1f A<=B, load A value into EAX
; the instruction idle if otherwise (if A>B)
cmovle eax, edx

ret

64-bit

#include <stdint.h>

int64 t my max(int64 t
{
if (a>b)
return
else
return

b
int64 t my min(int64 t

if (a<b)
return
else
return

};

a,

a,

a,;

b;

int64 t b)

int64_t b)

There is some unneeded value shuffling, but the code is comprehensible:

Listing 1.139: Non-optimizing GCC 4.9.1 ARM64
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my max:
sub sp, sp, #16
str x0, [sp,8]
str x1, [sp]
ldr x1, [sp,8]
ldr x0, [spl
cmp x1, x0
ble .L2
1dr x0, [sp,8]
b .L3
.L2:
ldr x0, [spl
.L3:
add sp, sp, 16
ret
my min:
sub sp, sp, #16
str x0, [sp,8]
str x1, [spl
ldr x1, [sp,8]
ldr x0, [spl
cmp x1, x0
bge .L5
ldr x0, [sp,8]
b .L6
.L5:
ldr x0, [spl
.L6:
add sp, sp, 16
ret
Branchless

No need to load function arguments from the stack, as they are already in the regis-
ters:

Listing 1.140: Optimizing GCC 4.9.1 x64

my max:

; RDI=A

; RSI=B

; compare A and B:
cmp rdi, rsi

; prepare B in RAX for return:
mov rax, rsi

; if A>=B, put A (RDI) in RAX for return.

; this instruction is idle if otherwise (if A<B), and B is left in RAX
cmovge rax, rdi
ret

my min:
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; RDI=A

; RSI=B

; compare A and B:
cmp rdi, rsi

; prepare B in RAX for return:
mov rax, rsi

; if A<=B, put A (RDI) in RAX for return.

; this instruction is idle if otherwise (if A>B), and B is left in RAX
cmovle rax, rdi
ret

MSVC 2013 does almost the same.

ARM64 has the CSEL instruction, which works just as MOVcc in ARM or CMOVcc in x86,
just the name is different: “Conditional SELect”.

Listing 1.141: Optimizing GCC 4.9.1 ARM64

my _max:
;o XO=A
; X1=B
; compare A and B:
cmp x0, x1
; select X0 (A) to X0 if X0>=X1 or A>=B (Greater or Equal)
; select X1 (B) to X0 if A<B

csel x0, x0, x1, ge
ret

my min:

; X0=A

; X1=B

; compare A and B:
cmp x0, x1

; select X0 (A) to X0 if X0<=X1 or A<=B (Less or Equal)
; select X1 (B) to X0 if A>B

csel x0, x0, x1, le

ret

MIPS
Unfortunately, GCC 4.4.5 for MIPS is not that good:
Listing 1.142: Optimizing GCC 4.4.5 (IDA)

my max:

; set $vl to 1 if $al<$ald, or clear otherwise (if $al>$a0):
slt $vl, $al, $a0

; jump, if $vl is O (or $al>$a0):
beqz $v1l, locret 10

; this is branch delay slot

; prepare $al in $vO in case of branch triggered:

move $v0, $al
; no branch triggered, prepare $a0 in $vO:
move $v0, $abd
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locret 10:
jr $ra

or $at, $zero ; branch delay slot, NOP

; the min() function is same,

but input operands

; in SLT instruction are swapped:

my min:
slt $vl, $a0, %$al
beqz $vl, locret 28
move $v0, $al
move $v0, $abd
locret 28:
jr $ra
or $at, $zero ; branch delay slot, NOP

Do not forget about the branch delay slots: the first MOVE is executed before BEQZ,
the second MOVE is executed only if the branch hasn’t been taken.

1.18.5 Conclusion
x86

Here’s the rough skeleton of a conditional jump:

Listing 1.143: x86

CMP register, register/value
Jcc true ; cc=condition code
false:

;... some code to be executed
IMP exit

true:

;... some code to be executed
exit:

if comparison result is false ...

if comparison result is true ...

ARM

Listing 1.144: ARM

CMP register, register/value
Bcc true ; cc=condition code
false:

;... some code to be executed
IMP exit

true:

;... some code to be executed
exit:

if comparison result is false ...

if comparison result is true ...
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MIPS

Listing 1.145: Check for zero

BEQZ REG, label

Listing 1.146: Check for less than zero using pseudoinstruction

BLTZ REG, label

Listing 1.147: Check for equal values

BEQ REG1l, REG2, label

Listing 1.148: Check for non-equal values

BNE REG1, REG2, label

Listing 1.149: Check for less than (signed)

SLT REG1, REG2, REG3
BEQ REG1l, label

Listing 1.150: Check for less than (unsigned)

SLTU REG1, REG2, REG3
BEQ REG1, label

Branchless

If the body of a condition statement is very short, the conditional move instruction
can be used: MOVcc in ARM (in ARM mode), CSEL in ARM64, CMOVcc in x86.

ARM

It’s possible to use conditional suffixes in ARM mode for some instructions:

Listing 1.151: ARM (ARM mode)

CMP register, register/value
instrl cc ; some instruction will be executed if condition code is true
instr2 cc ; some other instruction will be executed if other condition code

is true
‘;... etc...
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Of course, there is no limit for the number of instructions with conditional code suf-
fixes, as long as the CPU flags are not modified by any of them.

Thumb mode has the IT instruction, allowing to add conditional suffixes to the next
four instructions. Read more about it: 1.25.7 on page 324.

Listing 1.152: ARM (Thumb mode)

CMP register, register/value

ITEEE EQ ; set these suffixes: if-then-else-else-else

instril ; instruction will be executed if condition is true
instr2 ; instruction will be executed if condition is false
instr3 ; instruction will be executed if condition is false
instr4 ; instruction will be executed if condition is false

1.18.6 Exercise

(ARM64) Try rewriting the code in listing.1.132 by removing all conditional jump in-
structions and using the CSEL instruction.

1.19 Software cracking

The vast majority of software can be cracked like that — by searching the very place
where protection is checked, a dongle (8.8 on page 1055), license key, serial number,
etc.

Often, it looks like:

call check protection

jz all oK

call message box protection missing
call exit

all OK:

; proceed

So if you see a patch (or “crack”), that cracks a software, and that patch replaces
0x74/0x75 (JZ/INZ) byte(s) by OXEB (JMP), this is it.

The process of software cracking comes down to a search of that JMP.

There are also a cases, when a software checks protection from time to time, this
can be a dongle, or a license server can be queried through the Internet. Then you
have to look for a function that checks protection. Then to patch it, to put there xor
eax, eax / retn,ormov eax, 1 / retn.

It's important to understand that after patching of function beginning, usually, a
garbage follows these two instructions. The garbage consists of part of one instruc-
tion and the several next instructions.
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This is a real case. The beginning of a function which we want to replace by return
1;

Listing 1.153: Before

8BFF mov edi,edi

55 push ebp

8BEC mov ebp,esp
81EC68080000 sub esp, 000000868
A110C00001 mov eax, [00100C010]
33C5 Xor eax, ebp

8945FC mov [ebp][-4],eax
53 push ebx

8B5D08 mov ebx, [ebp][8]

Listing 1.154: After

B80100000O0O mov eax,1

Cc3 retn

EC in al,dx
68080000A1 push 0A1000008
10C0 adc al,al

0001 add [ecx],al

33C5 xor eax, ebp
8945FC mov [ebp][-4],eax
53 push ebx

8B5D08 mov ebx, [ebp] [8]

Several incorrect instructions appears — IN, PUSH, ADC, ADD, after which, Hiew dis-
assembler (which | just used) synchronized and continued to disassemble all the
rest.

This is not important — all these instructions followed RETN will never be executed,
unless a direct jump would occur from some place, and that wouldn’t be possible in
general case.

Also, a global boolean variable can be present, having a flag, was the software reg-
istered or not.

init etc proc

call check protection or license file
mov 1is_demo, eax

retn
init etc endp

save file proc
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mov eax, 1s demo
cmp eax, 1
jz all OK1

call message box it is a demo no_saving_allowed
retn

:all OK1
; continue saving file

save_proc endp

somewhere else proc

mov eax, 1s_demo

cmp eax, 1

jz all 0K

; check if we run for 15 minutes
;o exit if it is so

; or show nagging screen

:all 0K2
; continue

somewhere _else endp

A beginning of the check protection or license file() function could be patched,
so that it will always return 1, or, if this is better by some reason, all JZ/INZ instruc-
tions can be patched as well.

More about patching: 11.2.

1.20 Impossible shutdown practical joke (Windows
7)

| don’t quite remember how | found the ExitWindowsEx () function in Windows 98’s
(it was late 1990s) user32.dll file. Probably, | just spotted its self-describing name.
And then | tried to block it by patching its beginning by 0xC3 byte (RETN).

The result was funny: Windows 98 cannot be shutted down anymore. Had to press
reset button.

These days | tried to do the same in Windows 7, that was created almost 10 years
later and based on completely different Windows NT base. Still, ExitWindowsEXx()
function present in user32.dll file and serves the same purpose.

First, | turned off Windows File Protection by adding this to registry (Windows would
silently restore modified system files otherwise):
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Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon]
"SFCDisable"=dword: ffffffod

Then | renamed c:\windows\system32\user32.d1ll to user32.dll.bak. | found
ExitWindowsEx () export entry using Hiew (IDA can help as well) and put 0xC3 byte
here. | restarted by Windows 7 and now it can’t be shutted down. "Restart” and
"Logoff” buttons don’t work anymore.

| don’t know if it's funny today or not, but back then, in late 1990s, my friend took
patched user32.dll file on a floppy diskette and copied it to all the computers (within
his reach, that worked under Windows 98 (almost all)) at his university. No Windows
can be shutted down after and his computer science teacher was lurid. (Hopefully
he can forgive us if he is reading this right now.)

If you do this, backup everything. The best idea is to run Windows under a virtual
machine.

1.21 switch()/case/default

1.21.1 Small number of cases

#include <stdio.h>

void f (int a)

{
switch (a)
{
case 0: printf ("zero\n"); break;
case 1: printf ("one\n"); break;
case 2: printf ("two\n"); break;
default: printf ("something unknown\n"); break;
+

b

int main()

{
f (2); // test

+

x86

Non-optimizing MSVC

Result (MSVC 2010):
Listing 1.155: MSVC 2010
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tve4d = -4 ; size = 4
a$ =8 ; Size = 4
_f PROC

push ebp

mov ebp, esp

push  ecx

mov eax, DWORD PTR _a$[ebp]
mov DWORD PTR tv64[ebp], eax
cmp DWORD PTR tv64[ebp], ©

je SHORT $LN4@f
cmp DWORD PTR tv64[ebp], 1
je SHORT $LN3@f
cmp DWORD PTR tv64[ebp], 2
je SHORT $LN2@f
jmp SHORT $LN1@f

$LN4@T :

push OFFSET $SG739 ; 'zero', OaH, OOH
call  printf
add esp, 4
jmp SHORT $LN7@f
$LN3@f:
push  OFFSET $5G741 ; 'one', 0aH, 0O0H
call  printf
add esp, 4
jmp SHORT $LN7@f
$LN2@f:
push  OFFSET $SG743 ; 'two', 0aH, 0OH
call  printf
add esp, 4
jmp SHORT $LN7@f
$LN1@f:
push OFFSET $SG745 ; 'something unknown', 0aH, OOH
call  printf
add esp, 4

$LN7@f:
mov esp, ebp
pop ebp
ret 0

_f ENDP

Our function with a few cases in switch() is in fact analogous to this construction:

void f (int a)

{
if (a==0)
printf ("zero\n");
else if (a==1)
printf ("one\n");
else if (a==2)
printf ("two\n");
else
printf ("something unknown\n");
};
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If we work with switch() with a few cases it is impossible to be sure if it was a real
switch() in the source code, or just a pack of if() statements.

This implies that switch() is like syntactic sugar for a large number of nested if()s.

There is nothing especially new to us in the generated code, with the exception of
the compiler moving input variable « to a temporary local variable tv64 °3.

If we compile this in GCC 4.4.1, we’ll get almost the same result, even with maximal
optimization turned on (-03 option).

Optimizing MSVC

Now let’s turn on optimization in MSVC (/0x): cl 1.c /Fal.asm /0x
Listing 1.156: MSVC

a$ =8 ; size =4

_f PROC
mov eax, DWORD PTR _a$[esp-4]
sub eax, 0
je SHORT $LN4@f
sub eax, 1
je SHORT $LN3@f
sub eax, 1
je SHORT $LN2@f
mov DWORD PTR _a$[esp-4], OFFSET $SG791 ; 'something unknown', 0OaH,
%%g _printf
$LN2@f:
mov DWORD PTR _a$[esp-4]1, OFFSET $SG789 ; 'two', 0aH, OOH
jmp _printf
$LN3@f:
mov DWORD PTR _a$[esp-4]1, OFFSET $SG787 ; 'one', 0aH, OOH
jmp _printf
$LN4@T:
mov DWORD PTR _a$[esp-4]1, OFFSET $SG785 ; 'zero', 0aH, OOH
jmp _printf
_f ENDP

Here we can see some dirty hacks.

First: the value of a is placed in EAX and O is subtracted from it. Sounds absurd,
but it is done to check if the value in EAX is 0. If yes, the ZF flag is to be set (e.g.
subtracting from 0 is 0) and the first conditional jump JE (Jump if EQual or synonym
JZ —Jump if Zero) is to be triggered and control flow is to be passed to the $LN4@f
label, where the 'zero' message is being printed. If the first jump doesn’t get
triggered, 1 is subtracted from the input value and if at some stage the result is 0,
the corresponding jump is to be triggered.

And if no jump gets triggered at all, the control flow passes to printf() with string
argument

93| ocal variables in stack are prefixed with tv—that’s how MSVC names internal variables for its needs
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"something unknown'.

Second: we see something unusual for us: a string pointer is placed into the «a vari-
able, and then printf() is called not via CALL, but via JMP. There is a simple expla-
nation for that: the caller pushes a value to the stack and calls our function via CALL.
CALL itself pushes the return address (RA) to the stack and does an unconditional
jump to our function address. Our function at any point of execution (since it do not
contain any instruction that moves the stack pointer) has the following stack layout:

* ESP—points to RA
e ESP+4—points to the a variable

On the other side, when we have to call printf() here we need exactly the same
stack layout, except for the first printf() argument, which needs to point to the
string. And that is what our code does.

It replaces the function’s first argument with the address of the string and jumps
to printf(), as if we didn’t call our function f(), but directly printf(). printf()
prints a string to stdout and then executes the RET instruction, which POPs RA from
the stack and control flow is returned not to () but rather to f()’s caller, bypassing
the end of the f () function.

All this is possible because printf () is called right at the end of the f () function in
all cases. In some way, it is similar to the longjmp()°* function. And of course, it is
all done for the sake of speed.

A similar case with the ARM compileris described in “printf() with several arguments”
section, here (1.11.2 on page 71).

94wikipedia
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OllyDbg

Since this example is tricky, let’s trace it in OllyDbg.

OllyDbg can detect such switch() constructs, and it can add some useful comments.
EAX is 2 at the beginning, that's the function’s input value:

COLELCCOrE  cEdd=d B4 | A0 EAR, DWORD FTR Go: CARG. 13 -
GG F 1 A5 R e SUE EAX, @ Switch lcases B..2, & €
GEFF1oE7 || v 74 2@ JZ_SHORT BBFF1839

SEFF 1659 CEC EAX

aerF 1aea|| -~ ?4 1F JZ_SHORT BEFF1E2E

BEFF 1 AT CEC_EAX

aeFF iea0|| - ?4 6E JE SHORT BEBFF1810

SEFF 1 G5F 0?4424 B4 18! MOUDWORD PTR' SS: (ARG, 11, DFFSET BEFFSA1ASCIT "sonething unknow
aerFiaiz(] -~ AA Bi JMP DWORD PTR OS:[<AMSUCRIBE. printf:]

aerFiaiof] » 074424 84 G FOL OWORD PTR S5:[ARG.11, 0FFSET BEFF3@1|ASCII "twod™, case 2 of
aerFiazs|| - FF2E A G JHF DWORD TR DS [<&HEUERIBB. printf 2]

aerF 1aze|] » 074424 94 G5 MOU DWORD PTR S5:[ARG. 11, OFFSET aaFFsaalnSCII "onefl”, caze 1 of
aeFF1Ezs|| - @l JHF DWORD FTR DS [<&MEUCRIBE. printé

aerFiaza|] - 074424 G4-Gal H0U DNORD PTR 55+ [ARG. 17, OFFSET aaFFsaa ASCIT "zero”, case @ of
oorFie4i|Li- FF25 A@2oFFei JHP DWORD PTR DS: [<&MEUCRLBS.printf:]

BEFF 1647 o INTS

BEFF 1645 cc INTS

BEFF 1645 cc INTS

SOFF 1647 cC INTS

BEFF 1648 cc INTS

BEFF 1640 o INTS hd
Irr=@

EAR=Z =

il

ASCII
BEBAGERGE
BEEAGERGE
BRA1EFS4C
G5 1EF294
GEBAGEG ]
BAFF33RS

GEFF a6

22bit
32bit
szhbit
22bit
22bit
3Zbit

LastEry
BEARE24E

CEEE HE0E GEHE
EEBE BOEE BEHAD
HE8A BOEE BEE0
GBEA0 BO0E BOHH
HEEE BOEE HEEG

e

few. BEFF33AS
few. DEFF BG4

81 FFFFFFFF1
i FFFFFFFEF]
i FFFFFFFF]
AiFFFFFFFF]
FEFOOEEE!FFF
8 FFFFFFFF1

BEGEAEAG ERROR_SUCCESS
(MO, ME, E, BE, NS, PE, GE, LEY

Address ASCIT (AMSI - Cu CEEFF1E57 | Wk RETURH from f
AE1EFS5A| FEERAREES | @

BOFF SO00| £H) 65 2 GF| DN B0 B0 06 6F BE 65 DA OF 0B 09 00| gercd  oned 2

BEFF3A16( 74 77 G6F BA|@E BB GG B 73 6F 60 65 74 63 69 6E|twod  somethin oLERSSE|LOOFFLICH 54 [RETURN from f

BEFF3AZ6( 67 20 75 GE|6E 6E &F 7T 6E BA BB BA|FF FF FF FF|a unknownd aoonacen| Bun lascrr monwr

BEFF2036( FF FF FE FF| 0P B0 00 @) B0 BR 03 06 05 0 05 oF GaZRIERS hilx o

BEFF2R46| FE FF FF FF| @1 BB B3 6@ 34 54 75 46/CE OB 3A B9|s B 4TuFFakil ] Rl

PEFF3ASE(B1 BE @B BB| 45 =5 A BA| 63 4E 2A A 0E BE BB 3|8 HO* hHe deeBACHD | an

BOFFZEE6( 08 B0 0F B6| 00 BE 50 GG 0 GO 0O G 05 OB B9 OF Rt

GEFF2A76( 6 B0 GO BO|0F BO GO BA| GO BR DD 0B 05 0B 00 OF e -

PEFFZRZE( 68 B0 G BO| 0P RO GO GG BE BR OO OB OF BB B9 OO fEFDEDED) B2

BEFFSA36( 06 A5 0F AG| G AG GO AR G BR DO BA BE DA BO OF Rt

BEFFSEAG( 08 B0 0O B6| 00 BB G0 BB 50 BB 05 GB 0O 0B B9 OF e B,

GEFF2AEG( 6 B0 GF BO| 0P BO GO BR| GO BR 0D OB 05 0B 00 OF QALEFSIL| BOLELEGH it

PEFF3ACE| B B0 O B6| G BO GO AR O BR DE BR OE DA B9 68 ud A I e P
Figure 1.42: OllyDbg: EAX now contain the first (and only) function argument
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0 is subtracted from 2 in EAX. Of course, EAX still contains 2. But the ZF flag is now

0, indicating that the resulting value is non-zero:

E CPU - main thread, module few

DOFF10DG| [T BB44ed 64 |MOU EA, DUDRD PTR 55:LARG. 1] i
S| B Sb ERE Switch (cases @..2, 4 enafroaizters (K]

5o : [
Ea | RN OEC Enx Ebn pEagaris ASCIT "Hiw
aoFFiaoR(| - 74 1F JZ SHORT BOFF162E o
ourFoac|[ - | 48 EEd oognmaan
aoFF1acp|| - 74 ee JZ SHORT BBFF1810 ESF DRlERELT
GoFF106F || - | C74424 B4 15 MOY DUORD PTR SS:[ARE,11,0FFSET @EFF381{ ASCII "something unknown | EET !
ourrialy| | | FE2s JHP DUORD PTR DS: [<ESUCRLDE, pr intt >] Rl A —
GoFFio10(| > | Cr4424 64 LB MOY DUORD PTR S5:[HRE,11,0FFSET BBFFZRL{ASCII "twc@”, case 2 of :

EIF BEFF1BET few.BEFF 1867

ES BEZE 2Zbit BIFFFFFFFF)
CE BEz2 22bit BIFFFFFFFF)
S5 BEZB SZbit BIFFFFFFFF)

BAFF1G2E5|] -—| FF25 JMP DWORD PTR DS: [{&MEUCR1GE. printf ]
GEFF1GEZE|| > | C74424 @4 MOU DWORD PTR SS:[ARG.11,0FFSET BEFF2G3) ASCII "oneld™, case 1 of
BAFF 1G22 ] = FF2Z5 JHMF DWORD FTR DS:[{&MESUCR1GE.printf>]
BEAFF1ES3(] > E’ZggE‘i e MOL DWORD FTR SS:CARG. 11, 0FFSET BEFF38@I ASCII "2erc@™, case B of

oaFF1ad1 [La- JHF_DWORD FTR DSt [<AHEUCR1BE. printf ] !
gorFloar  CC InTs F2 BA55 3201t PEFDbbbDLFFF)
GEFF1a45 ce IHTs EZhit BIFFFFFFFF)
BoFing G A

BBFF 1 AaE e e LastErr BEBEEEEE ERROR_SUCCESS
BEFF 1840 ct IHTS - aBRREZEE [N, NE, NE, A, M5, PO, GE, G)

Jump is not taken
Dest=few.BEFF1E39

DEEAE HE0H CHAD
BEAE AEAG CEEE
BEAE AEAG CEEE
BRAE BEAG CEEE
HEAAE AEEE AGHEE

CBAFF 1BET gb RETURH from
FF 10? 34 RETURM from
[4EES | hM# | ASCII "pHe"

ZAZ2242 ) H#
4LEBACAHD | amkF

Z=Z=== m oo o
====Z= M
EURRE C oo =
m
o
)
o=
R
m

Address [Hex dump ASCIT (AMST - Cu
GEFFZADCFR] 65 72 SF|[OH BE DO BE| cF cE &0 DH BE DU BE BO[@ercl  onel
BEFF2A10| 74 77 EF BR| 0B 93 00 B3| ¥2 6F &0 cL| V4 8 69 CE|twod somethin
BEFF2A26E| 67 28 75 &E| 6B 6E &F F7|6E @A @8 @& FF FF FF FF|a unknownE
BEFFZA3E| FF FF FF FF| GG 0@ B3 60| 60 BE G0 G0 08 86 B8 68
5] ﬁ;uFﬁnKﬂ
+

BAFFZA4E| FE FF FF FF| @1 B@ BE B3 24 E4 75 46/ CE AB 20 BI|m
GAFFZACE| 31 BF GR 86 42 22 20 60 62 4E 20 00 BB 60 08 60| 6 Hi#

DEFFZA56| 05 BF A5 BO| R DR BO PO DD OF GO 0B OO BB GO B9 R

QAFF207E| 00 OO B 60 @A 0P 00 00| GO 00 00 00 OO G0 63 OO e -

QAFF2ASE| 00 A A @) @A 0P OO 0| GG OO A G0 0O OO B OO CEFDECED| o
FF @ GE AR GA) GO O A9 G9| Q0 AR G0 BA| 00 B3 B8 68 e

BALEFSEd | dv 4
D332331E| koot
LALEESNAL L

4 \Pointer toop

DI
=
=
=
=
o=
=]
=
=]
=
=
=
=
=

i =
1 =
=
=
=
o=
=]
=
=]
=
=]
=
=
=
=
=
=
=
=

Figure 1.43: OllyDbg: SUB executed
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DEC is executed and EAX now contains 1. But 1 is non-zero, so the ZF flag is still O:

[E cPu - main thread, module few

42
74 1F
40

74 BE
L4424 B4
FF25 ABze

CE4424 o4
S3ES BE
74 20

ML ER, DWORD PTR S5:[ARG. 11

SUE ERX, @

Jé SHORT GEFF1e29
DEC _ER:

Jé SHORT GaFF1ozE
DEC_ERX

Jé SHORT G@FF1ei0
MOY OWORD PTR S5:[RARG.11,0FFSET GOFF281: ASCII "something unknown
AEMSUCRLEG, printf >]
ARG. 11, 0FFSET GEFF2E10 ASCIT "two@™, case 2 of
AEMSUCRLEG, printf >]

ARG. 11, 0FFSET GOFF2@E: ASCII "onel@™, case 1 of
AEMSUCRLEG, printf >]

ARG.11,0FFSET GOFF28E ASCII "zerc@™, case @ of
S [<&MSUCRLGG, print £ 2]

Switch (cases B..2, 4 &

Jurp iz
Dezt=few

not taken
-BEFF182E

Address

Hex dump

ASCII (AMSI - C

BEFF 2EEE
BEFF2E16
BEFF 2526
BEFF 2536
BEFF 2846
BEFF 2E56
BEFF 2566
BEFF 26876
BEFF 2526
BEFF 2596
BEFF 2EAG
BEFF 2EEG
EEFF 2

7A
74
E7
FF
FE
81
]
]
]
]
]
]

AE AE BB Q6| 2erod | onel

74 62 &3 &E| twc@

FF FF FF FF|a unknown
@

CE AE 2A BS|m 2] 4TuFFaky|
BE AE BB A6 6 HIi# hit#

a |Registers (MM

STHSCIT "Hi#"
ED
EEX
ESP 1EFE4C
EEP 1EFE94
ESI 1
EDI FF32A2 few, BEFF22R2

EIF BBFF1

SEIM COEFF1E5F | W

BA1EFZ2A
AR 2o

BEA few. BEFF 1EEA

FFFFFF)

DOEEE (FFF)
FFFFFFF)

T
m
o
Jix]
o
ot ottt

BEEEEEEE ERROR_SUCCESS
(MO, HE, ME, A, M5, PO, GE, &

GEE CEEE GO
GEE CEEE GO
GEE CEEE GO
GEE CEEE GO
GEE BEEE GO

»

RETURM from
BEHHEEEZ | &
BEFF11CAH|*=
BEAEEEE]L | &
BEZA4EES | hM#* | ASCIT "phHer
BEZAZS4E | HO

JEEEBACAG | ki F
BEEAEEEE
BEEAEEEE
TEFOEB@E| pa”
BEEAEEEE
BEEAEEEE
BE1EF2Ed| %4
D2229216| M
A NI e

RETURM from

o

Figure 1.44: OllyDbg: first DEC executed
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Next DEC is executed. EAX is finally 0 and the ZF flag gets set, because the result is
zero:

[E cPu - main thread, module few

BEFF 1006 Todd24 G4 N0 R, DWORD PTR 552 [ARG. 13 o)

oeFFioed| |+ 23ES 6@ SUB_EA¥. @ Switch foases B..2, 4 e

coreiocn |- 74 Je_sHORT moFF 139 FECTI Hiwe
GeFF 1aea( - 74 1F J SHORT aoFF 1025 D pammagos

EEx BREEa0EE

CEFFLAACI) - 48 ESP @@lEFS4C

74 OE JZ SHDRT ,BEFF101D0 oD BRiErEAC
e B R R o

Dr‘ln
GEFF 110 EE a9 ad T8 i DMORD PTR S8 EARB-L 1, CFRAET BBEFSR1 ASCIT "ewe@”, case 2 of | E01 HAFFS3AS feu.BOFF33RG
gorcion [ 5 Ere SOREELGL Y DUOR BT D3: LaurSuehion orinte )] | cectt monea Pop |o i e

"onefd™, case o

eerFiass|| - FFeS JHP DUORD PTR D3: L<&MSUCAIEA. printf>] E 9 EZ BEEE ZEbit DIERERRCER)
GEFF 1033 74424 04 @07 MU DWORD PTR S5: [ARG. 11, OFFSET GBFF3081 ASCII "zercd™, case @ of S BEEZ ZERir BLEREEEREE
GEFFiad1|Li- FF2E RAZGEEG] JHE DUORD PTR DSt Co&MSUCRIBE. printf>] 55 DEER Soblt DAEREEECEC
RS EE e FS BBES 5Zbit TEFOOBOALFFF)
a2 it i Ta 650030 S3bic alFrrrrerr)
g EC s 08 LastErr BEEEREAH ERROR_SUCCESS
GIEFF i INTS EFL @@BEE246 (MO, NE, E, BE. NS, PE, GE, LE]
arp 15 taken MG BEOE DROE BEGE AOEE
est=few.BEFF1810

MHM1 G286 5006 G006 OSE5
MM2 BREEE GEEE EE0E AEEE
BAGE EADA BEEE A0EGD
AOEE BEAE AE6E

e RETURH from £

-]
BAFF11CA| =4 RETURH from §
BARAEAGA] | 8
BEZR4ESS | hM# [ ASCIT “pH#™
BEZAZE42 | HI #
4CEBACAA| amkF

Addrezz [Hex dump ASCII [(AMSI — Cu
COFFZEEE[FA] 65 72 6F|[BR OB BE BE|cF cE S5 BA|[ B0 BB BE BE[Zercd  on

=&
BEFF2ALAE 74 77 EF BA|BE G0 B B3 72 6F &0 65| 74 £2 £9 EE| twod somethin
BEFFSAZE8( &7 28 7S 6E| 6B &E &F 77| 6E BH B8 @8 FF FF FF FF(g unknownE
DEFF28268) FF FF FF FF B8 08 G0 80 G0 08 05 G0 60 68 00 o0
BEFF2R4E8( FE FF FF FF| @1 @8 BR B3 234 C4 7L 45 CE AB 20 B9(w [zl ATuFEAk]
CEFFSACHl 61 A8 B8 BA| 43 25 2H 68 63 4E ZH A0 B8 BA 88 B8 8 Hi* hiHw#

BEFFSASE| 06 AR GO G| 66 GF GO B AG B3 B0 06| BB O BB GO Hoaneaae
QAFF3A76| 00 0O B0 00 00 DO OO 00| B3 03 00 0D 09 00 03 69 ] —
AAFF3AS6( 00 00 B9 G0 0O OO OO OO O3 O3 00 0D 00 00 OO 6O e e
AAFF3ASA| 60 AR AR AR AR BA GG A0 AR B G AD B9 08 B3 PR foaneon
BEFFZ0A0| 00 DR BE BB BE DO 00 05| DR DR BB 6D DD 0O 09 DD haBamEal i
QAFF3AEG| G0 OO G0 00| 0D DO OO G0 B3 63 00 0D 0D 00 GO GO £3355210| puse

BEFFSACH| B A8 B8 BE| B0 B9 OA 60 B0 BE O A0 B8 DA B0 09
o B o o R N A

Figure 1.45: OllyDbg: second DEC executed

OllyDbg shows that this jump is to be taken now.
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A pointer to the string “two” is to be written into the stack now:

E CPU - mail

thread, module few

Jump from GFFLlE@0

EEFF1
BEFF 1884 SUB EH Switch (cases B..2. 4 =
E7 J2 SHDRT BEFF1a39
JZ SHORT @EFF 1626
OEC ER:
-ervd BE Jg SHORT BEFF1E1D0
- | CP4424 @4 MOY DWORD PTR S5: CARG. 11, OFFSET BBFFSBI RSCII "something unknown
-—| FF2& JHP DWORD PTR OS: [<&MSUCRIGA, printf
Cr4424 @4 MOW OWORD PTR SS5:[ARG.11,0FFSET BBFFSBI ASCII "twofl', case 2 of
== FFZ& JMP DWOROD PTR OS: [<&MSUCR1GA, printf ]
> C?4424 L) MO OWORD PTR S5:[ARG.1]1,0FFSET BEFF2@@: ASCII "onel™”, case 1 of
JHP DWORD PTR OS: [<&MSUCR1@A, printfil
> C?4424 a4 |@e MOU DWORD FTR S5:[ARG.11,0FFSET GEFF38@ ASCII "zerod™, case @ of
FF25 ARZAFFa %ﬂ?SDMDRD PTR DS: [<&HEUCRIBE, orintf >
cC INTZ
cC INTZ
cC INTZ
FF1a4g cC INT2
FEFF 1840 CC INTS -
Inm=few.BAFF3016, ASCII "two@" ;I
Stack [BE1EFREEI=2

Hex dump

ASCII (AMST - Cu

BEFFSA2E
BEAFFSEA9E
BAFFSARE
BEFFSAEE
BEFFSACE

FF2@EEE | @
BEFFSATE

Eercl  one@
twil] someth in
a unknownE

= B 4TuFFnki
B Hi# hH#

Register

=

MM

EE4947

4 ASCIT "Hi#"

hTJI:S 'h'l IS TaTSTsTaTaTsR

BEIEF27A
BEIEFET4
BEIEFETE
BEIEFSTC
BA1EFSSA
HA1FESS

1
BEFFS2AS
BEFF1a10

5]

VT (0

LastEre

few. BAFFI3AS
few.BAFF1810

2B SZbit BIFFFFFFF
23 S2bit
2B S2bit
2B S2bit
52 22bit
2B 22bit BUFFFFFFF

BERAEAEG ERROR_SUCCESS
IHO,NE,.E, BE, NS, FE, GE,LE
HE AEEE DE
BE QEEE @6
BE QEEE A6
BE QEEE A6
BEE Q088 6o
W |RETURM from

AREE LA

3] = RETURH from
BaEEABE1 | &

BZA4ECS RSCIT "ph#"
BzAZE48
45CEACHE
GGG GG
ARG AERE
TEFDEBEG
BEEGABEG
BEEGABEG
BE1EFS54
O3339318| ko
APFESNA| LS4

Eointer ton

Figure

1.46: OllyDbag:

argument

Please note:

the address 0x001EF850.

pointer to the

string is to be written at the

place of the first

the current argument of the function is 2 and 2 is now in the stack at
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MOV writes the pointer to the string at address 0x001EF850 (see the stack window).
Then, jump happens. This is the firstinstruction of the printf () functionin MSVCR100.DLL
(This example was compiled with /MD switch):

thread, module MSVCR100

rs 6R BC FUSH BC IMNT MSVUCR1B8.printf(forr Regist [ FH
cEddcooe| [« e3 PUSH EE445630 e e
BESICEER|| ;  ES gPESTARF | CRLL cESFRose ECH GE494714 RSCIT "HOw"
cEdascaz|| - 33Fe “OR ESI,ESI o
GE445594] - 3375 e CHF OWORD PTR S5: [EBP+81,ESI Ein e
cE4ac5a7|| - GFacce SETNE AL Ef o
feiiear|| - 3% JNE SHART eEadsses Esl !
cE44559E|| - ES 72BFAFF |DALL _evrno CHSUCR1G8. _errno EDL BEFFSSAS. few. DAFFISAS
CEdieerc|| T ERTatSatan | DAL . ihuslid_paremenet mainf CHBLRIBa.. inuals e
4 . )
SE44EERE s SEcE FR R Enﬁ:EEéFégﬁgarameter_nom =] a_Llnva ld_Dar‘arf C@ ES @EZE 32blt BIFFFFFFFF1
gEddccet|| «- EB EF NP SHORT EE44E612 BL g pacs sepir BUEEEREERD
6E445563|| > ES PBE4FAFF |CALL _iob_func SRR DNEE 20N DIERREERER
cEdaccez|| & 6A 2@ FUSH 28
cbadstrall . A Flich 2o %@ F3 @853 32bit PEFOO@@ALFFF
SEddsseAll - 5B = T8 G5 6035 Sobic GIFFFFFFFF
SEEEED| BB FlisH EAR [gggf - 08 LastErr GOBEEEEE ERROR_SUCCESS
cEddstin|| - S F4ESFEFF | CALL SESFASES HECR16G. GESFRSES = | EFL 90888245 (MO, ME,E,BE, NS, PE, GE, LE)
Stack [DDIEFOAC1=Fow. DOFF 3064 | HHe aann pooe GEEe BEEE
Inn=RRRRAAAC (decimal 12.1 ML GAAA QAGE GEEE DH6E
HMZ GRG0 QOGH QEE HEEO

) HME GAAA QAGE GEEE HEEE
HMSUCR188. printf - AAAA QOGN HHEH HH00
Address |Hew dump RASCII (AMST - Cu o =Ll
AFF 2000 gR 65 72 GF| 0N 0O 00 00| 6F GE 65 OH| G0 00 0O 00|=ercd  oned il
BEFFZAE1E( 74 77 EF BA| @8 B8 BB BE| 73 &F &0 &5 74 63 69 SE[twod somethin BG1EFSES GoEEet| e | =
QAFF2020|67 28 75 GE 6B 6E 6F 77|GE BA B3 @3 FF FF FF FE| 9 unknownd EEHE ] it A
aaFFza3a| FE FF FF PR @ 00 99 00|05 0O 0O 00| 00 00 00 00 CBLERGSL || oozhaces) nite P
AaFFZa4a| FE FF FF FF| @1 0O GO G034 54 75 46| CE AE 2A B3ls @ 4TuFmak EET | it R
QAFF2050| @1 BB B BR 43 28 20 9062 4E 20 GO GF 0O 0O 00(8  Hie hNe BaLEFes ar
AAFF3AGA| B3 AR AR AR A GE 99 60|00 A OE GO 6O DO DO 00 gotErees
QAFF2070| B9 B9 0@ 0 0O 0O 99 90|00 0O 0O GO GO 0O 0O 00 BalESer | Goanon .
AAFF3A3A| AR AR AR AR A A BA PO GA BA BA GA|BD DR DR 60 JALEEETY P
QAFF2090| 60 09 GO G 0O 6O B9 00|00 GO GO GO G0 DO 0O 00 gatErerd
QAFFZ0AG| BB B B DR PP DR ©9 OG0 0F BE DO DD 0D 0D DO 00 CELERSTE| | BooERaed) i
QAFFZ0EG| B8 B9 GO 0 0 0O 99 00|05 GO GO 00| G0 00 0O 00 GoLEFSTD || DoiEEend 4ot
QAFFZACH| B8 BB GO G 03 GO GO 00|00 GO GO GR| GO GO GO G0 | D | e oo pens

Figure 1.47: OllyDbg: first instruction of printf() in MSVCR100.DLL

Now printf () treats the string at Ox00FF3010 as its only argument and prints the
string.
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This is the last instruction of printf():

SE44E

EE44EEDE
EE44550F
EE44E5E2
EE44CEET
EE44EEED
EE4455ER
SE44E5EF
EE44CEF2
EE44EEFT
EE4455FS
SE44E5FA
EE44CEFE
EE445568
EE4456A3
SE44558R
EE44EEBF
EEd44GEL2

EE44CELR
EE44EELD

¥

[:

7]
=
FF7S_@as
ES 49E4FAFF
Bac2
=)

ES ZEFiEiea
E2 29E4FAFF
B2C2

=14

E2 ACEBFEFF
53C4 13
Cr45 FC_FEF
ES BoaEa0EE
SB4E E4

ES TEEB3SFAFF
c3

E2 12E4FAFF
S2CA 26

F

[§ ER

PUSH ESI

PUSH DWORD FTR S5: [EEP+81]
CALL iob_func

CALL &E45C710

HOU DWORD PTR S5: [EBP-1CI,EAR
CALL __iob_func

ADD EA-,.EBX

PUSH ERX

FPUSH EDI

CALL &E48E&AC

ADO ESF, 15

HOU DWORD FTR S5: [EBP-41,-2
CALL &E44E618

MOL EAR,OWORD FTR SS5:[EEBF-1C1
CALL GE3FE395

RETH

CALL __iob_func

ADD ER:-, 28

AraZ
[ﬂrgl
MSUCR1EE ., SE4BREAC

-

[E cpu - main thread, module MSVCR100

Registers (MHE]
ER: BEEREDRG
ECH SE445617 MSUCR1GA. GE445617
BEE0C2S
EE A EEEEG
BE1EFS4C
@31 EFS34
EEEAEEE]
BEFFE2AZ

EE445617

few. BEFF23AS
MSUCR1G6, SE445617
22bit BIFFFFFFFF)
22bit BIFFFFFFFF1
Szbit BIFFFFFFFF)
Zzbit BIFFFFFFFED
22bit FEFOOEEALFFF
32bit AIFFFFFFFF)

BEGEAEAG ERROR_SUCCESS
(MO.ME, E, BE, NS, FE, GE, LEY

LastErr
BEAAE2SE

MEUCRLBE. printf+92

Top of stack [BEIEF24C1=few.BEFF1EE7

Address

BEFF2A1E
BEFF3A28
GEFF2E2E
BEFF 2848
BEFF A58
BEFF 3856
GIEFF2E7E
BEFF A28
BEFF 3838
BEFFZEAE
BEFF 2EEE
BEFF2ACEH

GEFF 2E6EE

L
74
67
FF
FE
a1
B8
88
86
86
0
80
80

Hey dump

ASCII (AMSI - Cu
=0 aneld
T woE somethin

9 unknownE

" 2]

@  Hl

4TuFrnkyl
#* hH#

SEEG
EEBE
EEGEA
[lalalz]
CIEEE

BEEE GEEH
BEEE GEEH
BEEE GEED
BEEE GEEE
SE0E_GEED
BEFF 1657
GEFF 261G
BEFF11CA|=
BEHHEEE1 | 5
BEZA4ECS
GEZAZ543
4EEEACAG
BERAEEED
BEEAEEEI
PEFDEGEE
BEHAEEET

=}
d%d
02229216) pdoL

RETURH from £
RASCII "twod™
RETURM from §

RSCIT "pHs"™

Log IPointer to ne

Figure 1.48:

OllyDbg: last instruction of printf() in MSVCR100.DLL

The string “two” has just been printed to the console window.
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Now let’'s press F7 or F8 (step over) and return...not to f(), but rather to main():

EFF 12
MOL ERR, DMDRD FTR DS;: [BFF23674]1
CPo424 £420F] MOU DWORD PTR SS:CLOCAL. B] UFFSET BEFF2IFAras :)BFeu.BFF3864

MOL DWORD PTR D%: [BFF3864J ERX

BEFF164A cc INT2
BEFF 164E cC INT:
BAFF 1840 cC IMTS
BEFF 164D cC IMT2
BEFF 164E cC INTS
BEFF164F cc INT:
GEFF1EEG | rs EA B2 FUSH 2
BBFF1852 » ES ASFFFFFF | CALL BAFF1888
2304 B4 ACOD ESP. 4
BIEFF 166 XDR EHX.EHX
BEFF 1850 c3
BEFF1E50 58 ZH14FFGE PUSH BBFF14ER
BEFF 1662 ES SEBZEAGH | CALL A
BEFF1667 Al
BEFF 1EE0
BAFF1E73 FF35 FASAFFAI FUSH DWORD FTR_DS: [AFF367
BEFF1673 RZ E420FFGR
BEFF 1E7E 62 CA2RFFOR | PUSH OFFSET SEFF26!
BAFF 1683 55 _SESEFFEE | PUSH OFFSET BBFFSBSB

[E cru - main thread, module few

i
__J ELCH 6E44561? HMEUCR1EE, SE44E617
EZF [BELEFSEE FTR to ASCII "twolE™
BALEFS34

AREEEEE]

EDI BBFFSSAE few. BEFFS3AS

EIF BBFF1E57 few. BEFF1857

C B ES B82E 32bit B(FFFFFFFF)

F 1 £% 8823 3Zbit G(FFFFFFFF)

A G S5 GEZE 3Zhit BIFFFFFFFF)

£ 1 0S5 882E 3Zbit BIFFFFFFFF)
S8 FS GEES 33hit TEFDDBEELFFF)
T@
(]
(i}

Arg4 = G5 BEZE 3Zbit BIFFFFFFFF)

fras = RECIT "HOw" LastErr BRAARGEEG ERROR_SUCCESS
Aroe = a1l hiwe N EFL amomez4s (MO, ME,E,BE,NS, PE, GE, LE)

Tmm=d
ESP=GB81EF5358, PTR to ASCIT "two@™

;I HMME BRGE DEOE BAGE GE0E
FMM1 BEEE DEEE BARE CE0E
MHMZ2 DEEE CHOE SEEE BEC0H
HMM2 BREE DEOE DAGE GE0E
HABE DREE BARA BA0E

Address
HEFF 2EEE
EEFF3E 18
BEFF2E2E
EEFF2E2E
BEFF 3648
HEFF2EEE
HEFF2EEE
BEFFSETE
HEFF2E2E
EEFF 3628
BEFFZERE
HEFF2EEE
EEFFSECE

Hew dump

ASCII (ANSI — Cy a |G

ASCIT "twodE™

FHI EE V2 EF|BA BB B0 OB 6F SE EC DA|0R HE &G0 GAlE
74 77 6F BR| B8 B8 B8 88| 73 6F &0 65|74 63 69 6E| twod

&7 28 ¥5 GE|&E SE &F V7 6E ©A @8 @@ FF FF FF
FF FF FF FF| 0@ B3 B0 05| G 6B B0 08| 08 68 G0 Q8
FE FF FF FF|B1 88 B8 68|34 54 75 46|CE AE SA B9
B] BE B0 Q5|42 22 20 60|42 4E 20 00| R CE G0

BE B B0 G5 G B8 B0 G5 G B B0 OB 0 GO G0 Q0
Gh BB B8 05| A0 B8 OS5 00 A0 C8 09 G0 68 05 G0 G4
BE HE B0 05| 0 E3 B0 G5 G GO0 B0 0R| 0R GO G0 08
B8 BE B0 B8 BA 08 B0 G5| B 08 B0 0B R 08 B8 A8
GO B B8 00| G0 89 OS5 00 A0 08 09 G0 85 05 00 84
BE HE B0 05| 0 E3 B0 G5 G GO0 B0 0R| 0R GO G0 08
Ba| 88 ag Qe

A LA

=rof
W

FF| 9 unknownBE

H

8 4TuFFaki
(4 FHe 661 EFEes

FETURM from fe
ASCIT "pH#™

anef]
somethin

BEZA4ESS
EEZAZ24S| HO#
4EEBACAG | amkF
BEEA0HAE

TEFDE&@E
DEGE0HAE
BEBEEARR

BRIEFS64 | d%&
D2220216) podow
@3 1EF208

4Leh | Fointer to ney

BE1EFE24
FIF et

Figure 1.49: OllyDbg: return to main()

Yes, the jump has been direct, from the guts of printf() to main(). Because
RA in the stack points not to some place in f(), but rather to main(). And CALL
Ox0OFF1000 has been the actual instruction which called ().

ARM: Optimizing Keil 6/2013 (ARM mode)

.text:
.text:
.text:
.text:
.text:
.text:
.text
.text:
.text:

0000014C

0000014C 00 00 50 E3
00000150 13 OE 8F 02
00000154 05 00 00 OA
00000158 01 00 50 E3
0000015C 4B OF 8F 02

100000160 02 00 00 OA

00000164 02 00 50 E3
00000168 4A OF 8F 12

unknown\n"

.text:
.text:
.text:
.text
.text:

0000016C 4E OF 8F 02
00000170
00000170

100000170

00000170 78 18 00 EA

fl:
CMP
ADREQ
BEQ
CMP
ADREQ
BEQ
CMP
ADRNE

ADREQ
loc_170:

B

RO, #0

RO, aZero ; "zero\n"
loc 170

RO, #1

RO, aOne ; "one\n"
loc_170

RO, #2

RO, aSomethingUnkno ; "something

RO, aTwo ; "two\n"

CODE XREF: f1+8
fl1+14

__2printf

Again, by investigating this code we cannot say if it was a switch() in the original
source code, or just a pack of if() statements.

Anyway, we see here predicated instructions again (like ADREQ (Equal)) which is trig-
gered only in case R0 =0, and then loads the address of the string «zeroln» into RO.
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The next instruction BEQ redirects control flow to loc 170, if R0 =0.

An astute reader may ask, will BEQ trigger correctly since ADREQ it has already filled
the RO register before with another value?

Yes, it will since BEQ checks the flags set by the CMP instruction, and ADREQ does not
modify any flags at all.

The rest of the instructions are already familiar to us. There is only one call to
printf(), at the end, and we have already examined this trick here (1.11.2 on
page 71). At the end, there are three paths to printf().

The last instruction, CMP RO, #2, is needed to check if a = 2.

If it is not true, then ADRNE loads a pointer to the string «something unknown \n» into
RO, since a has already been checked to be equal to 0 or 1, and we can sure that the
a variable is not equal to these numbers at this point. And if R0 =2, a pointer to the
string «twoln» will be loaded by ADREQ into RO.

ARM: Optimizing Keil 6/2013 (Thumb mode)

.text:000000D4 fl:

.text:000000D4 10 B5 PUSH {R4,LR}

.text:000000D6 00 28 CMP RO, #0

.text:000000D8 05 DO BEQ zero_case

.text:000000DA 01 28 CMP RO, #1

.text:000000DC 05 DO BEQ one_case

.text:000000DE 02 28 CMP RO, #2

.text:000000E0 05 DO BEQ two case

.text:000000E2 91 A0 ADR RO, aSomethingUnkno ; "something
unknown\n"

.text:000000E4 04 EO B default case

.text:000000E6 zero_case: ; CODE XREF: f1+4

.text:000000E6 95 A0 ADR RO, aZero ; "zero\n"

.text:000000E8 02 EO B default case

.text:000000EA one case: ; CODE XREF: f1+8

.text:000000EA 96 AO ADR RO, alne ; "one\n"

.text:000000EC 00 EO B default case

.text:000000EE two _case: ; CODE XREF: f1+C

.text:000000EE 97 AO ADR RO, aTwo ; "two\n"

.text:000000F0 default case ; CODE XREF: f1+10

.text:000000F0 ; 1414

.text:000000F0 06 FO 7E F8 BL _ 2printf

.text:000000F4 10 BD POP {R4,PC}

As was already mentioned, it is not possible to add conditional predicates to most
instructions in Thumb mode, so the Thumb-code here is somewhat similar to the
easily understandable x86 CISC-style code.

ARM64: Non-optimizing GCC (Linaro) 4.9
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.LC12:
.string "zero"
.LC13:
.string "one"
.LC14:
.string "two"
.LC15:
.string "something unknown"
f12:
stp x29, x30, [sp, -32]!
add x29, sp, 0O
str w0, [x29,28]
ldr wO, [x29,28]
cmp wo, 1
beq .L34
cmp wo, 2
beq .L35
cmp wo, wzr
bne .L38 ; jump to default label
adrp x0, .LC12 ; "zero"
add x0, x0, :1o0l12:.LC12
bl puts
b .L32
.L34:
adrp x0, .LC13 ; "one"
add x0, x0, :lo0l2:.LC13
bl puts
b .L32
.L35:
adrp x0, .LC1l4 ;o "two"
add x0, x0, :lo0l12:.LC14
bl puts
b .L32
.L38:
adrp x0, .LC15 ; "something unknown"
add x0, x0, :1ol2:.LC15
bl puts
nop
.L32:
ldp x29, x30, [spl, 32
ret

The type of the input value is int, hence register WO is used to hold it instead of the
whole X0 register.

The string pointers are passed to puts () using an ADRP/ADD instructions pair just like
it was demonstrated in the “Hello, world!” example: 1.5.3 on page 32.

ARM64: Optimizing GCC (Linaro) 4.9

f12:

cmp wo, 1
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beq .L31
cmp wo, 2
beq .L32
cbz w0, .L35
; default case
adrp x0, .LC15 ; "something unknown"
add x0, x0, :lol2:.LC15
b puts
.L35:
adrp x0, .LC12 ;o "zero"
add x0, x0, :1lol2:.LC12
b puts
.L32:
adrp x0, .LC14 ; "two"
add x0, x0, :lo0l12:.LC14
b puts
.L31:
adrp x0, .LC13 ; "one"
add x0, x0, :lo0l12:.LC13
b puts

Better optimized piece of code. CBZ (Compare and Branch on Zero) instruction does
jump if WO is zero. There is also a direct jump to puts() instead of calling it, like it
was explained before: 1.21.1 on page 197.

MIPS
Listing 1.157: Optimizing GCC 4.4.5 (IDA)
f:
lui $gp, (__gnu local gp >> 16)
; 1s it 17
1i $vo, 1
beq $a0, $v0, loc 60
la $agp, (__gnu local gp & OXFFFF) ; branch delay slot
; is it 27
1i $vo, 2
beq $a0, $v0O, loc 4C
or $at, $zero ; branch delay slot, NOP
; jump, if not equal to 0O:
bnez $a0, loc 38
or $at, $zero ; branch delay slot, NOP
; Zero case:
lui $a0l, ($LCO >> 16) # "zero"
lw $t9, (puts & OxFFFF) ($gp)
or $at, $zero ; load delay slot, NOP
jr $t9 ; branch delay slot, NOP
la $a0, ($LCO & OXFFFF) # "zero" ; branch delay slot
loc 38: # CODE XREF: f+1C
lui $a0, ($LC3 >> 16) # "something unknown"
w $t9, (puts & OXFFFF) ($gp)
or $at, $zero ; load delay slot, NOP
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jr $t9
la $a0, ($LC3 & OXFFFF) # "something unknown" ; branch
delay slot

loc _4C: # CODE XREF: f+14

lui $a0, ($LC2 >> 16) # "two"

w $t9, (puts & OXFFFF) ($gp)

or $at, $zero ; load delay slot, NOP

jr $t9

la $a0, ($LC2 & OxFFFF) # "two" ; branch delay slot
loc 60: # CODE XREF: f+8

lui $a0, ($LC1 >> 16) # "one"

lw $t9, (puts & OxFFFF) ($gp)

or $at, $zero ; load delay slot, NOP

jr $t9

la $a0, ($LC1 & OxFFFF) # "one" ; branch delay slot

The function always ends with calling puts(), so here we see a jump to puts() (JR:
“Jump Register”) instead of “jump and link”. We talked about this earlier: 1.21.1 on
page 197.

We also often see NOP instructions after LW ones. This is “load delay slot”: another
delay slot in MIPS.

An instruction next to LW may execute at the moment while LW loads value from
memory.

However, the next instruction must not use the result of LW.

Modern MIPS CPUs have a feature to wait if the next instruction uses result of LW, so
this is somewhat outdated, but GCC still adds NOPs for older MIPS CPUs. In general,
it can be ignored.

Conclusion

A switch() with few cases is indistinguishable from an if/else construction, for exam-
ple: listing.1.21.1.

1.21.2 A lot of cases

If a switch() statement contains a lot of cases, it is not very convenient for the
compiler to emit too large code with a lot JE/INE instructions.

#include <stdio.h>

void f (int a)
{
switch (a)
{
case 0: printf ("zero\n"); break;
case 1: printf ("one\n"); break;
case 2: printf ("two\n"); break;
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case 3: printf ("three\n"); break;
case 4: printf ("four\n"); break;
default: printf ("something unknown\n"); break;
}
3

int main()

{
+

T (2); // test

x86
Non-optimizing MSVC

We get (MSVC 2010):
Listing 1.158: MSVC 2010

tved4d = -4 ; size = 4
a$ =8 ; size = 4
_f PROC

push  ebp

mov ebp, esp

push ecx

mov eax, DWORD PTR _a$[ebp]
mov DWORD PTR tv64[ebp], eax
cmp DWORD PTR tv64[ebp], 4
ja SHORT $LN1@f
mov ecx, DWORD PTR tv64[ebp]
jmp DWORD PTR $LN11@f[ecx*4]
$LN6@T :
push OFFSET $SG739 ; 'zero', 0aH, OOH
call  printf

add esp, 4
jmp SHORT $LN9@f
$LN5@T :

push OFFSET $SG741 ; 'one', 0aH, OOH
call  printf
add esp, 4
jmp SHORT $LN9@f
$LN4@T:
push OFFSET $5SG743 ; 'two', 0aH, 00H
call  printf
add esp, 4
jmp SHORT $LN9@f
$LN3@f:
push OFFSET $SG745 ; 'three', 0aH, 00H
call  printf

add esp, 4
jmp SHORT $LN9@f
$LN2@f:
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push OFFSET $SG747 ; 'four', 0aH, 0O0H
call  printf

add esp, 4
jmp SHORT $LN9@f
$LN1@f:

push OFFSET $SG749 ; 'something unknown', 0aH, OOH
call  printf
add esp, 4

$LN9@f:
mov esp, ebp
pop ebp
ret 0
npad 2 ; align next label
$LN11@f:
DD $LN6@f ; ©
DD $LN5@f ; 1
DD $LN4@f ; 2
DD $LN3@f ; 3
DD $LN2@f ; 4
_f ENDP

What we see here is a set of printf() calls with various arguments. All they have
not only addresses in the memory of the process, but also internal symbolic labels
assigned by the compiler. All these labels are also mentioned in the $LN11@f internal
table.

At the function start, if a is greater than 4, control flow is passed to label $LN1@f,
where printf () with argument 'something unknown' is called.

But if the value of a is less or equals to 4, then it gets multiplied by 4 and added with
the $LN11@f table address. That is how an address inside the table is constructed,
pointing exactly to the element we need. For example, let’'s say a is equal to 2.
2 x4 = 8 (all table elements are addresses in a 32-bit process and that is why all
elements are 4 bytes wide). The address of the $LN11@f table + 8 is the table
element where the $LN4@f label is stored. JMP fetches the $LN4@f address from the
table and jumps to it.

This table is sometimes called jumptable or branch table®>.

Then the corresponding printf () is called with argument 'two"'.
Literally, the jmp DWORD PTR $LN11@f[ecx*4] instructionimplies jump to the DWORD
that is stored at address $LN11@f + ecx * 4.

npad (.1.7 on page 1313) is an assembly language macro that align the next label so
that it will be stored at an address aligned on a 4 bytes (or 16 bytes) boundary. This
is very suitable for the processor since it is able to fetch 32-bit values from memory
through the memory bus, cache memory, etc., in a more effective way if it is aligned.

95The whole method was once called computed GOTO in early versions of Fortran: wikipedia. Not quite
relevant these days, but what a term!
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OllyDb

9

Let’s try this example in OllyDbg. The input value of the function (2) is loaded into

EAX:

alaglang
alaeiacnl
A1EE1a63
A1 AE 1 @RS

A1AE1ARA
A1EE1EAHE
HiAE1E1G
H1AE1E1S
Eiaeiain
BilEEiEliF
alapiazs
alaple=s
alaela=q
A1aE1azF
a1aE1a3s5
A1aE1a33
A1AE1A2A
A1AE1ESF
H1EE1E45

>

H1EE1E42

-

2270 FC a4
77 EA

2E40 FC
F5248D Pl M5 5]

EC
MOU EA=, DWORD PTR 55: [EEP+2]
HMOU DWORD PTR S5: [EEBP-41,ERX
CHP OWORD PTR S5: [EBP-41,4
JA SHORT GA16E1AGAH
MOM ECk, OWORD FTR 55: [EEF-4]
JMP DWORD FTR DS: [ECH#4+16B187C]
PUSH QOFFZET B18E2800
CALL DWORD FTR DZ: [<&MEUCRIOE. printf>]

HOD ESF,. 4
JMP SHORT @18B1ovs

I A1AEB1E7S
FUSH OFFZET B18E3A16
CALL DWORD PTR DS: [<&MSUCRIGA. printf ]

HAOO ESF, 4
JMP SHORT H16B167ES

[Format =
MEUCR1G&8
[Fornat =

MSUCR1G&

format =
MSUCR1G&

ERX=2
Stack [0

SCFDAS1=EE424714 (MIUCR1GE.

initenw]

ter

ARERAEEE
AR EHEEHE
HEICFORAS
BE2CFDAC
T CIE G EHEE 1

H18E3363
B18E18687

LastErr
BEOEE24E

Address

Hen

dump

ASCIT [ANSI

A1AESARG
H1AEZELG
H1EEZEZE
BlaesEzn
BlaEzE40
|lapsaso
alapzaco
alapzara
aleB2asa
A1aE2a%6
A1AE2aRG
A1AE2AEG
A1AEZACH

2ero]
twWof

four
9 unknownBl

&5 10 97 E2|m 2]
ag| e Hiw hrie

onef]
threel
somethin

Tbrh#s#T

BEICFOAC
BEICFOER
BEICFOE4
BEICFOES
HEICFOBC
HEICFOCEH
BEZCFOCY
BEZCFOCS
BEICFOCC
BEICFO0E
BEZCFO0G
BE2CFODS
BEICFOOC
AASCEOER

Z2bit
Z2bit
22bik
Z2bik
Z2bit
22bik

MEUCRIGA. __initenw

lot . 01EE33ES
lot . B1EE1RET

B FFFFFFFF)
B FFFFFFFF)
BiFFFFFFFF)
BiFFFFFFFF)
FEFOOBEE( FFF
BIFFFFFFFF)

BEEEEEEE ERROR_SUCCESS
(MO,.ME,.E,BE, M5, FE, GE,LE)

BEEE BOEE G808 0oa0
BEEE BOEE BE08 Doag
HEEE AREE BERE GHEH
HEEE AREE BERE GHEH
= g T g e o g ]

[
[

EE494714
BAICFOES
B1AE1E9A
BEARREEZ
BEICFOFC
H1EE12HE
T E EIE FEE 1
HEEZ4EED
HEEZZEq2
1054 1FcE
G R EEEE
BEaEaEEE
TEFDE@GE
EEARREARG

OFFSET HMSUCR1GE
RETURM fiom Lo

TEIn
BES
oL

3553
B¥20

hHe
Hi#
FrTH

RETURM from Lo

(o]

et

Figure 1.50: OllyDbg: function’s input value is loaded in EAX
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The input value is checked, is it bigger than 47 If not, the “default” jump is not taken:

H1HE1EHER
BlEEplEal

EE
SBEC
51

FLIZH EEF

Registers [MHMX]

[& cPU - main thread, module |

e
Mol EBF, ESP =
: EF DE0a00Ez
B10B1003 FUSH_ECH -
aiocioed|| - SE4E B8 HOU ER, DWORD PTR S5: [EBP+E] -1
pioeioor|| - sa4s FC HOU CWORD PTR 55:[EEP-41,ERH ED: pomoonee
570 FC 64 | CHF_DWORD FTR S5: (EEF-41,4 EE e
7 ER A SHORT @&1GE1GEA EEF Bhecrone
NP DWORD'FTR D3 LECHwe+ 108167C] el oo
: w4+
FUSH OFFSET B18E3650 format = |EDI @1BB33ES lot.B1AB33ES
CALL DWORD PTR D5:[<&MSUCR1B.printf>] |LMSUCR1PE, |ETP 1GE1GGE Lo, o100160E
18 Sk o N T
PliGH DPFSET 01080608 formar = :
: A1 £5 0026 32bir G(FFFFFFFF)
CHLL DWORD PTR O5: L{ansuCR1BB. pr ineé>) |LNSUCRIBE. |25 G2 G052 S500t OiFrrrerrr)
aL: 0P SHoAT orcsiars 51 F3 G053 325ir FEFODBEALFFF)
o e SHORT a1gelare fornar = |1 8 63 8828 S3bit BIFFFFFFFF)

: CALL_DUORD PTR 053 [amsucrioe. orinte>1 | HSUCRIaa, B 8 LastErr 0BGOBEO8 ERROR. SUCCESS
sieeiods|L..| B 2E JHP_SHORT 81081673 T | cFL meeeezez (10, B, NE,EE, 5, PO, L, LE]
Jump 12 not taken a f MME BEEG BEEE BOEE HOEG0
Dest= lot. B16E16ER =N i1 eeEn Geps GEEE GOEE

HHE BEG6 GEGE H500 SOG4
HHME BEOE BEEE DEOD BODA
d BEGH GE6E HE00 G064
Address |Hex dump ASCIT (AMSI — cCy| ERaBERZ B
B1DE3000| PH 65 rZ 6F | Oh 09 O 98 6F GE &5 On| 0@ OB 09 60| Esrc@  onsd DREEEDEE [S?SETSEE Tosel retumm
B1GE3016| 74 77 6F BA| @0 0O DO BE 74 £5 72 55|55 BA 0 06| twod  threed pasrDDe) calemiooa b o
G16E3020| 66 6F 75 72| @A 0O BB 40| 73 EF &0 E5|74 &% &9 EE[fourd  somethin DosCPDEd | roocoooes &
B10E3036| 7 28 75 SE| 6B SE &F rr| 6E BA 08 BO|FF FF FE FF|g unknownd Bazcr et L Toe' 2oe o meTumm ¢
51683040| FF FF FF FF| @0 0O 00 8| 68 00 00 00|05 68 08 6O BOSCFDEC| bolenlear o
B10E3056|FE FF FF FF| @1 0O B9 B8 90 E2 58 10|65 10 97 E2(m B  brh#ewdr et | Y EO
BIOE30EE|G1 BB BB 05|43 25 B3 @6 63 4E 03 0|05 04 0O BO[B  Hie hie DOSCEDCY|| Zoozdees hiie
G1GE307A| GG R GO 05|00 0O OO 65| G4 0O OO 00|65 G4 0O GO e | e U
B10E3056| B0 BB BB 05| 0O 0O OO 65 98 0O 0O 56|65 99 09 60 | ey
G1GE3050| GG R GO 05|00 0O OO 45| G4 0O OO 00| 6B G4 0O GO e | R
B1GE30A0| B8 BB BB 05| 0O 0O OO G5 B8 0O 00 BO| 65 98 09 6 DOSCEDDY || ppmoaoes .
G1GE30BA| GG R G5 05|00 0O OO 45| 68 0O 0O 00|65 G4 GO GO BOSCFDDO|| fEFDcaaa) e
G1GE30CH| @G BE BB 65|00 0O BB G5 69 00 00 0|6 99 D8 6 aasCennn
Figure 1.51: OllyDbg: 2 is no bigger than 4: no jump is taken
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Here we see a jumptable:

2]
(=]
F|

n thread, module lot oy ] 4

Registers (M)
SBEC Haw EBF,ESP ER: DEDEDEEZ
ECH BRAEEEEEZ

I

2845 B2 F%, DNORD PTR 55: [EBP+2]
7945 FC MOU DWORD FTR 55: [EBP-41,EAX
2370 FC @4 | CHP DWORD PTR 55: [EBP-41,4 oaceeas
~ 77 EA JA SHORT B1BE1BEA oerrDaE
. 8R40 FC MU ECH, OWORO PTR_S%: [EBP—41 EE et
B10E FF2480 7C1901 JF DWORD PTR DS: [ECHR4+1BE167C] e p——
£3 DOIOPER] | PUSH OFFSET G1RESHE [fermei e :

FFLS B2oaBa) CALL DWORD PTR DS: T2 4B 6. prins 5] | LHEUCAIAG, | EIF 01BB1813 lot.01B1613

C 1 ES G828 32hit @(FFFFFFFF)
EE 4E JP SHORT B18B1678 CE GBZZ 22bit G(FFFFFFFF)

FUSH OFFSET @1dE5ap format =
CALL_DUORD PR 05: Cursucrion.prines>1 |[HEUGR1 G, 55 DAcE ZEblv BIFFRFEREFR)

8
A1
] i
. | |
T § 1 FE 983 33bit /EFOOBBOIFEF)
]
[il:]

msxnm(ss)muﬂ

) ()
=
=

B1BE187S [
FUSH OFFSET G1BEZH18 Format = G5 BBZE ZEbit BIFFFFFFFF)

CALL DWORD PTR 0S:[<&MSUCR1EG.printf>] |LHSUCRIpG, LastErr BBBEGE0H ERROR_SUCCESS

5] . AOD ESP, 4
g1eela4g(L.« EE 2 JHP SHORT B1BE187E T EFL @a@se2s=2 (NO,EB,MNE,BE,S,POL,LED
[B1BE1@34]1=1ot. B10E183A -:J MME BEEE GE0E BOEE BEOE

MM1 BEBE BEGE BOEE BEOE

MMZ2 BEEE EE0H GREE CEEE
BEGE BEEH BEE0 GEEE
BBBB BERE BREE [EEE

-

Rddress ASCIL (ANSI - C FOH [Baaaaaaz ] =
oot ADAL || BBSCFOES| 31

oleEion KL 4 150z b0 Jb0 GEECFOER| Lo BE1650| bhan| RETURN from Lot 6661660

B1BELEoOTY AESCFOES| roaanaams| 8

B1EELORD BESCFOES [BBSCFDFC [

B1BELGBE pemral T 8z 628 thdoathh6o0 Aa3CFDEC| L o1 0B120E | A220| RETURN fron Lot . 18ELG9E

A10ELECC[ 68 68 50 BB 91 FF 15 94 20 pB 8l oo Gan % 200D BESLFOCE

GiGEIA00 | 33 BB A1 S5 OB 7Y G5 R OF Eo OW OF 0B 89 5% aaaELynJumaa of gosCrEDCd

G1OEIOEC 60 10 6023 21 6E 0] ES 0F 0% 09 09 33 bt e e e

BioEliat _m_wsg i 3? ?3 33 59 68 8 7o 84856 BBICFD0B

a16E111C[BF B3 33 6B @1 7 FF 15 38 20 BB A1 3B C3 aBscrO0nG =

BIGELIC| 23 1o S8 Pa Ok B8 o3 Fi b s S EAEE 18

24 20 OB 61

OIGEL13C B2 G0 88 FF 15 EE

Figure 1.52: OllyDbg: calculating destination address using jumptable

Here we've clicked “Follow in Dump” - “Address constant”, so now we see the jumpt-
able in the data window. These are 5 32-bit values®®. ECX is now 2, so the third
element (can be indexed as 2°7) of the table is to be used. It's also possible to click
“Follow in Dump” - “Memory address” and OllyDbg will show the element addressed
by the JMP instruction. That's 0x010B103A.

9They are underlined by OllyDbg because these are also FIXUPs: 6.5.2 on page 967, we are going to
come back to them later
97 About indexing, see also: 3.22.3 on page 753
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After the jump we are at 0x010B103A: the code printing “two” will now be executed:

G1HELHE0
B1EEL1AE]
BlBE1AE3
B1AE1a64
BlEELEE7
E18B1E6A
B10E1AGE
BleEla1a
BlAE1A13
BlGELE1R
E1BB1A1F
B1BEL1AZS
BlAE1A23
B1GELEZA
B1BB1EZF
B1BE1AZE
B1EELASS

H1HELHZF
E1BB1A4E
H10E1A42

Stack [BE2CFOA4]1=
Imm=lot.B1BE2E16, RSCII ”tUUE"

¥ EE FUSH EEP

. S?EC HDU EBP.ESP

- 8B45 @3 HDU EHX DWORD PTR 55: [EBP+51
2945 FC MOU DWORD PTR SS: [EEP- 41, EFKX
2270 FC &84 |CMP_DWORD S5: [EBP-41,4

= 77 EA JA SHORT @1BE1B&A

» 8B40 FC MOU ECH, DWMORD PTR S5: [EEF-4]
FFz450 rCiddl JMP DWORD PTR DS: CECH#4+1AB167C]

USH OFFSET ©1

FF1E HOAZBRES| CALL DWORD PTR DS:[<&MSUCR1BE.pri

» B304 84 AOD ESF, 4

~ EB 4E JMP SHORT B16B1672
65 DOSOORG1 PUSH DFFSET G1EEIE62
FF1E HO2BRES| C DWORD PTR DS:[<&MSUCR1BE. pr-i

» B304 84 RDD ESF, 4

=« EB 3E JMP SHORT B16E1875

» 65 10SAEEA] |PUSH OFFSET Gi1B8E3&14
FF1E EEEEBBE_CRLL DWORD PTR DS: [&MSUCRIDE. pr-i
2204 B4 ESF, 4

= EB ZE JHP SHORT @10E167S

afRegi T

MM

CPU - main thread, module lot

=10] x|

at = "zercd E0I
NSUCRIBB printf

[Format = "one@"
MSUCRIBE. printf

format = "twc@”
MEUCRLEE, printf

B1EE1E2A

ES @B2B
§ C5 @ea2
1 S5 BEZE
@ DS BEZE
1 FS Bas3s
B G5 ABZB
=]

=]

LaztErr
BEAEEZAT

BASCFDAS
BAZCFDAC
BRBEGEEAL
G1EB32E2 lot.E10B22ES

lot . B16E1E2A

SZbit
S2bit
22bit
2Zbit
SZbit
SZbit

& FFFFFFFF1
@iFFFFFFFF]
81 FFFFFFFF]
@LFFFFFFFF]
TEFDDBERLFFF]
8{FFFFFFFF1

BEAEEEEE ERROR_SUCCESS
(HO,B,ME,BE, S, PO,L,LEY

K]

GEEE

BEGE
falslalz]
Jus )]

BEEE GEDE QBEE
BEGE EE
BEBE ARG [EAE
BEEE BEEE BEAE
] s o = g

HE EEEE [EEE

-

Non-optimizing GCC

Let’s see what GCC 4.4.1 generates:
Listing 1.159: GCC 4.4.1

Address |Hew dump ASCIT (AMSI — Cw LaneoEaz 8 -
gloEte o ety handkan BRSEF DA [3?355332 Tha6| FETURN £ron Lo, B1061a8
elubiact|cn 1o gb gITEeBR EC 6A02 E0 of FFIFE FF 63 Cf) chonllloaguf - T— BBSCRORG) Lo laBinon b ron Lo
BIGEIGOC (34 55 0B EO| CF &6 GE 14| 0B G1 E# 96 0% G0 60 G1] 500 phnlatule & HAgCEOEd [BBSCFDFC 2
ok el om 2B GE
S%ggigggjﬂ_HE Dot e B 22 aE e o aog GASCFOEC| L6 16E 1206 | A%06| RETURN from Lot.@106169
G1AELECE[ 60 60 90 DBIO1 FF 15 94100 BB 01 2204 14 A 20l h'628 59 J6r—1rp e e
BlEione| so b eeren SR &8 E078s £5 hg 02 o Go t5ES aank Lufguae Vi BAICFOCY) | BAGIEES) hie
2105 {0ECIEA 10 o9 38 31 Gk 01 £5 o 05 on 05|33 08 33 1D) jpharonuds s DacCPDCE | waaossts Hiv
BIBEIOFC| a4 25 GR HiTo0 BE X £o/ R 01 25 P15 B0 20 GR|boowsoians a8 BASCFOCL|| 10541Fee
BIGELInC Bl 55 0F FE1 o4 A1 15 Bo 0B o8 25 b 63 55 SD E| oAgrdct  foeRls aascEOng) | Bacaanag
BIGE111C[EBF B2 23 BE| 01 5% 56 G7|FF 15 20 20/ 0B 01 38 C3|192705U0 8 20 b BoSCPDDY | pepooas) . —
BIGEI12C| 74 19 5B G| 75 08 35 F6| 46 G0 v5 E4[EE 18 &0 EG|t4: FuBSSFAusLbhy BAICFODG) | CEFDERED o
BiGE1150 03 @0 0@ FF|15 EB 08 33\ F& 46 A1 Bdle 34 gourasFed| v 223CFO0C -
EE i
Figure 1.53: OllyDbg: now we at the case: label

var_18
arg 0

loc 80

public f
proc nea

dword
dword

push
mov
sub
cmp
ja
mov
shl
mov

jmp
483FE: ;

mov
call

jmp

r ; CODE XREF:
ptr -18h

ptr 8

ebp

ebp, esp

esp, 18h
[ebp+arg 0],

short loc 8048444

eax, [ebp+arg 0]
eax, 2

eax, ds:off 804855C
eax

DATA XREF:

main+10

[eax]

.rodata:off 804855C

[esp+18h+var 18], offset aZero ;

_puts

short locret 8048450

"zero"
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loc 804840C: ;
mov
call

jmp
loc_804841A: ;

mov
call

jmp
loc _8048428: ;

mov
call

jmp
loc_8048436: ;

mov
call

jmp

loc 8048444: ;
mov
call

locret 8048450:

leave
retn
f endp
off 804855C dd
dd
dd
dd
dd

DATA XREF: .rodata:08048560
[esp+18h+var 18], offset alOne ; "one"
_puts
short locret 8048450
DATA XREF: .rodata:08048564
[esp+18h+var 18], offset aTwo ; "two"
_puts
short locret 8048450
DATA XREF: .rodata:08048568
[esp+18h+var 18], offset aThree ; "three"
_puts
short locret 8048450
DATA XREF: .rodata:0804856C
[esp+18h+var_ 18], offset aFour ; "four"
_puts
short locret 8048450
CODE XREF: f+A

[esp+18h+var 18], offset aSomethingUnkno ; "something unknown"
_puts

; CODE XREF: f+26

;o f+34. ..
offset loc 80483FE ; DATA XREF: f+12

offset
offset
offset
offset

loc_804840C
loc 804841A
loc_ 8048428
loc_ 8048436

It is almost the

same, with a little nuance: argument arg 0 is multiplied by 4 by

shifting it to left by 2 bits (it is almost the same as multiplication by 4) (1.24.2 on
page 274). Then the address of the label is taken from the of f 804855C array, stored
in EAX, and then JMP EAX does the actual jump.

ARM: Optimizing Keil 6/2013 (ARM mode)

Listing 1.160: Optimizing Keil 6/2013 (ARM mode)

00000174 f2

00000174 05 00 50 E3 CMP RO, #5 ; switch 5 cases
00000178 00 F1 8F 30 ADDCC PC, PC, RO,LSL#2 ; switch jump
0000017C OE 00 00 EA B default case ; jumptable 00000178

default case

00000180

00000180 loc 180 ; CODE XREF: f2+4
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00000180

00000184
00000184
00000184

00000188
00000188
00000188

0000018C
0000018C
0000018C

00000190
00000190
00000190

00000194
00000194
00000194
00000194
00000198

0000019C
0000019C
0000019C
0000019C
000001A0

000001A4
000001A4
000001A4
000001A4
000001A8

000001AC
000001AC
000001AC
000001AC
000001B0O

000001B4
000001B4
000001B4
000001B4
000001B8
000001B8
000001B8
000001B8

000001BC
000001BC

03

04

05

06

07

EC
06

EC
04

01
02

01
00

01

66

00

00

00

00

00

00
00

00
00

c[e
00

c[e

c[e

18

00

00

00

00

00

8F
00

8F
00

8F
00

8F
00

8F

00

EA

EA

EA

EA

EA

E2
EA

E2
EA

E2
EA

E2
EA

E2

EA

loc 184 ;

loc_188 ;
B

loc 18C ;
B

loc 190 ;
B
zero_case

ADR
B

one_case ;
ADR
B

two_case ;

ADR
B

three case ; CODE XREF: f2+4

ADR

B
four _case

ADR
loc 1B8

B

default case ; CODE XREF: f2+4

zero_case

CODE XREF: f2+4

one_case

CODE XREF:
two_case

f2+4

CODE XREF: f2+4
three case

CODE XREF: f2+4

four_case

; CODE XREF:
; f2:loc 180
RO, aZero
loc_1B8

CODE XREF: f2+4
f2:1loc 184

RO, alne
loc_1B8

CODE XREF: f2+4
f2:1loc_ 188

RO, aTwo
loc_1B8

; T2:1loc 18C
RO, aThree
loc_1B8

; CODE XREF:
; f2:1loc 190
RO, aFour

; CODE XREF:
; f2+2C
__2printf

2+4

2+4

f2+24

jumptable

jumptable

jumptable

jumptable

jumptable

jumptable

jumptable

jumptable

jumptable

jumptable

00000178

00000178

00000178

00000178

00000178

00000178

00000178

00000178

00000178

00000178

case 0

case 1

case 2

case 3

case 4

case 0

case 1

case 2

case 3

case 4
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000001BC ; f2+8
000001BC D4 00 8F E2 ADR RO, aSomethingUnkno ; jumptable 00000178
default case

’000001(:0 FC FF FF EA B loc 1B8 ‘

This code makes use of the ARM mode feature in which all instructions have a fixed
size of 4 bytes.

Let’s keep in mind that the maximum value for a is 4 and any greater value will cause
«something unknown\n» string to be printed.

The first CMP RO, #5 instruction compares the input value of a with 5.

%8 The next ADDCC PC, PC, RO,LSL#2 instruction is being executed only if R0 < 5
(CC=Carry clear / Less than). Consequently, if ADDCC does not trigger (itisa R0>5
case), a jump to default_case label will occur.

But if RO <5 and ADDCC triggers, the following is to be happen:

The value in RO is multiplied by 4. In fact, LSL#2 at the instruction’s suffix stands for
“shift left by 2 bits”. But as we will see later (1.24.2 on page 274) in section “Shifts”,
shift left by 2 bits is equivalent to multiplying by 4.

Then we add RO 4 to the current value in PC, thus jumping to one of the B (Branch)
instructions located below.

At the moment of the execution of ADDCC, the value in PC is 8 bytes ahead (0x180)
than the address at which the ADDCC instruction is located (0x178), or, in other words,
2 instructions ahead.

This is how the pipeline in ARM processors works: when ADDCC is executed, the
processor at the moment is beginning to process the instruction after the next one,
so that is why PC points there. This has to be memorized.

If a =0, then is to be added to the value in PC, and the actual value of the PC will be
written into PC (which is 8 bytes ahead) and a jump to the label loc_180 will happen,
which is 8 bytes ahead of the point where the ADDCC instruction is.

Ifa=1, then PC+8+a*4=PC+8+1%4=PC+12= 0184 will be written to PC, which
is the address of the loc_184 label.

With every 1 added to a, the resulting PC is increased by 4.

4 is the instruction length in ARM mode and also, the length of each B instruction, of
which there are 5 in row.

Each of these five B instructions passes control further, to what was programmed in
the switch().

Pointer loading of the corresponding string occurs there, etc.

ARM: Optimizing Keil 6/2013 (Thumb mode)

98 ADD—addition
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Listing 1.161: Optimizing Keil 6/2013 (Thumb mode)

000000F6
000000F6
000000F6 10 B5
000000OF8 03 00

000OOOFA 06 FO 69 F8
cases

OOOOOOFE 05
OOOOOOFF 04 06 08 OA 0C 10

switch statement
00000105 00

00000106
00000106
00000106 8D AO
00000108 06 EO

0000010A
0000010A
0000010A 8E A0
0000010C 04 EO

0000010E
00000106E
0000010E 8F A0
00000110 02 EO

00000112
00000112
00000112 90 AO
00000114 00 EO

00000116

00000116

00000116 91 A0
00000118

00000118

00000118

00000118 06 FO 6A F8
0000011C 10 BD

0000011E
0000011E
0000011E 82 A0

000000OFA default case
00000120 FA E7

000061D0O

000061D0O
example6 f2+4

000061D0O 78 47

000061D2 00 00
000061D2

EXPORT f2

2
PUSH  {R4,LR}
MOVS ~ R3, RO

BL ~_ARM _common_switch8 thumb ; switch 6
DCB 5
DCB 4, 6, 8, OxA, OxC, 0x10 ; jump table for
ALIGN 2

zero_case ; CODE XREF: f2+4
ADR RO, aZero ; jumptable 00000OFA case 0
B loc 118

one case ; CODE XREF: f2+4
ADR RO, alOne ; jumptable 000O0O0OFA case 1
B loc 118

two case ; CODE XREF: f2+4
ADR RO, aTwo ; jumptable 00000OFA case 2
B loc 118

three case ; CODE XREF: f2+4
ADR RO, aThree ; jumptable 00000OFA case 3
B loc 118

four_case ; CODE XREF: f2+4

ADR RO, aFour ; jumptable O0O000FA case 4
loc 118 ; CODE XREF: f2+12
; f2+16
BL _ 2printf
POP {R4,PC}

default case ; CODE XREF: f2+4
ADR RO, aSomethingUnkno ; jumptable

B loc 118

EXPORT _ ARM common switch8 thumb
~_ARM common_switch8 thumb ; CODE XREF:

BX PC

ALIGN 4
; End of function = ARM common switch8 thumb
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000061D2
000061D4 32 ARM common_switch8 thumb ; CODE XREF:
ARM common switch8 thumb
000061D4 01 CO 5E E5 B LDRB R12, [LR,#-1]
000061D8 OC 00 53 E1 CMP R3, R12
000061DC OC 30 DE 27 LDRCSB R3, [LR,R12]
000061EO0 03 30 DE 37 LDRCCB R3, [LR,R3]
000061E4 83 CO 8E EO ADD R12, LR, R3,LSL#1
000061E8 1C FF 2F E1 BX R12
000061E8 ; End of function 32 ARM common switch8 thumb

One cannot be sure that all instructions in Thumb and Thumb-2 modes has the same
size. It can even be said that in these modes the instructions have variable lengths,
just like in x86.

So there is a special table added that contains information about how much cases
are there (not including default-case), and an offset for each with a label to which
control must be passed in the corresponding case.

A special function is present here in order to deal with the table and pass control,
named _ ARM_common_switch8 thumb. It starts with BX PC, whose function is to
switch the processor to ARM-mode. Then you see the function for table processing.

It is too advanced to describe it here now, so let’s omit it.
It is interesting to note that the function uses the LR register as a pointer to the table.

Indeed, after calling of this function, LR contains the address after
BL  ARM common switch8 thumb instruction, where the table starts.

It is also worth noting that the code is generated as a separate function in order to
reuse it, so the compiler doesn’t generate the same code for every switch() state-
ment.

IDA successfully perceived it as a service function and a table, and added comments
to the labels like
jumptable O00000OFA case 0.

MIPS

Listing 1.162: Optimizing GCC 4.4.5 (IDA)

f:
lui $gp, (__gnu local gp >> 16)
; jump to loc 24 if input value is lesser than 5:
sltiu $v0, $ad, 5
bnez $v0, loc 24
la $gp, (__gnu local gp & OXFFFF) ; branch delay slot
; input value is greater or equal to 5.
; print "something unknown" and finish:

lui $a0, ($LC5 >> 16) # "something unknown"
lw $t9, (puts & OxFFFF) ($gp)

or $at, $zero ; NOP

jr $t9
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la

delay slot

loc 24:

$a0, ($LC5 & OxFFFF)

# CODE XREF:

; load address of jumptable
; LA is pseudoinstruction, LUI and ADDIU pair are there in fact:

sub_44:
; print

sub 58:
; print

sub 6C:
; print

sub _80:
; print

sub 94:
; print

# "something unknown" ; branch \

f+8

.rodata:0000012C

# "three" ; branch delay slot

.rodata:00000130

; branch delay slot

.rodata:off 120

; branch delay slot

.rodata:00000124

; branch delay slot

.rodata: 00000128

la $v0, off 120
; multiply input value by 4:
sll $ab, 2
; sum up multiplied value and jumptable address:
addu $ad, $vO, $al
; load element from jumptable:
w $v0, 0(%$a0)
or $at, $zero ; NOP
; jump to the address we got in jumptable:
jr $vo
or $at, $zero ; branch delay slot, NOP
# DATA XREF:
"three" and finish
lui $a0, ($LC3 >> 16) # "three"
w $19, (puts & OXFFFF) ($gp)
or $at, $zero ; NOP
jr $t9
la $a0, ($LC3 & OXFFFF)
# DATA XREF:
"four" and finish
lui $a0, ($LC4 >> 16) # "four"
w $t9, (puts & OXFFFF) ($gp)
or $at, $zero ; NOP
jr $t9
la $a0, ($LC4 & OxFFFF) # "four"
# DATA XREF:
"zero" and finish
lui $a0, ($LCO >> 16) # "zero"
lw $t9, (puts & OXFFFF) ($gp)
or $at, $zero ; NOP
jr $t9
la $a0, ($LCO & OxFFFF) # "zero"
# DATA XREF:
"one" and finish
lui $a0, ($LC1 >> 16) # "one"
w $t9, (puts & OxFFFF) ($gp)
or $at, $zero ; NOP
jr $t9
la $a0, ($LC1 & OXFFFF) # "one"
# DATA XREF:
"two" and finish
lui $a0, ($LC2 >> 16) # "two"
lw $t9, (puts & OXFFFF) ($gp)
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or $at, $zero ; NOP
jr $t9
la $a0, ($LC2 & OxFFFF) # "two" ; branch delay slot

; may be placed in .rodata section:
off 120: .word sub 6C

.word sub 80

.word sub 94

.word sub 44

.word sub 58

The new instruction for us is SLTIU (“Set on Less Than Immediate Unsigned”).

This is the same as SLTU (“Set on Less Than Unsigned”), but “1” stands for “immedi-
ate”, i.e., a number has to be specified in the instruction itself.

BNEZ is “Branch if Not Equal to Zero”.

Code is very close to the other ISAs. SLL (“Shift Word Left Logical”) does multiplica-
tion by 4.

MIPS is a 32-bit CPU after all, so all addresses in the jumptable are 32-bit ones.

Conclusion
Rough skeleton of switch():
Listing 1.163: x86

MOV REG, input

CMP REG, 4 ; maximal number of cases

JA default

SHL REG, 2 ; find element in table. shift for 3 bits in x64.
MOV REG, jump table[REG]

JMP REG
casel:
; do something
IMP exit
case2:
; do something
IMP exit
case3:
; do something
IMP exit
cased:
; do something
IMP exit
case5:
; do something
IMP exit
default:
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exit:

jump table dd

dd
dd
dd
dd

casel
case2
case3
case4
caseb

The jump to the address in the jump table may also be implemented using this
instruction:

JMP jump table[REG*4]. Or JMP jump_ table[REG*8] in x64.

A jumptable is just array of pointers, like the one described later: 1.26.5 on page 354.

1.21.3 When there are several case statements in one block

Here is a very widespread construction: several case statements for a single block:

#include <stdio.h>

void f(int a)

{

switch (a)

{

case
case
case
case

case
case
case
case

case
case
case
case

case

default:

};

= NN

oOoOuUhWw

20:
21:

22:

printf ("1, 2, 7, 10\n");
break;

printf ("3, 4, 5\n");
break;

printf ("8, 9, 21\n");
break;

printf ("22\n");
break;

printf ("default\n");
break;
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+
int main()
{
f(4);
};

It's too wasteful to generate a block for each possible case, so what is usually done
is to generate each block plus some kind of dispatcher.

MSVC
Listing 1.164: Optimizing MSVC 2010
$5G2798 DB ‘1, 2, 7, 10', 0aH, OOH
$5G2800 DB ‘3, 4, 5', 0aH, OOH
$5G2802 DB '8, 9, 21', 0aH, OOH
$5G2804 DB '22', 0aH, OOH
$5G2806 DB 'default', 0aH, OOH
a$ =8
_f PROC
mov eax, DWORD PTR _a$[esp-4]
dec eax
cmp eax, 21
ja SHORT $LN1@f
movzx eax, BYTE PTR $LN10@f[eax]
jmp DWORD PTR $LN11@f[eax*4]
$LN5@f:
mov DWORD PTR a$[esp-4]1, OFFSET $5SG2798 ; '1, 2, 7, 10'
jmp DWORD PTR _ imp printf
$LN4@f:
mov DWORD PTR a$[esp-4]1, OFFSET $5G2800 ; '3, 4, 5'
jmp DWORD PTR _ imp printf
$LN3@f:
mov DWORD PTR a$[esp-4]1, OFFSET $5G2802 ; '8, 9, 21'
jmp DWORD PTR _ imp printf
$LN2@f:
mov DWORD PTR a$[esp-4], OFFSET $5G2804 ; '22'
jmp DWORD PTR _ imp printf
$LN1@f:
mov DWORD PTR a$[esp-4], OFFSET $5G2806 ; 'default’
jmp DWORD PTR _ imp printf
npad 2 ; align $LN11l@f table on 16-byte boundary
$LN11l@f:
DD $LN5@f ; print '1, 2, 7, 10°
DD $LN4@f ; print '3, 4, 5'
DD $LN3@f ; print '8, 9, 21°
DD $LN2@f ; print '22°
DD $LN1@f ; print 'default'
$LN10@f:
DB 0 ; a=1
DB 0 ; a=2
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DB 1 ,; a=3
DB 1,; a=4
DB 1, a=5
DB 1, a=6
DB 0 ; a=7
DB 2 ; a=8
DB 2 ; a=9
DB 0 ; a=10
DB 4 ; a=11
DB 4 ; a=12
DB 4 ; a=13
DB 4 ; a=14
DB 4 ; a=15
DB 4 ; a=16
DB 4 ; a=17
DB 4 ; a=18
DB 4 ; a=19
DB 2 ; a=20
DB 2 ; a=21
DB 3 ; a=22
f ENDP

We see two tables here: the first table ($LN10@f) is an index table, and the second
one ($LN11@f) is an array of pointers to blocks.

First, the input value is used as an index in the index table (line 13).

Here is a short legend for the values in the table: 0 is the first case block (for values
1, 2, 7, 10), 1 is the second one (for values 3, 4, 5), 2 is the third one (for values 8,
9, 21), 3 is the fourth one (for value 22), 4 is for the default block.

There we get an index for the second table of code pointers and we jump to it (line
14).

What is also worth noting is that there is no case for input value 0.

That’'s why we see the DEC instruction at line 10, and the table starts at a = 1, because
there is no need to allocate a table element for « = 0.

This is a very widespread pattern.

So why is this economical? Why isn’t it possible to make it as before (1.21.2 on
page 216), just with one table consisting of block pointers? The reason is that the
elements in index table are 8-bit, hence it's all more compact.

GCC

GCC does the job in the way we already discussed (1.21.2 on page 216), using just
one table of pointers.

ARM64: Optimizing GCC 4.9.1

There is no code to be triggered if the input value is 0, so GCC tries to make the jump
table more compact and so it starts at 1 as an input value.
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GCC 4.9.1 for ARM64 uses an even cleverer trick. It's able to encode all offsets as
8-bit bytes.

Let’s recall that all ARM64 instructions have a size of 4 bytes.

GCC is uses the fact that all offsets in my tiny example are in close proximity to each
other. So the jump table consisting of single bytes.

Listing 1.165: Optimizing GCC 4.9.1 ARM64

f14:
; input value in WO
sub wo, wo, #1
cmp wo, 21
; branch if less or equal (unsigned):
bls .L9
L2:
; print "default":
adrp x0, .LC4
add x0, x0, :lol2:.LC4
b puts
.L9:
; load jumptable address to X1:
adrp x1l, .L4
add x1, x1, :lol2:.L4
; WO=input value-1
; load byte from the table:
1drb wO, [x1,w0,uxtw]
; load address of the Lrtx label:
adr x1, .Lrtx4
; multiply table element by 4 (by shifting 2 bits left) and add (or subtract)

to the address of Lrtx:
add x0, x1, w0, sxtb #2

; jump to the calculated address:

br x0
; this label is pointing in code (text) segment:
Lrtx4:

.section .rodata

; everything after
(rodata) segment:

.section" statement is allocated in the read-only data

.L4:
.byte (.L3 - .Lrtx4) / 4 ; case 1
.byte (.L3 - .Lrtx4) / 4 ; case 2
.byte (.L5 - .Lrtx4) / 4 ; case 3
.byte (.L5 - .Lrtx4) / 4 ; case 4
.byte (.L5 - .Lrtx4) / 4 ; case 5
.byte (.L5 - .Lrtx4) / 4 ; case 6
.byte (.L3 - .Lrtx4) / 4 ; case 7
.byte (.L6 - .Lrtx4) / 4 ; case 8
.byte (.L6 - .Lrtx4) / 4 ; case 9
.byte (.L3 - .Lrtx4) / 4 ; case 10
.byte (.L2 - .Lrtx4) / 4 ; case 11
.byte (.L2 - .Lrtx4) / 4 ; case 12
.byte (.L2 - .Lrtx4) / 4 ; case 13
.byte (.L2 - .Lrtx4) / 4 ; case 14
.byte (.L2 - .Lrtx4) / 4 ; case 15
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; everything after

L7:
; print

.L6:
; print

.L5:
; print

.L3:
; print

.LCO:
.LC1:
.LC2:
.LC3:

.LC4:

.byte
.byte
.byte
.byte
.byte
.byte
.byte
.text

YL
adrp
add
b

"8, 9,
adrp
add

b

"3, 4,
adrp
add

b

"1, 2,
adrp
add

b
.string
.string
.string

.string

.string

x0, .LC3

x0, x0, :lol2:
puts
21II

x0, .LC2

x0, x0, :lol2:
puts
5

x0, .LC1

x0, x0, :lol2:
puts
7, 10"

x0, .LCO

x0, x0, :lol2:
puts

"1, 2, 7, 10"
||3’ 4’ 5||

"8, 9’ 21"
II22II
"default"

(.L2 - .Lrtx4) / 4
(.L2 - .Lrtx4) / 4
(.L2 - .Lrtx4) / 4
(.L2 - .Lrtx4) / 4
(.L6 - .Lrtx4) / 4
(.L6 - .Lrtx4) / 4
(.L7 - .Lrtx4) / 4
" text"

.LC3

.LC2

.LC1

.LCO

; case 16
; case 17
; case 18
; case 19
; case 20
; case 21
; case 22

statement is allocated in the code

(text)

segment:

Let’s compile this example to object file and open it in IDA. Here is the jump table:

Listing 1.166: jumptable in IDA

.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:

0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000

000000064
000000064
000000064 $d
000000065
000000066
000000067
000000068
000000069
00000006A
00000006B

AREA .rodata,
; ORG 0Ox64

DCB
DCB
DCB
DCB
DCB
DCB
DCB
DCB

wWowooooo v

DATA, READONLY

case
case
case
case
case
case
case
case

coNNO UL WN =
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.rodata:000000000000006C DCB 3 ; case 9
.rodata:000000000000006D DCB 9 ; case 10
.rodata:000000000000006E DCB OxF7 ; case 11
.rodata:000000000000006F DCB OxF7 ; case 12
.rodata:0000000000000070 DCB OxF7 ; case 13
.rodata:0000000000000071 DCB OxF7 ; case 14
.rodata:0000000000000072 DCB OxF7 ; case 15
.rodata:0000000000000073 DCB OxF7 ; case 16
.rodata:0000000000000074 DCB OxF7 ; case 17
.rodata:0000000000000075 DCB OxF7 ; case 18
.rodata:0000000000000076 DCB OxF7 ; case 19
.rodata:0000000000000077 DCB 3 ; case 20
.rodata:0000000000000078 DCB 3 ; case 21
.rodata:0000000000000079 DCB 0 ; case 22
.rodata:000000000000007B ; .rodata ends

So in case of 1, 9 is to be multiplied by 4 and added to the address of Lrtx4 label.
In case of 22, 0 is to be multiplied by 4, resulting in 0.

Right after the Lrtx4 label is the L7 label, where you can find the code that prints
1122”.

There is no jump table in the code segment, it's allocated in a separate .rodata
section (there is no special necessity to place it in the code section).

There are also negative bytes (0xF7), they are used for jumping back to the code
that prints the “default” string (at .L2).

1.21.4 Fall-through

Another popular usage of switch() operator is so-called “fallthrough”. Here is sim-
ple example®®:

1 |bool is whitespace(char c) {

2 switch (c) {

3 case ' ': // fallthrough
4 case '\t': // fallthrough
5 case '\r': // fallthrough
6 case '\n':

7 return true;

8 default: // not whitespace
9 return false;

0 }

11}

Slightly harder, from Linux kernel9°;

1 ‘char ncol, nco2;

9Copypasted from https://github.com/azonalon/prgraas/blob/master/progllib/lecture
examples/is whitespace.c

100Copypasted from https://github.com/torvalds/linux/blob/master/drivers/media/
dvb-frontends/1gdt3306a.c
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void f(int if freq khz)

{
switch (if freq khz) {
default:
printf("IF=%d KHz is not supportted, 3250 assumed\nv,
, 1f freq_khz);
/* fallthrough */
case 3250: /* 3.25Mhz */
ncol = 0x34;
nco2 = 0x00;
break;
case 3500: /* 3.50Mhz */
ncol = 0x38;
nco2 = 0x00;
break;
case 4000: /* 4.00Mhz */
ncol = 0x40;
nco2 = 0x00;
break;
case 5000: /* 5.00Mhz */
ncol = 0x50;
nco2 = 0x00;
break;
case 5380: /* 5.38Mhz */
ncol = 0x56;
nco2 = 0x14;
break;
}
b
Listing 1.167: Optimizing GCC 5.4.0 x86
.LCO:
.string "IF=%d KHz is not supportted, 3250 assumed\n"
f:
sub esp, 12
mov eax, DWORD PTR [esp+16]
cmp eax, 4000
je .L3
ig .L4
cmp eax, 3250
je .L5
cmp eax, 3500
jne .L2
mov BYTE PTR ncol, 56
mov BYTE PTR nco2, 0
add esp, 12
ret
.L4:
cmp eax, 5000
je .L7
cmp eax, 5380
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jne .L2
mov BYTE PTR ncol, 86
mov BYTE PTR nco2, 20
add esp, 12
ret

L2:
sub esp, 8
push eax
push OFFSET FLAT:.LCO
call printf
add esp, 16

.L5:
mov BYTE PTR ncol, 52
mov BYTE PTR nco2, 0
add esp, 12
ret

L3:
mov BYTE PTR ncol, 64
mov BYTE PTR nco2, O
add esp, 12
ret

L7:
mov BYTE PTR ncol, 80
mov BYTE PTR nco2, O
add esp, 12
ret

We can get to .L5 label if there is number 3250 at function’s input. But we can get
to this label from the other side: we see that there are no jumps between printf ()
call and .L5 label.

Now we can understand why switch() statement is sometimes a source of bugs: one
forgotten break will transform your switch() statement into fallthrough one, and sev-
eral blocks will be executed instead of single one.

1.21.5 Exercises
Exercise#1

It's possible to rework the C example in 1.21.2 on page 210 in such way that the
compiler can produce even smaller code, but will work just the same. Try to achieve
it.

1.22 Loops

1.22.1 Simple example
x86

There is a special LOOP instruction in x86 instruction set for checking the value in
register ECX and if it is not 0, to decrement ECX and pass control flow to the label
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in the LOOP operand. Probably this instruction is not very convenient, and there are
no any modern compilers which emit it automatically. So, if you see this instruction
somewhere in code, it is most likely that this is a manually written piece of assembly
code.

In C/C++ loops are usually constructed using for(), while() or do/while() state-
ments.

Let’s start with for().

This statement defines loop initialization (set loop counter to initial value), loop con-
dition (is the counter bigger than a limit?), what is performed at each iteration (in-
crement/decrement) and of course loop body.

for (initialization; condition; at each iteration)

{
}

loop_body;

The generated code is consisting of four parts as well.
Let’s start with a simple example:

#include <stdio.h>

void printing function(int i)

{
printf ("f(%d)\n", 1i);
+
int main()
{
int i;
for (i=2; i<10; i++)
printing function(i);
return 0;
}

The result (MSVC 2010):
Listing 1.168: MSVC 2010

_i$ = -4
_main PROC
push ebp
mov ebp, esp
push ecx
mov DWORD PTR _i$[ebp], 2 ; Loop initialization
jmp SHORT $LN3@main
$LN2@main:
mov eax, DWORD PTR _i$[ebp] ; here is what we do after each iteration:
add eax, 1 ; add 1 to (i) value

mov DWORD PTR i%[ebp], eax
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$LN3@main:
cmp DWORD PTR _i$[ebp], 10
iteration
jge SHORT $LN1@main
finish loop
mov ecx, DWORD PTR _i$[ebp]
push ecx
call  printing function
add esp, 4
jmp SHORT $LN2@main
$LN1@main:
xor eax, eax
mov esp, ebp
pop ebp
ret 0
_main ENDP

’

this condition is checked before each

if (i) is biggest or equals to 10, lets

; Loop body: call printing_ function(1i)

jump to loop begin
loop end

As we see, nothing special.

GCC 4.4.1 emits almost the same code, with one subtle difference:

Listing 1.169: GCC 4.4.1

main proc near
var 20 = dword ptr -20h
var_4 = dword ptr -4
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 20h
mov [esp+20h+var 4], 2 ; (i) initializing
jmp short loc 8048476
loc_8048465:
mov eax, [esp+20h+var 4]
mov [esp+20h+var _20], eax
call printing function
add [esp+20h+var 4], 1 ; (i) increment
loc _8048476:
cmp [esp+20h+var 4], 9
jle short loc 8048465 ; if i<=9, continue loop
mov eax, 0
leave
retn
main endp

Now let’'s see what we get with optimization turned on (/0x):

Listing 1.170: Optimizing MSVC

PROC
esi

_main
push
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mov esi, 2
$LL3@main:
push esi
call  printing function
inc esi
add esp, 4
cmp esi, 10 ; 0000000aH
jl SHORT $LL3@main
xor eax, eax
pop esi
ret 0
_main ENDP

What happens here is that space for the i variable is not allocated in the local stack
anymore, but uses an individual register for it, ESI. This is possible in such small
functions where there aren’t many local variables.

One very important thing is that the f () function must not change the value in ESI.
Our compiler is sure here. And if the compiler decides to use the ESI register in f()
too, its value would have to be saved at the function’s prologue and restored at the
function’s epilogue, almost like in our listing: please note PUSH ESI/POP ESI at the
function start and end.

Let's try GCC 4.4.1 with maximal optimization turned on (-03 option):
Listing 1.171: Optimizing GCC 4.4.1

main proc near

var 10 = dword ptr -10h
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 10h
mov [esp+10h+var 101, 2
call printing function
mov [esp+10h+var 10], 3
call printing function
mov [esp+10h+var 10], 4
call printing function
mov [esp+10h+var 101, 5
call printing function
mov [esp+10h+var 10], 6
call printing function
mov [esp+10h+var 101, 7
call printing function
mov [esp+10h+var_10], 8
call printing function
mov [esp+10h+var 10], 9
call printing function
xor eax, eax
leave
retn
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main endp

Huh, GCC just unwound our loop.

Loop unwinding has an advantage in the cases when there aren’t much iterations
and we could cut some execution time by removing all loop support instructions. On
the other side, the resulting code is obviously larger.

Big unrolled loops are not recommended in modern times, because bigger functions
may require bigger cache footprint1°®,

OK, let’'s increase the maximum value of the ¢ variable to 100 and try again. GCC
does:

Listing 1.172: GCC

public main

main proc near

var_20 = dword ptr -20h
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
push ebx
mov ebx, 2 ; 1=2
sub esp, 1Ch

; aligning label loc 80484DO (loop body begin) by 16-byte border:
nop

loc_80484D0:
; pass (i) as first argument to printing function():

mov [esp+20h+var_20], ebx
add ebx, 1 ;oi++
call printing function
cmp ebx, 64h ; i==1007
jnz short loc 80484D0 ; if not, continue
add esp, 1Ch
Xxor eax, eax ; return 0
pop ebx
mov esp, ebp
pop ebp
retn

main endp

It is quite similar to what MSVC 2010 with optimization (/0x) produce, with the ex-
ception that the EBX register is allocated for the : variable.

GCC is sure this register will not be modified inside of the () function, and if it will,
it will be saved at the function prologue and restored at epilogue, just like here in

101A very good article about it: [Ulrich Drepper, What Every Programmer Should Know About Memory,
(2007)1192. Another recommendations about loop unrolling from Intel are here: [Intel® 64 and IA-32
Architectures Optimization Reference Manual, (2014)3.4.1.7].
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the main() function.
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x86: OllyDbg

Let’'s compile our example in MSVC 2010 with /0x and /0b0 options and load it into
OllyDbg.

It seems that OllyDbg is able to detect simple loops and show them in square brack-
ets, for convenience:

E CPU - main thread, module loops_2

-_— 00—y
| meglstecs BPFPAD
AAZS1610 a | Registers (FPL)

EA B83128A5
BEZZ181E

BFBF4714 OFFSET ME
e (b BEEEEEEE

_ £

Bozalezl|| . EE B2BARSEE e

BREE1AZE I e

cooctonl| - ES DFFFFFF || CALL Loops_2.00331000 e

paz310z0[ o 2304 @4 ADD ESF, 4 RS ([DERe-2:
CHF_ESI, @A EIF B8331828 loops_2.C

Bas31a3a|] « S3FE B8R
TCFL

BE3310833 JL SHORT loops_2.BB321826

enzzie2s|| - OR EAR, EQX S U 2 A Eoaln i
eezs1esT| | - FOF ES1 .

A6 55 GEZE 37bit GIF
Baainaa| . ga PoH 1 2.B8331465 £ 1 D5 @eczk 3zhit 8(F
e e THS 6 FS @@52 22bit VEF
ESI-BOOEEEE] T'e &5 ek S2bic oF
Local call from GE2211A1
meat watl tren 8 8 LastErr ERROR_SUC

EE|

ARAREZAE [ N0, HELE

Figure 1.54: OllyDbg: main() begin

By tracing (F8 — step over) we see ESI incrementing. Here, for instance, FSI =i =6:

thread, module loops_2

EEEEFEIS & | RBegisters (FPLI
LS E: conoones
BEZ3181F _J ECK &FBRSE1T HMSUCRL

ECK BBEREZ1S
BE331828

EEX BBa8aa8:a
ESF e824FDia
CALL loops_2.8833168600 EE? SSE%EESE
ESI EDI 8333378 loops_

CHP ESI, @A EIF 88331820 loops_
JL SHORT _loops_2. BB3231626 C B ES BRZE S2bit
. HOR ER, EAX F 1 C5 8823 32bit
BEz31637| | . POF ESI A B S5 BeZE abit
AE231635 L. RETH 2 B DS BAZE S2bit
BEZS1AZ3| . 68 B614338R | PUSH loops_2.BE331406 oS @ FS BAss 3zhbit

T @

no&A

=
BEZI1E21|] . BREDEEEE
BEHZ3182E =
BEII1E2F|L . D4FFFFFF
55| 20 =

)
2n] | . 83C4 B4
EEzz1E3E| . 83FE BA
BE331833(] .~7C F1
BEH331835

ESronBzarDIn EE— 55 BEZE 3Zbit

Figure 1.55: OllyDbg: loop body just executed with i =6

9 is the last loop value. That’'s why JL is not triggering after the increment, and the
function will finish:
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[ cPU - main thread, module loops_2

[EEEEFEES [=H

Registers [FPUI
—

MSLICE

loops
loops
2zbit
Zzbit
2zbit
azbit
2zbit
Zzbit

ERROF
[HO T

Figure 1.56: OllyDbg: ESI =10, loop end

x86: tracer

As we might see, it is not very convenient to trace manually in the debugger. That’s

a reason we will try tracer.

We open compiled example in IDA, find the address of the instruction PUSH ESI
(passing the sole argument to f()), which is 0x401026 for this case and we run

the tracer:

tracer.exe -l:loops 2.exe bpx=loops 2.exe!0x00401026

BPX just sets a breakpoint at the address and tracer will then print the state of the

registers.

In the tracer.log, this is what we see:

PID=12884|New process loops 2.

(0) loops 2.exe!0x401026
EAX=0x00a328c8 EBX=0x00000000
ESI=0x00000002 EDI=0x00333378
EIP=0x00331026

FLAGS=PF ZF IF

(0) loops 2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000003 EDI=0x00333378
EIP=0x00331026

FLAGS=CF PF AF SF IF

(0) loops 2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000004 EDI=0x00333378
EIP=0x00331026

FLAGS=CF PF AF SF IF

(0) loops 2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000005 EDI=0x00333378
EIP=0x00331026

exe

ECX=0x6f0f4714
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6T0a5617
EBP=0x0024fbfc

EDX=0x00000000
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8
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FLAGS=CF AF SF IF

(0) loops 2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000006 EDI=0x00333378
EIP=0x00331026

FLAGS=CF PF AF SF IF

(0) loops 2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000007 EDI=0x00333378
EIP=0x00331026

FLAGS=CF AF SF IF

(0) loops 2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000008 EDI=0x00333378
EIP=0x00331026

FLAGS=CF AF SF IF

(0) loops 2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000009 EDI=0x00333378
EIP=0x00331026

FLAGS=CF PF AF SF IF

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6T0a5617
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000eel188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

PID=12884|Process loops 2.exe exited. ExitCode=0 (0x0)

We see how the value of ESI register changes from 2 to 9.

Even more than that, the tracer can collect register values for all addresses within
the function. This is called trace there. Every instruction gets traced, all interesting
register values are recorded.

Then, an IDA.idc-script is generated, that adds comments. So, in the IDA we've
learned that the main() function address is 0x00401020 and we run:

tracer.exe -1:loops 2.exe bpf=loops 2.exe!0x00401020,trace:cc

BPF stands for set breakpoint on function.

As a result, we get the loops 2.exe.idc and loops 2.exe clear.idc scripts.
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We load loops_2.exe.idc into IDA and see:

-text:00461020
.text: 00401020 ; =============== S U B R O UT I HE =======================================
-text:00401020

-text:00401020

.text:004010620 ; int __cdecl main(int argc, const char =xargu, const char s=xenup}
.text:00401828 _main proc near ; CODE XREF: __ tmainCRTStartup+11D}p
-text:00401020
-text:-0604010208 argc
-text:00401020 argu
-text:00481020 envp
.text:00401020
.text:00401020 push esi ; ESI=1
.text:00401021 mnov esi, 2
.text:00401026

-text:00461026 loc_401826:

duword ptr 4
dword ptr 8
dword ptr  OCh

; CODE XREF: _main+13]j

.text:00401026 push esi ; ESI=2..9

.text:a0481027 call sub_4818688 ; tracing nested maxzimum level (1) reached,
.text:a048182C inc esi ; ESI=2..9

.text:00468102D add esp, 4 ; ESP=Bx38fcbc

.text:004081030 cmp esi, BAh ; ESI=3..8xa

.text:004681033 j1 short loc_481826 ; SF=false,true OF=false

.text:88481835 Xor eax, eax

-text:08401837 pop esi

.text:-08481638 retn ; EAX=8

.text:08401838 _main endp

Figure 1.57: IDA with .idc-script loaded

We see that ESI can be from 2 to 9 at the start of the loop body, but from 3 to OxA
(10) after the increment. We can also see that main() is finishing with 0 in EAX.

tracer also generates loops_2.exe.txt, that contains information about how many
times each instruction has been executed and register values:

Listing 1.173: loops_2.exe.txt

0x401020 (.text+0x20), e= 1 [PUSH ESI] ESI=1

0x401021 (.text+0x21), e= 1 [MOV ESI, 2]

0x401026 (.text+0x26), e= 8 [PUSH ESI] ESI=2..9

0x401027 (.text+0x27), e= 8 [CALL 8D1000h] tracing nested maximum v

& level (1) reached, skipping this CALL 8D1000h=0x8d1000

0x40102c (.text+0x2c), e= 8 [INC ESI] ESI=2..9

0x40102d (.text+0x2d), e= 8 [ADD ESP, 4] ESP=0x38fcbc

0x401030 (.text+0x30), e= 8 [CMP ESI, OAh] ESI=3..0xa

0x401033 (.text+0x33), e= 8 [JL 8D1026h] SF=false,true OF=false
0x401035 (.text+0x35), e= 1 [XOR EAX, EAX]

0x401037 (.text+0x37), e= 1 [POP ESI]

0x401038 (.text+0x38), e= 1 [RETN] EAX=0

We can use grep here.

ARM
Non-optimizing Keil 6/2013 (ARM mode)
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main
STMFD  SP!, {R4,LR}
MOV R4, #2
B loc_ 368
loc _35C ; CODE XREF: main+1C
MOV RO, R4
BL printing function
ADD R4, R4, #1
loc 368 ; CODE XREF: main+8
CMP R4, #OxA
BLT loc 35C
MoV RO, #0

LDMFD  SP!, {R4,PC}

Iteration counter i is to be stored in the R4 register. The MOV R4, #2 instruction just
initializes . The MOV RO, R4 and BL printing function instructions compose the
body of the loop, the first instruction preparing the argument for f() function and
the second calling the function. The ADD R4, R4, #1 instruction just adds 1 to the
1 variable at each iteration. CMP R4, #0xA compares : with OxA (10). The next
instruction BLT (Branch Less Than) jumps if i is less than 10. Otherwise, 0 is to be
written into RO (since our function returns 0) and function execution finishes.

Optimizing Keil 6/2013 (Thumb mode)

_main
PUSH {R4,LR}
MOVS R4, #2
loc 132 ; CODE XREF: main+E
MOVS RO, R4
BL printing function
ADDS R4, R4, #1
CMP R4, #0OxA
BLT loc 132
MOVS RO, #0
POP {R4,PC}

Practically the same.

Optimizing Xcode 4.6.3 (LLVM) (Thumb-2 mode)

_main
PUSH {R4,R7,LR}
MOVW R4, #0x1124 ; "%d\n"
MOVS R1, #2
MOVT . W R4, #0
ADD R7, SP, #4
ADD R4, PC
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MoV RO, R4
BLX _printf
MoV RO, R4
MOVS R1, #3
BLX _printf
MoV RO, R4
MOVS R1, #4
BLX _printf
MoV RO, R4
MOVS R1, #5
BLX _printf
MoV RO, R4
MOVS R1, #6
BLX _printf
MoV RO, R4
MOVS R1, #7
BLX _printf
MoV RO, R4
MOVS R1, #8
BLX _printf
MoV RO, R4
MOVS R1, #9
BLX _printf
MOVS RO, #0
POP {R4,R7,PC}

In fact, this was in my f () function:

void printing_ function(int i)

{
};

printf ("Ssd\n", 1i);

So, LLVM not just unrolled the loop, but also inlined my very simple function f (), and
inserted its body 8 times instead of calling it.

This is possible when the function is so simple (like mine) and when it is not called
too much (like here).

ARMG64: Optimizing GCC 4.9.1

Listing 1.174: Optimizing GCC 4.9.1

printing function:

; prepare second argument of printf():
mov wl, w0

; load address of the "f(%d)\n" string
adrp x0, .LCO

add x0, x0, :1012:.LCO
; just branch here instead of branch with link and return:
b printf

main:
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; save FP and LR in the local stack:

stp x29, x30, [sp, -32]!

; set up stack frame:
add x29, sp, 0O

; save contents of X19 register in the local stack:
str x19, [sp,16]

; we will use W19 register as counter.
; set initial value of 2 to it:

mov wl9, 2
.L3:
; prepare first argument of printing_ function():
mov w0, wl9
; increment counter register.
add wl9, wl9, 1
; WO here still holds value of counter value before increment.
bl printing function
; is it end?
cmp wl9, 10
; no, jump to the loop body begin:
bne .L3
; return 0
mov wO, 0O

; restore contents of X19 register:
ldr x19, [sp,16]

; restore FP and LR values:
ldp x29, x30, [sp], 32
ret

.LCO:
.string "f(%d)\n"

ARM64: Non-optimizing GCC 4.9.1

Listing 1.175: Non-optimizing GCC 4.9.1 -fno-inline

.LCO:
.string "f(%d)\n"
printing function:
; save FP and LR in the local stack:

stp x29, x30, [sp, -32]!
; set up stack frame:

add x29, sp, 0O
; save contents of WO register:

str wO, [x29,28]

; Lload address of the "f(%d)\n" string
adrp x0, .LCO

add x0, x0, :1o0l2:.LCO
; reload input value from the local stack to W1l register:
ldr wl, [x29,28]
; call printf()
bl printf
; restore FP and LR values:
1dp x29, x30, [sp], 32
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ret

main:

; save FP and LR in the local stack:
stp x29, x30, [sp, -32]!

; set up stack frame:
add x29, sp, 0O

; initialize counter
mov wo, 2

; store it to the place allocated for it in the local stack:
str wO, [x29,28]

; skip loop body and jump to the loop condition check instructions:
b .L3

.L4:

; load counter value to WO.
; 1t will be the first argument of printing function():
ldr wO, [x29,28]
; call printing_function():
bl printing function
; increment counter value:
ldr wO, [x29,28]
add wl, wo, 1
str wO, [x29,28]
L3:
; loop condition check.
; load counter value:
ldr wO, [x29,28]
; 1s it 97
cmp wo, 9
; less or equal? then jump to loop body begin:
; do nothing otherwise.

ble .L4
; return 0
mov woO, 0
; restore FP and LR values:
ldp x29, x30, [sp], 32
ret

MIPS

Listing 1.176: Non-optimizing GCC 4.4.5 (IDA)

main:

; IDA is not aware of variable names in local stack
; We gave them names manually:

i = -0x10
saved FP = -8
saved RA = -4

; function prologue:
addiu $sp, -0x28
sw $ra, Ox28+saved RA($sp)
sw $fp, 0x28+saved FP($sp)
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move $fp, $sp
; initialize counter at 2 and store this value in local stack

1i $vo, 2

sw $v0, 0x28+i($fp)
; pseudoinstruction. "BEQ $ZERO, $ZERO, loc_9C" there in fact:

b loc 9C

or $at, $zero ; branch delay slot, NOP
loc 80: # CODE XREF: main+48
; load counter value from local stack and call printing function():

lw $a0, 0x28+i($fp)

jal printing function

or $at, $zero ; branch delay slot, NOP
; load counter, increment it, store it back:

lw $v0, 0x28+i($fp)

or $at, $zero ; NOP

addiu $vo, 1

sw $v0, 0x28+i($fp)
loc_9C: # CODE XREF: main+18
; check counter, is it 107

w $v0O, Ox28+i($fp)

or $at, $zero ; NOP

slti $v0O, OxA
; 1f it is less than 10, jump to loc 80 (loop body begin):
bnez $v0, loc 80

or $at, $zero ; branch delay slot, NOP
; finishing, return 0:
move $v0, $zero

; function epilogue:
move $sp, $fp

w $ra, 0x28+saved RA($sp)

w $fp, 0x28+saved FP($sp)

addiu  $sp, 0Ox28

jr $ra

or $at, $zero ; branch delay slot, NOP

The instruction that’s new to us is B. It is actually the pseudo instruction (BEQ).

One more thing

In the generated code we can see: after initializing ¢, the body of the loop is not to
be executed, as the condition for i is checked first, and only after that loop body can
be executed. And that is correct.

Because, if the loop condition is not met at the beginning, the body of the loop must
not be executed. This is possible in the following case:

for (i=0; i<total entries to process; i++)
loop body;

If total_entries_to_process is 0, the body of the loop must not be executed at all.
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This is why the condition checked before the execution.

However, an optimizing compiler may swap the condition check and loop body, if
it sure that the situation described here is not possible (like in the case of our very
simple example and using compilers like Keil, Xcode (LLVM), MSVC in optimization
mode).

1.22.2 Memory blocks copying routine

Real-world memory copy routines may copy 4 or 8 bytes at each iteration, use
SIMD193, vectorization, etc. But for the sake of simplicity, this example is the sim-
plest possible.

#include <stdio.h>

void my memcpy (unsigned char* dst, unsigned char* src, size t cnt)

{
size t i;

for (i=0; i<cnt; i++)

dst[i]=src[i];

};

Straight-forward implementation

Listing 1.177: GCC 4.9 x64 optimized for size (-Os)

my_memcpy:

; RDI = destination address
; RSI = source address

; RDX = size of block

; initialize counter (i) at O

xor eax, eax
L2:
; all bytes copied? exit then:
cmp rax, rdx
je .L5
; Lload byte at RSI+i:
mov cl, BYTE PTR [rsi+rax]
; store byte at RDI+i:
mov BYTE PTR [rdi+rax], cl
inc rax ; i++
jmp .L2
.L5:
ret
Listing 1.178: GCC 4.9 ARM64 optimized for size (-Os)
my_memcpy:

; X0 = destination address

103gjngle Instruction, Multiple Data
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; X1 = source address

; X2 = size of block

; initialize counter (i) at 0
mov x3, 0

L2:

; all bytes copied? exit then:
cmp X3, x2
beq .L5

; load byte at X1+i:

ldrb wd, [x1,x3]
; store byte at XO+i:

strb wd, [x0,x3]

add x3, x3, 1 ; i++
b .L2

.L5:
ret

Listing 1.179: Optimizing Keil 6/2013 (Thumb mode)

my memcpy PROC
; RO = destination address
: Rl = source address

; R2 = size of block
PUSH {rd4,1r}
; initialize counter (i) at 0
MOVS r3,#0
; condition checked at the end of function, so jump there:
B |LO.12|
|LO.6|
; load byte at R1+i:
LDRB rd,[rl,r3]
; store byte at RO+i:
STRB r4,[r0,r3]
;i
ADDS r3,r3,#1
[LO.12|
; i<size?
CMP r3, r2
; jump to the loop begin if its so:
BCC |LO.6|
POP {r4,pc}
ENDP

ARM in ARM mode
Keil in ARM mode takes full advantage of conditional suffixes:

Listing 1.180: Optimizing Keil 6/2013 (ARM mode)

my memcpy PROC
; RO = destination address
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; R1
;7 R2

source address
size of block

; initialize counter (i) at 0

MOV r3,#0
|LO.4|
; all bytes copied?
CMP r3,r2

; the following block is executed only if less than condition,
; i.e., if R2<R3 or i<size.
; Lload byte at RI1+i:
LDRBCC ri2,[ri1,r3]
; store byte at RO+i:
STRBCC ri2,[ro, r3]
HE =
ADDCC r3,r3,#1
; the last instruction of the conditional block.
; jump to loop begin if i<size
; do nothing otherwise (i.e., if i>=size)

BCC |LO.4|
; return

BX 1r

ENDP

That’s why there is only one branch instruction instead of 2.

MIPS

Listing 1.181: GCC 4.4.5 optimized for size (-Os) (IDA)
my_memcpy:
; jump to loop check part:

b loc 14
; initialize counter (i) at ©0
; it will always reside in $vO:
move $v0, $zero ; branch delay slot

loc 8: # CODE XREF: my memcpy+1C
; load byte as unsigned at address in $t0 to $vl:
lbu $vl, 0($t0)
; increment counter (i):
addiu $vo, 1
; store byte at $a3
sb $vl, 0(%a3)

loc_14: # CODE XREF: my memcpy
; check if counter (i) in $vO is still less then 3rd function argument ("cnt"
in $a2):
sltu $vl, $vO, $a2
; form address of byte in source block:
addu $t0, $al, $vO
; $t0 = $al+$v0 = src+i
; jump to loop body if counter sill less then "cnt":
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bnez $vl, loc 8
; form address of byte in destination block ($a3 = $a0+$v0 = dst+i):
addu $a3, $a0d, $vO ; branch delay slot
; finish if BNEZ wasnt triggered:
jr $ra
or $at, $zero ; branch delay slot, NOP

Here we have two new instructions: LBU (“Load Byte Unsigned”) and SB (“Store
Byte”).

Just like in ARM, all MIPS registers are 32-bit wide, there are no byte-wide parts like
in x86.

So when dealing with single bytes, we have to allocate whole 32-bit registers for
them.

LBU loads a byte and clears all other bits (“Unsigned”).

On the other hand, LB (“Load Byte”) instruction sign-extends the loaded byte to a
32-bit value.

SB just writes a byte from lowest 8 bits of register to memory.

Vectorization

Optimizing GCC can do much more on this example: 1.36.1 on page 522.

1.22.3 Condition check

It’s important to keep in mind that in for() construct, condition is checked not at
the end, but at the beginning, before execution of loop body. But often, it's more
convenient for compiler to check it at the end, after body. Sometimes, additional
check can be appended at the beginning.

For example:

#include <stdio.h>

void f(int start, int finish)
{
for (; start<finish; start++)
printf ("%d\n", start);
b

Optimizing GCC 5.4.0 x64:

f:

; check condition (1):
cmp edi, esi
jge .L9
push rbp
push rbx
mov ebp, esi
mov ebx, edi
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sub rsp, 8
.L5:
mov edx, ebx
xor eax, eax
mov esi, OFFSET FLAT:.LCO ; "%d\n"
mov edi, 1
add ebx, 1
call __printf_chk
; check condition (2):
cmp ebp, ebx
jne .L5
add rsp, 8
pop rbx
pop rbp
.L9:
rep ret

We see two checks.

Hex-Rays (at least version 2.2.0) decompiles this as:

void  cdecl f(unsigned int start, unsigned int finish)

{
unsigned int v2; // ebx@2
__int64 v3; // rdx@3

if ( (signed int)start < (signed int)finish )

{
v2 = start;
do
{
V3 = V2++;
_printf_chk(1LL, "sd\n", v3);
while ( finish != v2 );
}

In this case, do/while() can be replaced by for() without any doubt, and the first check
can be removed.

1.22.4 Conclusion

Rough skeleton of loop from 2 to 9 inclusive:

Listing 1.182: x86

mov [counter], 2 ; initialization
jmp check
body:
; Loop body
; do something here
; use counter variable in local stack

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!



https://yurichev.com/contact.html
https://yurichev.com/contact.html

251

add [counter], 1 ; increment
check:

cmp [counter], 9

jle body

The increment operation may be represented as 3 instructions in non-optimized
code:

Listing 1.183: x86

MOV [counter], 2 ; initialization
JIMP check
body:
; Loop body
; do something here
; use counter variable in local stack
MOV REG, [counter] ; increment

INC REG

MOV [counter], REG
check:

CMP [counter], 9

JLE body

If the body of the loop is short, a whole register can be dedicated to the counter
variable:

Listing 1.184: x86

MOV EBX, 2 ; initialization
JMP check
body:
; Loop body
; do something here
; use counter in EBX, but do not modify it!
INC EBX ; increment
check:
CMP EBX, 9
JLE body

Some parts of the loop may be generated by compiler in different order:

Listing 1.185: x86

MOV [counter], 2 ; initialization
JMP label check
label increment:
ADD [counter], 1 ; increment
label check:
CMP [counter], 10
JGE exit
; Loop body
; do something here
; use counter variable in local stack
JMP label increment
exit:
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Usually the condition is checked before loop body, but the compiler may rearrange
it in a way that the condition is checked after loop body.

This is done when the compiler is sure that the condition is always true on the first
iteration, so the body of the loop is to be executed at least once:

Listing 1.186: x86

MOV REG, 2 ; initialization
body:
; Loop body
; do something here
; use counter in REG, but do not modify it!
INC REG ; increment
CMP REG, 10
JL body

Using the LOOP instruction. This is rare, compilers are not using it. When you see it,
it's a sign that this piece of code is hand-written:

Listing 1.187: x86

; count from 10 to 1

MOV ECX, 10
body:
; Loop body
; do something here
; use counter in ECX, but do not modify it!
LOOP body
ARM.

The R4 register is dedicated to counter variable in this example:
Listing 1.188: ARM

MOV R4, 2 ; initialization
B check
body:
; loop body
; do something here
; use counter in R4, but do not modify it!
ADD R4,R4, #1 ; increment
check:
CMP R4, #10
BLT body

1.22.5 Exercises
* http://challenges.re/54
* http://challenges.re/55
e http://challenges.re/56
* http://challenges.re/57
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1.23 More about strings

1.23.1 strien()

Let’s talk about loops one more time. Often, the strlen() function %4 is imple-
mented using a while() statement. Here is how it is done in the MSVC standard
libraries:

int my strlen (const char * str)

{
const char *eos = str;
while( *eos++ ) ;
return( eos - str - 1 );
}
int main()
{
// test
return my strlen("hello!");
+
x86

Non-optimizing MSVC

Let’'s compile:

_eos$ = -4 ; size = 4
_str$ =8 ; size = 4
_strlen PROC
push ebp
mov ebp, esp
push ecx
mov eax, DWORD PTR str$[ebp] ; place pointer to string from "str"
mov DWORD PTR eos$[ebp], eax ; place it to local variable "eos"
$LN2@strlen :
mov ecx, DWORD PTR eos$[ebp] ; ECX=eos

; take 8-bit byte from address in ECX and place it
; as 32-bit value to EDX with sign extension

movsx edx, BYTE PTR [ecX]

mov eax, DWORD PTR eos$[ebp] ; EAX=eos

add eax, 1 ; increment EAX

mov DWORD PTR _eos$[ebp]l, eax ; place EAX back to "eos"
test edx, edx ; EDX is zero?

je SHORT $LNl@strlen_ ; yes, then finish loop
jmp SHORT $LN2@strlen_ ; continue loop

104counting the characters in a string in the C language
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$LN1@strlen :
; here we calculate the difference between two pointers

mov eax, DWORD PTR _eos$[ebp]
sub eax, DWORD PTR str$[ebp]

sub eax, 1 ; subtract 1 and return result
mov esp, ebp

pop ebp

ret 0

_strlen_ ENDP

We get two new instructions here: MOVSX and TEST.

The first one—M0OVSX—takes a byte from an address in memory and stores the value
in a 32-bit register. MOVSX stands for MOV with Sign-Extend. MOVSX sets the rest of
the bits, from the 8th to the 31th, to 1 if the source byte is negative or to 0 if is
positive.

And here is why.

By default, the char type is signed in MSVC and GCC. If we have two values of
which one is char and the other is int, (int is signed too), and if the first value con-
tain -2 (coded as 0xFE) and we just copy this byte into the int container, it makes
0x000000FE, and this from the point of signed int view is 254, but not -2. In signed
int, -2 is coded as OXFFFFFFFE. So if we have to transfer OXFE from a variable of char
type to int, we have to identify its sign and extend it. That is what MOVSX does.

It’s hard to say if the compiler needs to store a char variable in EDX, it could just take
a 8-bit register part (for example DL). Apparently, the compiler’s register allocator
works like that.

Then we see TEST EDX, EDX. You can read more about the TEST instruction in the
section about bit fields (1.28 on page 382). Here this instruction just checks if the
value in EDX equals to 0.

Non-optimizing GCC

Let's try GCC 4.4.1:

public strlen

strlen proc near
eos = dword ptr -4
arg 0 = dword ptr 8
push ebp
mov ebp, esp
sub esp, 10h
mov eax, [ebp+arg 0]
mov [ebp+eos], eax

loc_80483F0:
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mov eax, [ebp+eos]
movzx  eax, byte ptr [eax]
test al, al
setnz al
add [ebp+eos], 1
test al, al
jnz short loc_ 80483F0
mov edx, [ebp+eos]
mov eax, [ebp+arg 0]
mov ecx, edx
sub ecx, eax
mov eax, ecx
sub eax, 1
leave
retn

strlen endp

The result is almost the same as in MSVC, but here we see MOVZX instead of MOVSX.
MOVZX stands for MOV with Zero-Extend. This instruction copies a 8-bit or 16-bit
value into a 32-bit register and sets the rest of the bits to 0. In fact, this instruction
is convenient only because it enable us to replace this instruction pair:

xor eax, eax / mov al, [...].

On the other hand, it is obvious that the compiler could produce this code:

mov al, byte ptr [eax] / test al, al—itisalmostthe same, however, the high-
est bits of the EAX register will contain random noise. But let’s think it is compiler’s
drawback—it cannot produce more understandable code. Strictly speaking, the com-
piler is not obliged to emit understandable (to humans) code at all.

The next new instruction for us is SETNZ. Here, if AL doesn’t contain zero, test al,
al sets the ZF flag to 0, but SETNZ, if ZF==0 (NZ stands for not zero) sets AL to
1. Speaking in natural language, if AL is not zero, let’s jump to loc 80483F0. The
compiler emits some redundant code, but let’'s not forget that the optimizations are
turned off.

Optimizing MSVC

Now let’s compile all this in MSVC 2012, with optimizations turned on (/0x):
Listing 1.189: Optimizing MSVC 2012 /Ob0

_str$ =8 ; size = 4
_strlen PROC
mov edx, DWORD PTR str$[esp-4] ; EDX -> pointer to the string
mov eax, edx ; move to EAX
$LL2@strlen:
mov cl, BYTE PTR [eax] ; CL = *EAX
inc eax i EAX++
test cl, cl ; CL==07
jne SHORT $LL2@strlen ; no, continue loop
sub eax, edx ; calculate pointers difference
dec eax ; decrement EAX
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ret 0
_strlen ENDP

Now it is all simpler. Needless to say, the compiler could use registers with such
efficiency only in small functions with a few local variables.

INC/DEC—are increment/decrement instructions, in other words: add or subtract 1
to/from a variable.
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Optimizing MSVC + OllyDbg

We can try this (optimized) example in OllyDbg. Here is the first iteration:

PU - main thread, module ex1

JHE SHDI’?EXEHSEHBBS

MOL EDG, DWORD PTR S2: [ARGE. 11 a | Begisters (MHH)

=10lx|

ESF AE3EFF2A
EEF BOZEFFo4
ESI AEEREEE1
EDI BoEoaEaa

G2 BEZE 22bit

MOL ER, EOH — ™ v
HMOW CL,EYTE FTR DS:[EAX] EE§ géggggaa FEELL Thetler
INC_EHX T |ED: Bizzge06 ASCII “hellot”
TEST CL,CL EE: BOEEEEDE

EIF @122i80e exl. 01221608

81 FFFFFFFF)
B FFFFFFFF)

FEFDDBEELFFF]
B{FFFFFFFF)

LastErr BOEEEE0E ERROR_SUCCESS

G1321A1C ~ || EFL ©oe@az4s |HO,HE,E,BE, NS, FE, GE, LE)
[513550081=68 (" h'] af rHe cooe sose seen ooEo
R s
Mg rom
Loop BiZ81686: loop wariable ERX(+1) MHE GERG POGR GRAE HEED
Tl 4 GEDA DOBR BAGE HEED
Address ASCIT (AMSI - & Ca132182A| #k2A RETURH"From e:_-e_l.B -
F1o00000, 68 65 6L 6L GF 21 G000 61 00 00 00 A0 A0 00 08 hello! @ QESBFFad|Fulzzzngg) ganiAscll Uhel Lot
Sioaoal IR E R papu—) Ba2EFFza(La1 38 122F | ~280| RETURN from exl.
£1302620| A PO GO BR BR BR GO GO G1 O 02 A8 PO OF 5@ OO 8 pA |BRSERFEC| pEmaEEallE
51252626 E5 CD €0 0P| 60 BB 0O 0O 00 90 OO PO BO B0 0D 0| u=" SREEEFEN| Bacmabia|ndl
51252045 B 9O B0 GR BR BA GA GO 00 O3 0 OO AS AY 0D OO GRSERESd| GoemchEs W
F1Z52656| R PO BA BR BR BR B0 GO G0 A0 PO AG BB BB OB OO QRIEFEZS| dandelEE)waa
G1352050| P PO B0 GO BR BR BA GO 00 O3 0 A0 AS AR 0D OO gogEREaC| aosoaaon
F1Z52676| DR PR BA 0P BR BR B0 GO A0 A AO PG BB AR OB OO gogbFEan)| opmoaoan) .
£1352620| P PO B0 GO BA BA BA GO 00 03 0 OO AD A9 0D OO DOSERF4d| CEFDEDD) oo
F1Z526596| R PR BA 0P BR BR G0 GO A0 A AO PG AB BB OB OO goIbFrds)| pommamndl
51355605 B9 B9 BO B9 GO PD DR BO PO 0O 0O PO BE DO 0D QD CoSBFFAL| BRSEFFSE|E
F1Z526R6| R PR BR BR BR BR G0 GO G0 G PO AG BB BB OB OO QoIERFEA| 2omEaEll = | eainter « © sf
£1ZE3600| 6 ER BE 8O 8O B3 BB 0O BE 00 0B DO PO 0D 0P 09 bl e e gtpten tOoneERt Sl
Figure 1.58: OllyDbg: first iteration start

We see that OllyDbg found a loop and, for convenience, wrapped its instructions in
brackets. By clicking the right button on EAX, we can choose “Follow in Dump” and
the memory window scrolls to the right place. Here we can see the string “hello!” in
memory. There is at least one zero byte after it and then random garbage.

If OllyDbg sees a register with a valid address in it, that points to some string, it is
shown as a string.
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Let’'s press F8 (step over) a few times, to get to the start of the body of the loop:

[ cPu - main thread, module ex1 =10l x|

£ ZBEdZ4 B4 ters [MHEL
BISSSEEL ASCIT el lot™ |

EDY 31333533 BECTT "hel lot”

|»

ED¥
MOU CL,EYTE PTR DS:LEAR]
IR 5] IMC ERX

G1221869 TEST CL,CL

a1aa1aee|| - JHZ SHORT @1331886 EEn poommeen

a12e1ea0|| - SUE ERX, EDX Eik Aonrres

aiZgiear|| -

AL ESI G@EEEG]

ST EDT BOQBEE6Es

B12E1E12 EIF B1ZS1886 exl.@1351006

aiss1a13 C @ ES G82E 22bit BLFFFFFFFF)

G12216814 !

e F B C5 BEZ2 Zzhit BLFFFFFFFF)

Alaeinie A @ S5 G8ZE 22bit BLFFFFFFFF)

T 7 B DS BEZE Zzhit BLFFFFFFFF)

Alieinin @ FS G853 22bit PEFOOBEACFFF] —
19 BS @26 S2bit GCFFFFRFFF)

R 08 LastErr PEBEEEER ERROR_SUCCESS

G1221E1C * | EFL @@emazEz (HO,ME, HE, A, NS, PO, GE, G

[B13230811=65 (") S MME EE0E QEEE BODE GE60

CL=E& ('h") — HHl GEER GERG BEGE BREE

dupp from 1351068 HMEZ BEGE BEEE BEGE BEOD

Loop 81221806: loop variable ERKO+1) i g ]

BEHE GEEE BE0E HOE0 il

Addres= |Hex dump ASCIT (ANST — CO135102A] # kB[ RETURN from =xl.8
O1o0o000 | B 65 6L BL| GF 21 O Oh Gl 00 00 60 66 0f 00 68| Hello? B gggg,’;’igg g%gg?ggg /233 EE%&:H ';ello? e
@1%&3616| FE FF FF FF|FF FF FF FF|SA 93 9F 44|75 &F &0 EB|s KPADuoT| BAZEFEZEI LAl setact) o rom el
A13E3020| BE BE QP OO BE BE R OB 01 G G0 06| 7B OF GO A0 o pA  |SRSEFRSC| HEOREReLl g,

B1ZE3636| ES CO &0 0G| B0 @G 0F OB G0 A0 0D OD| @D A0 GO @O|w=" CoaeFraal Gecechea|na.

A13E33040| A0 BR 0P OO BE B OR OB GF B OO OD| 0D BE GO A0 Soanrean| Gapdrce|woan

A1ZE3650| A0 G0 MO OB BD @G DR OB GO A0 0D OD| GO AD GO @O BOsEFFar| soooomam|

Q133060 B0 B R OO BE B OR OB GO B OO0 OD| 0D BE GO A0 oaanreaal aomaoman

B1ZE3670| B0 OO OO OO BO DO 0D 0D GO BO 0D OD| GD BD DO OO SoaorF4d| SEFoEaae

Q1333050 B0 R OF 00| BE BB DR OB OO BE DD OD| 0D BE GO A0 oaanrras| aemacaan

BIZE3E00| B0 D5 0P DD BO DO 0D 0D GO BO DD OD| GD BD DO OO ooaerr4c| oooerrae|a
e e R EE == 2 .
QISESOCH| @R G GF 00 GF R 98 06| OF DD B8 G808 G0 0B O | D92EFFE4( Q@2EFFAG W

Figure 1.59: OllyDbg: second iteration start

We see that EAX contains the address of the second character in the string.
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We have to press F8 enough number of times in order to escape from the loop:

EVEEIEEEINE
B

Blagiaic

SBE424 B4
2BCZ

SARS

MOL EDK, OWORD PTR S5: [ARG.11
MOL - E|

MU CL,EYTE PTR DS:[EAX]
INC_ERH
TEST CL,CL
JHMZ SHORT B1221608&

SUB ERX,EDH

RASCII

-

ERX=exl.B1

EDX=ex1,B122306@, ASCII "hellot™
282987

Address

B1222620
1333828
B1222640
1333858
B12226050
B1233a878
B1222620
A1333898
B1222anE
B1233AER
B1222a0E

juis)
EZ
juls)
a8
juls)
aa
juls)
aa
juls)
aa
G

ASCII (ANSI —

Hex dump
B12E2E0E E8) 65 &L &L &F 21- ]
@1322816| FE FF FF FF|FF FF PP FF &

higllct B
56 BE| = EPAD0 o
8 pA

=]

[E cru - main thread, module ex1

Mt

=101 ]

-

e enl bl

B1333080
S EEE HEE
BAZEFF28
BEZEFFed
BERAARE1
SR EHEEHEHE

B1221060

ES
cZ
S5
0z
FS
52

22bit
22bit
22bit

LastErr
HEAEEZAE

BEEE QEGE AREE
BEEE QEDE B0EE
BEEE QEGE AREE
BEEE QEDE B0EE

s g T g e ]

LI
ASCIT "hellot™

exl.@12216060

B FFFFFFFF)
B FFFFFFFF)
BiFFFFFFFF)
BLFFFFFFFF)
FEFODGEELFFF]
B{FFFFFFFF)

BEEEE0EE ERROR_SUCCESS
(MO, HE, E, BE, NS, FE, GE,LE]

caizeiez
A1223808
@ls2izzF
BEARAREAL
BEEEAOF 7E
BACACOES
44H4SFEE

TEFOE@RE
GEEAEEEG
BAZBFF22
GBEEAEESD
BAZBFFAG
41 109

Fointer to nedt Sl

Figure 1.60: OllyDbg: pointers difference to be calculated now

We see that EAX now contains the address of zero byte that’s right after the string
plus 1 (because INC EAX was executed regardless of whether we exit from the loop
or not). Meanwhile, EDX hasn’t changed, so it still pointing to the start of the string.

The difference between these two addresses is being calculated now.
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The SUB instruction just got executed:

E CPU - main thread, module ex1

=10l

DISCIOCCTEE SEEded 64 |00 EDE, DWORD PTR 553 (ARG, 1] = [Fegizters (M)
> 5AGE HOW CL,EVTE FTR DS: [EAR] En TonaoaEnT
- 4 IHC_ER% - " "
4 [TEST o oL ELb 01353660 ASCIT "hellot
- 75 F3 JNESHORT @13@1086 EEn poonERan
zpce SUB ER.EDx EEF @83EFF5d
= 2o EST DEGGEEEL
2 RETH EO0T DOBGOEGE
£t IHTS EIF D12210GF cxl.0129100F
EE e C B ES 8826 S2bit BIFFFFFFFF)
£ me= F 8 C5 0922 23bit OUFFFFFFFF
EE e SS BECE 32bit B(FFFFFFFF)
e mee DS BEZE 3Zbit BiFFFFFFFE
EE e FS BECD 32hit EFODGEALFFF)
= mee B8 BEZE 3Zbit BOFFFFFFFF
£ mee LastErr GEEROEEE ERROR_SUCCESS
EFEETE it IHTS - BEAGE2GZ (MO, NE, ME, A, NS, PO, GE, 6)
ERH=7 a G086 B05E GROE GHE0
— BEED GOGH HEGE GEGE
BOED DORO QOOE COaE
BEE0 GOGE HEGE GHGE
= BOED BORO QRDE_C0aa
Pddrez= |Her dump ASCII (AHSI - a CB135182A| #kai RETURN"From e:_-e_l.B -
BL303606( 68 65 6C 6C) 6F 21 B9 08|61 00 00 60 60 68 08 OB hello! O gosERRad|[Aissooe) BealReCll Mhellett o
©1353@16|FE FF FF FF|FF FF FF FF|3A 30 3F 44|75 &6F &0 BE|s KPADUG™ CooErrer | panmaned | A ror &l
BIS5620( 66 BB BB 0E| 00 BE B0 06|81 B0 GO 60| 7D SF £0 OB o pA |2ASERFeC| Bodaomal)ho,
BISE2E36(ES CO &0 06| BB 0O OO 60|63 B0 0O G0 B0 BO GO 06| =" e I
BIS55040( B0 68 6O 0B| 06 B8 B0 00|08 B0 DO 60| 65 6O OO O DOSERFSd| GoemchES W
BISESECH( B0 08 GO 06|06 BR OO GO BR GO DO G0 65 B OO G6 QRIEFEZS| ddndefEE)wan
B13926E0( @9 00 O 0G| 0O 0R DO 0G| 99 0D DR G0| 0D AY GO OB DoSEFFSL| Dooonnaa
BISESETE( B0 B8 6O 06|06 BR OO GO BR B0 DO GO 6D B OO G6 gogbFEdn)| opmoaoan) .
B1392650( @9 00 O 0G| 0O 0R O DO| 9O 0D R 00| 09 AY OO OB QRIERFad| SERDCEDE| =
BISE5G00( B0 BB GO GO|G6 BR OO 06| BR 6O DO G5 65 AG OO Go gogEFrds) pommanmd)
B13926A0( @9 00 O 0G| 0O 0R O DG| 9O 0D R G0| 0D AY OO OB gJRIERFAL| paoErPoE|E
BISESGEG( B0 B8 GO GO| GO BR OO 06| BB 6O DO G5 65 6O 0O Go GRIERFER| 2omaisll = | eainter + . of
D1ZE2ECE| BE BE B9 0| GE GR 00 B0 B0 00 BO B0 BD BB 05 0D hdl e giptes TO NERT Sl

The difference of pointers is in the EAX register now—7.

Figure 1.61: OllyDbg: EAX to be decremented now

Indeed, the length of the

“hello!” string is 6, but with the zero byte included—7. But strlen() must return
the number of non-zero characters in the string. So the decrement executes and
then the function returns.

Optimizing GCC

Let’s check GCC 4.4.1 with optimizations turned on (-03 key):

strlen

arg 0

loc 8048418:

public strlen

proc near
= dword ptr 8

push ebp

mov ebp, esp

mov ecx, [ebp+arg 0]
mov eax, ecx

movzx  edx, byte ptr [eax]
add eax, 1

test dl, dl

jnz short loc 8048418
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not ecx
add eax, ecx
pop ebp
retn
strlen endp

Here GCC is almost the same as MSVC, except for the presence of MOVZX. However,
here MOVZX could be replaced with
mov dl, byte ptr [eax].

Perhaps it is simpler for GCC’s code generator to remember the whole 32-bit EDX
register is allocated for a char variable and it then can be sure that the highest bits
has no any noise at any point.

After that we also see a new instruction—NOT. This instruction inverts all bits in the
operand.

You can say that it is a synonym to the XOR ECX, Offffffffh instruction. NOT and
the following ADD calculate the pointer difference and subtract 1, just in a different
way. At the start ECX, where the pointer to str is stored, gets inverted and 1 is
subtracted from it.

In other words, at the end of the function just after loop body, these operations are
executed:

ecx=str;
eax=eo0s;
ecx=(-ecx)-1;
eax=eax+ecx
return eax

... and this is effectively equivalent to:

ecx=str;
eax=eo0s;
eax=eax-ecx;
eax=eax-1;
return eax

Why did GCC decide it would be better? Hard to guess. But perhaps the both variants
are equivalent in efficiency.

ARM
32-bit ARM

Non-optimizing Xcode 4.6.3 (LLVM) (ARM mode)

Listing 1.190: Non-optimizing Xcode 4.6.3 (LLVM) (ARM mode)

_strlen
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-8
-4

eos
str

SUB SP, SP, #8 ; allocate 8 bytes for local variables
STR RO, [SP,#8+str]
LDR RO, [SP,#8+str]
STR RO, [SP,#8+eos]

loc 2CB8 ; CODE XREF: strlen+28
LDR RO, [SP,#8+eos]
ADD R1, RO, #1
STR R1, [SP,#8+eo0s]
LDRSB RO, [RO]
CMP RO, #0
BEQ loc_2CD4
B loc_2CB8

loc _2CD4 ; CODE XREF: strlen+24
LDR RO, [SP,#8+eos]
LDR R1, [SP,#8+str]
SUB RO, RO, R1 ; RO=eos-str
SUB RO, RO, #1 ; RO=RO-1
ADD SP, SP, #8 ; free allocated 8 bytes
BX LR

Non-optimizing LLVM generates too much code, however, here we can see how the
function works with local variables in the stack. There are only two local variables
in our function: eos and str. In this listing, generated by IDA, we have manually
renamed var 8 and var 4 to eos and str.

The first instructions just saves the input values into both str and eos.
The body of the loop starts at label loc 2CBS8.

The first three instruction in the loop body (LDR, ADD, STR) load the value of eos into
RO. Then the value is incremented and saved back into eos, which is located in the
stack.

The next instruction, LDRSB RO, [RO] (“Load Register Signed Byte"”), loads a byte
from memory at the address stored in RO and sign-extends it to 32-bit 195. This is
similar to the MOVSX instruction in x86.

The compiler treats this byte as signed since the char type is signed according to
the C standard. It was already written about it (1.23.1 on page 254) in this section,
in relation to x86.

It has to be noted that it is impossible to use 8- or 16-bit part of a 32-bit register in
ARM separately of the whole register, as it is in x86.

Apparently, it is because x86 has a huge history of backwards compatibility with its
ancestors up to the 16-bit 8086 and even 8-bit 8080, but ARM was developed from
scratch as a 32-bit RISC-processor.

105The Keil compiler treats the char type as signed, just like MSVC and GCC.
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Consequently, in order to process separate bytes in ARM, one has to use 32-bit
registers anyway.

So, LDRSB loads bytes from the string into RO, one by one. The following CMP and
BEQ instructions check if the loaded byte is 0. If it's not 0, control passes to the start
of the body of the loop. And if it's 0, the loop ends.

At the end of the function, the difference between eos and str is calculated, 1 is
subtracted from it, and resulting value is returned via RO.

N.B. Registers were not saved in this function.

That's because in the ARM calling convention registers R0-R3 are “scratch registers”,
intended for arguments passing, and we’re not required to restore their value when
the function exits, since the calling function will not use them anymore. Conse-
quently, they may be used for anything we want.

No other registers are used here, so that is why we have nothing to save on the
stack.

Thus, control may be returned back to calling function by a simple jump (BX), to the
address in the LR register.

Optimizing Xcode 4.6.3 (LLVM) (Thumb mode)

Listing 1.191: Optimizing Xcode 4.6.3 (LLVM) (Thumb mode)

_strlen
MoV R1, RO
loc 2DF6
LDRB.W R2, [R1],#1
CMP R2, #0
BNE loc_2DF6
MVNS RO, RO
ADD RO, R1
BX LR

As optimizing LLVM concludes, eos and str do not need space on the stack, and can
always be stored in registers.

Before the start of the loop body, str is always in RO, and eos—in R1.

The LDRB.W R2, [R1l],#1 instruction loads a byte from the memory at the address
stored in R1, to R2, sign-extending it to a 32-bit value, but not just that. #1 at the
instruction’s end is implies “Post-indexed addressing”, which means that 1 is to be
added to R1 after the byte is loaded. Read more about it: 1.39.2 on page 555.

Then you can see CMP and BNE!%® in the body of the loop, these instructions continue
looping until 0 is found in the string.

106(powerPC, ARM) Branch if Not Equal
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MVNS97 (inverts all bits, like NOT in x86) and ADD instructions compute eos — str - 1. In
fact, these two instructions compute R0 = str + eos, which is effectively equivalent
to what was in the source code, and why it is so, was already explained here (1.23.1
on page 261).

Apparently, LLVM, just like GCC, concludes that this code can be shorter (or faster).

Optimizing Keil 6/2013 (ARM mode)

Listing 1.192: Optimizing Keil 6/2013 (ARM mode)

_strlen
MoV R1, RO

loc_2C8
LDRB R2, [R1],#1
CMP R2, #0
SUBEQ RO, R1l, RO
SUBEQ RO, RO, #1
BNE loc 2C8
BX LR

Almost the same as what we saw before, with the exception that the str — cos - 1
expression can be computed not at the function’s end, but right in the body of the
loop. The -EQ suffix, as we may recall, implies that the instruction executes only if
the operands in the CMP that has been executed before were equal to each other.
Thus, if RO contains 0, both SUBEQ instructions executes and result is left in the RO
register.

ARM64

Optimizing GCC (Linaro) 4.9

my strlen:
mov x1l, x0
; X1 is now temporary pointer (eos), acting like cursor
.L58:
; load byte from X1 to W2, increment X1 (post-index)
ldrb w2, [x1],1
; Compare and Branch if NonZero: compare W2 with 0,
; jump to .L58 if it is not
cbnz w2, .L58
; calculate difference between initial pointer
; in X0 and current address in X1

sub x0, x1, x0
; decrement lowest 32-bit of result
sub wO, wO, #1

107MoVe Not
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ret

The algorithm is the same as in 1.23.1 on page 255: find a zero byte, calculate the
difference between the pointers and decrement the result by 1. Some comments
were added by the author of this book.

The only thing worth noting is that our example is somewhat wrong:
my strlen() returns 32-bit int, while it has to return size t or another 64-bit type.

The reason is that, theoretically, strlen() can be called for a huge blocks in memory
that exceeds 4GB, so it must able to return a 64-bit value on 64-bit platforms.

Because of my mistake, the last SUB instruction operates on a 32-bit part of register,
while the penultimate SUB instruction works on full the 64-bit register (it calculates
the difference between the pointers).

It’'s my mistake, it is better to leave it as is, as an example of how the code could
look like in such case.

Non-optimizing GCC (Linaro) 4.9

my strlen:

; function prologue
sub sp, sp, #32

; first argument (str) will be stored in [sp,8]
str x0, [sp,8]
ldr x0, [sp,8]

; copy "str" to "eos" variable

str x0, [sp,24]
nop
.L62:
; €e0S++
ldr x0, [sp,24] ; load "eos" to XO
add x1, x0, 1 ; increment X0
str x1, [sp,24] ; save X0 to "eos"

; Load byte from memory at address in X0 to WO
ldrb wO, [x0]
; is it zero? (WZR is the 32-bit register always contain zero)

cmp wl, wzr
; jump if not zero (Branch Not Equal)
bne .L62

; zero byte found. now calculate difference.
; load "eos" to X1

ldr x1, [sp,24]
; load "str" to X0

1dr x0, [sp,8]
; calculate difference

sub x0, x1, x0
; decrement result

sub wO, wO, #1
; function epilogue

add sp, sp, 32
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ret

It’s more verbose. The variables are often tossed here to and from memory (local
stack). The same mistake here: the decrement operation happens on a 32-bit regis-
ter part.

MIPS
Listing 1.193: Optimizing GCC 4.4.5 (IDA)

my strlen:
; "eos" variable will always reside in $v1l:

move $vl, $a0
loc 4:
; load byte at address in "eos" into $al:

1b $al, 0($vl)

or $at, $zero ; load delay slot, NOP

; 1f loaded byte is not zero, jump to loc 4:
bnez $al, loc 4
" anyway:
addiu $vl, 1 ; branch delay slot
; Lloop finished. invert "str" variable:
nor $v0, $zero, $ad

; increment "eos

; $vO=-str-1
jr $ra

; return value = $vl + $vO = eos + ( -str-1 ) = eos - str - 1
addu $v0O, $vl, $vO ; branch delay slot

MIPS lacks a NOT instruction, but has NOR which is OR + NOT operation.

This operation is widely used in digital electronics'®®. For example, the Apollo Guid-
ance Computer used in the Apollo program, was built by only using 5600 NOR gates:
[Jens Eickhoff, Onboard Computers, Onboard Software and Satellite Operations: An
Introduction, (2011)]. But NOR elementisn’t very popular in computer programming.

So, the NOT operation is implemented here as NOR DST, $ZERO, SRC.

(Bitwise inverting a sighed number is the same as changing its sign and subtracting
1 from the result.)

So what NOT does here is to take the value of str and transform it into —str — 1. The
addition operation that follows prepares result.

1.23.2 Boundaries of strings

It's interesting to note, how parameters are passed into win32 GetOpenFileName()
function. In order to call it, one must set list of allowed file extensions:

OPENFILENAME *LPOPENFILENAME;

108NOR is called “universal gate”
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char * filter = "Text files (*.txt)\0*.txt\OMS Word files (*.doc)v
& \0*.doc\0O\0";

LPOPENFILENAME = (OPENFILENAME *)malloc(sizeof(OPENFILENAME));

LPOPENFILENAME->1pstrFilter = filter;

if(GetOpenFileName (LPOPENFILENAME))
{

What happens here is that list of strings are passed into GetOpenFileName(). It is
not a problem to parse it: whenever you encounter single zero byte, this is an item.
Whenever you encounter two zero bytes, this is end of the list. If you will pass this
string into printf (), it will treat first item as a single string.

So this is string, or...? It's better say this is buffer containing several zero-terminated
C-strings, which can be stored and processed as a whole.

Another example is strtok() function. It takes a string and write zero bytes in the
middle of it. It thus transforms input string into some kind of buffer, which has
several zero-terminated C-strings.

1.24 Replacing arithmetic instructions to other ones

In the pursuit of optimization, one instruction may be replaced by another, or even
with a group of instructions. For example, ADD and SUB can replace each other: line
18 in listing.3.122.

For example, the LEA instruction is often used for simple arithmetic calculations: .1.6
on page 1299.

1.24.1 Multiplication
Multiplication using addition

Here is a simple example:

unsigned int f(unsigned int a)

{
+

return a*8;

Multiplication by 8 is replaced by 3 addition instructions, which do the same. Appar-
ently, MSVC’s optimizer decided that this code can be faster.

Listing 1.194: Optimizing MSVC 2010

_TEXT  SEGMENT
_a$ = 8 ; size = 4
i PROC
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mov eax, DWORD PTR a$[esp-4]
add eax, eax
add eax, eax
add eax, eax
ret 0
_f ENDP
TEXT ENDS

END

Multiplication using shifting

Multiplication and division instructions by a numbers that's a power of 2 are often
replaced by shift instructions.

unsigned int f(unsigned int a)

{
return a*4;
+
Listing 1.195: Non-optimizing MSVC 2010
a$ =8 ; size = 4
_f PROC
push ebp
mov ebp, esp
mov eax, DWORD PTR _a$[ebpl]
shl eax, 2
pop ebp
ret 0
f ENDP

Multiplication by 4 is just shifting the number to the left by 2 bits and inserting 2
zero bits at the right (as the last two bits). It is just like multiplying 3 by 100 —we
just have to add two zeros at the right.

That's how the shift left instruction works:

The added bits at right are always zeros.
Multiplication by 4 in ARM:

Listing 1.196: Non-optimizing Keil 6/2013 (ARM mode)

f PROC
LSL ro, ro,#2
BX 1r
ENDP
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Multiplication by 4 in MIPS:
Listing 1.197: Optimizing GCC 4.4.5 (IDA)

jr $ra
s1l $v0, $a0, 2 ; branch delay slot

SLL is “Shift Left Logical”.

Multiplication using shifting, subtracting, and adding

It’s still possible to get rid of the multiplication operation when you multiply by num-
bers like 7 or 17 again by using shifting. The mathematics used here is relatively
easy.

32-bit

#include <stdint.h>

int fl(int a)

{

return a*7;
}
int f2(int a)
{

return a*28;
b
int f3(int a)
{

return a*17;
b
x86

Listing 1.198: Optimizing MSVC 2012

;oax7
a$ =8
_f1 PROC

mov ecx, DWORD PTR a$[esp-4]
; ECX=a

lea eax, DWORD PTR [ecx*8]
; EAX=ECX*8

sub eax, ecx
; EAX=EAX-ECX=ECX*8-ECX=ECX*7=a*7

ret 0
_fl ENDP
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; a*28
a$ =8
_f2 PROC
mov ecx, DWORD PTR a$[esp-4]
; ECX=a
lea eax, DWORD PTR [ecx*8]
; EAX=ECX*8
sub eax, ecx
; EAX=EAX-ECX=ECX*8-ECX=ECX*7=a*7
shl eax, 2
; EAX=EAX<<2=(a*7)*4=a*28
ret 0
_f2 ENDP
; a¥l7
a$ =8
_f3 PROC
mov eax, DWORD PTR a$[esp-4]
; EAX=a
shl eax, 4
; EAX=EAX<<4=EAX*16=a*16
add eax, DWORD PTR a$[esp-4]
; EAX=EAX+a=a*16+a=a*17
ret 0
_f3 ENDP
ARM

Keil for ARM mode takes advantage of the second operand’s shift modifiers:

Listing 1.199: Optimizing Keil 6/2013 (ARM mode)

;oax7
[ [f1]| PROC
RSB ro,ro,ro,LSL #3
; RO=R0O<<3-RO=RO*8-RO=a*8-a=a*7
BX 1r
ENDP
; a*28
|| f2]| PROC
RSB ro,r0,ro,LSL #3
; RO=R0O<<3-R0O=RO*8-RO=a*8-a=a*7
LSL ro, ro,#2
; RO=R0O<<2=R0O*4=a*7*4=a%*28
BX 1r
ENDP
;o axl7
|| f3]| PROC
ADD ro,r0,ro,LSL #4

; RO=R0O+R0O<<4=R0O+RO*16=RO*17=a*17
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BX lr
ENDP

But there are no such modifiers in Thumb mode. It also can’t optimize f2():

Listing 1.200: Optimizing Keil 6/2013 (Thumb mode)

;o aX7
[|f1l]| PROC

LSLS rl, ro,#3
; R1=R0<<3=a<<3=a*8

SUBS ro,rl, ro
; RO=R1-RO=a*8-a=a*7

BX lr

ENDP
; a*28
[|f2]| PROC

MOVS rl,#0xlc ; 28
; R1=28

MULS ro,rl, ro
; RO=R1*RO=28*a

BX lr

ENDP
;o axl7
[|f3]| PROC

LSLS rl,ro0,#4
; R1=R0<<4=R0*16=a*16

ADDS ro,ro,rl
; RO=RO+R1=a+a*16=a*17

BX lr

ENDP
MIPS

Listing 1.201: Optimizing GCC 4.4.5 (IDA)
_fl:
sll $v0, $ab, 3
; $v0 = $af<<3 = $a0*8
jr $ra

subu $v0O, $a0 ; branch delay slot
; $v0 = $v0-$a0 = $a0*8-$a0 = $ad*7

_f2:

sll $v0, $abd, 5
; $v0 = $a0<<5 = $a0*32

sll $al, 2
; $a0 = $af<<2 = $ad*4

jr $ra

subu $v0O, $a0 ; branch delay slot
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; $v0 = $a0*32-%$a0*4 = $a0*28
_f3:
s11 $v0, $a0, 4
;o $v0 = $a0<<4 = $a0*16
jr $ra
addu $v0, $a0 ; branch delay slot
; $v0 = $a0*16+$a0 = $a0*17
64-bit

#include <stdint.h>

int64 t fl(int64 t a)

{
return a*7;
+
int64 t f2(int64 _t a)
{
return a*28;
b
int64 t f3(int64 t a)
{
return a*17;
b
x64
Listing 1.202: Optimizing MSVC 2012
;o aX7
fl:
lea rax, [0+rdi*8]
; RAX=RDI*8=a*8
sub rax, rdi
; RAX=RAX-RDI=a*8-a=a*7
ret
; a*28
f2:
lea rax, [0+rdi*4]
; RAX=RDI*4=a*4
sal rdi, 5
; RDI=RDI<<5=RDI*32=a*32
sub rdi, rax
; RDI=RDI-RAX=a*32-a*4=a*28
mov rax, rdi
ret
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;o axl7
f3:
mov rax, rdi
sal rax, 4
; RAX=RAX<<4=a*16
add rax, rdi
; RAX=a*16+a=a*17
ret
ARM64

GCC 4.9 for ARM64 is also terse, thanks to the shift modifiers:
Listing 1.203: Optimizing GCC (Linaro) 4.9 ARM64

;o aX7
fl:
sl x1, x0, 3
; X1=X0<<3=X0*8=a*8
sub x0, x1, x0
; X0=X1-X0=a*8-a=a*7
ret
; a*28
f2:
sl x1l, x0, 5
; X1=X0<<5=a*32
sub x0, x1, x0, 1sl 2
; X0=X1-X0<<2=a*32-a<<2=a*32-a*4=a*28
ret
; a*l7
f3:
add x0, x0, x0, 1sl 4
; XO0=X0+X0<<4=a+a*16=a*17
ret

Booth’s multiplication algorithm

There was a time when computers were big and that expensive, that some of them
lacked hardware support of multiplication operation in CPU, like Data General Nova.
And when one need multiplication operation, it can be provided at software level, for
example, using Booth’s multiplication algorithm. This is a multiplication algorithm

which uses only addition operation and shifts.

What modern optimizing compilers do, isn’'t the same, but the goal (multiplication)

and resources (faster operations) are the same.
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1.24.2 Division
Division using shifts

Example of division by 4:

unsigned int f(unsigned int a)

{
}

return a/4;

We get (MSVC 2010):
Listing 1.204: MSVC 2010

a$ =8 ; size = 4
_f PROC
mov eax, DWORD PTR _a$[esp-4]
shr eax, 2
ret 0
f ENDP

The SHR (SHift Right) instruction in this example is shifting a number by 2 bits to the
right. The two freed bits at left (e.g., two most significant bits) are set to zero. The
two least significant bits are dropped. In fact, these two dropped bits are the division
operation remainder.

The SHR instruction works just like SHL, but in the other direction.

7 6 5 4 3 2 1 0

SIONNNNANN,

0 7 6 5 4 3 2 1 0 CF

It is easy to understand if you imagine the number 23 in the decimal numeral system.
23 can be easily divided by 10 just by dropping last digit (3—division remainder). 2
is left after the operation as a quotient.

So the remainder is dropped, but that’s OK, we work on integer values anyway, these
are not a real numbers!

Division by 4 in ARM:
Listing 1.205: Non-optimizing Keil 6/2013 (ARM mode)

f PROC
LSR ro, ro,#2
BX 1r
ENDP

Division by 4 in MIPS:
Listing 1.206: Optimizing GCC 4.4.5 (IDA)

jr $ra
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srl $v0, $a0, 2 ; branch delay slot

The SRL instruction is “Shift Right Logical”.

1.24.3 Exercise
* http://challenges.re/59

1.25 Floating-point unit

The FPU is a device within the main CPU, specially designed to deal with floating
point numbers.

It was called “coprocessor” in the past and it stays somewhat aside of the main CPU.

1.25.1 IEEE 754

A number in the IEEE 754 format consists of a sign, a significand (also called fraction)
and an exponent.

1.25.2 x86

It is worth looking into stack machines or learning the basics of the Forth language,
before studying the FPU in x86.

It is interesting to know that in the past (before the 80486 CPU) the coprocessor
was a separate chip and it was not always pre-installed on the motherboard. It was
possible to buy it separately and install it 102,

Starting with the 80486 DX CPU, the FPU is integrated in the CPU.

The FWAIT instruction reminds us of that fact—it switches the CPU to a waiting state,
so it can wait until the FPU has finished with its work.

Another rudiment is the fact that the FPU instruction opcodes start with the so called
“escape”-opcodes (D8. .DF), i.e., opcodes passed to a separate coprocessor.

The FPU has a stack capable to holding 8 80-bit registers, and each register can hold
a number in the IEEE 754 format.

They are ST(0)..ST(7). For brevity, IDA and OllyDbg show ST(0) as ST, which is
represented in some textbooks and manuals as “Stack Top”.

109For example, John Carmack used fixed-point arithmetic values in his Doom video game, stored in 32-
bit GPR registers (16 bit for integral part and another 16 bit for fractional part), so Doom could work on
32-bit computers without FPU, i.e., 80386 and 80486 SX.
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1.25.3 ARM, MIPS, x86/x64 SIMD

In ARM and MIPS the FPU is not a stack, but a set of registers, which can be accessed
randomly, like GPR.

The same ideology is used in the SIMD extensions of x86/x64 CPUs.

1.25.4 C/C++

The standard C/C++ languages offer at least two floating number types, float (single-
precision, 32 bits) 1% and double (double-precision, 64 bits).

In [Donald E. Knuth, The Art of Computer Programming, Volume 2, 3rd ed., (1997)246]
we can find the single-precision means that the floating point value can be placed
into a single [32-bit] machine word, double-precision means it can be stored in two
words (64 bits).

GCC also supports the long double type (extended precision, 80 bit), which MSVC
doesn't.

The float type requires the same number of bits as the int type in 32-bit environ-
ments, but the number representation is completely different.

1.25.5 Simple example

Let’s consider this simple example:

#include <stdio.h>

double f (double a, double b)
{

+

return a/3.14 + b*4.1;

int main()

{
};

printf ("sf\n", (1.2, 3.4));

x86
MSVC

Compile it in MSVC 2010:
Listing 1.207: MSVC 2010: f()

CONST SEGMENT
_ real@4010666666666666 DQ 04010666666666666r ;4.1
CONST ENDS

110the single precision floating point number format is also addressed in the Handling float data type as
a structure (1.30.6 on page 469) section
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CONST SEGMENT

__real@40091eb851eb851f DQ 040091eb851eb851fr ; 3.14
CONST ENDS
_TEXT SEGMENT
a$ =8 ; size = 8
_b$ = 16 ; size = 8
_f PROC
push ebp
mov ebp, esp

fld QWORD PTR a$lebp]

; current stack state: ST(0) = a
fdiv  QWORD PTR _ real@40091eb851eb851f

; current stack state: ST(0) = result of _a divided by 3.14
fld QWORD PTR b$[ebp]

; current stack state: ST(0) = b;
; ST(1) = result of a divided by 3.14

fmul QWORD PTR _ real@4010666666666666
; current stack state:

; ST(0) result of b * 4.1;
; ST(1) result of a divided by 3.14

faddp ST(1), ST(O)

; current stack state: ST(0) = result of addition

pop ebp
ret 0
_f ENDP

FLD takes 8 bytes from stack and loads the number into the ST(0) register, automat-
ically converting it into the internal 80-bit format (extended precision).

FDIV divides the value in ST(0Q) by the number stored at address

~ real@40091eb851eb851f —the value 3.14 is encoded there. The assembly syntax
doesn’t support floating point numbers, so what we see here is the hexadecimal
representation of 3.14 in 64-bit IEEE 754 format.

After the execution of FDIV ST(0) holds the quotient.

By the way, there is also the FDIVP instruction, which divides ST(1) by ST(0), pop-
ping both these values from stack and then pushing the result. If you know the Forth
language, you can quickly understand that this is a stack machine.

The subsequent FLD instruction pushes the value of b into the stack.
After that, the quotient is placed in ST(1), and ST(0) has the value of b.

The next FMUL instruction does multiplication: b from ST(0) is multiplied by value at
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~ real@4010666666666666 (the number 4.1 is there) and leaves the result in the
ST(0) register.

The last FADDP instruction adds the two values at top of stack, storing the result in
ST(1) and then popping the value of ST(0), thereby leaving the result at the top of
the stack, in ST(0).

The function must return its result in the ST(Q) register, so there are no any other
instructions except the function epilogue after FADDP.
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MSVC + OllyDbg

2 pairs of 32-bit words are marked by red in the stack. Each pair is a double-number
in IEEE 754 format and is passed from main().

We see how the first FLD loads a value (1.2) from the stack and puts it into ST(0):

=101.%]

BEFFlEEE| rs 55 FUSH EEBF & |Registers (FFLI

BeFF 1aa || - F 1=

PAFF 166 | - FLO GUORD PTR SS: [ARS. EHR BERDZEHS o1l hi
1 : FOIU GWORD FTR OS: taFanDa:l FLoaT—] E55 S aaman

BEFF 1660 | - FLO GUORD FTR 55: CARS. EEX mEGHHHHE

BBFF 16aF | - EFL BUDRD FTR Dbt CAFF 20081 FLOAT
ESP BE1SFORC
g Dec STUL,ST £l B31craR
garriatgt. EDI GBFF3388 = imple.BOFF335S
BEFF 161R EIP BOFF1B86 =inple. BOFF1005

C B EZ BEZE 2zbhit GIFFFFFFFF)
CS #8232 22hit BIFFFFFFFF]
52 BEZE 2Zbhit GIFFFFFFFFD
05 BEZE 22hit BLFFFFFFFE]

BBFF 1610 &
8
@ FS 053 Sohit cEFODAGD(FFF)
B
8

BEFF1B1E B
BorF 1056 | rs USH EEF g
BarFlaseirs TG G5 @92B S2hit @IFFFFFFFF)
QEFFlE23)) - : R R—— ERROR_SICCESS
eeFF 1626 | - FLO @WORD PTR 0%: [BFF2EEA] FLOAT

ooFF1azC| - FSTR DWORD TR $5: [LOCAL.21 EFL @@ER@zas | M0, ME, ME, A, M5, FE, GE, 6]
eeFF1azF || - SUE ESF,
BorFinsc|| DOBE DSzoFEel FLO GRED PTR DS:[OFFZB0S] FLOAT

oeFF1a3E|| - 00124 FSTP GWORD PTR 55:CLOCAL.41 315 cmpie 6.8
GEFFIGZE|| «  EZ COFFFFFF | CALL @AFF 1 @66 g e E
GEFF1G40|| - 5304 B8 ADD_ESF, & T4 empty @6
oEFF1a43|| «  ODiczd FETP GUARD PTR SS: [LOCAL. 21 3 omoie A6
GEFF1a46|| « 63 BEIGFFEE | PUSH OFFSET GOFFIE0a [Formv i ah
L OLCEE GTE Do oo MelIrEiEn ictatd BE1 I EMpty

: N T ESPUDOZD

ST 959999959995568 T |EsT 2o CondBE B A ErrBOEBEBE
FCWl B37F Frec HEAR,53 Hask 11111
Last cmnd G828 BEFFLBES = imple. BEFFLEGE

Address |Hex dump ASCIL (ANSI - w BBIEFIC :
BOFF a0 |25 66 A0 DR OO 0o D0 00| 0 60 60 60 60 60 60 60| BEE - ETURN from =inpl
BEFF3E16| FF FF FF FF|FF FF FF FF|B@ 90 0B 08|83 60 05 0F EE=e e
GEFF3A26G| FE FF FF FF| @1 9@ 6@ B8 5A 20 6@ 35| AS OF 9F CAjs A 7 "Ge= e
DEFFSE0E| 81 0B BE 08|42 22 20 08|62 4E 20 BO|BE 60 0P BB|8  Hi— hH-
CoMessompnnnEREE s
GEFFIGEE| DG PO B0 50| GR GO G0 GO G0 AG 0O RO AD BB 0D OO galgRate) aarrilen RETURM from =impl:
DEFFSE7E| 86 0 BB 00| 5O B3 6B 00| B0 00 0B DD BE GO 0D OO oaicraol[Ganiees ASCIT "oH—"
GRFFSAO6| B B8 GR A6 AR BA 6B OO AE DA OB OO AG OO OO QOO galobone | Bacpites o
DEFFSEE| B0 0 BB 00| 5O 03 6B 0D PO 00 DB DD BE GO 0D 0P SRleraEd| | Ba=Dasds
BEFF3EAR| B3 3 BR BO|AE BA GR B0 BE DA DR AE| AE D 0D Q0 e | T
DEFFSEEE| B0 08 BB 00|56 03 G0 00| PO 00 0B DD BE GO 0D 0D e I
BEFF3ACE| B BR GR BO|BE BE BB 00| DA DO OB OE| GG 0 0D OO galokoEn | Bammaad
DEFFSE06| 86 08 B8 00|56 03 6B 0O B0 00 0B DD BE 0O 0D 0D SereEiEl | oEhnGaan
ORFF3AER| B FR GR GO BE PR BB 00| 0O DO DB AE| GG GO OO OO galekoEs | Bammaaaa
DEFFSEFE| B0 08 6B 00| 5O DB GO 0D 9O 0D OB BD| BO DD 0D OD SRISEZEL| | BateRane
OEFF3100| B BR GR GO BE PR BB 00| 0O DO DB AE| BE D 0D OO galekore [ Balereis
OEFFZ1 16| @6 08 GR 96| A6 R GR GO B DO OB OO A0 D OO GO o | o Erinten to et

Figure 1.62: OllyDbg: the first FLD has been executed

Because of unavoidable conversion errors from 64-bit IEEE 754 floating point to 80-
bit (used internally in the FPU), here we see 1.1999..., which is close to 1.2.

EIP now points to the next instruction (FDIV), which loads a double-number (a con-
stant) from memory. For convenience, OllyDbg shows its value: 3.14
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Let’s trace further. FDIV has been executed, now ST(0) contains 0.382...(quotient):

=10l

BEFF 1508 i
eFF1ee1 (| - MOW EEP, ESF Affeaisters (FRU)
BoFF1p63|| - FLD GUORD FTR SS: ARG, 1] ERn BERDIEYE eotl eni
EEaat | FOIU QWORD FTR 0S: [BFFZE08] FLoaT—] E5i SEA2acld

. FLD GUORD PTR SS: CARG, 31 FLORT |55 Dooamaon
BEFF 16GF || - . FHUL_QUORD PTR DS: [oFF26Ce) FLORT | E2F A8 crane

BAFF1E1E(] - Ti11,5T
BEFF1a17(] - EEF EE? ggégggg?
BAFF1A1E(L. f
EDI QEFF33858 =imple.BBFF33858

BEFF1E19 X
EIF QOEFFL8GC < imple. BEFF 160

ZarEinie C @ ES BG2E S2hit GLFFFFFFFF)

GErElEIL F 1 C3 9923 Z2bit O(FFFFFFFF

gerFiaiD A @ 55 BOZB 32hit OfFFFFFFFF)

ZerElniE s Z @ DT D92 Z2bit OLFFFFFFFF)

garFiair 56 FS BP53 Srhit PEFOOABBIFFF)
Ta ZEhit BIFFFFFFFF

BOFF 1821

gErFia=a| - BB LactErr o@AmARDE ERROF_SUCCESS

poFF iz || - FLD GUOED PTR 0%: [oFF20E@] FLOAT

oFF 1azc || - FSTP GWORD PTR S5t LLOCAL. 21 EFL GBEAEZEE MO, NE, HE, A, 45, PE, GE, &1

BAFF1E2F(] « SUB ESF,. 2
BEFF1E3Z(] « DDAS DZ2AFFE FLO QWORD PTR DSz [BFF2802]
BAFF1E2E(] - 124 FETP QWORD PTR S5: [LOCAL.41

GEFF162E|| «  ES COFFFFFF | CALL BBFF 1808 empty 8.8
aoFFlaan|| -« 5304 Bs ADO_ESF, & aTg e 2
GoFF1e43|] «  DDiCed FSTP GWORD PTR S5: [LOCAL.21 1 Empty G
£|| - &8 BE3EFF@E | PUSH OFFSET BOFF 3065 form w212 SOETY 00
& £C. fiematal ool OUAGR TG oGy Cioncloeion aeieecny |Lusnn T ETE ety 8.0
Track TOBIETIBCIoS. 0aBoaOOboDANE = —_— EsPUOzO
FST 25280 Cond @B G @ Err B A1 BOGQG
FCW B2FF  Prec HEAR,E2  Mask 11111
Last cmnd BE23:ABFF10A858 =imple.38FF1065 |-

Address |Hex dump ASCII [AMSI — BALGFICE | —s o :
DOFF 3000|2566 0N 00 00 00 00 00 00 00 00 00 60 60 00 00| BiE | o 1040 B | RETURN from sinpl
BEFF2A16| FF FF FF FF|FF FF FF FF GG GG 00 A0 A8 68 00 OO pRleE R [323555e 25

@EFF2820|FE FF FF FF @1 82 09 92 5A 20 58 35 AS OF oF cAls @ ¢ 'cem | BRISESES)) SFFA2208) 2227

GEFF2A36| 61 B0 B0 BA[ 43 22 20 60 A% 4E 20 AG| A8 BB 6B QA8 Hi- RRH- e | IEEEEEEEE FEE

BEFFZE4E| B0 B9 B9 0| @R B0 DO DO 00 00 DO PO DO DO 0D 0D eoieraca|| Baicenasla:

GEFFIGCE| OO B0 B0 G0|GR GO G0 GO 00 AG 0O RGBS BB 0D OO et | et L D —
DEFFSEEE| B0 0B B 00| 5O 03 B 00| PO 00 DB OO BE GO 0D 0P oo1eFace| Foaneaass | @ ram s ing
GEFF2A7E| PO 9O B0 60| BR BR GO GO 00 03 00 OGBS AR 0D OO EErEE | A AT P
BEFFZEZE| BP9 BO GO B[ ER PR D0 DR 90 DO PO PO BE 0O 0D 0D e | e P
GEFF2A9E| PO 9O B0 BO|BR BR GR GO 00 O3 0O 00| A0 AR G0 OO galokand ) | Sachezas Hi=

BEFFZEAE| BE BO BE B[ B0 BB D0 DR 00 DO PO PO BE 0O 0D QD e | I R

GEFF2ARE| PO PO B0 BO|BR BR GR GO 00 O3 0O 00| AS AR 0D OO galek ot | | gamaaaaa

BEFFZECE| B0 B9 B0 G| 6B BB 00 HO 00 0O DO PO BO BD 0D 0D gR1SFIED)| opmpanaRl .

GEFF2A0E| PG 9O B0 BO|BR BR GA GO 00 O3 00 00| AS AR G0 OO galePyEd| | SEFDEDEE) e

PEFFZEER| PR PR BA 0R|6R BR GO GO GG A BO RO BB BB 0D OO SRISEZEE | Baeaaas

GEFF2AFE| PO 90 B0 60| BR BR GA GO 00 O3 00 00| AS AR AR OO aoterace| | Baterana|+-

BEFFZ1AG| PG PO BA 0R|6R BR G0 GO GG A BO RO BB BB 0D OO EE | el

GEFF2116|P0 9O GO BO|BR BR G0A GO 00 O3 00 00| A0 A9 A0 OO o R | It E A T

Figure 1.63: OllyDbg: FDIV has been executed
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Third step: the next FLD has been executed, loading 3.4 into ST(0) (here we see the
approximate value 3.39999...):

E CPU - main thread, module simple
[

=101

Registers [FPLI

GEFF 160 [ =5 FLUSH EEF -

BAFF1EA1(] - EC 0J EBP,ESP —d

GEEFF1EE2 DD4E B2 FLD BWORD PTR =2:[ARG.11

BEFF 1 885 OC35 DAZAFF@I FOIL GWORD PTR D5: CAFF2E0@1 FLORT =

GEFF 1 EAEC DO4E 16 FLO GWORD PTR =2: [ARG. 2]

FAFF 1 AEF OCED C2ZAFF@I FHMUL GWORD PTR D5: CAFF2BCE] FLOAT

GEFF1E1E DEC1 FAODDF STO10,5T

BAFF1@17 j=n) FOF EBF

BAFF1E1E ca ETH

BAFF1@19 CC INTZ

BAFF1A1A CC IMTZ

EEFF1E1E CC IMTZ

BAFF1A1C CC IMTZ

BEFF1E10 CC INTS

BAFF1E1E CC IMTZ

BEFF1E1F CC IMTS

BAFF1G26(rs B FLISH EEP

GEFFlEz1(] - SEBEC MO EBP, ESF

BAFF 1823 S2EC B2 SLEe ESP,

BEFF 1825 0DBS EBZEFFEl FLD GWORD PTR O05: CAFFZOEG] FLORT

BAFF1E820 noicz4 FSTP QWORD PTR S5: [LOCAL.21

GBEFF1E2F S2EC B2 SUE ESP, 2

BAFF 1832 DOEE Do2EFFG) FLO QUORD PTR O:5: [AFFZ2A0:2] FLOAT

GBEFF1E22 Doicz4 FETP GWORD PTR S%: [LOCAL. 4]

BAFF 1838 ES CBFFFFFF | CALL Q@FF 1888

GBEFF 1845 2204 B2 AOD ES

BAFF 1843 oDicz24 FSTP GWORD PTR S5: [LOCAL.Z2] .

BEFF A4S 33 FUSH OFFSET GEFF2808 rform -
bk Coil == L DWODD DTD Doy [o0 bl ICDd G0 ineind LSl

[BBFF28C8]=4.IBBBBBBBBBBBUBBI

ST=32.39999999939599901 18

T|FsT ez Cond BB G A

EA: BEz0zg4s
ECx 6E424714
ED: BOEEEEDE
EEY: BEBEE00E
ESFP anl&FsAc
EEF BE1&F9AC
ESI A@EEEEEL
EDI BEFFIS22

EIF BoFFleaF
cCa

ASCIT "™HC-""

= imple. BEFF3222
simple. DEAFF18EF
Z2bit BIFFFFFFFF1
SEbit B(FFFFFFFF)
Z2bit BIFFFFFFFF1
SEbit BLFFFFEFFE)
22bit FEFOD@EE(FFF]
SZbit BIFFFFFFFF)

BEEAEEEE ERROR_SUCCESS
MO, ME, HE, H, M2, FE, 5E, 5]

LastErr

1
5]
5]
5]
5]
5]
5]
L BEEGEZEE

H
c
s
7
u]
u]
EF

uali .

ST1 walid B, 32216ECEEE0EE412719
T

ET2 empty 0.8

S5T4 empty @.8

TS empty 0.8

STE empty @.8

STV empty G.8

I 21a@

FCW B8z7F Prec HEAR,S2
Last cmnd @AZS: AEFF1EEC

Mask
simple. @l

Addres=s |Her dump ASCIT (AMST - & BALEFICE | —- o .
BEFFSa00 |25 66 GH 0h) DO 00 D0 00|00 00 08 60 00 00 00 00| BEE galhobe) (GOFF10d0) B | FETURN fram <inel
GRFF3E1G| FF FF FF FF|FF FF FF FF|B@ G@ 0B GO A0 G0 OO G0 ooicFaea|[3rFaaaas| 3235

BBFF3628| FE FF FF FF| @1 BA 9@ B3| 5A 20 6@ 35(AS OF 9F cole 5 7 'cem | BOLGFOES)| SPPES235) 2207

ORFF3E3G| 61 08 GR 96|43 25 20 00|63 4E 20 OO @G GO 0B @A(@  Hi- hH- e | e PR

OEFF3A460| B8 R GR BO|AE PH 0B 00| PO DD OB OB RO B0 OO OO ooieFaca|| saieeaasla:

ORFFSE5E| B0 08 GR A6 A6 DR GR GO B DO OB OO A0 D OO @O EETEr R | ALl [— —
BAFFI6EE| 09 B8 0O 00 09 DO 90 90|99 0 09 09|63 09 @9 o9 ERp ] e e s ine
ORFFSE7E| B0 08 GR 9O A6 R 6B OO B DO OB OO A0 GO OO Q@O ooicFaEe [ Baonares| e |ascIT oH—
DEFFSE06| B0 05 BB 08|50 B3 0B 00|90 00 0B DD BE GO 0D 0P ooicranall Bacnasac| mim P
GAFFSA3G| B0 G3 GR A6 AG B3 GO OO HE DO OB OO GG OO OO OO EErErEae | S

DEFFSERE| 6 0B BB 00|50 B3 0B 00|90 00 0B DD BE GO 0D 0P ooicrane|| Bacemmas|

GAFFSAEG| B G3 GR A6 AG B3 GO GO 9E DO OB OO AG OO OO QOO EErErEee | EEE R

DEFFSECE| B0 05 BB 08|50 B3 0B 00|90 00 0B DD BE 0O 0D 0P SRIoEZEn | BamEdaadl -

GAFFSA00| B0 3 GR A6 AG GA GO GO A3 DO OB OO AG D OO QOO EErErE | I

DEFFSEEG| 86 0 BB 00|56 93 6B 00| B0 00 0B DD PO 0O 0D 0D oaicFaec|| Gaeanan

BEFF3AFE| BE FR BR BO|AE BA GR B0 BE DA DR AE|AE G 0D G0 BoieFars|| Baterang| -

DEFFS10E| 86 0 B 00|50 03 6B 00| B0 00 0B DD BE 0O 0D 0P aierard|| 38141678 oeTF

BEFF3110|BE B8 GO BO|BE PR 6B 00| 9O DO OB OE| BE O 0D OO v] ettt | It =o)Ll P TR

Figure 1.64: OllyDbg: the second FLD has been executed

At the same time, quotient is pushed into ST(1). Right now, EIP points to the next
instruction: FMUL. It loads the constant 4.1 from memory, which OllyDbg shows.
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Next: FMUL has been executed, so now the productis in ST(0):

BEEFF 1888
GHEFF1EE1
BEFF 16883
BEFF 1 A6
BEFF 188

F1
BAFF1A1T
BEFF1@18
BAFF1E1D
BEFF1E1R

BAFF1A10
BEFF1E1E
BAFF1A1F
GBEFF 1826
BAFF1Ea21
HEFF1E22
BAFF 1826
GBEFF1E20
BAFF 182F
GBEFF1E22
BAFF 1838
BEFF1E82E
BAFF 13848
BAFF 143
BAFF 1846

5T

oDiczd
EE C@FFFFFF

S3C4 Bg
ooicz4
1]

Ml =L R T=Y
ST=12.929999999930999 7720

=A.28216E6A5A9EE412719

» |Registers (FPLI
= TR
FLO GUORD TR SS: [ARS. o
FOIU GUORD FTR DS: caFannaJ FLoRT—] EGi EE5AT L4 ASCIT PR
FLO GUWORD FTR 55: CARS.
EE GRGHHHAE
FHUL_GURD PTR D: . FLoaT | ESE SE97peEn
STI1 FLOAT
B STULTLS EEF G0 EFSA0
ES] o@aaoonl
EOT GEFF3333 =imple.BOFF333S
EIF BEFFLE1E =imple. BEFF1G1E
C @ ES B92B 32bit OLFFFFFFFF)
F i G 6653 3thit GiFFFFFFFF]
0@ 9% BOZE 22hit OLFFFFFEFF)
Z B DS GBZE 3ihit GiFFFFFEFF]
$ @ FS OOSE 22hit PEFODGGACFFF)
Ta 3Ehit BIFFFFFFFF)
FLO GUORD PTR DS: [BFF20EE] FLogr |0 8 LastRor BRAABEGE ERROR_SUCCESS
FSTP QUORD PTR 551 (LDCAL.2] EFL @EEEEZEE (MO, ME, HE, A, M5, FE, 5E, &1
SiE ESP,
FLD GUPED PTR DS:[EFF2o02] FLOAT
g R
S iR
FETP OWORD FTR S5 LLOCAL.2] ... Jd emotu 2.8
PUSH OFFSET_BEFF 300 [Form | Z1 Empty a6
Coll OLoen oTE |' | l=I0ud =X rTr ] o i | IS [=10lnd
STV empty @.08
=] z21im ESFUD
FST 2028 Cond @ 8 8 @ Erc B @ 10@
FOU 827F Prec MEAR,53 Mazk 11 1
Last crnd @823 GOFF1BEF = imple. BOFF 180

=m0

*

Address |Hew dump | ASCIL [ANST - » BOLEFILY )| —. o :
BOFF a0 |25 66 A0 DR OO 00 D0 00| 00 60 60 60 60 65 60 60| BeE golchEbe) [ooFE10d0) 2b | RETURN from sinel
BEFF3E16| FF FF FF FF|FF FF FF FF|B@ B0 OB A8 AE G0 0D GF e | IR e

BIBFF3AZE| FE FF FF FF| @1 BA @@ 93 5A 20 6@ 35| AS OF 9F CAle @ 7 +gem | BEISESES)| SFFS2840) 2207

DEFFSE0E| 81 0B BE 08|42 22 20 08|62 4E 20 BO|BE 60 0P BB|8  Hi— hH- e | EEEEEEEE e

ORFF3A4G| B8 0R GR BO| A6 G0 00 00| B GO 0B OO A0 GO OO QO Baleracy|| Baterras| B

DEFFSECE| B0 05 BB 08|50 53 0B 00|90 00 0B 0D BE GO 0D 0P oaicrace|Laarritenl 2a | ReTuR £ —
BRFFZEGE| B0 G5 G0 BE) BB B0 GO B0 0BG G0 PO 0B 60 BE 6D GG AR 1CFAarE | FRARRBRET ren Eine
DEFFSETE| B0 0B BB 08|50 D3 0B 00|90 00 0B DD BE GO 0D OO oaicraoe|[oansees! e |RscrT or—r
GAFFSA0| B 3 GR A6 AG GA GO GO 9E DO OB OO AG OO OO QOO EErECEGH | e P
DEFFSEE| B0 0 BB 00|56 93 6B 00|90 00 DB DD BE G 0D 0D oaicrane|| Seceanes| fius

GAFFSAAG| B G3 GR A6 AG BA GR GO 9E DO OB OO GG OO OO QOO EErECEr | TS R

DEFFSEEE| B0 08 BB 00|56 03 G0 00| PO 00 0B DD BE GO 0D 0D oaicFaes| | Baneaas

BRFF3ACH| B FR BR BO|AE BA GR GO BE DA DR AE|AE D OB G0 gelckoEn | HEmmendl .

DEFFSE06| 6 08 BB 00|56 03 6B 0D PO 00 0B DD BE GO 0D 0D ooicraea|| conneana| T

OEFF3EER| BE BR GR BO|BE PR BB 00| DO DO OB OE| GO G0 0D 00 CRlERIER|| Baeaema

DEFFSEFE| B0 0 B 00| 5O 03 6B 00| B0 00 0B DD BE 0O 0D OO aierars|| Baterans| =

OEFF3100| B BR GR GO BE PR BB 00| 0O DO DB AE| BE D 0D OO Er | e tic]

DEFFS116| 00 DB 6B 00| 5O DR B 0D 9O 0D OB BD|BO O3 0D OO >\ oeicrarall dnteenaal e lbaioter o newt

Figure 1.65: OllyDbg: the FMUL has been executed
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Next: the FADDP has been executed, now the result of the addition is in ST(0), and
ST(1) is cleared:

[d cPu - main thread, module simple ~=1olx|
F

BOFF1E00| 15 55 FUSH_EEF i

oEFFiaal || -« SBEC MOU EBP,ESP 1= E;?;E;E;s;gpm

ooFFiaos|| - D045 B8 FLO @WnRO PTR 553 CARG. 13 Eon PEEEEETY pecir eni

eoFFiocs || - DCIS DBEBFF@! FOIU GWORD PTR DS: [BFFEZE08] FLOAT—Y EGl Somamamn

eoFFiaoc|| - 004 1m FLO @WORD PTR 553 CARG.S] B Doneaaan

BoFF1GEF || - DCBD CEEBFF@! FHUL GWORD PTR DS: [BFFZBCE] FLoaT | EER BETEREER

corriaisl| - DECT FAOGE ST(11,5T EoR DoifEIRE

R Far FEP ESI GOEGBAG]
k2 RETH EDI BOFFI3%% <imple.BOFFI32S2

GEFF1616 s INTE EIF @OFF1817 =imple.BEFF1817

BEFF181E L INT2 :
C 8 ES @92E 32bit @iFFFFFFFF)

GErElEIL EC mrs F 1 CZ 8922 2Zbit BIFFFFFFFF)

gerFiaiD EE mrs A @ 55 eRZB 2zhit BIFFFFFFFF)

ZerElniE EC mrs Z @ DF B9ZE 2Zbit BIFFFFFFFF)

BoFFLaLFl . EE - S8 FS @853 32bit PEFDDEBALFFF)

il S FoleBF  eor T8 G5 6628 32bi% BIFFFFFFFF)

ooFFiaze|| - DOAS EAZAFFGl FLO QUORD PTR 0%: CAFF2EEA] FLopr |0 @ LestErr GAEEEEGE ERROR_SUCCESS

cortioec)| - Dniced FSTP_GUORD FTR S5: [LOCAL. 21 EFL @EBEEZHE { MO, NE, HE, A, M5, FE, GE, &1

goFFiazz|| - DOBS OSPEFFel FLD GUORD PTR DS: [BFF280S1 FLoar  ffealis dd, deslecanconaduody

aoFFiazs|| - DOiG24 FSTF GWORD FTR 5%z CLOCAL. 41 5 oete B

ooFF1026|| -+ EB COFFFFFF | CALL GBFF 1088 ELER

eoFFiaes|| - 83cd Be 00 _E3F, 3 er oo R

ooFFig4s|| - DDiced FSTP @WORD PTR $3: [LOCAL.21 ire T AR

BoFFinds|| - 65 Anierren | POSH OFFSET BEFF3805 |-Forr-1 o Bk

SorCioat S Coll moben o coign coioegen L GEND .

S on of Stotk [GOiEFoRCISBB16FSCA || FT7 empty 13-933929?93999997233 Fuozo

EBF=0a16F2AC FST 3A20 Cond 86 16 Erc 6616666
FCWl 827F Frec MEBR,52 Mask 1 1111
Last crnd BEZ3:BAFF1815 =imple.BEFF1AELE

Address |Hex dump ASCII (ANSI - BELEFICE | —-u :

BOFF o000 |25 66 BN 00| 00 0O 0O 00) 00 00 09 00 00 00 09 06| RfE | o 1040 B | RETURN from sinpl

GBFF3a16| FF FF FF FF|FF FF FF FF|B@ 66 68 60 00 09 68 60 Erb e | EEEeE e Fee

BOFF30Z0| FE FF FF FF|B1 B9 B0 B0|SA 20 60 5 AS OF SF CAls  § 7 o= | BRIGFOES)) SFF28525) 2507

GEFF3A56| 01 68 GG BA| 45 25 20 06|65 4E 20 OO 00 09 63 G668  Hi— hM- Go1EF9EC|| S3omasas) 2002

PEFF2E46| B0 BB 0@ 0| DO B9 00 OO0 00 BB OO B0 0O 0O OO DRLGFaED|| aameaas)

GEFFSACH| 60 68 GO A 66 00 G0 00| BA G0 A0 60 00 09 60 G0 Erb e | Iy | [ (ol

GEFFZECE| BB B9 ©0 PG 6B B GO PO B0 60 PO 0P| 60 BE 0D 09 BA1EFacT | FRARREEE] | @ ron st

BEFF3E7E| B0 G GO 6O PO 90 00 00| 6BA G0 A9 6O 09 09 OF A0 B At | Ittt ) KU —

PEFFZE56| 00 B 09 0B DO 0O B0 00| B0 00 BB OO B0 0O 0O 6O BR1EFI00|| pacDiEes) nh- o

BEFF3A96| B0 B GG 69| BE 00 00 DO BA G0 A9 65 09 09 63 0 Bo1EFI0|| Baehasde  Hi-

BOFF30AG| 00 06 0O 0B DO B0 00 00| G0 00 BB OO G0 0D OO GO E e | e L

BEFFIEEG| B0 G GO 6O BE 90 00 00| BA G0 A9 65 09 09 GF 0 R1EFI0C | pamaaaaa

GOFF3ACE| B0 68 GG 0| 66 08 60 00|60 60 A9 OO A0 09 OO G0 P | R -

BEFF3A06| 90 G GG 5| BE 00 00 00| BA 00 A9 65 09 09 OF 0 BOIEFIES|| FEFDEGDA) ©

GOFFSAEG | B0 66 06 0| 66 90 60 00|60 00 A9 6D 00 0D OO 60 BR1EFES | pooaaoas

BEFF3AFG| B9 B8 GG 0| BE 99 00 00| 6R 00 A9 60 09 09 Od G0 e | e

GEFFS106| 60 68 GG 0B 66 08 60 00|68 60 A9 6D 00 0D OO G0 Er ] | T R

PEFF3116| 99 BB 09 6| DB B9 DO 00|60 0O B9 0O B9 09 0O 69 [ | I L [

Figure 1.66: OllyDbg: FADDP has been executed

The result is left in ST(0), because the function returns its value in ST(0).
main() takes this value from the register later.
We also see something unusual: the 13.93...value is now located in ST(7). Why?

As we have read some time before in this book, the FPU registers are a stack: 1.25.2
on page 275. But this is a simplification.

Imagine if it was implemented in hardware as it's described, then all 7 register’s con-
tents must be moved (or copied) to adjacent registers during pushing and popping,
and that’s a lot of work.

In reality, the FPU has just 8 registers and a pointer (called TOP) which contains a
register number, which is the current “top of stack”.

When a value is pushed to the stack, TOP is pointed to the next available register,
and then a value is written to that register.

The procedure is reversed if a value is popped, however, the register which has been
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freed is not cleared (it could possibly be cleared, but this is more work which can
degrade performance). So that’s what we see here.

It can be said that FADDP saved the sum in the stack, and then popped one element.
But in fact, this instruction saved the sum and then shifted TOP.

More precisely, the registers of the FPU are a circular buffer.
GCC

GCC 4.4.1 (with -03 option) emits the same code, just slightly different:
Listing 1.208: Optimizing GCC 4.4.1

public f
f proc near
arg 0 = qword ptr 8
arg 8 = gqword ptr 10h
push ebp
fld ds:dbl 8048608 ; 3.14

; stack state now: ST(0) = 3.14

mov ebp, esp
fdivr [ebp+arg 0]

; stack state now: ST(0) = result of division
fld ds:dbl 8048610 ; 4.1

; stack state now: ST(0) = 4.1, ST(1) = result of division
fmul [ebp+arg_8]

; stack state now: ST(0) = result of multiplication, ST(1l) = result of
division

pop ebp
faddp st(1l), st

; stack state now: ST(0) = result of addition

retn
f endp

The difference is that, first of all, 3.14 is pushed to the stack (into ST(0)), and then
the value in arg_0 is divided by the value in ST(0).

FDIVR stands for Reverse Divide —to divide with divisor and dividend swapped with
each other. There is no likewise instruction for multiplication since it is a commuta-
tive operation, so we just have FMUL without its -R counterpart.
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FADDP adds the two values but also pops one value from the stack. After that oper-
ation, ST(0) holds the sum.

ARM: Optimizing Xcode 4.6.3 (LLVM) (ARM mode)

Until ARM got standardized floating point support, several processor manufacturers
added their own instructions extensions. Then, VFP (Vector Floating Point) was stan-
dardized.

One important difference from x86 is that in ARM, there is no stack, you work just
with registers.

Listing 1.209: Optimizing Xcode 4.6.3 (LLVM) (ARM mode)

f
VLDR D16, =3.14
VMOV D17, RO, R1 ; load "a"
VMOV D18, R2, R3 ; load "b"
VDIV.F64 D16, D17, D16 ; a/3.14
VLDR D17, =4.1
VMUL . F64 D17, D18, D17 ; b*4.1
VADD.F64 D16, D17, D16 ; +
VMOV RO, R1l, D16
BX LR
dbl 2C98 DCFD 3.14 ; DATA XREF: f
dbl 2CA0 DCFD 4.1 ; DATA XREF: f+10

So, we see here new some registers used, with D prefix.

These are 64-bit registers, there are 32 of them, and they can be used both for
floating-point numbers (double) but also for SIMD (it is called NEON here in ARM).

There are also 32 32-bit S-registers, intended to be used for single precision floating
pointer numbers (float).

It is easy to memorize: D-registers are for double precision numbers, while S-registers—
for single precision numbers. More about it: .2.3 on page 1316.

Both constants (3.14 and 4.1) are stored in memory in IEEE 754 format.

VLDR and VMOV, as it can be easily deduced, are analogous to the LDR and MOV in-
structions, but they work with D-registers.

It has to be noted that these instructions, just like the D-registers, are intended not
only for floating point numbers, but can be also used for SIMD (NEON) operations
and this will also be shown soon.

The arguments are passed to the function in a common way, via the R-registers,
however each number that has double precision has a size of 64 bits, so two R-
registers are needed to pass each one.

VMOV D17, RO, R1 atthe start, composes two 32-bit values from RO and R1 into one
64-bit value and saves it to D17.
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VMOV RO, R1l, D16 is the inverse operation: what has been in D16 is split in two reg-
isters, RO and R1, because a double-precision number that needs 64 bits for storage,
is returned in RO and R1.

VDIV, VMUL and VADD, are instruction for processing floating point numbers that com-
pute quotient, product and sum, respectively.

The code for Thumb-2 is same.

ARM: Optimizing Keil 6/2013 (Thumb mode)

f
PUSH {R3-R7,LR}
MOVS R7, R2
MOVS R4, R3
MOVS R5, RO
MOVS R6, R1
LDR R2, =0x66666666 ; 4.1
LDR R3, =0x40106666
MOVS RO, R7
MOVS R1, R4
BL __aeabi dmul
MOVS R7, RO
MOVS R4, R1
LDR R2, =0x51EB851F ; 3.14
LDR R3, =0x40091EB8
MOVS RO, R5
MOVS R1, R6
BL __aeabi ddiv
MOVS R2, R7
MOVS R3, R4

BL __aeabi dadd

POP {R3-R7,PC}
;4.1 in IEEE 754 form:
dword 364 DCD 0x66666666 ; DATA XREF: f+A
dword 368 DCD 0x40106666 ; DATA XREF: f+C
; 3.14 in IEEE 754 form:
dword 36C DCD Ox51EB851F ; DATA XREF: f+1A
dword 370 DCD 0x40091EB8 ; DATA XREF: f+1C

Keil generated code for a processor without FPU or NEON support.

The double-precision floating-point numbers are passed via generic R-registers, and
instead of FPU-instructions, service library functions are called

(like aeabi dmul, aeabi ddiv, aeabi dadd) which emulate multiplication, di-
vision and addition for floating-point numbers.

Of course, that is slower than FPU-coprocessor, but it's still better than nothing.

By the way, similar FPU-emulating libraries were very popular in the x86 world when
coprocessors were rare and expensive, and were installed only on expensive com-
puters.
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The FPU-coprocessor emulation is called soft float or armel (emulation) in the ARM
world, while using the coprocessor’s FPU-instructions is called hard float or armhf.

ARMG64: Optimizing GCC (Linaro) 4.9
Very compact code:

Listing 1.210: Optimizing GCC (Linaro) 4.9

f:
; DO =a, D1 =b

ldr d2, .LC25 ; 3.14
; D2 = 3.14

fdiv do, do, d2
; DO = DO/D2 = a/3.14

ldr d2, .LC26 ;4.1
; D2 = 4.1

fmadd do, d1, d2, dO
; DO = D1*D2+D0O = b*4.1+a/3.14

ret

; constants in IEEE 754 format:

.LC25:
.word 1374389535 ; 3.14
.word 1074339512

.LC26:
.word 1717986918 ;4.1
.word 1074816614

ARMG64: Non-optimizing GCC (Linaro) 4.9

Listing 1.211: Non-optimizing GCC (Linaro) 4.9

f:
sub sp, sp, #16
str do, [sp,8] ; save "a" in Register Save Area
str dl, [spl ; save "b" in Register Save Area
ldr x1, [sp,8]
; X1 = a
ldr x0, .LC25
; X0 = 3.14
fmov do, x1
fmov dl, x0
; DO = a, D1 = 3.14
fdiv do, do, di
; DO = DO/D1 = a/3.14
fmov x1l, do
; X1 = a/3.14
ldr x2, [spl
; X2 =D
ldr x0, .LC26
; X0 = 4.1
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fmov do, x2
; DO =D
fmov dl, x0
; DI = 4.1
fmul do, do, di

; DO = DO*D1 = b*4.1
fmov x0, do
; X0 = DO = b*4.1
fmov do, x1
; DO = a/3.14
fmov dl, x0
; D1 = X0 = b*4.1
fadd do, do, di
; DO = DO+D1 = a/3.14 + b*4.1
fmov x0, d0 ; \ redundant code
fmov do, x0 ; /
add sp, sp, 16
ret
.LC25:
.word 1374389535 ; 3.14
.word 1074339512
.LC26:

.word 1717986918 ;4.1
.word 1074816614

Non-optimizing GCC is more verbose.

There is a lot of unnecessary value shuffling, including some clearly redundant code
(the last two FMOV instructions). Probably, GCC 4.9 is not yet good in generating
ARM64 code.

What is worth noting is that ARM64 has 64-bit registers, and the D-registers are
64-bit ones as well.

So the compiler is free to save values of type double in GPRs instead of the local
stack. This isn’t possible on 32-bit CPUs.

And again, as an exercise, you can try to optimize this function manually, without
introducing new instructions like FMADD.

1.25.6 Passing floating point numbers via arguments

#include <math.h>
#include <stdio.h>

int main ()
{
printf ("32.01 ~ 1.54 = %1lf\n", pow (32.01,1.54));

return 0;
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x86
Let's see what we get in (MSVC 2010):
Listing 1.212: MSVC 2010

CONST SEGMENT

__real@40400147ael47ael DQ 040400147ael47aelr ; 32.01
__real@3ff8a3d70a3d70a4 DQ 03ff8a3d70a3d70a4r ; 1.54
CONST ENDS
_main PROC

push ebp

mov ebp, esp

sub esp, 8 ; allocate space for the first variable

fld QWORD PTR  real@3ff8a3d70a3d70a4

fstp QWORD PTR [esp]

sub esp, 8 ; allocate space for the second variable
fld QWORD PTR  real@40400147ael47ael

fstp QWORD PTR [esp]

call  pow

add esp, 8 ; return back place of one variable.

; in local stack here 8 bytes still reserved for us.
; result now in ST(0)

; move result from ST(@) to local stack for printf():
fstp QWORD PTR [esp]
push  OFFSET $5G2651
call  printf
add esp, 12

xXor eax, eax
pop ebp
ret 0

_main ENDP

FLD and FSTP move variables between the data segment and the FPU stack. pow()!!!
takes both values from the stack and returns its result in the ST (0) register. printf ()
takes 8 bytes from the local stack and interprets them as double type variable.

By the way, a pair of MOV instructions could be used here for moving values from the
memory into the stack, because the values in memory are stored in IEEE 754 format,
and pow() also takes them in this format, so no conversion is necessary. That's how
it’s done in the next example, for ARM: 1.25.6.

ARM + Non-optimizing Xcode 4.6.3 (LLVM) (Thumb-2 mode)

_main
var C = -0xC

PUSH {R7,LR}

1113 standard C function, raises a number to the given power (exponentiation)
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dbl 2F90 DCFD 32.01

MoV
SUB
VLDR
VMoV
VLDR
VMOV
BLX
VMOV
MoV
ADD
VMOV
BLX
MOVS
STR
MoV
ADD
POP

R7, SP

SP, SP, #4
D16, =32.01
R0, R1, D16
D16, =1.54
R2, R3, D16
_pow

D16, RO, R1
RO, OxFC1 ;
RO, PC

R1, R2, D16
_printf

R1, ©

"32.01 ©~ 1.54 = slf\n"

RO, [SP,#0xC+var C]

RO, R1
SP, SP, #4
{R7,PC}

dbl 2F98 DCFD 1.54 ; DATA XREF:

; DATA XREF: main+6

main+E

As it was mentioned before, 64-bit floating pointer numbers are passed in R-registers

pairs.

This code is a bit redundant (certainly because optimization is turned off), since it is
possible to load values into the R-registers directly without touching the D-registers.

So, as we see, the pow function receives its first argument in RO and R1, and its
second one in R2 and R3. The function leaves its result in RO and R1. The result of
_pow is moved into D16, then in the R1 and R2 pair, from where printf() takes the
resulting number.

ARM + Non-optimizing Keil 6/2013 (ARM mode)

_main

y
dword

X

dword

STMFD

LDR
LDR
LDR
LDR
BL

MoV
MOV
MoV
ADR
BL

MoV

LDMFD

520

528

SP!, {R4-R6,LR}

R2,
R3,
RO,
R1,
pow
R4,
R2,
R3,
RO,

RO,

SP!,

=0xA3D70A4
=0x3FF8A3D7

=0xAE147AE1 ;

=0x40400147

RO
R4
R1

’

’

vy

X

a32 011 54Lf ;
__2printf

#0
{R4-R6,PC}

DCD 0xA3D70A4
DCD Ox3FF8A3D7
DCD OxAE147AEl
DCD 0x40400147

"32.01

A~

1.54 = s%1f\n"

DATA XREF:
DATA XREF:
DATA XREF:
DATA XREF:

_main+4

_main+8
main+C

~main+10
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a32 011 54Lf DCB "32.01 ~ 1.54 = S%1f",0xA,0
; DATA XREF: main+24

D-registers are not used here, just R-register pairs.

ARM64 + Optimizing GCC (Linaro) 4.9

Listing 1.213: Optimizing GCC (Linaro) 4.9

f:
stp x29, x30, [sp, -16]!
add x29, sp, O
ldr dl, .LCl1 ; load 1.54 into D1
ldr do, .LCO ; load 32.01 into DO
bl pow

; result of pow() in DO
adrp x0, .LC2
add x0, x0, :lol2:.LC2
bl printf
mov wo, 0
1dp x29, x30, [sp], 16
ret

.LCO:

; 32.01 in IEEE 754 format
.word -1374389535
.word 1077936455

.LC1:

; 1.54 in IEEE 754 format
.word 171798692
.word 1073259479

.LC2:

.string "32.01 ~ 1.54 = %lf\n"

The constants are loaded into DO and D1: pow() takes them from there. The result
will be in DO after the execution of pow(). Itis to be passed to printf () without any
modification and moving, because printf () takes arguments of integral types and
pointers from X-registers, and floating point arguments from D-registers.

1.25.7 Comparison example
Let’s try this:

#include <stdio.h>

double d max (double a, double b)
{
if (a>b)
return a;

return b;

}
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int main()
{
printf ("%f\n", d max (1.2, 3.4));
printf ("%f\n", d max (5.6, -4));
+

Despite the simplicity of the function, it will be harder to understand how it works.

x86
Non-optimizing MSVC

MSVC 2010 generates the following:
Listing 1.214: Non-optimizing MSVC 2010

PUBLIC ~d _max
_TEXT SEGMENT
a$ =8 ; size = 8
_b$ =16 ; size = 8
_d_max PROC

push ebp

mov ebp, esp

fld QWORD PTR b$[ebp]

; current stack state: ST(0) = b
; compare b (ST(0)) and a, and pop register

fcomp QWORD PTR _a$[ebp]

; stack is empty here

fnstsw ax
test ah, 5
jp SHORT $LN1@d max

; we are here only if a>b

fld QWORD PTR _a$l[ebp]
jmp SHORT $LN2@d max

$LN1@d max:

fld QWORD PTR _b$[ebp]
$LN2@d max:

pop ebp

ret 0
_d_max ENDP

So, FLD loads b into ST(0).

FCOMP compares the value in ST(0) with what is in _a and sets C3/C2/C0 bits in FPU
status word register, accordingly. This is a 16-bit register that reflects the current
state of the FPU.
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After the bits are set, the FCOMP instruction also pops one variable from the stack.
This is what distinguishes it from FCOM, which is just compares values, leaving the
stack in the same state.

Unfortunately, CPUs before Intel P6 12 don’t have any conditional jumps instructions
which check the C3/C2/CO bits. Perhaps, it is a matter of history (recall: FPU was a
separate chip in past).

Modern CPU starting at Intel P6 have FCOMI/FCOMIP/FUCOMI/FUCOMIP instructions —
which do the same, but modify the ZF/PF/CF CPU flags.

The FNSTSW instruction copies FPU the status word register to AX. C3/C2/CO bits are
placed at positions 14/10/8, they are at the same positions in the AX register and all
they are placed in the high part of AX —AH.

* If b>a in our example, then C3/C2/CO bits are to be set as following: 0, 0, 0.

* If a > b, then the bits are: 0, 0, 1.

* If a = b, then the bits are: 1, 0, 0.

* If the result is unordered (in case of error), then the set bits are: 1, 1, 1.
This is how C3/C2/CO bits are located in the AX register:

14 0 9 8

C3 C2C1CO

This is how C3/C2/CO bits are located in the AH register:
6

2 1 0

HSHCES

After the execution of test ah, 53, only CO and C2 bits (on 0 and 2 position) are
considered, all other bits are just ignored.

Now let's talk about the parity flag, another notable historical rudiment.

This flag is set to 1 if the number of ones in the result of the last calculation is even,
and to O if it is odd.

Let’s look into Wikipedia!!4:

One common reason to test the parity flag actually has nothing
to do with parity. The FPU has four condition flags (CO to C3), but
they cannot be tested directly, and must instead be first copied to the
flags register. When this happens, CO is placed in the carry flag, C2
in the parity flag and C3 in the zero flag. The C2 flag is set when e.q.
incomparable floating point values (NaN or unsupported format) are
compared with the FUCOM instructions.

As noted in Wikipedia, the parity flag used sometimes in FPU code, let’'s see how.

112nte| P6 is Pentium Pro, Pentium II, etc.
1135=101b
H4https://en.wikipedia.org/wiki/Parity flag
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The PF flag is to be set to 1 if both CO and C2 are set to 0 or both are 1, in which case
the subsequent JP (jump if PF==1) is triggering. If we recall the values of C3/C2/C0O
for various cases, we can see that the conditional jump JP is triggering in two cases:
if b>a or a =20 (C3 bit is not considered here, since it has been cleared by the test
ah, 5 instruction).

It is all simple after that. If the conditional jump has been triggered, FLD loads the
value of b in ST(0), and if it hasn’t been triggered, the value of _a is loaded there.

And what about checking C2?

The C2 flag is set in case of error (NaN, etc.), but our code doesn’t check it.

If the programmer cares about FPU errors, he/she must add additional checks.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!
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First OllyDbg example: a=1.2 and b=3.4

Let’s load the example into OllyDbg:

[E cPu - mai 101 x|

dorcioas|| - FLD GWDAD PTR $5: ARG, 31 S =
. FCOMP GWORD PTR 55: [ARG. 17 FLoRT—] Eqi Eoigants MsucRisE. _inireny

| FaTou A EEY DOBGHH6E

ewrFCleee|| - TEST A

H, 25
aoFc1agE|| - 5 JPE SHORT BOFC1B1S Taken |ESE D4IEEDE
gerciotg|| - BUORD PTR 55: [ARE. 11 EET EaitEDT

JHMP SHORT @EF
AWORD PTR S5: LARS.Z1 EDI @EFC3388 d_max. B0FC3358
BAFC1A12(] > &D FOF EBP EIF QOFCiE0e d_man. GEFC1EEE

egrcia1? 5 ES BBZE 32bit G(FFFFFFFF)

BAFC1ALIR
GEFC1A1E C5 BEz2 22bit B(FFFFFFFF)

G2 BEZE 22bit GIFFFFFFFF)

LastErr BOEEEE0E ERROR_SUCCESS
FL @maagzae (Mo, ME, HE, A, NS, FE, GE, 5]

BEFC1E1F
BAFC1AZE
BEFC1E21
BAFC1A22(] - =)=} .

GEFCLIEZE(] FLD GWORD PTR [2: [EBFCZEEE] FLOAT
BAFC1BAZC(] - FSTP _GWORD PTR S5: [LOCAL.Z2]
GEFCIEZF(] - SUE ESF, &

C
F 1
na
zo i

BAFC1ALE § B FS 53 33b(% ZEFODOBOIFEF)
D&

0o
E

parCiaaz|| - FLO GWORD PTR DS: [BFC2E081 FLoaT |15 EnETY
soFcipzs|| - oolcEd FETF GWORD FTR S8t LLOGAL. 41 £T3 empt
GoFC1a5E|| - ES CEFFFFFF | CALL GBFCLGGeE T3 enety

GEFCIA4E() - 2304 B3 AOD ESF, S

et R oo cod CoTh oo DT LLocol 2 =

[2] =

STE empty
STV empty

2zla@ ESFPFUDEZD
FST 2888 Cond @@ B @ Err B A G E B AA
FCW Bz7F FPrec HERR,S52  Mask 1111
Last cmnd B823:ABFC1863 d_max. BAFCL1AGE3 -

3 E
.

tack LOB4IFEES1=] . oo
ST=2. Z9999999999999991 15

—-

Address |Hen dump ASCIT (AMST - « Ba41FEF4| TaR -
CorEeeraler ca 2 g e o o0 £ 28 32 05 20 25 52 83 gglie 0 e
DEFCI020| FE FF FF FF| D1 OB D@ 00|06 FO 69 BS F9 OF 96 4= g seiq.x | SO4IFEES|| SPFAS303) 257

BOFCIA0E| A1 B0 B DA 45 25 19 00 65 4C 19 O 0B 0B B0 90)8  Hi4 hrid 1FEEC|| 3323 3

BAFCanin| 6 56 b6 bb ba ba bb b B 6 b 45|65 b5 bb ap AR | N

BEFC30E6( 60 60 B0 BO| B0 BO BO BO| B0 B0 DO BD| 60 O B0 6O BB4IFERS| DDOFCILED| 4 | RETURN from d_max
BOFCIEVE| 0B B0 B0 0O 0B 6O B0 OO 0 0D B0 00 OF 03 89 69 gaslFERC|ragapegal o

BOFCIEGE| 6O 69 00 0G| 0O 69 00 0O £9 69 00 0O 05 69 60 09 Bac1EFan)| BalsdEes nht

BOFCIA08| B3 B0 B0 OA| 0B 60 B0 OO 0 0O B0 00 O 03 B9 6O 2o3iFrad|| palaesds it

BOFCIEAE| £ 69 09 0G| 0O 69 00 0 £9 69 0O 0O £ 69 60 09 BaclEFas)| Bocarar

BOFCIECE| 0B B0 BO DA 0B 6O B0 DO 09 0D B0 00 OB 0B B9 69 gaa1FFaC) | Boaoaoan

BOFCZECE| £ 69 00 DA 0O 69 00 0O £9 69 00 0O £ 69 60 09 BosiFFle|| bopoaaea) .

BOFCIE0E| 6B 60 BO DA 0B 0O DO DO 09 0D B0 0 OB 0B 69 B9 Eod1FFLd)| FEFDEDED) o

BOFCIEEE| €O 69 09 0G| 0O 69 00 0 99 69 00 0O 05 69 60 09 Bac1EFIs)| Baananan

BOFCIEFE| 0B 60 BO DO 0B 0O DO DO 09 0D B0 0O OB 0B B0 B9 DOAIFFLL|| Bemomnnel o

GOFCE108| 60 69 00 0G0 69 00 0O 09 60 00 0O 0 60 60 09 Erppgir]| R M

BOFC3116| 68 60 BO 0O 0B 0O 0O 0O 09 0D B0 0O OB 0B 60 B9 EA41FF2d|| az2CE0R FelLl

Figure 1.67: OllyDbg: first FLD has been executed

Current arguments of the function: « =1.2 and b = 3.4 (We can see them in the stack:
two pairs of 32-bit values). b (3.4) is already loaded in ST(0). Now FCOMP is being
executed. OllyDbg shows the second FCOMP argument, which is in stack right now.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!
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FCOMP has been executed:

BAFC ARG
GEFCLEEL
BAFC]AR3
GIEFC L A

GEFC L EHE
BAFC1ARE
GEFCiale
BAFC1ALS
BBFCIBIE

BAFC1AIR
BEFCLE1E
BAFCIAIC
GEFCia1D

BAFC]A26
GEFCiaz]
BAFC]AZS
BEFCL A2

F
BAFC1ASZ
BEFCLEasS
BAFC1ASE
BEFCLa4E

PU - main thread, module d_max

NI~ e =]
FET=HEEE
AX=2842

£ EE FUIZH EEFP -
SBEC Moy EEF, ESF —
OO45 1@ FLD @ORD PTR_55:[ARG. 21
DCSD @2 FCOMP BWORD PTR SS: [ARG. 11 v
E@ Wl A
Fol4 @t TEST RH,E%
~ TA BE JPE SHORT BEFC1A1E Taken
D045 @2 FLD GWORD PTR SS:L[ARG.11
-~ EB B3 JMP SHORT GBEFC1E13
D045 18 FLD GWORD PTR S5:[ARG.S]
E0 FOFP EEP
c32 ETH
CC INT2
cC INTS
CC INT2
cC INTS
CC INT2
cC HTS
EE FUZH EBFP
SBEC Moy EEF, ESP
S3EC @3 SUE ESF,
Gs FLD GWORD PTR DF: [EBFCZEEG] FLOAT
OoOic24 FSTF GWORD PTR S5: [LOCAL.Z]
S3EC @2 .
OO&S FLD @ORD PTR OF: [EFCZACS] FLOAT
ooica4 FSTP GWORD PTR S5: [LOCHL. 41
E2 CBFFFFFF |CALL G@FC1a6E
o3 ROD ESF, -
DodC 2 EaTl CLC =l =] LLOC0l | ra
(C2=@ CZ2=60 Cl=0 CB=@ ES=@ SF=B@ PE=0 UE=G OE=@ ZE=0 DE=0 [E=B)

=10l x]

Registers (FPLI -
ER¥ BE192242 =
ECH 6E424714 MSUCR1EE. _ initenu
EDX BO8E0866
EEX GEEEEHEE
ESF @84 1FEDC
EEF @B41FEDC
ESI @o@@nadl
EDI BEFCI222 o man. OEFCI2EE
EIF BEFCI8G9 o maq, GEFC1OES
C @ ES @982ZE 3zbit GIFFFFFFFF)
P 1 CS BeZ3 32bit BIFFFFFFFF)
A @ 55 B82E 32bit BIFFFFFFFF)
2 8 DS BEZE 3zbit BIFFFFFEFE)
S 8 FS @853 32bit TEFODAEE[FFF]
E S 55 BEZE S2bit BIFFFFFFFF)
08 LastErr BOB0EE0E ERROR_SUCCESS
EFL @Be@gzes (MO, HE, HE,A, NS, PE, GE, 5)
STA empty B.8
ST1 empty B.8
ST2 empty B.8 bvoon
ST3 empty ©.8
5T4 empty B.8
STS empty ©.8
STE empty B.8
STP empty SeSSESOSoOoos 99999118

SFUODZD
FST @Beg Err 8B BB 800
FCl @27F Haszk 11111
Last cmnd BEZ3:80FC1085 d_max.80FClEEs -

Address

BAFCIA1R
BEFC2EZE
BAFCIAZA
BEFC2E4E
BAFCIASE
BEFC2EsE
BAFCIATE
BEFC2ESE
BAFCIATE
BEFC2ERE
BAFCIAEE
BEFC2ECE

BAFCIAFE
BEFCE1EE

GIEF C2EEE

Hex dump

ASCII (ANSI —

g WEE =R
= B aEiq-#
=] Hi+ hMH+

BEA41FEER
HE41FEE4

Ba41FEFA
HE41FEF4
BA41FEFS
HE41FEFC

Ba41FFES
Ha41FFEC
Ba41FF1a
HE41FF14

Ba41FFZA
Ha41FF24

BE41FEF4 T

BEFC1B4E
BEEEEEEES

4EEE3323
a4 1FF22
LAEFC11FD

FACEEEEGE] | B

BEZEEFIE
BEDAEE0E
BEGARARG
?EFDEBBS

Ba41FFag
42268302

RETURM from o_man -

RETURM from d_mas

Figure 1.68: OllyDbg: FCOMP has been executed

We see the state of the FPU’s condition flags: all zeros. The popped value is reflected
as ST(7), it was written earlier about reason for this: 1.25.5 on page 283.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!
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FNSTSW has been executed:

[E cpu - main thread, module d_max =10l x|

BOrC 1008 PUSH _EEP .
BorC o3| - FLD i PTR S5 (ARG
maFC1egs || - EEDME GDRD TR 555 CARS. 11 anog [TEUERLEE. _inireny
corcioos|[ - oFge FETSW A
BOBHAGGE

: TEST AH, 05 804 1FECE
BOC1B0E| | - 3 JPE SHORT BOFC1B1S osirEDe
GoFCiois|| v g8 as TP SHORT GOECTBIG gacaga]
BEFC1B1E FLD GUORD FTR 55:LARG. 31 BEFEESES d_max. BOFC35ES

BEFCIA1s(] > &O FOF EBF EIF BEFCIAGE d_man.B6FC1E5E
. RETH

BEFC1E1S
8 ES BE2B Z2bit G(FFFFFFFF)
geFClalg CS BBZ3 22hit BLFFFFFFFFI

BEFC161E
BEFCIA1C S5 BEZB 32bit BIFFFFFEFF)

GOFC L1 55 B82E 32bit BIFFFFFFFF)
BAFCIAET LastErr GREEEARE ERROR_SUCCESS

BEFC1EZ2 LIE ESPFS EFL B@@B@@z@e (MO, ME,ME, A, M5, FE, GE, )
EEFCiE2e|] - DDE! FLD GWORD PTR D5: [AFCZEED] FLOAT =TE

saFciazc|| - FSTP BWORD FTR 25: [LOCAL. 21 g e 22

aarC1EzF || - SlIE ESP, 312 mory @.@

ooFC1esz|| - FLO GnkD FTR DS: [FC2EDE] FLOAT  |:213 200D Gl

@arCla3s|| - DD1C24 FSTP GWORD PTR 55z [LOCAL. 41 314 oty .8

DOFCIGSE|| . ES COPPFFFF | CALL GOFCiooe 25 Empry .8
. Eerh e |: Io ouhono DTD Llocol o] c ] STE ErDty @

.8
STF empty 2.39999939932993391 18
Zzlm E S

UozZno
FST @088 Cond @ 8 8 @ ErrBBBBBBB
FCll @ZFF FPrec HERR,S3 11111
Last cmnd @EZ25; B0FC1lEE5 d_max BEFCL a0 b

Address |Hew dump | ASCII (AMSI - BO41FEF4 ) 1nH -
BOFCIAE| 25 66 BN OO It 66 ON G0 60 60 60 60 60 60 60 60| GfE RfE Qo41FELD) [OOFL1040) EME |RETURN from d_max
@BFCZE1e| FF FF FF FF|FF FF FF FF|B@ R 0@ Q8|60 B8 G0 6@ onaircea|[3rraaans| aaas

BEFC3G26( FE FF FF FF| 81 8@ B0 00|96 FB &3 BS|F3 BF 95 4Ale 6 siq.s | JR3IEEC8)) SFF25995) 2087

GEFCSE5E| 1 B0 BR BE| 45 25 19 B0| 65 4E 19 68|00 BE G0 @6|@  Hi+ hHd ey | EEEEEEEE s

BEFCEE4E| B8 BE 68 BE 68 B0 GO BO|BE G0 B 6D 60 BE GO GE andiFer4|| Badieesal & p

GEFCIECE| BB B9 B0 DO BB B0 GO B0 0O 60 PO 0P| 60 BE 0D 08 onairEra|Loarciiro| s | RETURM £ 0
GEFCIAEE| B9 B0 BB BR[| HE BR GO PO PO PO PO GG BE B G OF BR4 1FEFE | FRAREERAT | A rar fnas
GEFCIETE| BB B9 B0 DO BB B0 GO B0 0O 60 PO 0P| 60 BE 0D 08 coairros|[ Baio4ees| e

BRFCIEGE| B0 G5 G0 BE) BB B GO B0 0BG G0 PO 0B 60 BE 6D GG aoiiFraql| Baidasaal it

GEFCIE0E| BB B9 B0 DA BB BO GO B0 0O 60 PO 0P| 60 BE 0D 08 eaiFFes| | BozamEaE| S iq

BRFCEEAG| BB G5 BB BE) BB GO GO B0 0BG G0 PO 0B 60 BE 6D GG aniirracl| Baraanag

GEFCTEES| BB B9 £ DG BB 9O GO PO RO 60 PO 0P| 60 BE 0D 09 ooairrio|| anaanaa

BRFCIECH| B8 G5 G0 BE) BB GO GO B BG G0 PO 0B 60 BE 6D GG R S | i —

GEFCEE0E| BB B9 £ DA BB B0 GO PO B0 60 PO G5 60 BE 0D OF ooatrrio|l cenpeana| T

GRFCEEES| BE BE GR PE) BB BA B9 PO BE GR PO AB| 60 BE G0 B9 aniiFrie|| Banaanan

GEFCEFE| BB B9 £ DO 6B B GO PO RO 60 PO 0P| 60 BE 0D OB feairra6| | Ba41Fras|a n

GEFCS16G|BF 0O GO PA| GO BA B9 PO DA GR BE 0D 60 BE G0 O@ BR41FFo4|| 456aa0s| Tec

GEFCZ118|BE B9 60 PG 6B 9O GO BE| B0 60 PO 0P| 60 BE 0D OF Tl ERiirrsal| paaireoal b bl B ioter o neut ST

Figure 1.69: OllyDbg: FNSTSW has been executed

We see that the AX register contain zeros: indeed, all condition flags are zero. (Olly-
Dbg disassembles the FNSTSW instruction as FSTSW—they are synonyms).

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!
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TEST has been executed:

[E cPu - main thread, module d_max =10l ]

DOFCIGO0| (5 55 FUSH_EEF
cEFCimal || -« BBEC MOU EBP,ESP = E;g‘;gf;gaégpm
goFcioos|| - OO4% 1@ FLO @WoRD PTR S5%5: [ARG.S] B e eucRigE.  initenu
goFciooe|| - DESD BE FCOMP GQWORD PTR 55: CARG. 13 - —
eoFciaas ||« OFEE FSTSW AX EDs omoneen
coFciooel| - Feca Bs TEST AH, 85 Ebe poadEEEn
E5FC 1 E || 5 FE SHPET BOFCIB1S Tsken | Eob DoaifEne

i ek T

A B s, 21 EDI BEFCI385 d_maw.BOFCIIES

POP EBP EIF BEFCLBPE d_max. BEFC1EEE
sorcia19|k: C3 RETHN

ES @@2E S2bit @iFFFFFFFF)

GorLiain EC mrs ﬁ T BEZE 32bit BIFFFFFFFF)
SAEEIEiE EE e S5 BEZE Z2hit G(FFFFFFFF)
CREciaiE £ me= Z 1 D2 B9ZE 2Zbit BIFFFFFFFF)
SaEE1mD EE e 5@ FS @53 2zhit FEFDDAAALFFF
corciotr| G o T 0 BS GE28 3200+ GIFFFFFFFF)
QEEEEENIrT B Foo EEE Egp 06 LastErr OOOGG880 ERROR_SUCCESS
goFciozz|| - 83EC B SUB ESF, & EFL @@BOEZ4E (MO, NE, E, BE. NS, FE, GE, LE)
eoFCiezs ||+ DOBS EMEBFCE| FLD GUORD PTR DS: [BFC2BES] FLOAT  |oto coprn 0.0
eoFciozc|| - DOiC24 FSTP GQUORD PTR 5%z CLOCAL.21 i e B
eoFciazF|| - 83EC 6o SUE ESF, & 21L emory 2.2
eoFciozz|| - DORS OS2EFcel FLD GUORD PTR DS: [AFC2A0S8] FLoAT | 215 EEs B-3
aoFciozs|| - DOlG24 FSTP DUORD TR 553 [LOCAL.41 i3 oo 2e0
GEFC1EZE|| «  ES CBFFFFFF | CALL GBF irc emgtﬁ N
R T o ofof e o
TERCRT o 577 eroty 313999999999559095 110

Dest= d_maH BBFCIBIS

e

221 oz
FST BEEAG Cond @ @ & @ ErrBBBBB 5]
FCW 8z7F Prec HERR,S32 111 1
Last cmnd @A23: ABFC1EAS d_naH BAFC1 ARG -

Addres=s |Her dump ASCIT (AMSI - & BA41FEF4| ImA ~
BOFLO0D0| 25 56 R 00| 2t &6 OR 00|00 00 00 00|00 00 00 00| HAE RrE o IFEED| SOOFC 1040 EHE | RETURN from d_nax
BEFCZA1E| FF FF FF FF|FF FF FF FF GG QG RO A6 A8 68 08 OO gt | IEEEEE R PR

@EFC3820|FE FF PR FF @1 82 00 92 96 Fo &3 BS|F9 BF 96 4A|s 5 sci.x | DOHIFEES)) SFFA2208) 2227

GEFCOA3E| 01 B0 B0 BA[ 43 22 12 60 6% 4E 1% 06| A& BB 6B oale  Hi4 RHE SRAlFEEL | J23=sads) ooug

BEFCTE4E| B0 B9 B9 0| B0 PP 0 B0 00 00 B0 PO DO DO 0D QD SRaIFERS|| AastERas 25

GEFCIACE| OO PO B0 50| GR 6B G0 GO G0 AG 0O RO AD BB 0D OO SRTIFERA|LBEAL TR 2R | reTuRN £rom 4
DEFCIGEE| B0 DB BB 08| 5O D3 0B 00|90 00 DB DD BE GO 0D 0P oo4iFEre| Foapeana; | @ ram G
GEFCIA7E| OO PO B0 50| GR 6B G0 GO G0 AG 0O NG| AD BB 0D OO it e

PEFCTEZE|BY BO GO B[ B0 BB D0 DR 90 DO PO PO PO DO 0D 0D gt | I

GEFCIA9E| PO 9O BA 0| BR BR GO GO 00 03 00 OGBS AR 0D OO gadlrrad) | gaiasads|Hit

BEFCTENE| BE BO GO B[ ER BB DO DR 90 DO PO PO PO 0O 0D 0D st e

GEFCZARE| PO 9O B0 BO|BR GBR GR GO 00 03 00 OO AS AR G0 OO gadlrreL | gaaeaaaa

PEFCTECE| BP B0 GO B[ B0 PR 00 BE 90 DO PO PO BE DO 0D 0D EEpE ] | [ -

GEFC2ANG| PG 9O B0 BO|BR GR GR GO 00 O3 0O 00| AD AR G0 OO gaalrrid)| JEFDEDEE) e

BEFCZEED| DO B9 B0 ©B| 6B BB 0D PO 00 0O PO BO| BO BD 0D 0D PRAIEEIE| | Bamaaaaa

GEFC2AFG| PO 9O B0 BO|BR BR GA GO 00 O3 00 00| AS AR 0D OO ooiirroe|| Ba41rros @ A

BEFCZ1AG| PR PO BA 0R|6R BR GO GO GG A BO AG| BB BB 0D OO EEpErR] | e ARG L

GEFCZ116| @0 9O B0 60| BR BR GA GO 00 O3 00 00| 0D AQ OB OO bl R AR | R g |

Figure 1.70: OllyDbg: TEST has been executed

The PF flag is set to 1.

Indeed: the number of bits setin 0is 0 and 0 is an even number. OllyDbg disassem-
bles JP as JPE}15—they are synonyms. And it is about to trigger now.

115Jump Parity Even (x86 instruction)

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
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JPE triggered, FLD loads the value of b (3.4) in ST(0):

GEFC ] EEE

FLUSH EEF
BAFC1EE1 ML

Registers [FFL)

EBF, ESP =
Efl< 00120000
BAFC1EE3 FLO GUORD PTR_S%5: [ARS. 21 o
BEFC 1606 FCOMF GWORD PTR 55: CARG. 11 -1
BAFC1EE3 FSTS B Ebn Hopmaasn
BAFC 1 AOE TEST AH, 85 EE poonmaEn
BAFC 1 BOE FE SHPET BeFCinis Taken |EZE DE41EEEY
L 2 et
BAFCIATE FLD QUORD FTR S5t CARG. 31 EDI BBFE3388 d_max . BBFC355S
C EIF BBFCLO19 d_max. BEFC1E19
C @ ES @82B 32hit @(FFFFFFFF)
ggggig%g F 1 CS 8823 3Ebit BIFFFFFFFF)
Zorcime A B 55 GOZE 32hit O(FFFFFFFF]
porCiEiL 21 DS BOZE 32bit BLFFFFFEFF)
Zorcimb § @ F5 G053 2ohit PEFOOAGEFFF)
ZOFCIEiE Te 32hit B(FFFFFFFF]
0a BRAERADE ERROR_SUCCESS
BAFC 1625 . EFL G@E@E246 (MO, MNE,E,EE, NS, PE, GE, LE]
BAFC 1626 FLD QUORD PTR DS: [BFC2EER] FLOAT —
aiFC {050 FBgPEggngn PTR S5 LLOGAL. 21 —r—
BAFC 1652 L0 GUORD PTR DS: [BFC2602] FLoaT | 21E Enere 22
BAFC1EZE FETR QUORD PTR S5+ CLORAC- 21 E R
BAFC B3R ES CAFFFFFF |CALL Q@FC1ea8 o e 22
BAFC1E4E sacd pe A0 ESP, & = :
GRCC1ad Io ouhoo oTo LLocoy 27 c 5T erpty B.48
oE oF Stook [OBAIFEEDI=A non poFCisdn 2| 577 empty 8.8 - EsrunzoD
T |FsT e Cond @B G A Err @ A a NN
FCW GEFF  Prec HEAR,53  Mask 1111

Last omnd GA2%:AAFCIAIE d_max. EIBFCIEIIS

Address |Hes dump ASCII (AHSI - & EBBFC184B BMF | RETURM fraom d_mad o

CEFCo00E | 25 66 BH 60| 25 66 BH 0O 00 00 00 06 00 0o 00 06| RiE LA gadiRERd|ME3asaacy) 2502

BEFC2E16| FF FF FF FF|FF FF FF FF 90 90 B0 BO| 8O B0 0D 0D Bo4IFEES|| SPFoases) 2oet

GEFC2A2E| FE FF FF FF|B1 B B 6@| 66 FO@ 62 BS|F3 OF 95 4A|= +£iq- BOGIFEEC|| Saomasas) 2202

BOFCo6E0| b1 hb Hb ob| 45 25 19 06|65 4& 19 bo|bb Ao OO op|B  HCs M Bo4IFERD|| jaeBssss) 252

CEFC2A4E| B PO BO BO|BR BR GO GO 00 O3 00 00| A0 AR AR OO DOIPERAI| 2EALRTEE 2 0 | cetimm from o

PEFCZESE| DR PR PR R|6R BR GO GO GG A BO RO BB BB 0D OO Bo4IPERS| LooFCLLeD 2 rom d_mss

PEFCTEEE| PO B9 B9 0| B0 PR DO B0 90 0O 0O PO 0O 0O 0D QD et e | e

BEFCEAPE| DR PO BA 0R|6R GO G0 GO GG A3 RO RO BB BB 0D OO Gos1Fron|| palsdEes nht

BEFCTE0E| B0 B9 B9 0|0 PR DO B0 90 DO DO PO DO 0P 0D 0D BoaiFrad|| Balzeds| HiL

GEFCIA06| OO B0 B0 50| GR 6B G0 GO G0 AG 0O A0 AD BB 0D OO goairras|| hesar ot

BEFCTEAE| B9 B9 B9 0| B0 PR O B0 90 0O 0O PO DO 0P 0D QD ey i | e

GEFCIAEG| OO B0 B0 50| GR 6B G0 GO G0 AG 0O A0 AS BB 0D OO go4iFEln)| omomanan .

BEFCTECE| B9 B9 B9 09[R PR DO B0 90 0O 0O PO DO DO 0D 0D BRAIFFLA|| FEFDEBDG)

GEFCIA06| BG PO B0 50| GR 6B G0 GO G0 AG 0O NG| AG BB 0D OO Erpe R | e

BEFCTEES| BP BO B9 B[R BB PO DR 90 DO PO PO BE 0O 0D QD EEppT | Rerivicrcird P

GEFCIAFG| OO B0 B0 50| GR GO G0 GO 00 OO 0O A0 AD AR 0D OO EEpE{a | e N

PEFCZ106| B9 BO GO B[R BB D0 DR 90 DO 6O PO PO 0O 0D 0D BoclEFed|| aacemsbs Fent) o -

GEFCZ116| @0 9O BA BO|BR BR GR GO 00 O3 00 OGBS AR 0D OO -1 Jadibrez ginter to next Sl
== s e e

Figure 1.71: OllyDbg: the second FLD has been executed

The function finishes its work.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
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Second OllyDbg example: a=5.6 and b=-4

Let’s load example into OllyDbg:

=101x]

Registers (FFPLI
ML EEF,ESF ERY BE8E08E3

FLD GWORD PTR_S5: [ARG. 31
i ECH EE44EE17 MSUCR1GG. SE44EE17
FEOMP GUORD PTR 55 [ARG. 11 O BEaaniEn

|»

GF
aoFc1aaE|| - TEST AH, BS
Girciaee|| o 7R B8 JFE SHORT BEFC1E1S Taken |ESh DB4IEECC
etein| e\ B SR M
BAFCIAIS FLD QUORD PTR S5: [ARS. 31 EDI BEFLISES d_nax. 0OFCIZES
L ED FOF EEF EIF BEFC1066 o_may . BEFC1E6S
ES BEZE 32hit BIFFFFFFFF)
orLiain C3 G623 Z2bit @(FFFFFEFF)
45 BAZE 32hit BIFFFFFFFF)

]
A
BAFCIAIC

c B DS 88zZE ZZbit BIFFFFEFFE)
GEFCia1D % g FS BASZ 32bit FEFODAEE(FFF)

L]

og

L

BAFC1AIR

55 BEzE 3zZbit GIFFFFFFFF)

QEFC1a2E LastErr BO@ERE5E ERROR_SUCCESS

GEFCiaz]

BAFC 1 EES i EFL BBQBEEEE (MO, HE, HE, A, NS, FE, GE, &)
goFCieze|| «  DD@S E@2GFCEl FLO GWORD PTR DS: [GFC2OEE] FLOAT —

. FETP OWORD PTR S&: CLOCAL. 21 CIERER= R F e e e e
aaFciasz|| «  DOas FLD oWoRO PTR OS: [BFCZE08] FLOAT g% Enpty

BEFC1ESE| | - 1CE4 FSTP GWORD FTR SS:C[LOCAL.41 ira Enpty

0 D 0
ENE S

aaFCiGsE| |« ES CEFFFFFF | CALL EFC1&66 ST ooty
GoFCigdn|| .« 83cd as AOD_ESP, 5 ~ |
1T 2] =4 riornol 1 = A 22323
tac GIFEE4]=C. ol =
2= |— zz21@ ESFUOZD
SIS Rl e L G LR FST 9908 Cond BB 8@ Err 6 G066 00
FEW BEPF  Frec NEAR,EZ Mask 11111
v | Lzt crnd BE23:@6FCIE03 d_nas.BOFCIBES W
Pddress |Hew dump | ASCIT (ANST - » e ot ke FETURN From ona Lo

GEFCZEEE 2R 26 WH OB 20 So OF BO|0E OH G0 OE) OE B0 0D GE(RAE DR
BAFCIA1A(FF FF FF FF|FF FF FF FF| BB @8 A3 0A A3 B3 A8 A
BEFC2E2E|FE FF FF FF| @1 B0 08 @8 6. FE &9 BE F2 BF 92 40| = B #Eiq-#
BAFCIAZA( A1 @8 B@ QA 42 22 19 AR 62 4E 19 0O A8 A3 BA AR A Hid hMe

GEFCIE4E| 0 Q8 @G0 08 Q0 00 Q8 G0 00 GE B0 08 G0 00 08 &g
BAFCIASE| B3 @8 B3 0F AF BE Q8 AR B A8 A3 0R AR B3 A8 AQ
GEFCIEEE| OE Q8 @0 08 Q0 00 Q8 G0 00 GE B0 08 G0 00 08 &g

e 3

0041FEES|| 4512555 | Fia

6341 FEEC || a@eaoma0

504 1FEFE| | CH16G6RG) kU
1 B

H
BA41FEFE(LAEFCLIFD| =4 | RETURN from d_max

Gl &
Ba41FFaal | AE134ELS| hMHe
Baq1FFa4( | a8192242) Hi+
BA41FFAS|| BEZ2AFIE| aiq
BE41FFEC| | aEDa0a0g
BA41FF1a| | AEGAGAERE
HE41FF14 ?EFDEBBS =

BAFCIA0E| 0 @8 G5 08 A8 BF Q8 AF B3 A8 A3 08 A8 B3 B8 &G
GEFCIERG| O Q8 @0 08 G0 05 Q8 G0 00 GE 80 08 G0 00 08 &g
BAFCIAEG| G @8 B8 08 A8 BF 08 AF B3 A8 A3 08 A8 B3 A8 &0
GEFCIECH| OF Q8 @0 08 Q0 00 Q8 G0 00 GE 80 08 G0 00 08 &g

BAFCIAFE| G @8 B8 08 A8 BF Q8 AF B3 B8 A3 08 A8 B3 A8 &G
GEFCI1EE) 08 a8 B9 08 80 05 G0 80 00 68 89 08 g 08 o8 ag
BAFCI1IG| 0 @8 B8 08 A8 BF Q8 A0 B3 B8 A3 08 G5 B3 B8 &G

Ba41FF2a(| aa41FFG2 B A
BE41FF24 () 43258308 ) FeLl
AR41FF; AR41FFF4i 6 B I Pointer to nedt

Figure 1.72: OllyDbag: first FLD executed

Current function arguments: a = 5.6 and b = -4. b (-4) is already loaded in ST(0).
FCOMP about to execute now. OllyDbg shows the second FCOMP argument, which is
in stack right now.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
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FCOMP executed:

PU - main thread, module d_max =10l x|

BAFC ARG FUIZH EEFP i
o o S st o o
QEFCLaes!| . FE%E EEDRD FTR 55: [ARG. 11 b EEE Sgggﬁéég fEERER. SRadse

BEFC166E| | - TEST AH, 85
: ESF BB<1FEDD
BAFCLEGE|| -~ 7R B8 JPE SHORT BBFC1615 Taken | Eop Sodirenc

et Bl |7 B S i

BOFC1A15 FLO QUORD PTR 5%:LARS. 31 EDI BBFLCSS22 d_may. BEFLIEES
2% =o POF EEP EIF BEFC1089 d_may . BEFC1EE3

B ES BA2E 32bit ©(FFFFFFFF]

1 ©CS 8023 32bit GLFFFFFFFF)

& £ GAZE Zobit OFFFFFFFF)

8 DS B@ZE S2bit @iFFFFFFFE]

5 FS 663 Sobiv FEFDDOGOIETF)

)

BBFC1a1A E
BEFC1G1E £
BOFC1a1C g
BEFC1a10 Z

Ta oS eazk 320t OCFFFFRFFF)

BEFCIBET 08 LastErr OEREREE9 ERROR_SUCCESS

BIBFC1 65 i EFL BO@@82e5 (MO, MNE,NE, A, NS, PE, GE, &)
eFCiese| .« DDAS EBPEFCENFLD BWORD PTR_DS: [BFC2OEE] FLOAT |7 crprw

BAFC]A26

L )
o FETP uw?nn PTR £&: [LOGCAL. 21 A el |
BEFCIES2|| «  DDBE DEZGFCHA FLD GWORD FTR OS: [BFC2G08] FLOAT g% ey 3'3
BEFC1EZE| | - 1024 FSTP WWORD FTR SS: CLOCAL. 41 ET3 Emptn G
AEFCIEZE|| +  ES CEFFFFFF | CALL BEFC1AEE e ety Ba
geFcieds| |« 8304 @3 BOD EZF, 2 | iri Enen 4
oo o [alat Tyl EaTh CLOED CTC LLocol 1 r -
FET=pil0 (Lo=8 Lo=@ C1=9 Lb=1 Eo=8 SF=@ PE=8 UE=D UE—8 ZE-0 DE=8 LE=0) | =1  =MeRy R
RR=BBA3 FoT B1Ew Erc BB BEEAD
FON G27F === fask 11111
Last cmnd BEZ3:BEFC1E8E d_max.0EFClo8c -
Address [Hex dump ASCIT (ANSI — 2@41FEF4) 1uf -
GOFCo0D0]E6 EE DN D 2b &L DN 0D 0D 0D 0D 00 00 00 00 00| HFE ofE CoAIFEER| cREELIACE nHE |RETURN From d_man —
@BFC2A16| FF FF FF FF|FF FF FF FF| @3 B9 00 00| 00 G2 03 00 QaLFEER [eoetiten) FEFE
@EFC3620| FE FF FF FF| 01 99 @9 02 06 FO 63 BS|F3 OF 96 4Ale &  seiq.x | DOHIFEES|| 4B185868) £Fa
QEFCIAZE| A1 B0 B0 G0| 43 22 12 06 62 4€ 10 00|00 09 G2 03|8  Hb hHe SRLFEED | ol .
BEFCTE4E| BE GO P 0| 0P 0F D 9P| B0 BE 0P OB 0D DD GO 6O coairerall Gadirreal e
QEFCIASE| AR G0 G0 G| QR 08 OF OF| 05 A0 00 00| 0D G0 GO 00 DRAEERA | BEALRTER E 0 | ReTurm from o
BEFCTRED| BF GO P 0| 0P OF D 9P| B0 BE 6P 0D 0D 0D 6O 6E Bad1FERS LaOFCLIED rom d_max
AEFCIA7E| AR G0 G0 G| R OF OF OF| A5 A0 09 00| 00 60 GO 00 e [Ea e B,
BEFCTRCZE| BF GO P 0| 0P OF D 9P| B0 BE 6O OB 0D 0D 6O 6E B s i
AEFCIASE| AR G0 B0 G| R OF OF OF| 05 OO A9 00| 00 G0 GO 00 B IFras|| Boearat | Hetq
BEFCTENE| BF GO P 0| 0P OF D 9P| B0 BE 6P 0D 0D 0D GO 68 CaAIEEEE | Beetaras
QEFCIAEG| GG G0 00 G| 3 05 05 05| A0 0O 0D 00| 0D G0 GO 00 padirrut | Baaaaad
BEFCTECE| BF GF P 0| 0P OF D 9P| B0 BE 6P 0D 0D 0D 0O 68 CR3ITE1D)| oEppRal)
QEFCIA0G| GG G0 00 G5 B3 05 05 05| 05 00 0D 00| 0D G0 GO 00 Eip AR | e
BEFCTEED| BF GF P 0| 0P OF D 9P| B0 BE 6P 0D 0D 0D 0O 68 EEp ] e
GEFCIAFG| GG G0 00 G| 3 05 05 05| A0 0O 0D 00| 0D G0 GO 00 eaiirrea|| Bo4irFas @ A ==
BEFCZ10G| BF GO BF 0| 0P OF D 9P| B0 BE 6P 0D 0D 0D GO 6E caairrea|l foaienng| Teec
BEFCZ11G| GG G0 OO G| 3 05 05 05| A0 B0 0D 00| 0D G0 GO 00 v| Zadieres ) m.nau.ﬁl;l.
| AR41EET4l 8 B I Pointer

Figure 1.73: OllyDbg: FCOMP executed

We see the state of the FPU’s condition flags: all zeros except CO.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
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FNSTSW executed:

[E cru - main thread, module d_max =10l x|

BEFC 1 AaE8 FUSH EEF Reaqisters (FRLY
moFC e | - HOU' EEP, ESF (=

mim: R TR
oot ioao|| . DFES FETEU AR i EDd phecntes

TEST RH, 85
GBFCIGPE|| v 7A B5 JPE SHIRT BEFCLA1S Taken |ESh Do4iFECE
peFCiag)| | - FLO BUORD PTR 55: [ARG. 11 EET BRiitEme

BEFC1ai3|| - 3 JAF SHORT GBFCIBiS

BOFC1A15 FLO QUORD PTR 5%:LARS. 31 EDI BBFLCSS22 o _may. BEFCI3ES
2% =o POF EEP EIF BEFCI0EE o_may . BEFC1EEE

B ES BA2E 32bit ©(FFFFFFFF

1 ©CS 8023 32bit GLFFFFFFFF)

& £ GAZE Zobit OFFFFFFFF)

8 DS B@ZE S2bit @iFFFFFFFE]

8 FE GACS Zobit PEFOOBGEIFFF)

8 G5 B@ZE Sebit @(FFFFFFFF)
BEFCLEER a

seFcinst|[ : i 08 LastErr OEREREE9 ERROR_SUCCESS

BAFC]AZS = EFL e@@gEzas (MO, HE,ME, R, M5, FE, GE, G
GEFCidzs| |« DDAS EE2aFCol FLD GWORD PTR D5: CBFCZEEE] FLOAT =TE

MEUCR1EE, SE44EE17

BBFC1a1A E
BEFC1G1E £
BOFC1a1C g
BEFC1a10 Z
g
b

£ FSTF GWORD PTR &%z CLOCAL. 21 ory Enmrs B
aoFciazz|| - DOAS OSzeFcel FLD @WORD PTR DS:[BFC260S] FLoaT | ETE enere 2.2 b
aaFCiezs|| - DD1CZ4 FSTP WWORD PTR 55: [LOCAL. 41 215 ety 22
BAFCIGSE|| - ES CHFFFFFF | CALL GEFCI668 ST emeny 2-0
BQEFEE} gjﬁ ﬁgnﬂ i EDEDEEEHS EIG Llocol 1 T STE erpty B:B
Thm=bs: e = =1 5T7 empty -4, DOOOEOOEROBREEREEEE
AH=a1 |~ Z214 ESF

Uaozo
FST @188 Cond B B B 1 Erc BB B 0@ B8
FCW &2FF Prec HEAR,E3  HMask 11111
Last cmnd BEZ3:00FC108S d_mas.80FClEEs -

Address |Hex dump |ASCIT (AMSI — @O41FEF4) L1aR -
GOFCo0D0]E6 EE DN D 2b &L DN 0D 0D 0D 0D 00 00 00 00 00| HFE ofE CoAIFEER| cREELIACE nHE |RETURN From d_man —
BEFC3818| FE FF FF FF|FF FF FF FF| BB 08 B3 00 03 00 B0 69 QaLFEER [eoetiten) FEFE

BOFC3020| FE FF FF FF 01 0B 09 00|06 FO €9 BS F2 OF 96 4Als 0  s£if.4 | DO4IFEES)| 48166668 Ffa

BEFC3A38| @1 DB @R DB| 48 23 19 DB| 65 4E 15 00 B3 00 B3 68|  Hi4 kN Godirers|| Cotoonas| i

BEFC3E4E| @0 0 GO 05| G6 DD B0 09|60 05 00 G5 05 65 0O 68 B | ] .

BEFC3A5E| GO 05 G0 05| G0 OF BR 00| B 00 B3 G5 03 6N 6O AR DRAEERA | BEALRTER E 0 | ReTurm from o
BEFCIGEE| 00 G0 08 00 B0 O OO 90|00 03 00 00|03 00 08 63 Go41rere| raoneanal | o fam e_nan
BEFC3A7E| @0 0B G0 05| G0 OF B 00| BE 00 B3 05 03 6N 6O AR e [Ea e B,

BEFC3GEE| @0 0 G0 05| B8 D DO 0|60 0O 60 G0 00 65 0O 68 B s i

BEFC3A08| @O 05 G0 05| B8 OF 65 00| BE 08 B3 05 03 6N 6O AR B IFras|| Boearat | Hetq

BEFC30AE| @0 OO GO 05| B8 0 DO 9|60 0O 6 G5 0D G5 0D 68 CaAIEEEE | Beetaras

BEFCIAEE| GO 05 GO 05| G5 OO G5 00|63 OO OO 66 03 65 B0 A3 padirrut | Baaaaad

BEFCIACE| @0 0 G0 05| B9 07 DO 9|60 0O 60 G5 05 G5 0D 6O Ry | e -

BEFCIA00| GO 05 GO 05| G5 OO G5 00|63 GO 0O 66 03 65 B0 A3 Eip AR | e

BEFCIEEG| @0 0 GO 05| B9 0 DO 9|60 0O 6O G5 0D G5 0D 68 EEp ] e

BEFCIAFE| GO 05 GO 05| 68 OO G5 00|63 OO 0O 66 0O 65 0O A3 eaiirrea|| Bo4irFas @ A —
BEFC3106| @0 0 G0 05| B9 0 DO 9|60 0O 60 G5 0D G5 0D 68 caairrea|l foaienng| Teec

BEFC3110] G0 05 GO 05| 65 OO G5 00|63 GO 0O 66/ 0O 65 B0 6B b EER TS| s - T PO | |
hebdttolibii -

Figure 1.74: OllyDbg: FNSTSW executed

We see that the AX register contains 0x100: the CO flag is at the 8th bit.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!
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TEST executed:

[E cru - main thread, module d_max =10l x|

BEFCL 5 i
e S p— m =
BeFCLes|| - FCOMF BUORD PTR 55: [ARG. 11 -
Gorcioes|| - OFER FETSN A EDd phecntes
aoFC 1 aeE| | - TEST AH, 85 EEr pommazm
CLmGE | I8 JFE SHORT BEFCIE1S Taken |ECh DotiFECC
E| ENE G kOt
BOFC1A15 FLO QUORD PTR 5%:LARS. 31 EDI BBFLCSS22 o _may. BEFLI3E2
gl En FOF EEF EIF BBFCIABE o_naw. BOFC1EGE
ES BEZE 32hit BIFFFFFFFF)
orLiain 0% BOEZ 32bit B(FFFFFFEF)
gorcioin 5 BECE 32hit @(FFFFFFFF)
poRiald DS G62E Z2bit BCFFFFFEFF)
FE BOES 32hit FEFOODGEEFFF]
G5 BEZE 32bit BIFFFFFFFF)
orLies LastErr BOOEEE0E ERROR_SUCCESS
BEFC L E=S o2 EFL BB@B0zez (MO, HE,HE,A, NS, PO, GE, 61
ooFCioze|| «  DOBS E@zeFcel FLD GWORD PTR_0S: [BFC2EER] FLOAT | oto enpey 5.8
ol : FETP OWORD PTR S&: CLOCAL. 21 19 Emere 22
oofCiesz|| . DOGE DEZoFCol FLO GUORD PTR DS:[BFCZB0S] FLoaT | ETE enere 2.2 b
oorciozs|| « DD1cEd FSTP QWORD PTR 55: LLOCAL. 41 215 ey 2
GoFcinse|| «  ES CAFFFFFF | CALL @eFciooe Td Emere 22
gggg}gja ﬁn?r\ A EDEDEEEHS BTG CLiorn 1 o d STE erpty B:B
“ — < ST? empty —4. BAEERODOABEABARERGE
Jump is not_taken ~ 251 m EEFUOZD
Desb=d_max, ABFC1B1S TIFST B188 Cond BB B 1 Err BEAB BB G B
FOl G27F Frec MEOR,53 Hask 11111
Last cmnd BEZ3:BEFC108E d_max.BEFClo85 -

Address |Hew dump |ASCIT CANST - 9g41FEF4) Tuf -
BoFCo0O0| 28 £t OH D0 2t £t OF 0 09 00 00 00| 00 00 00 05| ArE ord oA IFEES| FEaELLOCE npr [RETURN fran d_man—
BEFCIEiE| FE FF FF FE|FF FF FF FF BB OO GG 68 60 GO 68 66 SEIFEER [eostiten) FEFE

@EFC2620| FE FF FF FF| 01 99 @9 02 06 FO 63 BS|F3 OF 96 4Ale & seiq.x | DOHFEES|| 48185868 £F.

BEFCIG3E( AL B OO GB| 48 20 19 6665 4E 19 68 06O OO GG 68|8  HO4 A SRLFEED | ol .

BEFCIA4E| B0 OO GO QB B0 08 GO GO 60 OF 0O 0D 00 GO 00 OO B | ] .

BEFCIECE| B0 BF OO 06| B0 OF OO G0 68 OO 05 60 60 OO 68 66 Bt 1FEFe| LBGECLIFD| %47 | RETURN from d_
BEFCIOE0| B0 B0 B0 G0 B0 G0 G0 00 G0 00 0D 0D 00 00 6O GO Go41rere| raoneanal | o fam e_nan
BEFCIEVE| B0 BF OO 06| B0 OF OO G0 68 OO OO 60 00 OO 68 60 e [Ea e B,

BOFCIESE| B0 OO GO QB B0 08 GO GO 60 OO OO 0D 00 GO 00 OO B s i

BEFCAGE| B0 08 OO 06| B0 OF OO G0 68 OO 0O 60 00 OO 68 60 B IFras|| Boearat | Hetq

BEFCIEAR| GO OO GO QB B0 08 G GO 00 OO 0O 0D 00 GO G0 OO CaAIEEEE | Beetaras

BEFCIEEE| B0 B OO 06| B0 O OO GO 68 OO G5 OR 6O OO 68 65 padirrut | Baaaaad

BOFCIECH| GO OO GO QB B0 08 G GO 60 OO 0O 0D 00 GO 00 OO CR3ITE1D)| oEppRal)

BEFCIA06| B0 BE GO GG GO O GO GO 60 OO OO OR 6O OO 68 65 Eip AR | e

BOFCIEED| GO OO GO QR B0 OF G GO 60 OO 0O 0D 00 GO 00 OO EEp ] e

BEFCIGFG| B0 B OO GG B0 O GO GO 68 OO OO OF 6O OO 66 65 eaiirrea|| Bo4irFas @ A —
BOFCS100| B0 OO GO QR B0 OF GO GO 60 OO OO 0D 00 GO 00 OO caairrea|l foaienng| Teec

BEFCZ116| B0 B GO 66|60 O GO GG 68 OO G5 60 6O GO 66 65 i RS | rie - P i

Figure 1.75: OllyDbg: TEST executed

The PF flag is cleared. Indeed:

the count of bits set in 0x100 is 1 and 1 is an odd number. JPE is being skipped now.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
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JPE hasn’t been triggered, so FLD loads the value of a (5.6) in ST(0):

[E cru - main thread, module d_max ] 4
BOFCLIOEE| % 55 i
| B R e o [ =
aorcioos|| - DESD @3 FCOMP GQUORD PTR 58z [ARG. 11 R
apFcions|| - OFEB FSTSU AX Rl HReei
aeFciooe|| - Feod es TEST AH, 85 EEr DoaTeEER
aoFCiane|| o 7R BS JPE SHORT BEFC1815 Tsken | EiF Sa4iEERE
N FLD BUDRD PTR CS: [ARG. 11 EE ommnen:
P Lnn45 18 FLO OUORD FTR 5%: LARS. 31 EDI BEFC3332 d_maw . BEFCIZSS
SSEE{S%E > bep PGP EBP EIP BOFCIALE d_maw.GEFC1A13
: C B ES BE2E S2bit G(FFFFFFFF)
QaEEiEE i e F B O BB23 32bit BFFFFFFFF)
oFLiBiE P mrs A @ 25 BBEE 32bit B(FFFFFEFF)
garLioit e mrs ? @ D05 BAZE 32hit @FFFFFEFE)
orLiEiD P mrs S 9 F5 BESI 32bit EFDDEBBLFFF)
Barcialr g e T2 &5 0828 Sabiv BIFFFFFFEF)
e | = FoNeEE e 06 LastErr GOAEHO08 ERROF_SUCCESS
geFciozs|| «  23EC @ SUE ESF, 5 EFL @a6EZH2 (M, ME, NE, A, M5, P, GE, 51
AEFCiaze|| «  DOBS FAZAFCAl FLD @WORD PTR DS: [BFC2GEE] FLOAT
goFcieec|| - DDicEd FSTP GWORD PTR S5: CLOCAL.21 El EEEE L Ll
aoFciazF|| - 83EC o 5UB ESF,S R | |
goFciozz|| «  DOBS OEzeFcel FLD @WoRD PTR DS:[BFC26051 FLoAT | Z1E Eners 2-2
aoFciazs|| - DO1GZ4 FSTP OUORD PTR 55: [LOCAL.41 L
GEFC1EZE|| «  ES CBFFFFFF | CALL @8 IS Empty .6
poFCiodn|| - 83cd ms RO ESP.5 i i
Sorciie DeTCANtEr Cro coiciorn) oo c -
Bestednan TOECIOIE o 577 evpty 8.8 - CaRuUDzD
FST 3938 Cond BB B 1 ErrBBBBEBE
FCW 827F Prec NEA 11111
Lot Ein BBE5:BBFCIB1D A oma. ECialn v
Address | Hen dump ASCIT (ANSI - & ae41FEF4 TmR -
OEFCOONG | 25 66 R 08| o5 G5 ON 05| O 00 00 00| 00 0D 00 G0 BFE RfE GOA1TEEY] JIORCL9GE | nME | RETURN fram d_max —
@BFC2a16| FF FE FF FF|FF FF FF FF| 05 B9 00 00|00 05 B9 60 SBdIFEEd [oooctaes) FEFE
BEFC3620| FE FF FF FF Bl OB 0@ o6 @6 FO &5 B5 F9 OF 96 4Alw 6 seif-» | 2O4IFEES||4aletees Ffe
GPFCIE3E| 01 05 B9 06| 45 23 19 BO| &2 4E 19 00|00 00 B9 6|8 HO+ hH SBAIFEEC|| pomoomeal .
GEFCIA4E| B0 G5 a6 8 G5 00 OO Q0|08 A0 D 00 0D 08 A9 66 gadircRal| coloaena) b
APFCIASE| 60 5 BF O G0 00 0P 69|05 B0 00 0O 00 0O B9 6O BRIEEEH | BT R E R rerimn from oL
AEFCIAGE| G0 G5 a6 O G5 00 OO Q0|08 00 0D 00 0D 08 A9 60 QO4LFERG| FooRCLIeD 2 rom d_nax
APFCIE7E| 60 OF BF O G0 0O 0P 69|05 BO 00 0O 00 0 B9 6O B p R | s
AEFCIA56| 60 G5 a6 08 G5 00 05 Q0|08 00 0D 00 0D 08 A9 60 gadirreal| galadEes niv
BEFCIA9E| 69 G BF 06| @9 0O OO B9 05 B9 0D 00 60 0O B9 6O | BEEEC LURA
AEFCIAAG| G0 G5 a6 08 G5 00 05 Q0|08 06 0D 00 0D 08 A9 60 gadirres)| Boesarst
BPFCIAEE| 69 G BF 06| @9 0O OO B9 05 B9 0D 00 60 0O B9 6O go4iFrer) | poooooas
AEFCIACE| G0 G5 a6 08 G5 00 05 Q0|08 A6 0D 00 0D 08 A9 60 godirrial| goeoneen) .
@EFCIA06| 69 G BF 06| @9 0O OO B9 05 B9 0D OO 60 0 B9 6O SRALEELY|| FEFDEBDE)
AEFCIOEG| G0 G5 a6 08 G5 00 05 Q0|05 06 0D 00 0D 08 A9 60 gadirris)| ponaneas
GEFCIAFE| B9 G5 BF 06| @9 0O OO B9 05 B9 00 00 60 0O B9 6O Efra | e . =
GEFCIIAG| G0 G5 a6 08 G5 00 05 Q0|08 A6 OO 00 0D 08 A9 60 R | R ricl LS
BBFC3116|69 G5 BP9 06| @9 0P OO B9 05 B9 0D 00 6D 00 B9 60 w | BBALEESY|| 43200508 FOEE] e et

Figure 1.76: OllyDbg: second FLD executed

The function finishes its work.

Optimizing MSVC 2010

Listing 1.215: Optimizing MSVC 2010

a$ =8 ; size = 8
_b$ =16 ; size = 8
_d_max PROC
fld QWORD PTR b$[esp-4]
fld QWORD PTR _a$[esp-4]

; current stack state: ST(0) = a, ST(1) = b
fcom ST(1) ; compare a and ST(1) = (_b)
fnstsw ax
test ah, 65 ; 00000041H
jne SHORT $LN5@d max

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!
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; copy ST(0) to ST(1) and pop register,
; leave (_a) on top

fstp ST(1)

; current stack state: ST(0) = a
ret 0

$LN5@d_max:

; copy ST(@) to ST(O) and pop register,
; leave (_b) on top

fstp ST(0)
; current stack state: ST(Q) = b
ret 0

~d max  ENDP

FCOM differs from FCOMP in the sense that it just compares the values and doesn’t
change the FPU stack. Unlike the previous example, here the operands are in reverse
order, which is why the result of the comparison in C3/C2/C0 is different:

* If a>bin our example, then C3/C2/CO bits are to be set as: 0, 0, 0.
* If b>a, then the bits are: 0, 0, 1.
* If a = b, then the bits are: 1, 0, 0.

The test ah, 65 instruction leaves just two bits —C3 and C0. Both will be zero if
a > b: in that case the JNE jump will not be triggered. Then FSTP ST (1) follows —this
instruction copies the value from ST(0) to the operand and pops one value from the
FPU stack. In other words, the instruction copies ST(0) (where the value of ais
now) into ST(1). After that, two copies of _a are at the top of the stack. Then, one
value is popped. After that, ST(0) contains _a and the function is finishes.

The conditional jump JNE is triggering in two cases: if b>a ora="5. ST(0) is copied
into ST(0), it is just like an idle (NOP) operation, then one value is popped from the
stack and the top of the stack (ST(0)) is contain what has been in ST(1) before (that
is_b). Then the function finishes. The reason this instruction is used here probably is
because the FPU has no other instruction to pop a value from the stack and discard
it.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!
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First OllyDbg example: a=1.2 and b=3.4

Both FLD are executed:

PU - main thread, module d_max ] 4
T DD342% 9C  |FLD QWORD FIR S5 LARG.2J i
O04424 84 |FLD QUORD PTR S5:[ARG.1] sffegisters (PR =
D201 FCOM ST(1) FLOAT | Erb FE525505 macir rarwe
IAC L AR DOFER -
BERG L BEC FEC4 41 TEST AH,41 EEN Anaaaaee
aonaiaar|| - 75 B3 JNZ SHOBT @onsielid Taken | Eof D02irren
BEAI1E11 Doo9 FSTP ST(1) EBF BOciFCRe
Soroinial| b Goos FSTP o1 Es1 gobgagey
b o Ly EOI GBAS3Z25 d_maw. DOAS320S
[T ¢t I3 EIF BEAS1882 d_naw . BEAZ 1663
C B ES BBZE $2bit BIFFFFFFFF)
e i e F B O BB23 32bit BFFFFFFFF)
e e e A B 5% BEZE Z2bit GIFFFFFFFF)
e i e Z B DE BB2E 32bit BIFFFFFFFF)
oeRaialE e e S8 F3 BECS Zbit CEFODBBELFFF)
saRsialt & e T2 65 8028 32bic BIFFFFFFFF)
GoRaiaZ0| s DOBS EAZAASA FLD GWORD PTR 0S: [AAS28EA] FLogr |0 8 LestErr BOAGGGG6 ERROR_SUCCESS
goRataze|| - 5 EFL BEABEZE2 (MO, HE, ME, A, MS, PO, GE, 51
ABAS1BZ7 33EC 18 SUE ESP, 16
BEAI1BEA DOSC24 @2 |FSTP GWORD PTR 55z [LOCAL. 2]
AEAS 1 BZE O0&% FLD GWORD PTR OS: [BASZE05T FLOAT Il
BEAT1ET4 DO1C24 FSTP WWORD FTR SS: CLOCAL.41 15 twotw o
AGA3 AT EZ CAFFFFFF | CALL BRA31aE8 ITa ShETE R
BEAI B30 HOU ESI,OWORD PTR OS: [4&MSUCR1BB. printf Zfe fhele Brh
AEA3 142 DDSCz4 B5 | FSTP_QWORD FTR 55: [LOCAL.Z] bl
ST01)=3, 39999999999999591 1@ o 577 evpty 8.
Z = zz1m ESFUDZD
STol. 1999995999995 a095es FST 20@8 Cond @ 8 B @ Eer G A QG AG 6
FCW B27F Prec MEAR,53 Mask 1 11 11
Lazt cnnd BE23:88A916084 d_mau.B8A%16084 -
Address [Hes dump ASCII (AMSI - CHBRAZ1BSC| <A [ RETURM fram d_mat 4
APADSENE |25 66 BH OB 25 66 OH 0] O 69 00 60 0D 00 68 66| BiE AiE gazlFLed|resssesss) 90s -
BEA32816| FF FF FF FF|FF FF FF FF| @5 BE B9 0| 00 0D 60 68 poZlFLeg)| FFeaass) 227
AEAS2AZE| FE FF FF FF|@1 @@ @@ @@ 3B 39 37 B9|C4 Co C2 47|m & ;om— gezIFLEC)| seasssss) 2902
BERSZEZE| BL B9 BD DB/ 45 29 LU OO 6T 4E GO OD| 0D 00 B 08|08 HX RHX DRZIFLTA| aomesasal 2
QEASZA4E| BE A0 G0 G| G0 05 OF OF 05 00 00 00| 0D G0 GO 08 o lEET | Ao E L B e | ReTURN from oL
BEAIZECE| BE 05 BE GO 05 DO OO O BE G5 OO B0 G5 05 DO GO BasiFcer|  aopaEER| o oM 0_mak
ABASZAGE| AR G0 G0 G| R OF OF OF| 05 AD AR 00| 0D G0 GO 00 A T I B O ————
BERSZE7E| BF GO BP 0| 0P OF D 9P| B0 BE 6O OB 0D 0D 6O 6E CoZIFLEn) BoEsiLSS by 2
ABASZASE| AR G0 G0 G| QR 08 OF OF| 05 AD 09 00| 0D G0 GO 00 BRZIFEES| EESEERIE(AL
BERSZE0E| BF GF BP 0| 0P OF D 9P| B0 BE 6P 0D 0D 0D 6O 6E poelfLag) Bololess T
ABASZAAG| AR G0 G0 G| GR OF OF OF| OF AD AR 00| 0D G2 GO 00 gozlFLac) oagooasd
BERSCEED| BF GF BP 0| 0P OF D 9P| B0 BE 6P 0D 0D 0D 6O 68 poZIFLam) ooaooaoll -
ABASZACEH| AR G0 G0 G| QR OF OF OF| OF OO A9 00| 00 60 GO 00 gozlFLad| [EFDbana) e
BEASZE0E| BF BF BE 0| 0P OF D 9P| B0 BE 6P 0D 0D 0D 6O 68 poclfLag) ooonoaon
ABASZAER| AR G0 G0 G| R OF OF OF| OF OO AR 00| 00 62 GO 00 QOZIFCaC| DoanEag) e —
BERSZEFE| BF GF P 0| 0P OF DE 9P| B0 BE 6P 0D 0D 0D GO 6E CoZIFLRa) goeifioe)
BEASZIAG| GG G0 0D G| GE 05 05 OO A5 BB 0D 00| 0D G0 GO 06 R S i Fointer to mens S
BEASZ116| B0 BF BP 0| 0P OF D 9P| B0 BE 6P 0D 0D 0D 6O 68 x| BRSifthe) mRclfnd) et peen to -

Figure 1.77:

OllyDbg: both FLD are executed

FCOM being executed: OllyDbg shows the contents of ST(0) and ST(1) for conve-

nience.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!
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FCOM has been executed:

PU - main thread, module d_max
T 004924 BC | FLO QUDRD PTR 5o:CHR Registers (FRU

ooA21604|| - DD4424 @4 | FLD GWORD PTR 5%:[ARG. e
spasians|| - FEOM ST1) SIS et o
g FTSW A% FIEREAES

R TE Booo0R90
goaz1aeF (| v 75 Ba i SHDRT BoA1A14 ooanonan
epaaiali (| - FSTR 70 gocircen
| B FETP o ponoannt
gopotaial| > oo BBAYBEES d_man . BBAIEEES
Bpas1aly BBAS1ARA d_mas . BEAZ1A5A

BERE1 1S
F2bit GLFFFFFFFF)
gEAZ1813 B FFFFFFFF 1

BaAs1a1A
2EA3181E it @IFFFFFFFF]

22bit BIFFFFFFFF1

BAAS1AIE
BAAZ1E1F INTZ
BER31 626 FLO @WORD PTR O%:[BAS26EA] LastErr ARAABARA ERROR_SUCCESS
mansiezs|| - ce PlUSH ESI BEEREZEZ [ MO, ME, ME, A, M5, PO, GE, 6]

BEAZ1E=7 (] - SUB_ESF, 18 walid 1.19992999992309030C0
EEAZ1EZA(] - DDEC24 G2 FSTP GWORD PTR SS: [LOCAL. 2] walid 2. 39999999999999991 1@

EEAZ1EZE|| «  DDBS Do2GH00 FLD GWORD PTR OX5: CBASZE05] empty @
GEAZ1E24() - DO1C24 FETP QWORD PTR S%: [LOCAL. 4] Empty a.6
EEAZ1E27 ]« ES C4FFFFFF | CHLL BBAS16@E8 EmOt a.6
GEAZiE2C| | - SBIE MOV ESI,OWNORD PTR DS: E<&HSUCRIBB printf ‘B
EEAZ1E42)] «  DOSC24 B2 FSTF' lLIDRD PTR S5: [CLOCAL B
Nrlrlal=EErE] Tt B

FST=2188 (C3=d C2=8 Cl=9 CB 1 ES H SF=g PE=E UE=@ 0OE=8 ZE=® DE=G
RK=2842

Bddress |Hex dump ASCII (AHSI — CEEA9182C| <kA [ RETURM from d_max 4
BORCSAOE| 25 66 O OO 25 66 ON OO 60 60 60 60 60 60 60 60| GfE RfE e | e e

BEAS3616| FF FF FF FF|FF FF FF FF| B3 90 0B BB B3 G0 0D 0O oasiroee|| 35naaaas| ass

BEA3G26( FE FF FF FF| 81 8@ B8 00|38 33 57 BS|C4 C& C3 47e & ;o7q—p | JECIEEER|| 22809095 2002

DEAS3E56| 1 BB BB BE| 42 22 CF G062 4E G AD|BE G0 0B BB|@  HiW RHX oasireea|| sanmaaa:| o

BEA3E4E| B0 BB GE 06| DA DR BB 05| PG B0 OB AD| BE GO OO OF ansiFirs|Laana: ien| adm | RETURN £ 0
GEA23659| 99 B9 B9 9A[ 99 93 90 90|90 PO PO 03|03 03 0F 09 BRSIFCeC| BaPREEE]| o ron d_nas
BEASIGEE| PG B BB GG BE BH 0B 05| BG G0 OR BB BE GO 0D OF BAEIFreE| BAESaEes| bMy |ASCIT mohwe
GEAZ3ETE| B B3 G0 09|06 93 00 09|99 90 0D 05|09 60 00 09 PoSiFcod| Bacoesan| i P

BEAS3G0G| B0 B3 BB GG BE BH 0B 00| BG G0 OR QB BE GO 0D OF BRSiFCen| Deictees| i

GEAZ3E96G| B8 B3 G0 09|08 93 00 09|99 90 0D 05|09 60 0D 09 oesiFeen| ascemeal T

BAAS3GMG| B B3 BB GG BE BRI 0B 05| BG G0 OR BB BE GO 0D OF oasiFcas| sananan

GEASZEEE| BE 3 R 09|96 ©93 00 09|90 90 0D 05| 8G9 90 00 09 oesiFeas| SEroEanal -

BEASIGCHE| PG B3 BB GG BE B3 0B 00| BG G0 OR AB|BE GO 0D OF Err e I

GEAT2E06| BE 3 GR 09|06 ©3 GF 09|90 90 0D 05| 8G9 60 00 09 oosiFcon| Banaanaa

BEASSGER| PG B GE RO PE BR GR BB PG G0 OB BB|BE GO 0D 09 oosiFae| sasireas| wer

GEAT2EFE| BE 3 GR 09|96 ©3 00 09|90 90 00 05| BG 90 00 09 PoSiFCra| eraradeslop.

BEAT3I06| B B BB GO PE BR BB GO PO 00 OB BB BE G0 0D OO oosirona| Booirnra| mer | Painter to nent S
GEAS3116| 05 G GF 09|96 93 0P 09|90 90 OF 05| 8G9 90 00 09 ad B B e A L T hd

Figure 1.78: OllyDbg: FCOM has been executed

CO is set, all other condition flags are cleared.

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!
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FNSTSW has been executed, AX=0x3100:

E CPU - main thread, module d_max

=101 ]

BOAD100G (5 DD4424 B0 [FLD GIORD FTR S5t LARG. 21 Nreqice FUY -

aanzioo4| | - DD4424 @4 |FLD GWORD FTR S5:[ARG. 11 T TR T T =

aoasieos| |« DEDL FCOM STI1) LN e )

ooz iaon) | - OFEG R

EEREIEES | - FEC4 41 TEST EE Dhanaen

BT LGEE || - 75 B3 JHZ SHDRT BEAF1E14 Taken |EER ZREORREE

aoasiall|| - DOD9 FSTP STI EoF posiffen

R = e

pomotnidly o8 ey EO1 GEATESEE d_man. BEASEEESE

BBASIAIT cc THT2 EIF BEASLAGE o_max . BEAS 1 6EC

BEAZIE1E oo IHTZ
C @ ES BAZE 32bit GFFFFFFFF)

ooRatats = e F§ CF BB23 Z2bit BFFFFFFFF)

gonaLEln e HIE A B 53 BAZE 32bit BiFFFFFEFF)

ponoiniE o e Z @ DI @02E Z2bit DLFFFFFFFF)

ponaLElL e HIE S8 F3 GA53 32bit PEFOOAGAIFFF
TG G5 GEZE 32hit GFFFFFFFF)

. 1

opA21eze|rs  D0BS E@Z9A9EI FLD GWORD FTR 0S: [BASZEEE] FLoar |© @ LestErc G0000000 ERROR_SUCCESS

aaAdlezs| | - PUSH ESI EFL BEGEEZEZ [ HO,HE, NE, A, M5, PO, GE, 61

BAAZ 1627 23EC 18 SUE ESF, 18 :

BBAS1B2A OOSC24 @g  |FSTP GWORD PTR SS: [LOCAL.2] L R I e ek

BAAZ162E 00aE FLO GWORD PTR D3: [BAZ2G021 FLonT  |E1E saiit B |

BBAS 1654 n0icz4 FSTP GWORD PTR S5 CLOGAL. 41 ELE

BAAZ16ET7 EZ CAFFFFFF |CALL BO9A71008 ELE

BAAS B30 ESI,DWORD PTR DS: [{&MSUCR1BA, printf oyl e 20

BAAZ 1642 DOSCZ4 B2 |FSTP GWORD PTR SS: CLOCAL.2 - | o

=Y S 55 Znoth ooa

Lmed = z21@ ESPUDZD
FST 2100 Cond BB 5 1 Err 688668 E
FCW B27F  Frec HEAR,S 1111
(5t o Gh25: doRG1G9S o mav.ooheiads |

Address |Hes dump ASCII (AMSI - CaBA91a3C| <mA | RETURM from d_max

BORDZOR0| 25 66 DR 00 25 66 OF 00 00 0D 0D 0D 0D 0D 0D 00| RFE 2FE poclFLed|rizasesss) 2oog -

BAA32818| FF FF FF FF FF FF FF FF| QD B3 B9 00|00 69 09 0g BOZIFOSS|| SEFSE5SS) 35T

manGEace| FE FF FF FF 01 OB GO 05 35 25 37 B3| C4 C6 C6 47| @ op—f | DOE1FCER|| 399as0ss) saos

BBASSEIG| AL BB OF OO 48 28 55 B 65 4E 55 BB| G0 00 B9 688 HOX hAE BazlFCTe | soaEasas) &

BEASEE4G| GG 66 GF GO GG O OO GO G0 OO OO 66| O3 00 08 G0 e | ooeeeent 8 i | ReTURN £rom o

QAEAS2E5E| 00 G BE BE| 00 G BE 0P| 0F OE BB 00| 03 OH PO 00 ABs1FCer]|  RRaBEEL| A ron d_max

BEASEEEE| GG 66 GF OO GG OF OO GO G0 OO 6O 66| O3 00 OO G0 e I A [ ———

BEASSETE| B0 GO OF 0O BB OO OO G600 OO 0D 06|00 00 68 60 BAZIFLER) OSS4Ees hrbd m

BEASEE5G| GG 66 GF GO GG G5 OO G6| G0 OO 6O 66| 00 00 A6 G0 Doclfcodl postesagiHi

BEASSEOG| B0 GO OF 0O BB OO OO G600 OO 6D 06|00 00 68 60 BaZIFLEs) BSISCSES) Ttaq

BEASEE0G| GG 66 GF GO GG G5 OO G660 0D 6O G600 00 OB G0 OZICEoC| Donomone

BEASTEEG| B0 G0 OF 0O BB OO OO G600 OO 0D 06|00 00 68 60 pazlFCse) oonaonas .

BEASEECE| GG 66 GF GO GG G5 OO G6| G0 OO 6O G0 O 00 OO G0 BOSICERd) [efheoee) e

BAASZE0G| B0 GF OF OO BB O OO G| 05 OO 0D 06|00 00 69 60 BoZiFLas) Doooooas

BEASEEEG| GG 66 GF GO GG G5 OO G6| G0 OO 6O G0 O 00 OO G0 BaZIFCaC) 0000000 e =

BEASSEFE| G0 GF OF 00| BB O OO G| 05 OO 00 06|00 00 69 60 BOZIFLRE) oZiFbes [

BEASE106| GG 66 GF GO GG OF OO GO G0 OO 6O G0 O 00 OO G0 e B T Fainer s ness s

BAASS116| G0 GF OF OO BB O OO G| 0P OO 0D 06|00 00 69 60 > || 2B21FCAZ) BO2IPCE4| 1Rt neen to -

Figure 1.79: OllyDbg: FNSTSW is executed

If you noticed a typo, error or have any suggestions, do not hesitate to drop me a note: my
emails. Thanks!
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TEST is executed:

[E cpuU - main thread, module d_max

BonD1RoG|[§  O04424 BC | FLO GUORD FTR 55:LAR Fegisters (FFUI
ooA21654|| - DD4424 @4 |FLD QUORD FTR S%:LARG. A

ops1aEs| . FEOM 57010
EE454714 AECII
sopzieen|| - OFE@ FETSW RY EEAERirh

opo1aoc|| - TE
“rTE BE e SHDRT BE