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Connected VehiclellskeHbsnavi—3>

CONNECT, MANAGE, AND SCALE YOUR DEVICE FLEET EASILY AND RELIABLY
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Best practice: AWS Private CA%Z/&

In vehicle

Vehicle gateway

Attestation
certificate
(TPM)

&

On premises

UILTLSE(E

Root certificate authority (CA)
Trust anchor

Issue subordinate CA
certificate (once)

™y AWS Cloud

Register CA
(once)

@

AWS loT Core

AWS Private CA
Subordinate CA




Best practice: AWS Private CAZ&

In vehicle

Vehicle gateway

Attestation Operational
certificate certificates
(TPM)

&

Client-
generated
private key

On premises

Certificate
broker

Server-generated private key

Issue operational
certificate

UILTLSE(E

Root certificate authority (CA)
Trust anchor

Issue subordinate CA
certificate (once)

™y AWS Cloud

Register CA

(once)
(P

AWS loT Core

AWS Private CA
Subordinate CA




Best practice: SIEBAZEDORINMRK] - B3IHAEDE5

In vehicle On premises

Certificate Root certificate authority (CA)
broker Trust anchor

Vehicle gateway

™y AWS Cloud

Attestation Operational
certificate certificates
(TPM) (@

AWS loT Core




Best practice: SIEBHEDFREINMRK] - B3IHAEDE5

In vehicle On premises

Certificate Root certificate authority (CA)
broker Trust anchor

Vehicle gateway

¢ AWS Cloud Audit checks

REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK

certificate certificates
& - §

AWS loT Core AWS loT Device

@ Defender




Best practice: SIEBHEDOFRINMRA] - B3IHAEDE5

In vehicle On premises

Certificate Root certificate authority (CA)
broker Trust anchor

Vehicle gateway

¢ AWS Cloud Audit checks

REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK

ceg‘;ﬁ?te certificates (\\ [ | Mitigation action UPDATE_DEVICE_CERTIFICATE
‘GIB’ (DEACTIVATE)

AWS loT Core AWS loT Device

@ Defender




Best practice: SIEBHEDOFRINMRA] - B3IHAEDE5

In vehicle

Vehicle gateway

Attestation Operational
certificate certificates
(TPM)

&

On premises

Certificate
broker

Root certificate authority (CA)
Trust anchor

¢ AWS Cloud Audit checks

REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK
DEVICE_CERTIFICATE_EXPIRING_CHECK (min. 30 days)

(P o
AWS loT Core AWS loT Device
Defender

Mitigation action
PUBLISH_FINDING_TO_SNS

vk

Amazon SNS

Mitigation action UPDATE_DEVICE_CERTIFICATE

(DEACTIVATE)

Create & register new
certificate, deactivate
old certificate

B
- 1

Invoke IoT jobs  AWS loT Device Jobs




AWS IoT Core MQTT 5H7h—h

AWS IoT Core®MQTT 5.0 CHIARIRE/RMEREE

Shared Subscription (2023#1813808 5 Tx9E)

Reason Codes

Topic Alias

Variable Header

AWS loT Core launches
native MQTT 5 support




MQTTS5 /&

at

_

| —AT—A1 (Request/Response)

« Y —-fIMSEELIZUE— IOV ROKRIILIZNE D ERD 2L

In vehicle

&

AWS loT SDK
AWS loT FleetWise agent
Third-party SDK

Y AWS Cloud

o _

AWS loT Core




MQTT5 ;&A1 —-AT—A1 (Request/Response)

« Y —-fIMSEELIZUE— IOV ROKRIILIZNE D ERD 2L

In vehicle ™ AWS Cloud

S 23

AWS loT Core
AWS loT SDK
AWS loT FleetWise agent

Third-party SDK ' r\_\’

command/<uid>/door AWS Lambda




MQTT5 ;&A1 —-AT—A1 (Request/Response)

« Y —-fIMSEELIZUE— IOV ROKRIILIZNE D ERD 2L

In vehicle ™ AWS Cloud

S 2

AWS loT Core
AWS loT SDK
AWS loT FleetWise agent

Third-party SDK I—_\\J

command/<uid>/door AWS Lambda

MQTT 5 example message excerpt

{
"format_indicator": true,
"content_type": "application/json",
"response_topic”:
”command/<uid>/door/success”,
"payload": {..}

}




MQTT5 ;&A1 —-AT—A1 (Request/Response)

« Y —-fIMSEELIZUE— IOV ROKRIILIZNE D ERD 2L

In vehicle ™ AWS Cloud

S 23

AWS loT Core
AWS loT SDK
AWS loT FleetWise agent

Third-party SDK ' |-_\_\|1

command/<uid>/door AWS Lambda

MQTT 5 example message excerpt

{
"format_indicator": true,
"content_type": "application/json", )
"response_topic”: command/<uid>/door/success
”command/<uid>/door/success”,
"payload": {..}
}




MQTTS &

_
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In vehicle

&

AWS loT SDK
AWS loT FleetWise agent
Third-party SDK

Sy AWS Cloud

o |

AWS loT Core




MQTTS SRR —RAT—R2 (we-smsmme. wysasmmmme, m-v25—1)

o I—Y—AHMSEELZYE— I RICBEMHRZREL. ULV RZEmAICEELZL<RNT—X

In vehicle S AWS Cloud sMs wakeup (shoulder tap)

&

AWS loT SDK
AWS loT FleetWise agent
Third-party SDK

AWS loT Core




MQTTS SRR —RAT—R2 (we-smsmme. wysasmmmme, m-v25—1)

o I—Y—AHMSEELZYE— I RICBEMHRZREL. ULV RZEmAICEELZL<RNT—X

In vehicle S AWS Cloud sMs wakeup (shoulder tap)

&

AWS loT SDK
AWS loT FleetWise agent

Third-party SDK 5\‘\]

|

AWS loT Core

command/<uid>/door AWS Lambda




MQTTS SRR —RAT—R2 (we-smsmme. wysasmmmme, m-v25—1)

o I—Y—AHMSEELZYE— I RICBEMHRZREL. ULV RZEmAICEELZL<RNT—X

In vehicle S AWS Cloud sMs wakeup (shoulder tap)

&

AWS loT SDK
AWS loT FleetWise agent

Third-party SDK 5\‘\]

|

AWS loT Core

command/<uid>/door AWS Lambda




MQTTS SRR —RAT—R2 (we-smsmme. wysasmmmme, m-v25—1)

o I—Y—AHSEELZYE— IV RICBEMHRZREL., ULV RZEmAICEELZL<RNT—X

In vehicle S AWS Cloud sMs wakeup (shoulder tap)

&

AWS loT SDK
AWS loT FleetWise agent

Third-party SDK 5\‘\]

AWS loT Core

|

command/<uid>/door AWS Lambda
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=(C. message_expiry_internvalf
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MQTTS JERH1—AU—XA3 (User Properties)

« E—FEYVITREUEDBRREDAYVE—ZIL—Fa 20U, BIOWBZEEITUZLVIT—X
o BITFDOHITIE, protobuf TL>O— RENTWLBAYE—OH T, maintenance@ XA tZ—2Dd. ISONTI1—
KU TCTimestream(CInsertd 34 —X

In vehicle S AWS Cloud

& %

AWS loT Core
AWS loT SDK
AWS loT FleetWise agent
Third-party SDK

loT topic
MQTT 5 example message excerpt

{
"format_indicator": true,
"content_type": "application/x-protobuf",
n ll: [
{"service": "maintenance"},
1

"payload": "<protobuf encoded message>"
}




MQTTS JERH1—AU—XA3 (User Properties)

« E—FEYVITREUEDBRREDAYVE—ZIL—Fa 20U, BIOWBZEEITUZLVIT—X
o BITFDOHITIE, protobuf TL>O— RENTWLBAYE—OH T, maintenance@ XA tZ—2Dd. ISONTI1—
KU TCTimestream(CInsertd 34 —X

In vehicle S AWS Cloud

& %

AWS loT Core
AWS loT SDK
AWS loT FleetWise agent
Third-party SDK

Data lake E
i

Amazon Kinesis Amazon S3
MQTT 5 example message excerpt Data Firehose

loT topic

{
"format_indicator": true,
"content_type": "application/x-protobuf",
n ll: [
{"service": "maintenance"},
1

"payload": "<protobuf encoded message>"
}




MQTTS JERH1—AU—XA3 (User Properties)

« E—hEYITREUZHDIFEDAY -2 —FT1 20U, BlONIEZRITURLVNWIT—X

o BITOHITIE, protobuf TL>1—RENTWLBAYEZ—2DH T, maintenanceDAwtZ—=Dd. JISONFT 11—

RUTTimestreamI(CInsertd 34 —X

In vehicle

&

AWS loT SDK
AWS loT FleetWise agent
Third-party SDK

MQTT 5 example message excerpt

{
"format_indicator": true,
"content_type": "application/x-protobuf",
n ll: [
{"service": "maintenance"},
1,

"payload": "<protobuf encoded message>"

}

S AWS Cloud

w Publish JSON

AWS Lambda

@

AWS loT Core

loT topic

Protobuf
decoder

Data lake

S

Amazon Kinesis
Data Firehose

loT topic

S

Amazon
Timestream

5,

Amazon S3




MQTTS JERH1—AU—XA3 (User Properties)

« E—FEYVITREUEDBRREDAYVE—ZIL—Fa 20U, BIOWBZEEITUZLVIT—X
o BITFDOHITIE, protobuf TL>O— RENTWLBAYE—OH T, maintenance@ XA tZ—2Dd. ISONTI1—
KU TCTimestream(CInsertd 34 —X

In vehicle S AWS Cloud

@ @ x Publish JSON @

loT topic N —

AWS Lambda )
Timestream

AWS loT Core
Protobuf

AWS loT SDK
decoder

AWS loT FleetWise agent

Third-party SDK Data lake ?]3
O

loT topic
Amazon Kinesis Amazon S3
Data Firehose

MQTT 5 example message excerpt

{ loT rule SQL example
e S e e e SELECT encode(*, 'base64') AS payload,
"content type": "app'I1'ca"c1'on/x-protobuf", get_mgtt_property('content_type') as contentType,
1 = me get_mqgtt_property('format_indicator') as payloadFormatIndicator

{”"service": "maintenance"}, . , " . . "
WHERE get_mqtt_property('content_type’) = "application/x-protobuf" AND

]’ . . ” . 1]
"payload": "<protobuf encoded messages" get_user_properties(‘service') = ”"maintenance
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AWS loT Fleetwise #}3
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Modeling vehicle data with VSS

[ Body ] [ Cabin ]

[

Chassis ]

|

Vehicle

\ )
1

[ CombustionEngine ]

[ Transmission ]

[ FuelSystem ]

[ ElectricMotor ]

Battery

Signal example:
Vehicle.Powertrain.Battery.Charging.Chargevoltage

—

[ Driver

J

ID

ProductionDate

Temperature

[
[
[
[

Capacity

| —
]
)
]

StateOfHealth

StateofcCharge

Currentvoltage

CurrentPower

[
[
[
[
[

AccumulatedEnergy

]
]
)
]
)

ChargeLimit

MaxChargingCurrent

ChargePlugType

IsCharging

[

IsDischarging

)
]
]
Mode ]
]
]
]

StartStopCharging

ChargeCurrent

[

Chargevoltage ]

Timer




Securely mapping private signals to a
global signal catalog

Vehicle Model 1 Vehicle Model 2

OEM Model M2
|

OEM Model M1
|

Powertrain Powertrain

[ [

[ [
I I
I [ Battery [ Battery
[ [

Powertrain

I
Battery

Charging ] | I

Charging Charging

enum: [’MANUAL’,
‘GRID’, ‘M1 PROF’]

enum: [’MANUAL’,
‘GRID’, ‘M2 PROF’]

Mode | I
enum: [’MANUAL’, ‘TIMER’, MOde Mode
‘GRID’, ‘PROFILE’] ‘TIMER’ ‘TIMER’

[ VSS global signal catalog ] @[ OEI(\II/SpIg(EI():rI(e:tAaI\rlyDSé%r)IaIS ]
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Thank you!
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