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November 17, 2022

To All THERS Account Users,

Takeda Kazuya
Director of Information & Communications

Tokai National Higher Education and Research System

Notice and Apology Regarding Possible Personal Information Leak

It has come to light that your personal information may have been leaked due to
unauthorized access by a third party to the THERS ID management system, which we use to
manage THERS accounts. We sincerely apologize for the great inconvenience and concern this
incident has caused to all THERS account users. Please see below for more information.

If you have any questions or concerns, or to let us know about possible damage caused by

this incident, please contact us at the e-mail address below.

1. What happened?
On October 18, 2022 (Tue.), it was discovered that an unauthorized party gained access to a

subsystem of the THERS account management system.

2. Potential leak target
® Faculty and staff who have belonged to Gifu University since May 2022
® Students, faculty and staff who have belonged to Nagoya University since July 2021.

3. What personal information may have been leaked?

The THERS ID system manages personal information, listed below, that is linked to THERS
accounts. The information of up to about 40,000 people may have been leaked as a result of this
unauthorized access.

Name
Affiliation
Position

Date of birth
Gender

THERS account



® THERS account authentication password (this is protected with an encryption that is difficult

to break)
® THERS e-mail address
® THERSID

etc.

4. How did we respond?

®  We shut down the network on the day that we received the report of the unauthorized access.
® The initial passwords to all THERS accounts have been changed.

® We asked THERS account users to change their password, and have changed passwords that

have not been changed by the due date.

5. What is the probable cause?
This breach occurred due to a flaw in the settings where network access from outside THERS

should have been restricted.

6. What damage has resulted from this incident?
At this time, there is no evidence that the information that may have been leaked has actually
been misused.
However, the following situations may occur:
® Falsification of identity (identity theft)
® THERS account takeover attacks

® Spam emails

7. What will we do going forward?

This incident occurred because a flaw in the network configuration of this important system
allowed unauthorized access. We will strive to prevent similar incidents from occurring in the
future by reviewing our system configurations and reviewing and rigorously implementing our
operating procedures. we will strive to establish and reliably implement procedures for security

evaluations at the design and construction stages and safety confirmation at the operation stage.

For questions and concerns, please contact:
THERS Account Incident Section
incident-support-202210@g.thers.ac.jp



