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Commanders, supported by their staffs, must integrate and synchronize cyberspace
operations, electronic warfare, spectrum management operations, and related
capabilities to achieve the desired effects in support of unified land operations.

Cyberspace Operations

Employ cyberspace capabilities
to achieve objectives.

= Offensive cyberspace operations.
- Defensive cyberspace operations
+ DOD Information network operations

Cyber
Electromagnetic

Electronic Warfare Activities Spectrum
Management
Operations

Use electromagnetic and
directed energy to control
the electromagnetic spectrum

or (o attack the enemy.

Pian, cocrdinate, and manage the

use of the electromagnetic spectrum

through operational, engineering,
and administrative procedures

to deconflict all systems.

= Electronic attack
» Electronic protection
+ Electronic warfare support

DOD D of Dafense

HQ, DoA, FM3-38, Cyber Electromagnetic Activity, Feb. 2014
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OEEFHME LT, hAEREINTS S
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&5 BSED Open Architecture RF DB %
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WME 5 L UL B (RF) #&6g2 maks
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=320 FHkEE hm E o 728> SEWIP (Sur-
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T AMEER TR AT A L LT?D Next Gener-
ation Jammer (NGJ]) B LUEHBEA <7 F 7 4
HT O FREEM S & UHll 2479 RTSO (Real
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SEWIP (. #EN I VKT 7 747 v —
F'— 3 — 7 — DRAKFLEIC L B KA 3
ANBBIZY 7 P XAET L LTxIET 5728
i, 19704 R ICBAIcEA E 7z AN/SLQ
-327K FAEFTAHE 3 4 A L B5% (ASMD: Anti
-Surface Missile Defense) ¥ A7 ADREN %
WA IZm ET 527975 4TH5S, SEWIP
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ﬁ34SBMP®éw7Dﬂ7A®ﬁ§
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= BLOCK1B: NEMESHROEHO LA HAM(ERSTIME (SE) S8LURANEBRECHGHS) EEE)

Onboard  SEWIP BLOCK1
EW (2002~)

SEWIP BLOCK2 « AN/SLQ-3200MF S (ES) S AT LOMB RIS B AWHEE Wb ORR
(2010~) « HERNESIUMERRDYH-POLDICEST »THRA LRUICS 7YX MATORE, AREESIURN
WAZA-7/OR LOLSORBY AT LM—R B 3T x-ANRR(/ 72T RE)

SEWIP BLOCK3 = AN/SLQ-32008RLA VA T (EA) A NSIUERRNL—¥— KRR )R
{2012~) « K EEWRNMA LOLBHOWLOAESAB SUBIEH )2 4 (GaN) BT HWE. BE v JHHONA
10C:2018 - EHS - MERHBNNE. BEREGER, 7O LER- BRREEEER. SMBERSLURNE

BuHN

« BLOCK3T (2013-2015) :YJ-128&UYJ~18MASCHE FH M 5 M AR MR RUERBEOASM—H—IC
252 -I<TEWM (Transportable EW Module) DBISE: K37 2/ #/LRFAEY) (DRFM) EAR A TR ELShA
ESTRIMEOMA DY, DRFMICH DTN 3227 Hiil - O B S 2 90 0 5 C 90 0 0 0 O I e A5 30 UF [
ERCHR I /REEHASDETTRCEAY BRERICRI DREFY77—ERAR), BLULINk-167

[=[R=11"0F

SEWIP BLOCK4 + EEEO/IRENOMK(TRE)
+ Combined EQ/IR and

Offboard ~ Nulka

System (CE-SARS) :ONR

© EMEEMEOARMATOITL KEORTFAIO-EBLUTRBENAFLNR. EMOK L T00s

EW (2002~) )
+ ARSIy NINRBIC IS SR S & ML A Offboard Active DecoyBIs
E-Nulka - BE, BUHARASEL VRS TIRESY VI MICHIAT R0 ONuKen M MBINFLE
(2014~) - AESA(MIR. RRMELUREAMBHERSE L TIRANSLUMNEORF<O-KRAR
HOEW - MFALURROHE OV RECH TSR ROMSE NAEWSY Y UICRBIEh NS+ T ORIl
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+ COTSA=AFII MM AFL:MK5S Mod 0 Decoy Launch System (Airbome Systems Ltd. , UK}
* ZIAOEWEHDOEMT 57 h74—14 MH-B0R/MH-608

i 2 John Haystead, Leap-Ahead SEWIP Technology Meets Next-Generation Threats

Today, JED, Jan. 2015
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Electronic Attack Engagements

H48 : Doug Small, Surface Electronic Warfare Improvement Program (SWEIP) Overview, PEO TWS, 15 April

2015

3.6 SEWIP OEER T AT LI
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~7 b7 ARREY A — P e —ZEH L TH
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H T JADI

NIFC-CA  E2-D,

3.5 NIFC-CA O FILF z— 5l AT LR

CEC (TTNT)

E2-D SM-8/q—%

FTS JLENS, ABLOE
EA-18G,
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NIFC-CA  E2-D, F/A- Link16 (MIDS E2-D AlM-

FTA 8E/F JTRS CMN-4) 20AMRAAM

2 /F/A-18E/F
NIFC-CA  E2-D, JLENS, CIN CAC2S
FTL TPS-59, TPS-

80

" TTNT: Tactical Targeting Network Technology

CTN: Composite Tracking Network

L AN $ATRE £ E-2D TN TR, SHIAMIRSE, 20154F 1 H e

XKLEE AN/USG-2B

E2-C/D AN/USG-3B
WRMCTN AN/USG-4
HEMILENS AN/USG-5
MR (FMS)

£3.6 73w b7 +—LBIHER CEC B

AN/USG-6/7/8 WM :USG-7B(K.LE)

Mg AN, BAYCE / E-2D SR, SEREE, 20154F 1 1%
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D XNF = — Wb b, WS LD
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M § 3 /—FicdkRgukaE 2285 3
CEC (Common Engagement Capability) (.
75y b 7r—ABIZRIGICRT RN D
358,

Tz, CHLOS Ay L —21d BE
EREROINE, HEEEE, Rk, HHt
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B LT —F Dk~ v 8 DEETHIA,

SELFEME LRy P T —2 HEIIMA, 77—
Z N ZF7 4w 7 BT SRR H ORI
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3o ANT—F AL, *hf—&ﬂ%%
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@) Next generation jommer
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i ¢ Jean-Jacque DeLisle, GaN-Based AESAs Enable U.S. Next Generation Jammer, 30 May 2014
M4.1 EA-18G Growler & NGJ
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LDEARBIEA v P T =7 BL U2 Ea—2
AT AT — FIAT B 72D IEEHNE T
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2@ TECWD EHEZ, [7 r—XRDy—)b
FE3hifGiftty VT —Z P omET 7y b
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%19 5 TEMPEST 0if iz X S 1H#RE . &
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it kB L—ARENEART 5 HEK25
km ¢ FBE G 2 4 0 (AGM-185 Joint
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22 (3, A A RE 7 HPM BEEEHE A & LT
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72, HPM #EHI3, JASSM-ER 3 L UM AR
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TR L — &~ — Z DR N e e
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F—D k) e R B SR DDA T A
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LTBHEEICHT2HAREER7T5491C
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il Dr Carlo Kopp, Sukhoi Flankers: The Shifting Balance of Regional Air Power, April, 2012
4.2 BEAEEGESR v FE Khibiny | SAP-518
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Hy © Dr Carlo Kopp, Sukhoi Flankers: The Shifting Balance of Regional Air Power, April, 2012
4.3 @b EIERERLGE Q> T F 8 Khibiny | SAP-14
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F72. o7 ? Krasukha- 4 (3. B 2

PANE LD EFERBOFLEL 2T A,

(RS 2 (b GEMANEH 5 L MBS
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Bl Cospenersas Texnma

i - GPD, Jamming the Jihad : Russian Electronic Warfare Systems Spotted in Syria, 5 Oct. 2015
H4.4 OPTEOEFHAEBFE X T 4 Krasukha- 4

ATl JADI
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D, o> 7#D 3K VHF v —F—Th 5,
NNIRT (3. #?F%, VHF »3v> Ko AESA #
W fE L. 2@ VHF 4 3 @ AESA #55Zh6M
Nebo-M v /v Fs3x0 FL—a—& LTHEEL,
03T EEEICI00E y MIALTW 3,

Nebo-M (¥, VHF x> F® RLM-M., L%
Y F(UHF) @ RLM-D BLUS/ X "> F?D
RILM-S 3 3D AESA D> LR 2415 b
Fw 7R —F—Td b, HV—F—I3,
Orientir R E > 2 7 4 5 L * GLONASS
MM 27 & % el L. e L 5l (2 e
MRELITERTHER SN T3, NNIRT 2 &
&, WEH O DF-155E M EEME 2 4 LoD
RCSIFIX N FBIUVHOFTEZ N F R
0.002m?*# L 0.6m*TH 5, Nebo-M (£, 3
DV —=F—D7— 2 Z@a L THEMEZmE
LTwwd, VHF TAMHZEEAML X9 &
Fnv—57—% BiEIcEp L TN LER
= % i1 = L T \v» 3 (Multiple Hypothesis
Tracking). %72, Nebo-M & [z =/F 2%
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¥ FLv—=F—D 2 F 0 Z A, S-400ic
LEEMINTWE,

272 L TORTL AP L — v —
ELTODOTH v—#—Icif. VHF x>~ F #
v 7zfEmiE s L EmEE» s h
1,100km # &£ UF100km @ Rezonans-NE % %
5o _

(6) HpEOHTAAEEIR AR B ERE S X

N2 7)1 Z5HDLH R
T UZERRE N B e E

B L 1F KG60(ssesn

P, A IR T T & L
TIEPED KG300G 8 L X KG600% B 78 5 L or
AL TWaEH, £72, 027D SAP-14D k5
T 2 R E o v T AL T
Vb,

HRE O MU R IC & 5 8 TR 24 7]
(CETC) 8 ZA-JURFZE AT (B V8 %6 1 3 & AT 5 r)
(3. KG300G #BA%E L. ILHUE D 19984 D EkiE
FL2ES 2 —I2B W THAM L 72, KG300G (3.
DRFM (Digital Radio Frequency Memory)
Z 7RI ER AT X - THEEE H.10-20
GHz (J/¥> F) O#BE LY — 7 —i2xihs L Tw
b, PEZEFIZ, 20 KG300G % 20134F 12 F
BHMG L, FC-1 Z MR, JTH- 7 e
e, T-11NRRIAS S X or T-10BRRBIRE ICHEIE L T v
Do

g7z, CETC -+ ILiFzeiris. ILiigko#
WV —7—izx e 3 51.0-18GHz (D-] ¥ >
F) o fEREREERy FE LT, KG600%
FAZE L. 2014 DERIBHZES 2 — 2BV THIR
B L7z, KG600E, FE LB X OMERSICET 514
Wik 1-18GHz (D-J /¥ F) oL — 57—
HIST A7 B X ONKEIEE A IC g
Tz # ELINT > 2 7 A KZ800% /N #p
LT, KZ900 ELINT K F X TRHZER L

i KG300G



Chinese Military Aviation
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SPS-1718 & U KGO0 Su-30MKK 3 Fl S S

e

e hA -l e
@A S Y EHE--

Chinese litary Aviation

KG600&E, H-6M JREEH
L http://www.matrixgames.com/forums/tm.asp?m = 3789961&mpage = 6& key =&
X4.5 KG600#E#E D JH-7A. Su-30MKK & & UF H-6M
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-———

2L NTH D, PEIZ, BEIZ KG600% B4.5(127R
T & 5D Su-30MKEK HEEHE, JTH-TA kR
B3 LN H-6G/ M BERICIER L TWw 5,

IwohEESE Yy P 72712k bk, HH
13, JH-TA 258 FBC80ME. 1EREE T B X UL
fetkner GEEETWET S b7 —AE L
THBETHLERLT LTS,

F/o PEE, o 7B Su-30MKK & 22 AR
B& U“i’ﬂi'ﬁ?ﬁ ELTENFNTIES L U244 %
A L. 200042 538 L T B, Su-30MKK
2, AfTAEEYER y F & LT Khibiny @
B/ %= 3 »THbH6-10GHz (H-1x» F) d
v —F—I2 &S T & % SPS-171,/L005
Sorbtsiva-S 235k & LT 5. [X4.5D Su-30
MKK OEE» 6404 L 9 ice &7 # SPS
-1713 L oo [ B KG6007< 7 412 U (4l 57
B E SR T ICERE A TW S, TEHO Su
-30MKK (%, KG600DRERIZ L ->T, Jo¥» F
DHW L —F =LA TE S0 THSAP
S18 L [AENRET = FHL T 2,

& 512, 20154F11 7 12, hIE A*2488 ) Su-35%
QYT LTET S EHEI N TV S, |
[E (. Su-35% HI\C HH B X Uoukbs 22 #@il
EH R ER N E2F>2e s TROEHO
Khibiny-10V Z & A 4UE, ¥ Ll E -
SEAD #% BT & 3 HeED S 5.

A AT AR fijeeseeny

MEE, A TNVARENDIZOIZT 7747
BIU Yy 7T LA D AR Y —
F—DMEEIT> T b, TEIZ, 20145FDEK
WMLz s —icm 7T VHF Y > F RLM
-M Atk VHF 3> F AESA i JY-27A
Skywatch-V. UHF 8 » F 7xz—X 7 b A
V=& —]Y-26%8 B L T\wb, JY-2TA B &
U JY-2613, Z L2 Ui RBEEEER00km 3 X
300km @ A 7 /v ZBRIEINFE ) B> T 5,

REC L 3 & JY-261320154F o K dh [F] g5
B2 E 2= F-22%8 8 L 72958807 b
B

72, PENT. R FM BOAESEE2#ERT 5
VHE x> F JY-502%y > 7 L —F—D 5 &
FT>Twv b, PEEFEIE, VHF L — 7 — &R
L. ¥ Type 52C Luyang 113 & ¥ Type
52D Luyang I & 5 77k R 3L Tw
g
(7) FHEOMERERE TR AT LB IV

2T v AR
T ARSI T R T A8

RAED#HZE A KD F-15] /D] i3 F-15
C/DeREEET BH, T2 Aikah 68
BRTEBREOREICE DRESI Lo
72 B i iy e S & A e TEWS (WAl
Wi Z 7 4) I22oWTid, EATHMAMEL:
J/TEWS T LTw5, J/TEWS (Z[HE
D ]/ALQ- 8 BikWEEE L J/APR-4 v —
7 —EEWRZAEH, 74t RERED ANALE
457 GHEIGERE (Fx7 - TV T T4 AR
yA=) ARSI S,

/2, [F-150Ef b izBWT, AHCKH
fEEh o L (v — =% - WIS - Fh
B EREERE A 1) 7z ISHAE IS X
74 (IEWS: Integrated Electronic Warfare
System) & LTI sz, T3, F-2 FiE
VRS IR k) AP S iz J/ASQ-2
IEWS # F-15] Hlictk R L7z T, ]/ APR
-4A /4B L — ¥ =T i, ] /ALQ-8B B
R EREE AN ALE- 475 I B i il
(FrZ 2V TTy R —) THEEN.
FNLHEHPAOEFET > Fe—F (EWC) T
AL, By —F—DRZE0 6 - BE
AR, AHTHFEREE T2 REITIT) bOTH D,

HEG 2 Ml e - E R 22w TR,
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2008457 & % THERE & L T F-15D] iIC#iRT 5
6007 IR LRI K& S LRRZFEOR v
FRIG MRBIAE AR TR EE ] PR S
NTwb,

72 PO TH 5 AESA HiiT
X, ERSER TR ) AR
(GaAs) MO AESA v— % — (J/APG
-1) ZF-21C#ikLTwb, 21LEGaAs D
W ZAEF 7800 & EAETOem D FM T T F
LIz ~_72bDTH B, 512, [F-2 DIERAL
g2 B T, GaAs & ) b 35 h» s
naE7) 74 (GaN) 2L 2 REZEERT
1,216 AESA v —%— (J/APG-2) »H
FENTWD,

A . ATV AR B oS

EHETIE, R TIVABENE LY — 5 — Wi
fif (RCS) BHEZ#EmM - BRET 220D 258
Bt rv - YRTFLAQERBEME LT, EH
B iy MR & BT 5 BAR & 85 - WA L O
MERTLEEDIC, CNBBRET BHEREE i
212 [y shaRE Y 2 74 (IRST sys-
tem: Infra-Red Search and Track system) J.
KiEFEDINTOP B LW NG D RF 4D
P & [RIBR IS A2 A, A S5~ o 3 FH VT G e
L — % — ESM.ECM 3 X U435 o # $chkas
12DT7 > 7+ TERTES [R=—FRF %
] BEHEEA, RLEENLDOKERIGH
LTIR £>%E SBREEE Y (—F=5
XN ESM) @ EEREALIE U IR & i B
X U'RF & HfHo HEAkic & 21K RCS H
Bt 28 - SBRAEN D EolHa 4
EHA Y - AT A PR S TN
B

Fiz, AT NAEEORER - BROIZHDIF
RDEWAEHV — & —DBEFRFEM L LT, 5
PERERR A s TR S N ATERDBER T » T+ DK

RUAL - S SRz X A iEmaE o kil

boT. FHEE LT » 79 6D%E

& (Z3) BEE2ARLEVWT » T HHRE&

5 MIMO (Multi-Input Multi-Output) #{fiiz

LBy —F—ico < TR AERE S

L——] BEEEI N TS, 3612, 2

niZ, v—F =000 BHAERE LT, b

DV —F—EPHREERER L LTREDA

THET 228 — 5 — & L TOMEH L AHET

H5,

(8) FeAi[E o HPM 34 vk L EMP Btk
W 2T A
FAEITBNT S, K E~OEREHI
Lizmthh=4 7ozt s HPM 244 1

*HHT ORI & LT/ T

PE2RB SO 7 OMERERE I I AL

Bk EMP RN > 2R 7T A EHT 5726HD

THFHM & L C/RERBN S & EMP ¥4

HA DM BFED AT HIL T B,

4.2 FELEWY - /\—FrfElEd
EREMFI IS & B A /S =B 3§ 2 BhE

il & LTld, DoD B & " DARPA A

By F o7y 275, BHARZ P74

COP EHD 2D KENDFEHA LT 7 L

W 27 A, KiEEDOHAEBES LU GPS #it

Fo A2,/ AD #HE, B LUCKREIZE T 5 EMP

Biitnsd %,

(1) REDMABES Ny X T 2T 4
WHEIEFIHIC L 2 APTHIBEE LT, 47~

BLUr Tk 2KERAMAERE~DE T

s L O IC X B AL R E 2.2 T

MR EBIRELTWE, COLH)TBEET

(3, Ao mIEEIE, GPS ZE#KEDY 7 b

7 TICAAET SR ER L T 5, 72,

HECEAL L UVEREOBAEDY 7 72T
3tX2 )5 BIPATITHEIIEBIY

=R AT JADI

HAt A I BIC Y (Y 7 b7 = THIZERLIR
EHAGTWDSZ &b SHGHEATEEMICIAE L
T3 KEEF.CHLILEAMEDY 7+ 7 =
T DR EAGKS & Oyttt ofbz HR9& L
PN Ny X SV AT LEREL TV 5,
7. DoD 8 ANRExt ~ o F o 77 27 A (E55
AR 20

DoD &2 L » T, =P =T K¥(3, APT
WD L9 i&'*}“/{ = MR IS B 72 D
£ 3=k X2 ) 74, JUEREF HERHEEC
Bl b R BERE & ITHERLEY 5 [ System
-Aware Cybersecurity| TF5EPFE 1 F I2HET
X 2-27—ZN 12k LTEAE Ny X
Y7 AT L ELT [System-Aware Secure
Sentinel] # ¥ 2 —¥ 7 IERF LR L.
4 ODRL B A N—FHIZHT L5 HMDT
B E P LTh L7z,

AR 2T LG, WEHREORT L WiRs LU
PRl FBEICHE Y 2T A2 E R ICH
IHY B2 RMET 5, /2, 2X 20 T4
BT Bl S L7 il S MR 2 FE 1 5, A
2 AT AD WG E F4 6128 R B T
LA N —FEI, R S OEEEY A N —I)
e LD S DB A Y- IE T
FAFz— BB LU A5 —RETH
2, RERICBIT DU AT LR~ O EATH
Wild, GPS ¥ —#. {7 —# ., EREks &
F— 2 B L O ARSI R A v — F T
b5, ’

4. DARPA 4 AtfxT o T v 7 AT A

(554442 o {k) 2798

*:[E @ DARPA @ HACMS (High Assur-
ance Cyber Military System) 7'r 2 2 ADH
T, EWEREE S Nz A A A 2 A T A (Cyber

Autonomous Surveillance Platform Protection
UAV Platform :

Navigation

Parameters

System Control

i Security _
Comm Link

Payloads

Parameters

5
<
o

o

#

e\
,:'@:(-o““‘"f oo

Config. hopping

Diverse redundancy

Port Hopping

Dedicated voting processing
SW power utilization fingerprint

SW CPU and memory usage fingerprint

(=

*  For Security Control
Operator Control Station Only

* Spread Spectrum

Waveform
¢ Low Data Rate

v : Rick A. Jones and Barry Horowitz, Sentinel Based System-Aware Security for Unmanned Wireless

Systems, Uva, 2014
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-Physical System) ##EEMZAHT LS LT
b b, MAMEOTIEB L HUEREH ~ R
A =R IET B 720D H Ny ¥ 7Y R
74 (Anti-hacking System) (3. HACMS 7
B GLNDI—AT—AD]1D2TH b,
HACMS @YV 7 7 =73, RBEEA A
=R LT D BRI T A8
AR S LT v b, A =iz x LT e T
TnZ ERECEANICIRIEL Y 7 7 2 TR E
FED T2 I AR ICTFE L T B, fEkD
FHB L CREOMAEE TR 4 B0
Mg T & 57286, HACMS TIEANE 9 i\ il
BNV 7 b7 2 TIEAHMISEYEL T S,
HACMS (3. 722 AT LT —%77F €
T, V7 b7 TREECENR B L V0S8 & 0SS
(Open Source Software) EEETHIEL T3,
HACMS 7m 77 6HY 7 b7z 7l Kl

W77 b 74+ —AICHETELDT, #lAd
AYVRATLHALX2L) T4+ EBTH L,
HACMS 7'u 77 A0 &k T—% 77 Fx %
M4. 71205,

(2) KEOBART b7 LWL AT L
KETIE, BHEARZ FZLE8EEF7 MY~
2D CTEBART b7 LGS AT L

PENTW A,
7. DoD DEEA LT b T AfFHWY AT A
(GEMSIS)

[EBti§HEs 2 7 45 (DISA) &, wW2EZT
bBEDARZ S AETZ7€ATESLEIGIZ
DoD D EfY 2 BHER <7 F T AE B2 WHE &
3 % GEMSIS (Global Electro-Magnetic
Spectrum Information System) #BZEL. 7
THEZAZ AIZBWTHERAL T4, 1L,
RIRT RLERE N SR E NS,

) HACMS Program Architecture

Boeing NICTA Galois RC*/U. Minn i
Pilot-able Unmanned Synthesize 0S Embedded DSL; Compositional gm; i
Little Bird Helicopter components; Synthesize and verify | verification; i | Traditional
Verified sel4 kernel; control system code | Integrated workbench i penetration
Verified RTOS testing; novel
- |i[srr*jutuc SRI* SRI* formal methods
|} | EF-SMT solvers; Synthetic sensors; Lazy Composition; approach
Synthesize monitors Synthesis for Evidential Tool Bus &
and wrappers controllers of hybrid Kernel of Truth;
systems Vehidle integration
[Princeton*/Yale/MIT| | [CMU*/Drexel/ :
i1Build and verify in CoQ | | SpiralGen/UIUC
i [vehicle-control 0S; ¢ | Map high-level
%ﬁggﬁm”“"“ = “" '““""""I Program Timeline:
¢ |integration of verified | i | Spiral for hybrid +  Industry Day: Feb 21
;Immponents systems + BAA Release: Feb 23
e « Proposals Due: April 10
i| Kestrel* 'UPenn*/UCLA +  Notifications: May 9-11
i | Synthesize protocols: S'ﬂ%m +  Kick-Off: Aug 8-10
;| refinement of high- i attack: + Three 18-month phases
i1 level spec to low-level | | control systems
i tation:
| Mprement = Performers:
: + 8 Primes (*)
+ 22 Total

Distribution Statement A - Approved for Public Release, Distribution Unlimited

{11 : Kathleen Fisher, High Assurance Cyber Military System, DARPA, 20 May 2013
4.7 HACMS 7O 5 LNDEHET7—F%T7F v

AT JADI

K

- Host Nation Spectrum Worldwide
Database Online (HNSWDO) : =& [
[k 2= 7 b7 AMRAFEE Y R — MEA
WAk

* SPECTRUM XXI Online (SXXIO) :
DoD fEH#EERHE A= 2 b 7 LAEH Y —)V (B
Aufb, wTHA L, 2754 T o AR
B L ORRERT)

- Stepstone : DoD i ilFE7 = £ 2

+ Joint Spectrum Data Repository
(JSDR) : A7 b 7 LEHT— 58
AR ) (NIPRNET & & OF SIPR-
NET #kH1)

4 . DARPA @R 227 b Z LKL

DARPA (3, KipERBENDEHA T 7 L8

(EMSOQ) (28T 2EMA <7 b7 LR
D128 Advanced RF Mapping (RadioMap)
DMRMAEEIT>TwE, T, FET T v

DARPA

b7 — AR SN2 RE £ S L7
HWHEA T 7 LT — 7 2 W 2T RAR
T2LDTHb, BHEART b7 LEHY—NL
LT, A TRFEDMFEL 2 Raptor X 7]
ALy — % fv7z SPEED Spectrum Man-
agement Tool #[HF7&L Tv»4%, RadioMap @
2 % 4. 8127 T,
7. KEEEOFHAE TS 2 7 4 FoS (Family

of Systems)!o?

KbEHE, BREARZ P ZALCBITHEMLN
HER, #EE S LONEH o 2o i B RE
& BINIZI E 2 MERRTE TIRAE ) 242065 5
HAE T 2 7 A (Integrated Electronic
Warfare System: IEWS) FoS %[ L T w
5, IEWS FoS |3, i Ed:, 77 v b7+ —
AB LUV AT ARRESL JOGIT 5 240
B TH(MFEW) . EFURG RO R, Ji% s X
A & 4T ) & F MR EE By —

RadioMap deployment

DARPA Funded Effort
Vehicular Radio

v o
0ord - = ﬂ

Battle Command
CREW Jammer  COTS Laptop

By

Future Vision
Handheld Radios

D 0 ed i Dismount Data
Devices, e.g. JBC-P

Aerial Layer
T
EW & Software Defined Payloads

{48 Dr. John Chapin, Advanced RF Mapping (RadioMap) Phase 3, DARPA, 6 Jan. 2015
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External Systems
B Misson Command
E pecin

e
OSGHEC!ipsa RCP
CPCE

EWPMT Interfaces

T o anpliy Mode) &
Hum Machine Imrface Simtacion (M wr

Regults Geaphically
o Osdiy Misson

@ identity and Minimize
Potential Fratricde |

& Friendly, Neutral &
nemy EME

O EW Assel EM
Characteristics

& Enemy Target EM
Charscteristics.

B Enemy EVWEM
Characieristics

@ Manages all

instances of SPA

| @ Preparos input fles
for SPA execution

@ Calis RF Analysis

@ Pubkshes SPA resulls
tdn COM for graphical

Y
=] P:g:m:- EMOE
data 1o com

\}/@ SXXI0 SSRF-based

wab sarvices via data
plug-in

W 21

My © Michael E. Ryan, Electronic Warfare's Role in Cyber, AFCEA TECHNET, 11 Sept. 2014
[14.9 EWPMT M AT LIGE

(EWPMT). BLvfko it 77 v 71—
AB LUy AT ADOMH#EAT ) DR TR
(DEA) # ik 2 b, EWPMT (3, TR
B r N R~ T AEHEDEMEART b
S AOFHE, FEE, WL HHlE L URIE 2
BTaY 7 TP Nr—4a>Thb,
EWPMT (3. EFEEE (EMOE) OIRILiE
WE LR bR AREE T AEMA ST T A
COP, XK« [isAE TUT £ v b0, ERE
BT — s MERRET 5. T2, 41
EMPWT i34 A »s—IRULERBRE D BE L.
A x—EEIEE (CEMA) @Y —1LD 12127
b,

EMPWT D% % X4.9127R7,
X, ReeZ b7 AEETIRHE

227 S AEEEREE LTI, 200943 H
2 H = MCEB (Military Communications
~Electronics Board) Pub 8% L THilE 37z
DoD @ SSRF (Standard Spectrum Resource
Format) #¥& %, SSRF # 4l & 2 7 4 (3,

National Telecommunications and Informa-
tion Administration (NTIA). North Atlantic
Treaty Organization (NATO) 3 £1F Com-
bined Communications-Electronics Board
(CCEB) HFE:DA~T + T LEHT—F DR
#H A HE T H 5, SSRF (3, NATO D
SMADEF-XML (Spectrum Management
Allied Data Exchange Format-eXtensible
Markup Language) (307w TER S L7z d
DT B,SSRF X3, A7 b 7 A
F— 5 DRWD O DBEAMME JUT— s &
BRIk L DTH), MIAMERHR, &
NG A—F AT b T ASRETOR & B
RZ MEES., REEE S, #H—*fif‘ilﬂ’)&l]
MRk Ry, TR, oA IR R ok

Z } (JRFL). # A i@ {5 & 7 & J1 50
(JCEOD. #MBREXE. 77y 7+ —AB LV
wEEEMEEE (HERQ) 25ATWS, A
7 b7 AR OMEX E R 1012587,

A JADI

mﬂf
|

ue Core Spectrum Management (Use Case Model) /

Care Spectrum Management Tasks

Import Reference

. h

Data [Codes]

insert Location
datasets y

’é ﬁlﬂﬂi i Sl

Obtain TOA for Host!
Nation[TOA] )

:Spe:van!:i\f\pi.y\\

$S Request/Reply s
Bk | | an optional fask.
— ] w,
nsert TXRx dames Insert Anfenna
datasets

HequestProvide
Assignments {
Allotments A
[AsgnAllof] P

Process Inferference
Reports.

\I

Hi8 ; MCEB, Standard Spectrum Resource Format (SSRF) Pub 8, 02 March 2009
H4.10 A7 b5 ABEEFOESE

(3) KilEEDHAEBE B L GPSHLED
A2,/ AD X3
Al 1 F A2 AD BT HIGT B 72
FA B A A5 35 & O i AL 5845 o0 SROSE TR ) R
D 12 D ey Pt DAL I Al FHE ST D
55 KO L st 2T R 24T o T
5, F72. KigHEI3, 7K’b$’h'”” IHA N
2k & GPSEA{UALER N2 A4 T GPS
mﬁﬁ%ﬁimtmuaﬁ;v%+mﬁﬁﬁ
LB LT RTOELT T v b7+ —A5ICHER
Ze GPS M - ik - 5% (PNT) —ERZHE
135 GPNPS ~D BT 247> T\ b,
. KIBEEOHEEED A2/ AD XY
Kigalx, BAE, ELBED O ICTMHE
WEBLUEMEEEEEMENLTWw5, HH
WEEEIZE, Cs¥» FB L&t Inmarsat @ L
Ny FEH D, EREAMEIRE, KaYy Fo
UFO,/GBS (UHF Follow On,/Global Broad-

201647 H

X/Kass » F o WGS
(Wideband Global SATCOM system)., X ~%
» FO DSCS (Defense Satellite Communica-
tion System). Q3> Fo UFO/EHF (UHF
Follow On,/Extremely High Frequency) 5
L P MILSTAR 75 2, Fafarilmf5i.
Itk 7 e 775 & (Commercial  Broad-
band Satellite Program: CBSP) 12X 8 C, X
BIWKu Yy FomREEFHeLIns,
Fr2, EAHELEGEIE. KEELLF N2 Fi
3 (Navy Multiband Terminal : NMT)
iz & ) UFO, WGS, DSCS 5 LW MILSTAR
WHizHr L Q73 FEdiiii T A 2 (5
VAT ALTH S AEHF (Advanced EHF) 5 &
U bt A ARTIEF #5232 2 7 4 (Enhanced
polar System : EPS) @Rk 341
5, GBS oigREEE T, ST EEETH 5.
X/ Ka x> FD#r L v Ikt o 1 g 2 s AS

cast Service),



RFATHDLWGESBLUC/ X/ RKustr
K ORI SATALRIE Y A T A TH S WGES
3. BEEREETAB I UEER A n—FIZ7
5 74 yRAONGERS EMBEPTHY . 2018
HIZFEERTELTWS, UHF N FOV AT
L — MR AL EAS v AT A T#& 5 UFO
. FLTSATCOM EHF »¥v 7 —vIi2 X 2R
ERERE N 2 A L TWwa, UHF N> FO#T
LueisEMEREBE S AT ATH S
MUOS (Mobhile User Objective System) i3,
20124F 14 K <dT B BT S, 5 3 A
EE AR THMAE AT 536G WCDMA kil
B A~ b7 AR (DSSS) 12X 5
KiEReh A A LT b, RHREE, NS
Luext HEMP &g & R0 Bl & LB skl
r LT, vAY—o MILSTAR HFIZHi L
v AEHF # X U* EPS 784 4, AEHF (3. JHik
Bk y Ev 7227 b7 ai#h R (FHSS) 2
o ¢ HfERE N B L U HEMP D & #52
B0 HEHEABEY AT ATH S, KV AT
1. WE, AFFBIVA T L
Twad, 7, CSBAfEH (20134) Tid
hE® A2/AD BB IET 5 7212 KE D
FIEHETH 5 HA, HEHB LM LT
#E i AEHF R~ o —F~D 7 w—s~
T 7 AR EI T W A, AEHF 3,
AFt 6 BT LRI S L TE ) HHE 3 i
FCHBLETFENT WS
4. KW EDGPSH E D A2/AD X

I—f‘_lﬂﬂ)l 04)105)106)107)

VA

AT o K i T O GPS HEERE ) B AR BT B
GPST7 » ¥ + T & % FRPA GPA (Fixed
Reception Pattern Antenna GPS Antenna) .
GPS Ziskk, WA GPSHIEL AT LTH S
AN /WRN- 6 (V) g St EE,. 8LV
AR - FHEEUE S U, e X OVRCAT #

79 NAVSSI (Navigation Sensor System
Interface System) (3. AGEHE 2517 T%
Wi, GPS 7 v 7 oxtiiEbEiT i L & b
T RTOYELT Ty P 7+—LCHED
GPS ~—X PNT #—t 2 2 £ ¥ % GPS
PNT Service (GPNTS) ~OFEATAT IS 1
T\, GPNTS Tl3. GPS D& 4 fREHE &
L T i1 A & 3k I GPS € ¥ = —/v (SAASM:
Selective-Availability Anti-Spoofing Mod-
ule) HENIERRMET B, SAASM D EZLFEUI,

GPS O 45 %@ R A<20004F 5 H 12431k 2 41
T, HERC TR VERR SRR [H

.umJ R G T 6T S D 726D & T o T
FRIHRATHORAEIT) &) I %
ﬁéﬁki‘ﬁl?&w%ﬁwﬁ‘ 22 ExREICT b
SAASM ¥ —i3, HRrOZ—HF—TN—TI1
M 1ICBMEL. e oBiE Ay b7 —7
RELTWw2 LB DRGKTE S,

F7 KREFFEHITA L F-TLD
GPS EfALEFEIC B W TITH LITHN T 5
GPS IIR-M 3 L ' GPS IIF O & BT i;'ﬁ_z'{!-_;‘l[{

AT H EIF 515 GPS A (. A1k
%@ﬂﬂ Al TR AL, mmﬂw”
KRS PR M L 2T a—F (M
-Code) 2 12T %, 9%k, GPNTS b,
Fickiio s 2 TETH B, 612, GPSIlINE
¥2)F 4T —%T27F v, SAASM Zi# 2
240 THNH ., PRONAV (Protection of Navi-
gation) £ FFEL TV 5, PRONAV DEF¥al)
F4 T =% 7 F vk, MEEE (defense-in
~depth) 3 X U HRERAE D SR o il ] & 38 L
T. GPS 3 vv;‘x@&"’b%&%&{'ﬂ/-"a"é
PRONAV®t ¥ 2 1) 74 3 GPSESNRE
MRS 5 72, B ETLL LD b DI
mof\me&MMF&a@m&m&wm¢
b

Ha—

AT JADI

0

GPS @ HACHBR I (OCX) DA ¥ —
Brfpald e LTz, MREDHET—XT 7
F o DEHLL
GPS I - #EhE R oW & BB, A 7 —
Foy MR LAWI B —XRI AT L, T
7N ¥ 7 S S o WAL L IR EE AL - I,
S rtXaT7a—FT4rZ72ATHY 7L
v TRREEICL B, V7 by = THEETE
PEBLRT WA —T V=2V 7 72T
L BMREEEIT T 5,
(M:ﬁﬂ:ﬁﬁéEMPW@

KEICBETAIHEEA > 77 B LKRED
EMPM%W%MWU"ﬁ“fy77®EMP
a3 5 & AL E O LB W I D
T3,

T. EEA 7B IUKFED EMP Biindl

;H'(IOS)ID-‘F)

EMP # B3 E L LE 2 REEIC L > TEHHS
NTwv 315 FFERFENLE S F ) AITA-T
Wy, KENE, R BEB L EoflE

%4 » 77D EMP Ml (3RMIBTH 5o F72,

KEI. BEEEEROMEREN» T wizoE
HHEOEINC RWIE 2 ET 5, KEIL, HHY
PNV A=Y AT AlZ EMP Bhfksd s
WA TH - 720 iilE, #2740 EMP
W7 w275 A0S LN EMP B AR e
(2] COTS PHEMLT W3, Lich-T, KA
. Y 2T AD EMP Pii#E R 6 L2 [E B
IHWTWWLkw o KEDEKEITH T B
RN & ORI % 47 5 JEKEE ZER] 4B
(NORAD) @ % 1 A&#i3, 104FEME—2—V >
CCHJEH IR ICRE S AT AN, BE R
NMMDWW%%#&?%T/MK@%@%
LT EYN., DoD (320154 4 Az, 20204E £ T
D E T2 EMP Btk fgn Loz 714
PP ET->Twb, o, HRE

201647 H

175 FR O EEALT > 7+ O B

2R E S #89 EMP B o 728122017254
FEIZ20E FALOTEHEZRKEL T 5,
X&) HEMP Bhititade & LT3, B
W ORIk b CAIL fe ik (€ 35 & UBEIN) . FiH
BB LUk B BIEEREDTHE S LT 2
45 15 812 (3, MIL-STD-2169B (HEMP £
1%) . MIL-STD-461F (#+ 7 % A 7 & 5 KUK
O ETEEFE R ER) B & O MIL-STD-464C
(3 27 A EREEEERYR) 7 b, filhIEE
#e )y T Il3, MIL-STD-188-155-1(F# I CAI i
I HEMP By, 55 13 EEsiis) 8 Lo
MIL-STD-188-155-2 (& |- CAI {i i/l HEMP

Bhiat, o 28 FaElNiisk) o5 241998
AE 7T H B L 19994 3 H ol E 2 41, MIL

-STD-3023 (F i k& F HEMP B i) & £ O
MIL-STD-4043 (k] HEMP b)) 7%
NZN20114E11H 3 L Ur20164F 1 HIZHIE S
1

4. EHEAL 750 EMP Biaixd i

EMP % (< H 55 % #68 - 72§ [E SO IR RT 8 AL
Ry F)AREDRHOEEA ¥ 7 7 Bk
(CPIA) BV EFFHLRAINT VT, &
2. ENEH#Z PS5 726 SHIELD i
B FRRRESELNL T W v, THLDHES
KD F 2 2010 K ERERMERIESE (FY2015)
7520144F12 7 12 H 1K E R % odal L, 20144

12319 H 12 KB 7 T bz, 43295k
. EEEREEA [20254 £ TOXKEEZLEC
W LT, FHEB & SR EIEE R R S D F K
240 AT EMP B2 & - THERT 5 #l
BT AR AR 6 » HLIRIZAT S
ZERIERLT VS,

CPIA El2DWTid, 20154 6 AicEt %4
EEA 2P RA L, FRRICHHS NcBRET
H5, ¥72. SHIELD ERIc2WwTid, A2
VLT L BB E N TW WKL TH 5

L]



. AbEH e BB K 0
Kﬁmﬁﬁﬁiﬁ4wﬁﬁ%ﬁﬁﬁﬁot
Ambassador Henry F. Cooper 13, ALWlffaii
ﬁﬂ%"-‘%ﬁﬁ)iﬂ‘iﬁf RIGRTEBIRE LTV 5,
O HMEESBEORS Lt REIT S L
N4D—F®F%®%%&M(M1
IAEA)IC L BBFEZEIT I 2 &0 JDERD
EEENBA, ThLEFsnizn )
MR AT 5 R KEOBCEET S

(Vv
neo E

o

@® 7—2 bk 7z—X®Unha-3 SLV %
4 2 72 IS KRB N O HGE I 54 izt
TAHARBTIRTIMHRTHAEA -V R
SM-2-Block IV@iﬁliﬁﬁé"ﬁfc HARARE T
NI XABHHT S

®@ km@%?mSM3mmkm/Bitu
Block 2A 12 k Ak n =iz, TPY-2
L= (X% Fr—F—) #2741 Er
RS 5 2 &

@ A, #1) 7+ /=TM Vandenberg %

ﬁ%ﬂﬂﬁﬁ?ﬂtmt&ﬁlﬁﬁﬁﬁﬁ‘

Vandenberg {EHRHH 3 2 7 A4, £ DMl
e E 2 E LW ER X2 —4 v 77
L 1T e Rl Y 7 A — 7 e iR
NAEA, L6 < L##ED» 5D FOBS 2
nTixs, QTHEINLZT74VEYD
fl—y—#—lf., COUEEINELEFX2—
4 > 7EmERETE 2,
® iz, ZRBETS ZREETIE 2
DT, BHEITRSERELE & L Tikik
ENnpZE, it Tk~ 7BEfE BMD 1
e h 2GR 5 &l Th Wi Ra ik
RECICRL Z &

5. HBHODIZ

A2,/ AD B D IMIIC & - T, MR (.
BEkDWBBE T H B 1, WL, K, 25h
B L OE I A4 S — 22 B L R A
7 b Z LMD -T, KELELLTWD
AWk 4r o) —H = mi S il LI s 55
HOHE O I R HERE R ONR A T - 72, H RS
o A AT, K E RO MBI X 5 i)
TEHERE RO T H - 72, RAKEWSHD I v F
v o — Uk E, ZE PR AR AT AE S T TR &

B il ZEHERTE DR G)Eékb\’é‘abo fee 47 78R
NCW Iz & 0 5REN 2 ffR L R EFT RS
&AW TH -7, THL ) IS TE, —
FER] S BN JTIZEA L wizoH i
ZHT L WERB AN S LT & 72, D
75 A FHEB IV ) THEFIZEWTIIE,
AKEO MEfEE, CAISR Y A 74, BEEV AT
LEQENILET) DI TICL YA
SNSRI AT Y BEGEICLY
BT L722@EBREIC B W T kE BT
BoTWw/ NCWHFBEALLE  h->T&L, &
72, A2/ADBRBIICEB W TIE, AHE I A i
I 2B RN B SN 2 T EMP B % &t A
PSR L ONEFUORSEMEOE WK E L
BERTH . PERD— FENRENLZITTIE2
Z M2 XSS RRE B 720 7 b XIVEE
Hiz k aaeiskd b Tw b, S 62, @A
B A2 /ADBRIEICBW Tk, £FE7Z v b
74—, CAISR ¥ A7 &, By AT LHED
WRER 27 b T ARV AT LAHET L7zilfE
FE T b R T E BRIt ok
BES L UCKIFBO L ) ZEMA<RT F 7 4

WkAE ] &2 RS B 72 L W EREEE B L O
REJ) DL ET H D

=30 AT JADI

KiEH L, 2 X5 A2 AD BREICB W T
PaE 7 B SRR 2 AR T B 7o DF L »
WERE ik e LT, B, iR Ak, ZE
., 4M—ﬁ]biv£wz«7%7AmM
DEFEET 7 2 A B FERT A 2oIcF L0
AEE T H BB AT b T AEEERT 5 EH
MG ORE &2 DA% L T v 5, iRl
WY 7 A F e DIE & ek, BEEIZER & LT
DBEHA T b 7 LOFEHL B L UGER) & IRk
WDHA KN OBAD IO ERAT b T A
DEHZITI LDOTH 5, WHEHENEZ R T

DIz, BEER~<Z 5 L0RIEFE
ﬁh;uﬁmmﬁ FEHLT B R R o 2
TADMENBETH 5, BHEIZBTH,
R S 2 7 ARSIz oW TS, B
A7 b 7 AR WREREENR O TR 251 5
MR B sk SR OB SR R . A IRIC B 1 B E
KPR R MBI AR 3 & UM o) AR
A, ARSI SHERE L O T e =T
B LN DT80, ARERENIC 51T 5 BEBE
FIEHT~NETH A,

e

)|

HBENWR

48) JP3-12(R), Cyberspace Operations, 05 Feb. 2013

49) JP3-13.1, Electronic Warfare, 08 Feb. 2012

50) JP6-01, Joint Electromagnetic Spectrum Management Operation, 20 March 2012

51) Admiral Jonathan W. Greenert, Imminent Domain, U.S. Navy, Proceedings, Dec. 2012

52) HQ, DoA, FM3-38, Cvber Electromagnetic Activity, Feb. 2014

53) The Monitor News, DoD establishes new top-level EW programs council, JED, April 2015

54) Earl Wyatt, Prototyping : A Path to Agility, Innovation and Affordability, 24 March 2015

55) Defense Science Board, 21st Century Military Operations in a Complex Electromagnetic Environment, July
2015

56) Bryan Clark and Mark Gunzinger, Winning the Airwaves: Regaining America’s Dominance in the Electro-
magnetic Spectrum, CSBA, Dec. 2015

57) U.S. Navy, Navy Strategy for Achieving Information Dominance 2013-2017, Nov. 2012

58) U.S. Navy Information Dominance Roadmap 2013-2028, March 2013

59) DoN, A Cooperative Strategy for 21st Century Seapower, March 2015

60) STATEMENT OF ADMIRAL JONATHAN GREENERT, US. NAVY CHIEF OF NAVAL OPERA-
TIONS BEFORE THE HOUSE ARMED SERVICES COMMITTEE ON FY 2015 DEPARTMENT OF THE
NAVY POSTURE, 12 MARCH 2014

61) SYDNEY J. FREEDBERG JR., Navy Forges New EW Strategy: Electromagnetic Maneuver Warfare,
Breaking Defense, 10 Oct. 2014

62) CDR Thor Martinsen, Dr. Philip E. Pase and Lt Col (Ret.) Edward L. Fisher, Maneuver Warfare in the
Electromagnetic Battlespace, JED, Vol. 37, No. 10, Oct. 2014

63) Dr. Michael A. Pollock, RF Initiatives Electromagnetic Maneuver Warfare (EMW), ONR, 10 April 2014

64) John Haystead, Leap-Ahead SEWIP Technology Meets Next-Generation Threats Today, JED, Jan. 2015

65) Doug Small, Surface Electronic Warfare Improvement Program (SWEIP) Overview, PEO IWS, 15 April
2015

20164E 7 H — 31—



87)
88)
89
90)

91
92)
93)
94)
95
96)

—

=

97
98
99

DoN, PE 0603271N ~Electromagnetic Systems Advanced Technology, PB 2016 Navy, Feb. 2015

Joseph Horn, State of TAMD 2014 “IAMD Achievements”, 12 June 2014

A —, Wi APE 2 E-2D FIE Rk, SERRTYE. 20156 1 H 5

Rockwell Collins, Tactical Targeting Network Technology

Richard B. Gasparre, The Israeli ‘E-tack’ on Syria Part I, strategic defense intelligence, 10 March 2008

Richard B. Gasparre, The Israeli ‘E-tack’ on Syria Part II, strategic defense intelligence, 11 March 2008

Jean-Jacque DeLisle, GaN-Based AESAs Enable U.S. Next Generation Jammer, 30 May 2014

Zachary Fryer-Biggs, DoD looking to “Jump the Gap” into Adversaries’ Closed Networks, Defense News,

15 Jan. 2013

Boeing, CHAMP-Lights Out, 22 Oct. 2012

James S. Drew, USAF unveils roadmap for microwave weapons use, Flightglobal.com, 29 July 2015

Wikipedia, Khibiny (electronic countermeasures system), 6 Sept. 2015

Tatyana Rusakova, Blind & conquer : Top 5 Russian radio electronic warfare systems, 16 Feb. 2015

Dr. Carlo Kopp, Sukhoi Su-34 Fullback : Russia’s New Heavy Strike Fight, Air Power Australia, April 2012

Dr. Carlo Kopp, Sukhoi Flankers: The Shifting Balance of Regional Air Power Australia, April, 2012

KRET, KRET to supply ECM pods for the Su-34, 07 Oct. 2015

Mark Prige, Russia claims to have developed secret ‘superweapon’ capable of switching off foreign

satellites and enemy weapons, 6 July 2015

GPD, Jamming the Jihad: Russian Electronic Warfare Systems Spotted in Syria, 5 Oct. 2015

Bill Sweetman, New Radars, IRST Strengthen Stealth-Detection Claims, AW&ST, 16 March 2015

Dr. Carlo Kopp, Russian,/PLA Low Band Surveillance Radars, Air Power Australia, April 2012

China Defense Blog, KG300G Airborne Self-Protection Jamming Pod, 15 July 2010

Pakistan Defense Forum, JF-17 Thunder Multirole Fighter, 15 Nov. 2014
(http://defence.pk/threads/jf-17-thunder-multirole-fighter-thread-6.329675/page-58)

Ashlev J. Tellis and Dan Blumenthal, Strategic Asia 2012-13: China’s Military Challenge, 2012

Bill Sweetman, New Radars, IRST Strengthen Stealth-Detection Claims, AW&ST, 16 March 2015

Buffalo, China uses JY-26 UWB-radar to track F-22 and F-35 stealth fighters, china-arms.com, 5 Jan. 2016

‘Buffalo, Report : U.S. F-22 fighter detected and intercepted by China in East China Sea ADIZ, china-arms.

com, 16 Feb. 2016

v [E L RFIS AT 1 e g 8l [ [E PR [ e - B, ARIM, 13 May 2014

REIRE, A2 AR, BEMEE bk & e, P26 2 H2TH

B . TR2GAEEEAT IS L B o — 3 — b o WRERRA IR AR, P I264F
FiiE. FPR2TFETREELE 2 — > —F [ hila o - L 27 A, PRETH
Bl . PIN2TAREFIEHE L B2 — 32— b ORIERES L — 57— 2T

Rick A.Jones and Barry Horowitz, Sentinel Based System-Aware Security for Unmanned Wireless
Systems, Uva, 2014

Kris Osborn, DARPA Unveils Hack-Proof Drone, DEFENSETECH, 21 May 2014

Kathleen Fisher, High Assurance Cyber Military System, DARPA, 20 May 2013

Global Electromagnetic Spectrum Information System

8= AT JADI

104)
105)
106)
107)
108)
109)
110)

20164F- 7 H

Dr. John Chapin, Advanced RF Mapping (RadioMap) Phase 3, DARPA, 6 Jan. 2015

Michael E. Ryan, Electronic Warfare’s Role in Cyber, AFCEA TECHNET, 11 Sept. 2014

MCEB, Standard Spectrum Resource Format (SSRF) Pub 8, 02 March 2009

Mark Glover, Communications and GPS Navigation Program Office (PMW 7 A 170), U.S. Navy PEO C4,
28 Oct. 2015

Todd Harrison, THE FUTURE OF MILSATCOM, CSBA, 2013

J.R. Wilson, New Capabilities for GPS II/1Il, Aerospace America, Feb. 2010

Travis Mills, M-Code Benefits and Availability, USAF Space and Missile Systems Center, 29 April 2015
Dee Ann Divis, OCX and GPS Cybersecurity, Washington View, Nov./ Dec. 2013

Henry E. Cooper and Peter Vincent Pry, The Threat to Melt the Electric Grid, WS]J, 1 May 2015

John Franco, Nuclear Survivability Overview, 18 May 2011

Ambassador Henry F. Cooper, Defeat North Korea’s FOBS!, The Atlantic and Conservation, April 11, 2014
(Blog.)



