02 7 MR025F [CMIF F-EB-FEkEE

BAXRI NS LICEHIFD NATO DRk
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201798
OYJ+—N-¥VI5—FEvh GV LIPS
IRRCPANE ERERRERETYI—  BRSHIX IR - 7—)L REDEE
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e
3.1.3 U327, FyNAA—RAMHUVEIE

POVTIBT2u Y TR E T E oK HRIIC, 7)) STONEE FroxZoiEE, KB
B P ICREKIRAALTEB Y., £ 7 74?‘%? MToOMmEIL, BT AT LI2BIT
UL TDFEBRMDTA IRy Fe LTHEN 72, W7 74 FFHD 7)) I PREDOERIT, T
FERBICR-M S 41, RS LT 589, o 7D F N2 ATIE, BAEAKE LEHEZRLL, &

DLBDENDT 7 FAFTFIH L TEMOBERISE TV AHMICTERT 22 L EETH
589, L., 7)) 37 W zHELZ ) O LEIERE . Z2D%DY 7 5 4 FEHEOK 4 % il
em v T OEFAEOMAT, PR DR & it/ S R 2 w72 7 5 4 F o KRB %
MDA EAE RIS ERLREH L L GRIFS Uil Tw 5

GRS GFORFFGORE

<0>

2A T a7 UMbIE, BT DR oSBT AERICRER T o FET S EEY . ek E
LT [N 7))y FEk&] SRR D I TRAKIR T L &5 LT w5,

IR DD T 7 X P, 727 F A4 FHEBICHEIT G217 v FEH& LTI
I TnE, Lrl, COBIZIEL S Zov, LA, 2H25 8 HF TOMEIL, G,
FEIEBE, A7) o FEEGr, B & Ol D 4 FEEIORF 24 ) & L e, 1 2 T HHZ:

88) See Michael Kofman, Katya Migacheva, Brian Nichiporuk, Andrew Radin, Olesya Tkacheva and Jenny
Oberholtzer, Lessons from Russia’s Operations in Crimea and Eastern Ukraine (Santa Monica, CA : RAND,
2017) : 22-5, 67-70.

89) Author interviews with Ukrainian EW experts, Kyiv, May 2017.
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HARIBDHZ T IZED o J LHFERTIEDMAET S &0 I ian b 57212 0 rb 63, 7
THNA TNy FiFai79 S & BRIkl v, 1ZEAE D2 Z 4 F TORFDHII
DHIZDNTIE, BlRBOELEBGER L T Ze v, 0> FOMMGENIZHFETFENT 0 D
DTIZLAS ., LA T 2 F A FDIPK T B —E D272 ) 12 fhis T - 7299,

M2, POBSRYEH 3, 7)) ST CERMEINLEED L) ICHEHICHE 72X 7hRL
ZTEM] 2R P CEE L, ZORFIENATO SHTE L &8 & DTGB w T LIFLIgdE
FHINTWE, 21U L b 6§ U RFREIREK & KRR EZ AL 27 ) ST ToOR Y TOHERKRD
AT IS O W TOEEENE LT, EBRICa o TOREFHOREPED L ICHEETH
LEWHLMZLTW S,

SIS N e T DI FIFLFREMELNY 7 T A4 FOFEFIMFL D 2 Bl L
BRI S N2, BRI T 7 94 FENT 7 74 FARLLEET 5D %8N 272Dl S
Nrze 77 74 FOFEHMRIZEE B L OAROEETBRIHELAT L Tneo T, Z DI % b
LY 5720, MOCHEANDFLLZHEH L, B3y 7D A~V =5 X (Spetsnaz) #iBkATZ 1 5 O [l
FRECUML. 70 370U 7 4 FHEBEREREREET 52 L2 wREIC Lie, 7ok ZUE. 20144F
SHIIH FTIZ, &) 2L o FEBRDS 7 Vv F (Kerch) k2 M L T2 ) S TICBHEIL, 2o
1213 Leer- 2. Lorandit. # & 0¥ Infauna &7k 2 7 2090 &5 417292,

KEREZ, R XZADYA, vy TOREZROETH AT 4 (R1IZR) »8N. 7774 F
EDORIEHLITOER AW L TREIL., SNODE I AT LAEFERT A LML, 2L
ZAF. 20174E 5 131 IS, W2 4> Drlitiy 1) B (OSCE) R AN (SMM) 13, = & 7 #o Orlan
-10 UAV "~ % 4 7% (Makiivka) (%27 [Donetsk]) #4EH12km) 2> 5 F+ 7 Zfilcm -
TIITL T B Z 2B L 72, BHEICH 5472 Orlan-1013. Leer- 3 ETHk> 2 720 —# & L
THERET 599, LA L, aTREZBR Y | /RO MO B A DD icm o T ORFHEIRICE W TR T
LIRENERIT 2L DL AT LADRFEI N2, TNHIF, P22 oy THEOIANZ FEERY, &
LTHHT 2 720D A M) HAD—ITH b LA L5,

FTIRABRZ2E IS, AT £y P EHMEREZ, 0o TOREFEANTEE 2=y b & L TGEY
LTwd, Ky 2OFPEO—HRIZ, v 7D FHREMHKOPICIE, ML EFRAMIRICSH AL

90) Kofman et al, Lessons from Russia’s Operations : 69.

91) Author research interviews in Mons, December 2015 and Rome, September 2014.

92) Kolesova and Nasenkova, Radioelektronnaya bor’ba, op. cit.: 229.

93) “Latest from the OSCE Special Monitoring Mission to Ukraine (SMM), based on information received as
of 19: 30, 14 May 20177, OSCE Special Monitoring Mission to Ukraine, last modified May 15, 2017, accessed
July 10, 2017, http://www.osce.org/special-monitoring-mission-to-ukraine/317386. Orlan-10 UAVs have
also been shot down by the Ukrainian Armed Forces during the conflict in the Donbas.
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BRERHEZ LRI L2 ICEXENTWS
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M 5 LTl CTEEARBRZ2G T, oIz mAn/BREREO = — X2
ARTHIENTER, LD
seve) DEFELZ—FT 5728
:ié%%@ﬁﬂﬁw:tmiv
WIETHE] DSIRT I,

. B Y THIIRR B SHHOMERIC B W TE T 2y b &R
WAET LI HRS
BAE 2 A AI2720, 4 1234 2 7 (Tlovaysk) & 7317 = K (Debalt-
HAERE FET 20 THERLELEL T2 83, IRy TH
ICHAINEPIZOWTEHZ LNEHETH LM, -850

FooxZ2I2BIT 50 TOETHIGENILRICHETH ), FHiliT 5 2

EIIWEET H 59,

EAURIE N N 2RDHFTTRTOBREHRIT L > THEH S 72, MOLERMTIE, 2l
e ZIHIE T 5 2 e bEAEE S AT LRV = —2 HIE L § 2 BB HICE S F TIRHi X

HHAE

e
e,

94) Paul Robinson, “Explaining the Ukrainian Army’s Defeat in Donbass in 2014”7, in J.L. Black and Michael
Johns (eds), The Return of the Cold War : Ukraine, the West and Russia (London : Routledge, 2016) ;
N. McDermott, Brothers Disunited: Russia’s Use of Military Power in Ukraine (Fort Leavenworth :

Roger

Foreign Military Studies Office, 2015), https://community.apan.org/wg/tradoc-g2/fmso/m/fmso-mono
graphs/197162 (accessed July 10, 2017). Charles K. Bartles and Roger N.McDermott,
Operation in Crimea : Road-Testing Rapid Reaction Capabilities”
No. 6 (2014) : 46-63.

95) Bartles and McDermott,

“Russia’s Military
, Problems of Post-Communism Vol. 61,

“Russia’s Military Operation in Crimea”.
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THRDIEHR 2 77 23— L 72, OSCE SMM (. OSCE Schiebel S-100 Camcopter UAV # HiZ & 35
BFRBEOMWMIT L - T, BB XOMEEZYEINL, bbb, INLE2T v 2T b,
ATFEET — M o7, FICBIT 2B TFHOMHIE. KDL HIXHFHT LI LTS 5,

c A b —FFEBGPSRESDEENFICL>TY 7 745D UAS 2 HEEIST 2% 74K

KB & AR TS5 EE 2 B 5 5 TR

* HRDIEAE DIREL | IO —E T OEAE > X T LHEREE L

CARHRERCH 2 HAR IS 2 e o TOEFET £y M3 MDERE S SOV HER L S 2 RGBS
ERHT 500,

g, w7 24 FEIIe s TS JOEETEKIC & 28 P ORHRI Z I L) | ko B
WERBE COMRIR A A 72, ZHUcid, W EBRDR & 1728 & e, %o H—[nligih k-
fitaz s 2 7 & (SINGGARS) OKEIC & 2#EEsE T T 7edhs, MR SiE Y 7 74 F 0
FUERE TR L L T v, B o TUHE? I F o ox AP OB TR S 2 7 2 L HGERR T oHr L
WSROI T 2 L L7297, S 512, v T OE PR ICBI L T, RB-341V @ Leer- 3 & TR
Mj & Borisoglebsk- 2 IZ3EK7c£ 2L 72, LA L, HEEICXIUT, 25 IZHHED HEEL, 0
T O EAHE ST ICEE S 15 AL B - 7299,

7 7 5 A F SR E T TI E M ITIRE LT A 2O, =70y —X
DG EFZDA v B2 —TlE, N2 o L 7To% TR D SN 2 B ET 5
CENTEI, BT, B IS ICEEEIE O B 2 WA E TIREM A L. K FTonkiE s
HETF B 7eDICHEZ T2 2 2, Thbb, ZONEDER IV R E TENLD, 7
T BHAE 2 B L TR T & 20007 L 72Wi e RIEM 2 BT 2 ke FE L2 L5 T
Hb, BT, v T OEFEETKIZH L WE T LT XA 2R L2, L L, BAEEHE,
D IR I TR D IEF IS KRB AT 2 B Twie, 72, vy THHAEIT, # Lo
KR HIMLI NI 2 T 2092 IFFEICEMRL T2 L) TH b, Thbb, )T
TOMRTIZ 7 < SOIARNZLLIE T, vy THHARTH201TFEYIEIC T & 7 HISH L WiE 1R
2= 2 TIVEEA LT OIS B - 7209,

96) Author interviews with members of the OSCE SMM, Kyiv, May 2017 ; interviews with NATO EW
specialists, Washington DC, June 2017.

97) Author interviews with members of the OSCE SMM, Kyiv, May 2017 ; interviews with NATO EW
specialists, Washington DC, June 2017.

98) Author interviews with members of the OSCE SMM, Kyiv, May 2017.

99) Author interviews with Ukrainian EW specialists, Kyiv, May 2017 ; “ ‘Dobyto v shakhte’: Na vooruzhenii
terroristov LNR stoit rossiyskaya perenosnaya stantsiya razvedki ‘Kredo-M1’. Foto” [“Mined from a
mine” : weaponry of LNR terrorists includes a Russian mobile reconnaissance station Kredo-M1. A photo],
Begemot, March 26, 2017, http://begemot.media/news/dobyto-v-shahte-na-vooruzhenii-terroristov-Inr
-stoit-rossijskaya-perenosnaya-stantsiya-razvedki-kredo-ml-foto/ (accessed July 10, 2017).
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B FIT W70,

Ry 7 5 5 HA25km ISl T SHIEIYICE R 2 f o ~A R 7 Dh —HoEdi= AL X —
M7ZcfefiliZ., 7227 (Pskov) &7 )WVA 7 (Kursk) du s 7HEICL LV 7 74 FHEOTHZ ED
2o Thbb, JHUIw T T DML LT e S 72 FHRETER & & O KRERYATIE, 1%
B L OB FEIED R 2 f - 72100, SEFHT £ b DL HiIMHRIZ BN - T, S 2 fikon #efi &
LCZDMISICRIE L7, T4bb, SHNHIIHDEEZHIET 272012 S 7z,

INHDY AT AICTIE, Leer- 2 #iA%HE, 1L262E Rtut-BM., #OEH - Bl - 5%¢ (ISR) #
HE 3 % 728 @ Shipovnik-Aero. F 72 (3 Krasukha- 2 & Krasukha-4 & & 9 7% GPS/E 5 &
UAV 7—% ) » 7 2% 2. B L O BENGE A R0E Borisoglebsk- 2 25& £ T Wiz, @3
TOETHRT v M, MRS L ORI L~V TOBRURE OFIE, B R <7 b 5 LT O

2 & BRI OFE L ALERSE, fRFMEIOIREL, HERERE AR v b7 — 7 Dy, OB — IR
& L’C@?%m Tty b7 — 7 DIEWF L AATEROIEEDOATH 2 R S LT 7210,

6D HBEZ FERT 572012, UL IEGE A & LD PRI ECE S 41, I S 41172, RB-531
B Infauna (3. Rtut-BM. Leer- 2 3 X Uf Lorandit A EIC & > TR 3. 1 ~ 3 km DOIRHE

THE) T ANV X —ATEN L CTHEOE L, 77 74 FHEFEELZIRELS /2, Thbb, bl
RS (GSM) DI L TR L TR T 5 L DT H - 720 5 MIERIF O 15-30km DR
T. By TOE T X7 41213, Leer- 3. R-330ZH Zhitel. R-934UM. ¥ X (" A #I{t Borisogleb-
sk-2 EFENT Wiz, S 5ITHERFEY 560~240km T, Shipovnik-Aero, Krasukha-2. B X
U* DRLOU A-50ZE VD & 9 ZiZEfill s A 7 A S L Twie, i, 2
5OMEET, ETEIERD W o2 E e > T 5 FHES LT n 72109,

100) Author interviews with members of the OSCE SMM, Kyiv, May 2017.

101) Author interviews with Ukrainian EW specialists, Washington DC, June 2017.

102) Vyacheslav Gusarov, “Osobennosti organizatsii i vedeniya radioelektronnoy bor’by v boyakh za Ilovaysk.
Analitika IS” [Peculiarities of battle order and conduct of electronic warfare in the battles for Ilovaysk.
Analysis of IS], Informatsionnoye Soprotivleniye, December 5, 2016, http://sprotyv.info/ru/news/kiev/
osobennosti-organizacii-i-vedeniya-radioelektronnoy-borby-v-boyah-za-ilovaysk-analitika (accessed
July 10, 2017).

103) Gusarov, “Osobennosti organizatsii i vedeniya radioelektronnoy bor’by”.
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7:DDRED Y — 7T 4 v 7 L EFROMGENIFIH 2T L2 T UE % 570, By T ORI
AT A, RS ECHOBGRAEZEM L, REET) OO HENHRERIET 5, 35
2. OBy P =7 2EALS S, TS ERET LI LICE ST, V774 T DEEN
W CATTATTHERAM A=V E2ZEL, LAZHL ) ZLZ2HANE Ly —ZX L bHo
720, 20 k) DB & TR (ZIRHIBIC LA TwZewdr b LI WS, fE» ITHFER)
2. E£7227% ) OROX T e BRI B DR TIE 2 - 72109,

LA»6 27T T, 72590 F = REGLO Mg Tl MRIEHICE E 24 )L ~— > ¥ 7 (Luhansk)
HIROE AR OMERICER 2 E /2o s TIENER L & bz, MBI2s3 L2, v 7HE &M
SLRESBK 12, Minsk T4 2w FEEOALZRICL b 6T, 7950V F 27 2Mb2 LIt -T, %
DO [HEMT 2| BEER2 WL, faxf 27D k512, M2 HERT LDIELT->TE
PRMEBENR P I 0 2 T OB TS 2T ADR S T2, COMEDEWITERIE R~ b T ARE
W BEFH LA, LI, B_A 27 DY S U728 7 FH W T el 7 $ i i) % -1
WEMBIZ T2 8 Th-72, BTy M, v THEIC I - THmEA/ AL E R
FEDTZHICHE S, WORE L DlitomE ZIRELI 72, /2, v 7THIZ, AWEIRYFHSG 2
L7z, PR A EREHEN . SRERE B, WiE B Lo ro Bk I e v 4 2
NEERL S SR (SIGINT) & BB ICHE L T) TA s A4 A THEmZRIE L2, 0 TO 7L —
73, HOE TR AT 4 (B%6< Leer-3) 2 L T, LMY 7T o /FRE B 255 L T 5
CEEREGIILI, Thbb, 7 I FHEOEEIEAEHL ) CLEHME LT XA A
=V ERZITMo72 L) ZROWMED D B, RIS, @V~ OREERE (2, xF 7 2 /i S
DIBAZIT BT 2R BT BRI I ET 2 2 L IC & - THHE 2H5E LAERET 27200
DA ORISR T 2 L DT H - 72109,

104) Author interviews with Ukrainian EW specialists, Kyiv, May 2017. It is unlikely that this could have been
carried out on a wide scale, but rather it used deployed EW assets to target pockets of resistance. Equally,
targeting enemy mobile phones in this way may also imply Russian access to sensitive Ukrainian military
personnel details.

105) See “Electronic warfare by drone and SMS : How Russia-backed separatists use ‘pinpoint propaganda’ in
the Donbas”, Atlantic Council’s Digital Forensic Research Lab, May 18, 2017, https://medium.com/dfrlab/
electronic-warfare-by-drone-and-sms-7fec6aa7d696 (accessed July 10, 2017).

106) Vyacheslav Gusarov, “Taktika rossiyskikh grupp REB v boyakh za Debal’tsevo. Analitika IS” [Tactics
of the Russian EW groups in the battles for Debaltsevo. Analysis of IS], Informatsionnoye Soprotivleniye,
January 5, 2017, http://sprotyv.info/ru/news/kiev/taktika-rossiyskih-grupp-reb-v-boyah-za-debalcevo
-analitika (accessed July 10, 2017) ; see also “Radioelektronnaya bor’ba rossiyskikh terroristicheskikh sil
v nachal'noy faze voyennogo konflikta v Ukraine” [Electronic warfare by the Russian terrorist forces
during the initial phase of the armed conflict in Ukraine], Informatsionnoye Soprotivleniye, September 20,
2016, http://sprotyv.info/ru/news/kiev/radioelektronnaya-borba-rossiyskih-terroristicheskih-sil-v-na
chalnoy-faze-voennogo (accessed July 10, 2017).
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HTHRAE N (FERO R OMALZ KT 2DICHVED ) L LG Wiy, fErIce s TOEE
RRIC B W CTEELEM R 2L TW 2 2 L3P TH D, 77 54 FHIZ, W7 6 ik
BRI CTIE T 5 2 & 20, g iltB T 212 oN T2 R0 ED, vy 77 ) 2
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My 22b b3, By THREZORET 2E TR ICBT 25EL T 272012, 260l
KT HANC D S 72U T 2 L W R TR 572 LB REXRETH B9, 22T, £V &
WETHEEN 2R T 2 LToo v 7oA NATO & HE o Z o E o 2 RFEIc B L
TERT DI LIZOWTOREI L T2,

107) Korolyov, Kozlitin and Nikitin, “Problemy opredeleniya sposobov boevogo primeneniya”, op. cit.
108) Author interviews with Ukrainian EW specialists, Washington DC, June 2017.
109) Author interviews with NATO EW specialists, Washington DC, June 2017.
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N LR ERL TW 519,

I b, —EHOKEE FHAHLIC & - TIEkE N5 2 L ic » 72, 20154R12H 12, [EHP)
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110) Lastochkin and Falichev, “Kupol nad Minoborony”, op. cit.; Korolyov Kozlitin and Nikitin, “Problemy
opredeleniya sposobov boevogo primeneniya”, op. cit.

111) Gusarov, “Taktika rossiyskikh grupp REB”, op. cit.

112) Ivanov, “Soderzhanie i rol'radioelektronoy bor’by”, op. cit.

113) Lastochkin and Falichev, “Oruzhiye asimmetrichnogo otveta”, op. cit.; Valagin, “Strategicheskaya sis-
tema REB”, op. cit.; Tikhanychev, “O roli sistematicheskogo ognevogo vozdei’stviya”, op. cit.
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BT EROANE E A R KRR E M TR AR ET 200 B E L KEE2IEMTE
119,

kR, 4 27 VDB FRHEMERIZ, NATO M UAV #8EFHRE I OBAE2 X\ TS 5,
e 513, &) EARRE D E il Ze UAS A9BSR ICEZUE BRI A <7 b+ T A5 TR T
LTINS/, UAS LB (EP) Hik L XK (EA) BN ERICLE > Twb, A
27 xZ)VIE, NATORENICEMTE L UASHOEP L EADOM DY) 2— a»&2HRMAL Tn
518, A 25 T)V L DFAENH I O—Fl3, TIAI Harpy (¥ 37V —8—> —A—% il 5)
D & LA PR 2 (loitering munition) DBHIZH 5, 2D EEIE NATO ORI E
IZBR S L7 B 22T (SEAD) fig ) 2 fF5- & 1172 NATOMNIC & » THEEIELRETH L, B
2T OMEEIGELR ST B IEH ISR T HIRAK 2 R+ ORI 2 AR ICEEM § 5 WRETEDT B
LDT, Wiz - TH#D (home-on-jam) HEANF LR D ILEBIFHEIFHE I L L XETH 517,

114) Ellen Mitchell, “Army’s electronic-warfare training seen as lagging behind Russian efforts”, Inside
Defense, December 8, 2015, https://insidedefense.com/inside-army/armys-electronic-warfare-training
-seen-lagging-behind-russian-efforts (accessed July 10, 2017).

115) Author interviews with NATO EW specialists, Brussels, June 2017.

116) Author interviews with Israeli defence specialists, Washington DC, June 2017.

117) These munitions are designed to detect and destroy GPS jammers.

20184F£11H —33—



L2 L. NATO (3. fie¥lic v bafEOE-FkAE ) 2t L. BT 50379 A2//AD REJIC
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&7, Wk EREE A7 b7 ABRIRICE T 2T, MEFTREETH 5, NATO Fid, HzefEss
DEHEZ WIREIC T 5 72O DRFE DALE DFFEDRFENZHRED R v F2ED T EHEZ LN H
UL CHARTI 2 et 1 2 R 2 BB B0 b LI w1,

ER7 7, BOHNLFRELEHNEERED &) RHZERZ AT Z CORETH - TH, Hir
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L7 WERY) . ZOKEIZELESTTHIALTWDE, 512, ZNEFRSFICEELDIF, & THE
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118) Author interviews with NATO EW specialists, Brussels, June 2017.
119) Author interviews with NATO EW specialists, Brussels, June 2017.
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RP-377LA HF /VHF /UHF #5085, HinEms L U0BKYE2 179 2 &,
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