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PTS4.1
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PTSS.1

PTS6.0

The device uses tamper—detection and response mechanisms
that cause it to become immediately inoperable and result in
the automatic and immediate erasure of any sensitive data
that may be stored in the device, such that it becomes
infeasible to recover the sensitive data. These mechanisms
protect against physical penetration of the device by means
of (but not limited to) drills, lasers, chemical solvents, opening
covers, splitting the casing (seams), and using ventilation
openings; and there is not any demonstrable way to disable or
defeat the mechanism and insert a PIN-disclosing bug or gain
access to secret information without requiring an attack
potential of at least 26 per device for identification and initial
exploitation, with a minimum of 13 for exploitation, exclusive of
the IC card readerB. Note: The replacement of both the front
and rear casings shall be considered as part of any attack
scenario. All attacks shall include a minimum of ten hours’
attack time for exploitation.
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The device uses tamper—detection and response mechanisms
that cause it to become immediately inoperable and result in
the automatic and immediate erasure of any sensitive data
that may be stored in the device, such that it becomes
infeasible to recover the sensitive data. These mechanisms
protect against physical penetration of the device by means
of (but not limited to) drills, lasers, chemical solvents, opening
covers, splitting the casing (seams), and using ventilation
openings; and there is not any demonstrable way to disable or
defeat the mechanism and insert a PIN—disclosing bug or gain
access to secret information without requiring an attack
potential of at least 26 per device for identification and initial
exploitation, with a minimum of 13 for exploitation, exclusive of
the IC card readerB. Note: The replacement of both the front
and rear casings shall be considered as part of any attack
scenario.
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The device uses tamper—detection and response mechanisms
that cause it to become immediately inoperable and result in
the automatic and immediate erasure of any sensitive data
that may be stored in the device, such that it becomes
infeasible to recover the sensitive data. These mechanisms
protect against physical penetration of the device by means
of (but not limited to) drills, lasers, chemical solvents, opening
covers, splitting the casing (seams), and using ventilation
openings.
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There is no demonstrable way to disable or defeat the tamper
mechanism/s and insert a sensitive key—press—disclosing bug.
Keypads used for PIN entry require an attack potential of at
least 26 per device for identification and initial exploitation,
with a minimum of 13 for exploitation, exclusive of the IC card
reader, as defined in Appendix B.

Keypads used for manual PAN entry, but not PIN entry—e.g., a
non—PED—require an attack potential of at least 16 per device
for identification, with a minimum of 8 points for exploitation.
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Failure of a single security mechanism does not compromise
device security. Protection against a threat is based on a
combination of at least two independent security mechanisms.
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cryptographic mechanisms must exist to ensure the
authenticity and the proper use of the prompts and that
modification of the prompts or improper use of the prompts is
prevented.
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cryptographic mechanisms must exist to ensure the
authenticity and the proper use of the prompts and that
modification of the prompts or improper use of the prompts is
prevented.

YDHNMEBICRMEN TOBIBAIE, OV Th0IEHEES

B EAZRIIL. TOVTrOEEOTOL IO FiEY)

gﬁ;ﬂ;%(ﬁ:bwH’é‘%ﬂ:)‘ﬁ:X‘L\bfﬁELTL\éﬂ\Eﬁf
YFEY,

cryptographic mechanisms must exist to ensure the
authenticity and the proper use of the prompts and that
modification of the prompts or improper use of the prompts is
prevented.
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