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» Alege cul sa trimiti documente si informatii

Fiecare cont SecureDrop este total independent, iar documentele transmise pot fi des-
carcate doar de catre jurnalistii carora le sunt expediate.

Toate organizatiile de media care utilizeaza SecureDrop ofera propriile recomandari spe-
cifice pentru utilizarea acestui program. Va incurajam sa consultati pagina personalizata
cu recomandari a unei organizatii media inainte de a-i expedia documente sau informatii.

Cele mai multe organizatii isi creaza pagini web personalizate cu prezentarea soft-ului

securizat, vizibile si accesibile pe pagina de start a site-ului oficial. De asemenea, puteti
gasi o lista incompleta a organizatiilor care utilizeaza SecureDrop pe pagina informativa
oficiala a SecureDrop, administrata de Freedom of the Press Foundation.

» Instaleaza browserul Tor

Fiecare cont SecureDrop are o interfata disponibila publicului (Source Interface): un site
unde sursele pot crea conturi anonime, pot expedia fisiere, mesaje si sa verifice raspun-
surile sau intrebarile primite de la jurnalisti.

Fiecare pagina creata de organizatia media este disponibila numai prin intermediul Tor
Hidden Service si foloseste o adresa care se termina cu “.onion”, accesibila exclusiv prin
intermediul browserului Tor.

Tor este o retea anonima care face dificila monitorizarea retelei si asocierea identitatii
unui utilizator (de exemplu, adresa de IP) cu activitatea sa (de exemplu, incarcarea infor-
matiilor in SecureDrop).

Cea mai usoara si mai sigura modalitate de a utiliza Tor este descarcarea ,pachetului Tor
Browser” de pe site-ul oficial Tor Project. Acest pachet include browserul Tor si o versi-
une modificata a browserului web Firefox, conceputa pentru a va proteja securitatea si
anonimatul in timp ce utilizati Tor.

Odata ce ati instalat browserul Tor, introduceti adresa care se termina in “.onion” pentru
a accesa interfata-sursa (Source Interface) a organizatiei pe care doriti sa o contactati
(de exemplu, aceasta este adresa RISE Moldova: 6lhmirnluwmvjw4z.onion). Puteti gasi
aceasta adresa pe pagina personalizata a organizatiei (www.rise.md/leaks) sau pe pagina
informativa a SecureDrop (daca aceasta a fost afisata acolo).

Browserul Tor va ajuta sa va ascundeti activitatea in retea, insa acesta lasa urme (de instalare
proprie) in computerul de pe care a fost accesat. Pentru un nivel mai ridicat de securitate,
va recomandam sa incarcati un sistem de operare live, cum ar fi Tails. Tails este conceput
special pentru a rula pe computerul dvs. fara a lasa urme ale activitatii dvs. si traseaza auto-
mat navigarea prin Internet prin Tor, astfel incat sa puteti accesa SecureDrop in siguranta.


https://docs.securedrop.org/en/stable/index.html#
https://securedrop.org/directory
https://www.torproject.org/
https://www.rise.md/leaks/
https://tails.boum.org/
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» Cum transmiti documente pentru prima data?
Deschideti browserul Tor si navigati la adresa “.onion” pentru interfata-sursa (Source
Interface) de pe SecureDrop pe care doriti sa o contactati. Pagina ar trebui sa arate si-

milar cu exemplul de mai jos, desi va avea probabil un logo specific organizatiei careia i
expediati documentele.

SecureDrop | Protecting Journalists and Sources - Tor Browser - @B X

| §9 SecureDrop | Protect... % | +

S @ v < ©]wqggej7aocitwk5xr.onion | & ||Q Search | D =

We recommend turning the Security Slider to High to protect your anonymi gh, or ignore this warning to continue. %

Submit documents Already submitted
for the first time something?

If this is your first time submitting If you have already submitted
documents to journalists, start here. documents in the past, log in here to

check for responses.
& SUBMIT ® CHECK FOR A
DOCUMENTS RESPONSE

Like all software, SecureDrop may contain security bugs. Use at your own risk. Powered by SecureDrop 0.4.

Daca utilizati browserul Tor pentru prima data, probabil ca aveti Javascript activat si ca
nivelul de securitate pe care il ofera browserul Tor este setat la “Low”, adica scazut. Daca
este asa, atunci in partea de sus a paginii va aparea un banner violet de avertizare care va
incurajeaza sa dezactivati Javascript si sa setati nivelul de securitate la “High” (inalt):

Tor Browser Security Settings x

Security Level

O High At this security level, the following
changes apply (nouseover for details):

JavaScript is disabled by default on all sites.

On sites where JavaScript is enabled,
performance optimizations are disabled. Scripts
M=dium on some sites may run slower.

HTMLS video and audio media become click-
to-play via NoScript.

Some mechanisms of displaying math

equations are disabled.
L default Some font rendering features are disabled.
L) Some types of images are disabled.

Some fonts and icons may display incorrectly.

Cancel OK
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Apasati pe modul “Learn how" in bannerul de avertizare. Astfel, va aparea un mesaj care
va explica cum sa dezactivati Javascript si sa modificati gradul de securitate. Urmati
instructiunile si pagina ar trebui sa se actualizeze automat. Retineti ca acest lucru va
schimba nivelul de securitate si va dezactiva Javascript pentru fiecare pagina din brow-
serul Tor, iar aceasta setare va persista in toate sesiunile ulterioare pe Tor.

SecureDrop | Protecting Journalists and Sources - Tor Browser - @ x

/ & SecureDrop | Protect... » ""-.\+

S @ - ¢ ®©|waqgej7aocitwk5xr.onion | & ||Q Search | o =

We recommend turning the Security Slider to High to protect your anonymity: r ignore this warning to continue. %

You appear to be using the Tor Browser. You can
i i i i 1 - -
turn the Security Siider to High in 4 easy steps! lit documents Already submitted

1. Click the "Tor icon in the toolbar above he first time something?

2. Click Security Settings...
3. Turn the Slider to High, then click Ok
4. Click here to refresh the page Ir first time submitting If you have already submitted

to journalists, start here. documents in the past, log in here to

. check for responses.
SEc“REnRUP & SUBMIT
DOCUMENTS

® CHECK FOR A
RESPONSE

Like all software, SecureDrop may contain security bugs. Use at your own risk. Powered by SecureDrop 0.4.

Pagina ar trebui sa arate similar cu exemplul de mai jos. Daca aceasta este prima data
cand utilizati SecureDrop, faceti clic pe butonul “Submit Documents”.

SecureDrop | Protecting Journalists and Sources - Tor Browser - @B x

,f';l & SecureDrop | Protect... » \"\\+

® &~ ¢ ')|®|WQer?aociMk5xr.onion | & ||Q Search | v =

Submit documents Already submitted
for the first time something?

If this is your first time submitting If you have already submitted
documents to journalists, start here. documents in the past, log in here to

check for responses.
& SUBMIT ® CHECK FOR A
DOCUMENTS RESPONSE

Like all software, SecureDrop may contain security bugs. Use at your own risk. Powered by SecureDrop 0.4.
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Ar trebui sa vedeti acum un ecran care sa afiseze un cod unic pe care |-a generat Secu-
reDrop. De exemplu, in imaginea de mai jos codul unic generat este - catering zit iso-
tope consonant tiny shriek provider -, dar al dvs. va fi diferit. [ IRSeINIENRI NI IS
SALVATI CODUL UNIC GENERAT DE SECUREDROP SI SA-L PASTRATI IN MOD SECRETHIBIUERONEIelSISERelelelVE

mentelor, veti avea nevoie de acest cod pentru a va autentifica si a verifica raspunsurile.

Cea mai buna modalitate de a va proteja codul este sa-l memorati. Daca nu-l puteti me-
mora imediat, va recomandam sa-l scrieti undeva si, pentru inceput, sa-l pastrati intr-un loc
sigur, si treptat sa-l memorati. Odata ce l-ati memorat, ar trebui sa distrugeti copia scrisa.

Dupa ce ati primit codul unic si l-ati pus in siguranta, faceti clic pe “Continue”.

SecureDrop | Protecting Journalists and Sources - Tor Browser - @ X
/ & SecureDrop | Protect... x | +
2 @& - (- | @ | wqgej7aocitwkSxr.onion/generate | ||Q Search o =
Welcome

This codename is what you will use in future visits to receive messages from our journalists in response to

SEEHREDRHP what you submit on the next screen.

a catering zit isotope consonant tiny shriek provider E

Because we use none of the traditional means to track users of our SecureDrop service, using this
codename with future visits is the only way we have to communicate with you, should we have questions or
are interested in additional documents. Unlike passwords, there is no way to retrieve a lost codename.

Please either write this codename down and keep it in a safe place, or memorize it.

ALREADY HAVE A CODENAME? ® CONTINUE

Like all software, SecureDrop may contain security bugs. Use at your own risk. Powered by SecureDrop 0.4

in continuare veti fi redirectionat spre interfata de unde puteti incarca un document si/
sau scrie un mesaj pentru a-l expedia jurnalistilor. Odata accesata, platforma va permite
sa atasati doar un singur document per operatiune. Respectiv, in cazul in care aveti mai
multe fisiere, combinati-le intr-o arhiva de tip ".zip"

Dimensiunea maxima a fisierului expediat este, in prezent, de 500MB. Daca fisierele pe
care doriti sa le incarcati depasesc aceasta limita, va recomandam sa trimiteti un mesaj
explicativ jurnalistilor, astfel incat acestia sa poata configura o alta metoda de transfer al
documentelor.

Cand aplicatia dvs. este gata, faceti clic pe “Submit”.
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SecureDrop | Protecting Journalists and Sources - Tor Browser - @ X

J"/ IG SecureDrop | Protect... x.\"\\+

8 & - 'Zi(- | ® | wogejTaocitwk5xr.onion/lookup | ¢ ||Q Search | ®

EXIT

Submit Materials

SEB“REBRUP If you are already familiar with GPG, you can optionally encrypt your files and messages with our public key
before submission. Files are encrypted as they are received by SecureDrop. Learn more.

You can send a file, a message, or both.

> These documents outline a major government invasion
?0 of privacy|

| Browse... Nofile selected.

Maximum upload size: 300 MB

CANCEL & SUBMIT

Dupa ce apasati “Submit’, ar trebui sa apara o pagina de confirmare care sa arate ca
mesajul si/sau documentele dvs. au fost expediate cu succes. Tot de pe aceasta pagina
puteti sa efectuati si alte expedieri sau sa vizualizati raspunsurile la mesajele anterioare.

SecureDrop | Protecting Journalists and Sources - Tor Browser - o X

J,n"/a SecureDrop | Protect... x.\"\\+

2 & - IZ:(- | ® | wagej7aocitwk5xr.onion/lookup | & ||Q Search | B =

EXIT

Success!
I]R P Thank you for sending this information to us. Please check back later for replies. Forgot
your codename?

Submit Materials

If you are already familiar with GPG, you can optionally encrypt your files and messages with our public key
before submission. Files are encrypted as they are received by SecureDrop. Learn more.

You can send a file, a message, or both.

Write a message.
-, g
1,

| Browse... Nofile selected.

Maximum upload size: 300 MB

CANCEL & SUBMIT
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Dupa ce ati incheiat procedura de expediere a documentelor, asigurati-va ca ati salvat
codul unic generat de SecureDrop si apoi apasati butonul "Exit":

SecureDrop | Protecting Journalists and Sources - Tor Browser - @ X

/Q SecureDrop | Protect... x\+

S & - @}®|Wgeﬂaocilwk5xr.onion | ||Q Search | e =

Important!

—
‘a\\\ Thank you for exiting your session! Please select "New Identity” from the green Onion button in the Tor

“l browser to clear all history of your SecureDrop usage from this device.

Submit documents Already submitted
for the first time something?

If this is your first time submitting If you have already submitted
documents fo journalists, start here. documents in the past, log in here to

check for responses.
& SUBMIT ® CHECK FOR A
DOCUMENTS RESPONSE

Like all software, SecureDrop may contain security bugs. Use at your own risk. Powered by SecureDrop 0.4.

Pentru o securitate optima, ultimul pas este stergerea sesiunii prin repornirea browse-
rului Tor. Puteti sa inchideti browserul in intregime sau sa urmati notificarea: faceti clic
pe sigla Tor din bara de instrumente, faceti clic pe “New ldentity” (/dentitate noua) si
apoi faceti clic pe “Yes” (Da) din caseta de dialog care apare pentru a confirma ca doriti
sa reporniti browserul Tor:

Confirm x

.‘E Tor Browser will close all windows and tabs. All website sessions will be lost.
Restart Tor Browser now to reset your identity?

[ INever ask me again
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» Continua conversatia dupa expedierea documentelor

Daca ati trimis deja un document si doriti sa verificati raspunsurile, faceti clic pe butonul
“Check for a Response” pe pagina de pornire SecureDrop a organizatiei media respective.

SecureDrop | Protecting Journalists and Sources - Tor Browser - o X

j'.l .G SecureDrop | Protect... x.\"\+

® @ ~ © ?|®|wqgejTaociwkSxr.onion | @ ||Q search | =

Submit documents Already submitted
for the first time something?

If this is your first time submitting If you have already submitted
documents to journalists, start here. documents in the past, log in here to

check for responses.
& SUBMIT ® CHECK FOR A
DOCUMENTS RESPONSE

Like all software, SecureDrop may contain security bugs. Use at your own risk. Powered by SecureDrop 0.4.

Urmatoarea pagina va cere codul vostru unic secret. Introduceti-| si faceti clic pe "Continue”.

SecureDrop | Protecting Journalists and Sources - Tor Browser - @ X

J"’ .G SecureDrop | Protect... x.\"\\+

8 & - {:(— | ® & | wggejT7aocitwkSxr.onion/login | @ ||Q Search | B =

Enter Codename

CANCEL ® CONTINUE

Like all software, SecureDrop may contain security bugs. Use at your own risk. Powered by SecureDrop 0.4.
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Daca un jurnalist a raspuns, mesajul lui va aparea pe pagina urmatoare. Aceasta pagina va
permite, de asemenea, sa incarcati un alt document sau sa mai expediati un mesaj jurnalis-
tului. Inainte de a parasi pagina, ar trebui sa stergeti toate raspunsurile primite. Astfel, daca
cineva va afla codul dvs. unic, chiar daca e putin probabil, aceasta masura va va pastra iden-
titatea secreta, deoarece nimeni nu va putea vedea corespondenta anterioara cu jurnalistii.

SecureDrop | Protecting Journalists and Sources - Tor Browser - = x

J & SecureDrop | Protect... » "'-.\+

St @ - I:(- | ® | wagejTaocitwk5xr.onion/lookup?from_login=1 | ||Q Search | B =

| Browse... Nofile selected.

Maximum upload size: 300 MB

CANCEL & SUBMIT

Get Replies

You have received a reply. To protect your identity in the unlikely event someone learns your
codename, please delete all replies when you're done with them. This also lets us know that you have
received our reply. You can respond by submitting a new message above.

11 seconds ago
Thanks for the documents. Can you submit more information about the main program? il
fal Remember your codename is: Show
Dupa ce stergeti conversatia, asigurati-va ca vedeti mesajul de mai jos:
SecureDrop | Protecting Journalists and Sources - Tor Browser - @ X
J,n"’ .G SecureDrop | Protect... x.\"\\+
St @ - I(_- | ® | wagej7aocitwk5xr.onion/lookup | & ||Q Search | B =

EXIT

O Reply deleted

SEB"REBRUP Submit Materials

If you are already familiar with GPG, you can optionally encrypt your files and messages with our public key
befaore submission. Files are encrypted as they are received by SecureDrop. Learn more.

You can send a file, a message, or both.

Write a message.

Vo
1)

| Browse._. Nofile selected.
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Daca serverul se confrunta cu un numar mare de surse noi care se inregistreaza simultan si
este supraincarcat cu expedieri, jurnalistul va semna mesajul dvs. la sfarsitul lor si veti vedea
mesajul de mai jos. Din motive de securitate, reporterii nu va pot raspunde pana cand nu
ati vazut acest mesaj. Acest lucru se va intampla doar atunci cand jurnalistul va raspunde
pentru prima data. Raspunsurile ulterioare vor sari peste acest pas. Trebuie doar sa faceti
clic pe "Refresh” sau sa va conectati din nou pentru a vedea daca jurnalistul v-a raspuns.

SecureDrop | Protecting Journalists and Sources - Tor Browser - @ X

| & SecureDrop | Protect... % | +

st @ ~ \(- | ® | wagej7aocitwk5xr.onion/lookup?from_login=1 | ||Q Search | B =

EXIT

Whew, it's you! Now, the embarrassing part...
SEBHREDRUP Our servers experienced an unusual surge of new activity, when you last visited. This could

have been human activity, an automated attack, or just some random blip. To err on the side
of caution, we put a hold on sending all documents from that day through to our journalists.

Now that we know you're really a human, though, we’ll get your previous submission into the

hands of a journalist straight away. We're sorry for the delay. Please do check back again in
a week or so.

Submit Materials

If you are already familiar with GPG, you can optionally encrypt your files and messages with our public key
before submission. Files are encrypted as they are received by SecureDrop. Learn more.

You can send a file, a message, or both.

Write a message.
— ] g
1

Browse... No file selected.

Maximum upload size: 300 MB

Repetati acesti pasi pentru a continua comunicarea cu jurnalistul.

Acest ,Ghid pentru surse” este o traducere adaptata de catre RISE Moldova
dupa ghidul original ,Source Guide”, publicat de SecureDrop.


https://www.rise.md/
https://docs.securedrop.org/en/stable/source.html
https://docs.securedrop.org/en/stable/index.html

