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F 91 Autopsy £ T Case Z/ER 9%, Case &
I&TForensic Challenge]. Investigator Name (&
THlI &9 %, SN IcT T H—D JavaScript
FEMICLTHTS, Ffeo BRELIEABERES
BT SHICARFEANFRGIREICLTS
CEKW, BALY—VEREIG HELP X Z21—0D
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honeypot.hda8.dd / 8f244a87b8d38d06603396810a91c43b N .
honeypothdal.dd | /bool | aldd64deaedsBoeeifiobanisaeraab | <7 Autopsy THEAX—IHA
honeypothdab.dd | /home | 4a20a173a82eb76546a7806ebi8a78a6 | Evic MD5 DEHERIRIINTES
honeypot.nda5.dd |  /usr c1e1b0dc5021735609244e3ce8646b £3LHEO2TWB, BIA-TID
honeypot.hdaz.dd | /var 1b672df23d3af577975809ad4f08c49d | /\v 1fEEADL. — KT BH
honeypot.hda9.dd swap b763a14d2c724e23ebb5354a27624f5f BIELTHTS (®1).,

AA—=T T 741 IV D[E—HIREE

@Md A
Calculating MDS (this could take a while)

Image File Details

©

Local Name: images/honeypot hdat.dd
Data Integrity: An MD5 hash can be used to verify the integrity of the image. (With spit
images, this hash i for the full image fle)

Ignore the hash value for this image.
Calculate the hash value for this image.
© Add the following MDS hash value for this image:

a10d64dea2e3889€61 119bab154673at] I

Veriy hash afterimporing? oK

ZOBFICMDSEZSTRE L. ANEnfcfE

)
Current MDS: A1DDGADEA2EDBBIEG 1F19BAB154673A8
Integrity Check Passed
Testing partitions
Linking image(s) into evidence locker N
Image file added with ID ing2

Volume image (0 to 0 - ext - /boot) added with ID vol2

Image File DetailsEEDData Integrity’E T lAdd the following
MDS5 hash value for this image| Z324R, BEF DMD5fEZ AL E—HITNFROEE Clntegrity Check
[Verify hash after importing?J (CF v 7% ANTADDEHRY Passed&RREND
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ML &S (K2-3). Autopsy i& MAC times 1§ CTHB), &I LfFVTWLWBELSIC. ThS
RETICLTRALSA VEERT BT EDTE DEAALRZVTIE. BREICBFHFINLFEROH

%, MACtime &id. 77V ATLB 774
IWRTA LY MBMTRBEELTCVSZ ML
REVTDTETHY), FHMEERZ (m). &K

BALZA 2V DIERK
I DDA X— T @

ERBLTIVD, Z2MLRZV TRBEEHER
FUCAENT, FHDVERT HEDZALTAY
FRIICH %,

o

s HostManacer)  fIE Nz EHDAA
= - ARt v
T e = i .

TIME LINES -
o e 157 o —

Uy dBE8100 P ——
st R 00 ® — 5 ,( \/ 'T)E ESZ E E LZ & jvar/  honeypot.hda7 . dd-0-i
R . SRR,
raw ‘honeypot .hdad.dd-0-8 raw. details ﬁg]a—% Allocated Files Unallocated Files

Cuose Host 3. Enter name of output file (body):

outputs body

4. Gonerate MD5 Valuo? @

CREATE DATA FILECH &7 — 2 DEE%Z R
BB, BEXREINUTF v o7& LTHRICL
THEIFEHEEN

"4

CREATE TIMELINE T SEFRI D
BEGEZRES D, RDRRE

Now we wil sor the data and save t to a timeline.
1. Selectthe data input il (body):
© body

2 e st TlEIEEE T ICNone& LTHL
Specly: s |1 v a0 | DH KLY, 5.6EUNixFROSICDHEE @ G aRATE e e -

3. Enter the ending date:

BB ZEET. NAT—FT7
AIWDHZBIN—T4> 3V EIEE
LTHLE - —IDPJIV—
TIDAEIE Tl 75 BRI TRRE
N5E3IChH5, 6.EHNT+—
Ry MNEEIRT ZEE, ARHE
BRI REEY 7 FTIRA

Creating Timeline using all dates (Time Zone:'CSTECDT)

to imeline. txt

Comma delimited files cannot be viewed from within Autopsy.
Openitin a spreadsheet or other data processing tool.

RITROBE®E. ERLET 7V

honeypotnds8dd-0-0 () |v]

6. Cnoose the ot format:
_ Tabulated (normal)
10Comma delmited with hourly summery
" Comma delimited wth daily summary

DFATER (EE TId/forensics/
ForensicChallenge/honeypot/

7. Generate MDS Value? € = - e
o BESICSVIA TN T output/timeline.txt) AERTENS

e |

EMT—2DHHAH

timeline_csv.txt(H#MDGA) - OpenOffice.org Calc ==

WTBZEERICL. M OF— bV 2—ERELCREEES, 05, B (Date) . 77 1ILHA X (Size) .
YIDBAT (Type) . 77AIVEA F/1\—=Z v 3>~ (Mode) . 2—H#—ID (UID) . Z)L—7ID (GID) . i/—K&ES (Meta) .
77445 (File Name) &5 ZALRRYTDEATEE ma. cDEIEEDRALAZY T THEIERLTVNT # |
BOEALRR Y THEILTHIUE, ma.D&ScRREND, BT bl ERRENTLAH. ThiE7 71 UIERER

I () ZAutopsyTH E—F LTV 2EDD, SER KD TIEZED LA LRE Y TERELTH ST, 0lHET B
B (1970/1/1 00:00 H5 21 LY —> D% 3 LB BRRENTV BB THS

B

BALRZ

I FFAILE) WRE) FEW BAD FRO) YV-ID F-50) DrYEIW) ALT(H) x I
IEQ]'@ BIEN&E& S BE 55 -8 e B P @] :
I A1:AMI1 <] fw X = [oate I
i : : 0 il
Date #fsize  [#]1ypg#[Mode #up  [#fei0  [#]Meta [#]File Name D
I 2 |Wed Dec 31 1969 18:00:00 87756/..b |r/rrw-r--r--  root root 100//usr/share/locale/pt_PT/LC_CTYPE I
I 3 |Wed Dec 31 1969 18:00:00 131406 r/rrwer--r-- |root root 1000 /usr/src/linux-2.2.14/include/linux/sc26198.h I
4 |Wed Dec 31 1969 18:00:00 7390|..b  r/rrw-r--r--  root root 1001|/usr/src/linux-2.2.14/include/linux/scc.h
I 5 |Wed Dec 31 1969 18:00:00 22616..b |r/rrw-r--r-- _root root 1002|/usr/sre/linux-2.2.14/include/linux/sched.h I
I 6 |Wed Dec 31 1969 18:00:00 9729)..b |r/rrw-r—-r--  root root 1003|/usr/src/ linux-2.2.14/include/linux/sdla.n I
I 7_|Wed Dec 31 1969 18:00:00 38829)..b |r/rrw-r--r-- _ root root 1004 /usr /src/linux-2.2.14/include/linux/sdla_chdic.h I
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BALS AV DR

9 [Wed Dec 31 1969 18:00:00
10 |Wed Dec 31 1969 18:00:00
11 |Wed Dec 31 1969 18:00:00
12 |Wed Dec 31 1969 18:00:00

13 |Wed Dec 31 1969 18:00:00
14 |Wed Dec 31 1969 18:00:00
15 |Wed Dec 31 1969 18:00:00
16 |Wed Dec 31 1969 18:00:00
17 |Wed Dec 31 1969 18:00:00
18 |Wed Dec 31 1969 18:00:00

19 |Wed Dec 31 1969 18:00:00
20 _|Wed Dec 31 1969 18:00:00

A | B [ c ] D

1_|pate [3]1yd#]Mode

2 |Wed Dec 31 1969 18:00:00 87756..b  |r/rrw-r--r--
3 |Wed Dec 31 1969 18:00:00 r/rrw-r

4 |Wed Dec 31 1969 18:00:00 r/rrwer

5 |Wed Dec 31 1969 18:00:00 r/rrw-r

6 |Wed Dec 31 1969 18:00:00 r/rrw

7 |Wed Dec 31 1969 18:00:00 r/rrw

8 |Wed Dec 31 1969 18:00:00 r/rrw

r/rrw-r

b

b

b

b

b

b

b lr/rrw-r
b r/rrw-r:
b lr/rrw-r
b

b

b

b

b

b

b

b

d/drwxr-xr-x
d/drwxrwxr-x
d/drwxr-xr-x
d/drwxr-xr-x
r/rrw-r
r/rrw-r
r/rrw-r

3204..b r/rrw-r--r--

kv 10

o

- 28
- FH

uucp
root

uucp
root
uucp
root

=Rk

T -

uucp
root
uucp
root
uucp
root

i
z
o
:
i

-

100//usr/share/locale/pt_PT/LC_CTYPE
1000//usr/src/linux-2.2.14/include/linux/sc26198.h
1001|/usr/src/linux-2.2.14/include/linux/scc.h
1002|/usr/src/linux-2.2.14/include/linux/sched.h
1003|/usr/src/linux-2.2.14/include/linux/sdla.h
1004|/usr /src/linux-2.2.14/include/linux/sdla_chdlc.n
1005|/usr /src/linux-2.2.14/include/linux/sdla_fr.h
1006/ usr /src/linux-2.2.14/include/linux/sdla_ppp.h
1007|/usr /src/linux-2.2.14/include/linux/sdla_x25.h
1008 /usr /src/linux-2.2.14/include/linux/sdladrv.h

10081 /etc/sysconfig/console

10081 /var/catman/local/cat 1

10082 /lib/modules/2.2.14-5.0/fs

10082 /var/log/uucp

10083 /lib/modules/2.2.14-5.0/ fs/autof s.0

10083 /var/log/uucp/Log

10084 /lib/modules/2.2.14-5.0/ fs/binfmt_aout.o

10084 /var/log/uucp/Stats

10085 /lib/modules/2.2.14-5.0/fs/binfmt_java.o

UIDD—E%=HELIBEE CH 5. BFLHBHIENDHZH. TNUSRED/NNRT—F 7 7(IVICBEREN TV EWI L%
RIDT BEIFFELTODEIBRENT ATV MY BIERNGSNZEREEL B

A | B C D | RS Y-S Sy o H [~
1 |pate [#fsize  [efryd®JMode [#luc Tsfeio Ta[Meta [#[File Name

101631 |Wed Nov 08 2000 08:54:43 | 493031[.c.  |-/rrwxr-xr—x 1002/users 63104 /usr/$OrphanFiles /OrphanFile-63104 (deleted)
101633 |Wed Nov 08 2000 08:54:43 | 1037887| -/ rrwxr-xr-x 1002|users 63106 /usr/$OrphanFiles /OrphanFile-63106 (deleted)
101635 |Wed Nov 08 2000 08:54:43 -/rrwRr-xr-x 1002/users 63108 /usr/$OrphanFiles /OrphanFile-63108 (deleted)
101637 |Wed Nov 08 2000 08:54:43 -/ rrwxr-xr-x 1002|users 63110 /usr/$OrphanFiles /OrphanFile-63110 (deleted)
101639 |Wed Nov 08 2000 08:54:43 -/rrwRr-xr-x 1002/users 63112 /usr/$OrphanFiles /OrphanFile-63112 (deleted)
101641 |Wed Nov 08 2000 08:54:43 -/rrwxr-xr-x 1002|users 63114 /usr/$OrphanFiles /OrphanFile-63114 (deleted)
101643 |Wed Nov 08 2000 08:54:43 -/rrwKr-xr-x 1002/users 63116 /usr/$OrphanFiles /OrphanFile-63116 (deleted)
101645 |Wed Nov 08 2000 08:54:43 -/rrwxr-xr-x 1002|users 63118 /usr/$OrphanFiles /OrphanFile-63118 (deleted)
101647 |Wed Nov 08 2000 08: -/rrWRr-xr-x 1002/users 63120 /usr/$OrphanFiles /OrphanFile-63120 (deleted)
101649 |Wed Nov 08 2000 08: -/rrwer--r-- 1002|users 63122 /usr/$OrphanFiles /OrphanFile-63122 (deleted)
101650 |Wed Nov 08 2000 08: -/rrwRr-xr-x 1002|users 63123 /usr/$OrphanFiles /OrphanFile-63123 (deleted)
101652 |Wed Nov 08 2000 08: -/rrwxr-xr-x 1002|users 63125 /usr/$OrphanFiles /OrphanFile-63125 (deleted)
101670 |Wed Nov 08 2000 08: -/rrwer--r-- 17275/games 109799 /usr/$OrphanFiles/OrphanFile-109799 (deleted)
101671 |Wed Nov 08 2000 08: - 17275/games 109800 /usr/$OrphanFiles/OrphanFile-109800 (deleted)
101672 |Wed Nov 08 2000 08: - 17275/games 109804 /usr/$OrphanFiles/OrphanFile-109804 (deleted)
101673 |Wed Nov 08 2000 08: - 17275/games 109810 /usr/$OrphanFiles/OrphanFile-109810 (deleted)
101674 |Wed Nov 08 2000 08: - 17275/games 109811 /usr/$OrphanFiles/OrphanFile-109811 (deleted)
101675 |Wed Nov 08 2000 08: 3 - 17275/games 109816 /usr/man/.Ci/.temp2 (deleted)

101676 |Wed Nov 08 2000 08:56:05 2414 |r/rrwer--r—- 17275/games 109818 /usr/man/.Ci/.temp3 (deleted)

EmEETypeh .c.] THBLI—FERRLIRETH S, dET77MIVDOERIBR (A2T7—8) BEBIEEENE
fBERT. miE77IVORBHREIEESNBRTHY, 77V EBE, JE—LTHLHRTHEENH S, DF Y.

[ ITEBTBR¥DT 7 IIEm<c<aDiREEICH ) OSH A VA b —IVENTBRED Y ZT LT 741V (f VX b =)V,
BB T VAR DH BT 7)) ZRd. CORERDS A VA=V LIBETEH5RERETED

A | B [ ¢ D [ e T F [ 6 ] H [~

1 |pate [®size  [3]Tyd®[Mode Bluc  [3laio [8]Meta [3]File Name
101630 |Wed Nov 08 2000 08:54:43 mac._|-/drwar xr-x 1002)users 63103//usr/$OrphanFiles/OrphanFile-63103 (deleted)
101632 |Wed Nov 08 2000 08:54:43 ofmac. |-/ drwatr-xr-x 1002)users 63105 /usr/$OrphanFiles/OrphanFile-63105 (deleted)
101634 |Wed Nov 08 2000 08 Ofmac. |-/ drwxr-xr-x 1002)users 63107 /usr/$OrphanFiles/OrphanFile-63107 (deleted)
101636 |Wed Nov 08 2000 08: ofmac. |-/ drwaxr-xr-x 1002)users 63109 /usr/$OrphanFiles/OrphanFile-63109 (deleted)
101638 |Wed Nov 08 2000 08 Ofmac. |-/ drwoxr-xr-x 1002)users 63111 /usr/$OrphanFiles/OrphanFile-63111 (deleted)
101640 _|Wed Nov 08 2000 08 Ofmac. |-/ drwaxr-xr-x 1002)users 63113 /usr/$OrphanFiles/OrphanFile-63113 (deleted)
101642 |Wed Nov 08 2000 08 Ofmac. |-/drwxr-xr-x 1002|users 63115 /usr/$OrphanFiles/OrphanFile-63115 (deleted)
101644 |Wed Nov 08 2000 08 Ofmac. |-/ drwaxr-xr-x 1002|users 63117 /usr/$OrphanFiles/OrphanFile-63117 (deleted)
101646 |Wed Nov 08 2000 08: Ofmac. |-/drwxr-xr-x 1002|users 63119 /usr/$OrphanFiles/OrphanFile-63119 (deleted)
101648 |Wed Nov 08 2000 08 Ofmac. |-/ drwaxr-xr-x 1002)users 63121//usr/$OrphanFiles/OrphanFile-63121 (deleted)
101651 |Wed Nov 08 2000 08:54:43 Ofmac. |-/drwxr-xr-x 1002|users 63124 /usr/$OrphanFiles/OrphanFile-63124 (deleted)
101662 |Wed Nov 08 2000 08:56:02 r/rew-r——r-— |root root 12103//var/log/ tempxfer (deleted-realloc)
101663 |Wed Nov 08 2000 08:56:02 r/rew-r--r--_|root root 12103//var/log/ xferlog
101664 |Wed Nov 08 2000 08:56:02 r/rew-r-—r-- _|root root 12104//var/log/ messages
101666 |Wed Nov 08 2000 08:56:02 r/rewer--r--_|root root 12111//var/log/secure
101668 |Wed Nov 08 2000 08:56:05 -/ drwntr xr-x 17275games | 109792 /usr/$OrphanFiles/OrphanFile-109792 (deleted)
101669 |Wed Nov 08 2000 08:56:05 r/ drwr -xr-x 17275/games | 109793 /usr/lib/yp/ypxfr_2perday-RPMDELETE (deleted)
101680 |Wed Nov 08 2000 08 r/ drwor xr-x 17275/games | 109870//usr/man/.Ci/.temp6 (deleted)
101601 |Wed Nov 08 2000 08: -/ drwr xr-x 17275|games | 125254)/usr/$OrphanFiles/OrphanFile-125254 (deleted)

I EEETypeT Mmac) THBLIA—FEXRRLICRETH S, Thidm=a=cDT 71/, EVHZNRBZDOIYVETH L
I 77 OVDMERENT ZDRT 7T V2 ALTED GV T L &R T RASNICATRER A D B L EZ SN ZHED ||

] IEOTLNIE BERINICREAENTT 74V DRTREED
| BERICS i, BRMICREASNIZT 71IVDRTEEE D B 5
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l@ e st st s I omsa JuE= )\ F)7 4 — LT F—T— R & ANTSEARCHRZ V&1 Y I >
| LiBREREIAT %, RO TFICH BPredefined Searchesd 1 e
/ 1 e ReYVEESE, 50 LthgrepREAERLNTREES N 1
I e IP7 KL ZPDatels EOBRERET HTENTES = g
I e T o 1
| ot o e @!& e |
I  NOTE: The keyword search runs grep on the image. i Spancuy o up) I
I ’ - - i s =
= ] el # | I
- | | = i
I IP7 RLRATRELIAER, OY DKL Bbh 1
1 BERHNEOHOTNS 1
L------------------------------------‘
“ ——= & —HBICRTEINTVLR AT —2IER L
Y L, (deleted) I4HEDR 57— H LA B
N | T VKO EBIREZEICAZDIFIED. B TEEFETHEH. ZhTEIDT 71Ibic k>
UDH ) ELTETIRERDEBRLNSETHDIF> TITIHATNTOARESIEHZDT. D
TWH, RELGEFEDH > IEVSTBERIHS FHDVEHDE T, HIRENTT7MIVDIER
HEIEZTOREHEERLICRTOKGE, AEYT THoleh ¥l 3T &ickxs,
BART—RILE>TENTNEAS, £BAA 1 — - ‘
AFORBLTVSTHEVS, — M7 —48 Ik R Ko 20 ES
WEAICED s, TATERETZDIIEEN BALSAVRIFCLRELEEAR DD o ﬁ
TRV, FELTA—FTrIb2—1Re%ERAL H. REBICOJRER M) =T 7/IVEBBLTH
TeEDRDYDIREREICODVWTRBNLES, A— BLEHSHICERINTLBIARHDENT &I
F74IVA—%EZE, BRELEEZFICERLE: &fI<E%5, RAEBHRADRBZRENNTS
T—AEMETESRS. BRELHGBELERE feDlCTNSDT 7 IVEHI LT EDNTEE B
BEBVICTRIEDNTES, ha, i
BALTA OBRFRITCERELGITNIEES T ZDESIBFRRTRICIIDF—T—RERITD \
WDk, 77MIVDRALAZ YV TIZBRRICHE WTEBNLTHE TS, Autopsy Tle, 1 X— \\\
AETRETH D EWS T LT, AEZREH#ICT ST IR LTF—T—FRETBENTES, KE
DI BERMICANLAZ Y TEERTZIVI RESLHRICESSH. BERICHO AN |
TEHERBICEETEDT. SETVWBR2MLRE BWHESNZAEELNH S, TTTIERATYS
VTDBERHNMELVEIIRSHEWT EERFEICE IN=T12a3VDAA=TICHLTRITLTHS,
EDD, REICMVEGZEENEETH S, ATy TN—=FaavigbsbEXAEY EIcH-
DVTITHIBRIREED 7 71 ILICDWTEEINT feT—2% B89 2 HDMEHE TH B, FHE
B3, ZALSAVERDHTWBET71IVEA ISR DERHIBESNS TSN H S, F—7—
D%AIC (deleted) + (deleted-realloc) &1t Flcld grep RIFLEZ B8, IRLEWIFHRIC
WTWBEDHH BT EICTEIKRTRE, &5 WLCTCGERT3EKWEAS,
SHEIBRREE LTIRE. DEV I 7MIVY AT 58, Autopsy ld 75T AV FENTWBT—
L ETEFBAREDIREICH ZEEICTE>TL REDBIFTREBELEWVW S, KKy bgRE
CEREMRLEERERTLTIVS, TTT T—RERETHRMENH B, Ffe. Shift_JIS
(deleted-realloc) ERIDT77AIVICKk>THE P EUCGIP HEDHAEONXFI—FICIERISL
HEZDTFAIVDMES>TW e A2 T — 2 DEL TWiEL, REBEEESHBSIEITNSDIEE
HREEEThTWVWBRZEETRLTWVWS, ZODf: BEERLE ETCRITIZHNELNS S,
. (deleted-realloc) EfFWTWBT771IVE
191
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Scan24 lFEZEH T+ LI IRABEDO N —Z
VY IRETHEBRELTIKHBLTWSELRE
TH3, TOMBIEPHRERITOFRELHO>TL
B T—EHAZXHINEL ZHUFE M) v F—
GRETEWCLLHY, MIDNETEELDHBZH
BEBHOTV S,

FJ Scan24 DRFEARABLH, KBTI
RDESHAR=DU—IcHE>TVB, DERITHE
BALhBREICHEEZRTLTWVIETRA (Joe
Jacobs) ZEHLETA, BEHLST7AOVE—
TARI(FD) P MER SN, HixfcDIvoa
Vg, TDFD DAA=IT7ALIVHE. HED
BRADMIOERICEMEEIRTL TV HES
MEE DR T—2%, —EBBRITIELELT
FELL EWSBDTE, FlGRA N —IEERME
D Web IZ35E TN TL S the police report &
BLTWEKELT, TOBREICIE 5 BN
&L 6 FBICR—FRABIENBAETNTWVS,

BEANGEI—IVIE. TOFEOEFTAD D
BRICHEIRFTLTW LT RN T—2DER
e, LbL. EfFMicazRR LS SVDOHEE
FEITIEFEZEDNTUVEL, TNIERIBORETHZ
SkEOfEH. BEMIcAERRE LS KWHERRE
ThHL, TETELEFOLMYPBEREBELTL
(TETREMITEEAL LS ELTWBARICHE
T3T7T—2%5HZBEVOERICES,

GH. Scan2d DFBIFT7OVE—TA AU
DTFAT 774V AT LERZEO>TWS, M7
OY 7 D5 FAT32 ICEAT B 115 E 24DV
O—FLBRLEHNSHETIIE. 771V
TLOEEILOVWTED IR TEDBIETTL,

http://old.honeynet.org/scans/scan24/

Scan24 M Web 0*55RE 7 7V (FD @ dd 1
A—=TI T 74V % zip TEMLTWDB) BHIV
O—RTBTEDNTES, £ zip 70V ER
g 5L, image EWVSHA X 1.4AMB DT 71
IWVHERENS, TDT7 741k FD D RAW 1
A—IEDOT. ZOFETIEIRNEEHELTRE
LIz, BRIFDAEZEELT. TDAA=IT7A
IWEBUFD A747lcdd AV R TEEFRL.
Windows 55 FD IZ7 V€ XT2EWS5HEELH
B1E%5, MBATATICEERTHAELTIE.
Windows 57V ALTIBEICIEEDRRICR
ABDOHIBETESR. Windows BOETEEE
TY—IVERIFICHRATA2TEDNTESREVIR
hHs, MBHEATATICEERET LD, MR
BhEEH) ICTREETN TV S Virtual Disk
Driver IR EEFEL, REMITAA—TI T 71V %
RSA47&£ LTI LT Windows 575+
ATBEVSIFELH DA,

AVE1—R—TALV IV IAETIE. B
SEMLE A EF T — 2R L TEEAHETED
BOKSICETAFEILEE (Srh7OvH-)
EMALTTNARICT IV ERTZOHEREH,
FD THNIESA 7 OT7 7 bRy Flc KU EE
ICEEAHBIENRETES,

MEBHGEATATICVAN LTT7IE2RT S
DTG A A=TJTF7AIVDEETHRIFT
BEWVSTETHNE. 74V IV IRY—IV
BYNATIVIT42DEELED, FAT 774
WIRTLL5WVWEETHDS! EWSHIE

Il Scan24MEE RHEX N

1. Who is Joe Jacob's supplier of marijuana and what is the address listed for the supplier?

2. What crucial data is available within the coverpage.jpg file and why is this data crucial?

3. What (if any) other high schools besides Smith Hill does Joe Jacobs frequent?

4. For each file, what processes were taken by the suspect to mask them from others?

5. What processes did you (the investigator) use to successfully examine the entire contents of each

file?

Bonus Question:

6. What Microsoft program was used to create the Cover Page file. What is your proof (Proof is the key

to getting this question right, not just making a guess).

-

L <1 http://www.microsoft.com/whdc/system/platform/firmware/fatgen.mspx

%2 http://chitchat.at.infoseek.co.jp/vmware/indexj.html
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