security 101

2001 6
Web
HP-UX CMW (Compartmented Mode Workstation)
HP Praesidium VirtualVault
2001
[é.ﬂ' Slide 1

Web

1986

1990

1996

1997

1999 5

&IT

International R&D

)

Ipsj.or.jp/)
(www.jnsa.org/)

WWW.pa.go.jp7)
03 s>

e

Copyright © 2001
HP

14

Page 1


さとう よしひろ


さとう よしひろ



security 101 2001 6 14

Web
TCSEC(
TCSEC CC(CommonCiriteria) 1ISO15408
1SO15408
TCSEC 1S015408
Unix  Windows NT
Web
[@? Slide 3
Web
1ISO15408
(TCSEC) (CTCPEC)| (ITSEC)
Common Common
CriteriaV1.d  Criteria V2.Q
2} side 4

Copyright © 2001

Hp Page 2



security 101 2001 6 14

Web

Web

N/

Copyright © 2001

HP Page 3



security 101

2001

Web

CCVv2

'98 pp75-80
( )
1998.12.21( ) & 1999.1.4( )
1ISO15408

( )
ISBN4-8222-2254-3

Web

TCSEC CMW

®TCSEC (Trusted Computer System Evaluation Criteria)
DDS-2600-5502-87

®CMWEC (Compartmented Mode Workstation E.C.)
DIA-CMW DDS2600-6243-91

\\ Pz OSF/1

TCSEC

A

SecureWare
— » | HP-UX

/ AN

A

POSIX P1003.6

Copyright © 2001
HP

14

Page 4



security 101

2001
Web
(Trusted System)
3
- (Confidentiality)
- (Integrity)
- (Availability)
[@? Slide 9
Web
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"Department of Defense Trusted Computer System Evaluation
Criteria”

( D, C1, C2, B1, B2, B3, Al)
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TCSEC Division/Class

D: No Access Control

C1: Identification and Authentication

C1: Discretionary Access Control

C2: Strict Password

C2: Auditing

B1: Labeling

B1: Mandatory Access Control

B1: Trusted Path

B2 : Least Privilege

B2 : Subject Sensitivity Labels (Labeling to all models)
B2 : Device Labeling (Labeling to all models)

B3: Trusted Facility Management (Security Administrator, 2K eyL ock)
B3: Trusted Recovery

B3 : Access Control List

CMW: Compartment Mode

CMW: Information Labels

Al : Trusted Distribution

Web

TCSEC

Identification and Authentication
Discretionary Access Control

ID
Least Privilege
Auditing
Labeling
Mandatory Access Control

Subject Sensitivity Label
/
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DevicelLabeling
Trusted Path

Trusted Facility Management

Trusted Recovery

Information Label

MaxSix
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(Password Management Criteria)
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Sensitivity Level Clearance
Authorization

(audit trail)
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DAC (C1) UNIX permission bits
DAC (B3) ACL’s (Access Control Lists)
MAC (B1) Sensitivity Labels ~ Sensitivity Level Clearance
Classifications
(cmw) Compartments

(cmw) Information Labels

*DAC: Discretionary Access Control
*MAC: Mandatory Access Control “automatic”
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Unix

User (sat 0)
[ R, W& Execut €]

G oup(sal es)
Read&Wi t e]

Q her [Read-only]

suzuki .tech
wite

$ chown sato:sales fil eA
$ chnod 764 fil eA

$ chnod u=rwx, g=rw, o=r fileA

Web

ACL’s (Access Control Lists)

User (sat 0)
R W&

ACL

(sat 0. %, r wx)
(%. sal es, rw)
(%. %, r)

(suzuki.tech, rw
(%. guest, -)
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ACL’s (Access Control Lists)

User (' sat 0)
[R W & Execute]

G oup(sal es)
Read&W it e]

Q her [ Read-onl y]

(sat 0. %, r wx)
(%. sal es, rw)

(%. %, r)

(suzuki . tech, rw
(%. guest, -)

ACL
$ chacl
$ | sacl
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BLS  Sensitivity Level
Classifying Information
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Classification  Compartment
Classification Compartment
TOP SECRET (TS) ||NATO
SECRET (S) ALPHA
CONFIDENTIAL (C) | |SIOP
UNCLASSIFIED (U) | |[ULTRA (UL)
SAC
* CMW TAC4 TRIDENT (TR)
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Trusted & Untrusted Programs
f A TCB
/ \ (Trusted

Computing

OO0 00~

Untrusted Trusted
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Trusted Window System
MAC
K2} siide 34
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Trusted Path

Trusted Chain

K2} siide 35
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Sensitivity Labels

- The Basics

- Making them
mandatory

- Directory Trees

- Working with SL’s

- Multilevel Directories
- | ife Under SI’s

Classification
Compartments

Clearance
cannot know even about existence
of the space you cannot access

A dominates B
if & only if

the class of A is higher than or equal to the class of B,

*% and *%

A contains all the compartments of B (and maybe more)
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MAC
Data Flow Control
Upgrade
Downgrade
Write-Up
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Directory Trees

Walking a Tree
Single-Level Trees
Multilevel Directories / Not-multilevel Directories
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Life Under Sensitivity Labels
Multilevel
Multilevel
spax
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Information Labels
Floating Rule
Files
Programs
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Markings
EX.

Shred

KeepOnSite

HandCarry

DoNotCopy

KeepOnSystem *

ExpiresMid92 *

EncriptForTransport *

NoCommlLine *

* Programs could also enforce!
K2} siide 41
Web
Authorizations
Privileges -
Authorizations - (credentials) :
ISSO
Command Authorization Effective Privilege
Kernel Authorizations Potential Privilege | Potential Privilege
Base-Privileges Granted Privilege
(Least Privilege)
K2} siide 42

Copyright © 2001
HP

14

Page 21



security 101 2001 6 14

Web
Trusted Chain

$ aut hs
chown upgrade witeup
$ auths -v
chown upgrade witeup
(Command aut hs avai |l abl e)
$ vi
:1sh
$ aut hs
$ auths -v
chown upgrade witeup
(Command aut hs unavai | abl e)
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Import & Export

N
L 4
K2} siide 45

Web

“Two Key” System

Standard “Roles”

Security Officer (ISSO)
System Admin

Operator

Network Security Officer

No “root” account

retire? or not?

create /

\ /
modify & maqdify
«~> A Y
General ISSO
Accounts Accounts
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Networking --- MaxSix
MaxSix 3.0

DNSIX 2.1 (DoDIIS Netowork Security for Information Exchange)
CIPSO (Commercial IP Security Option) by TSIG/IETF
RIPSO (Revised IP Security Option) by US DoD
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CMW

Classification

TOP SECRET (TS)
SECRET (S)

CONFIDENTIAL (C)
UNCLASSIFIED (U)

*CMW TAC4

Compartment

NATO
ALPHA

SIOP

ULTRA (UL)
SAC
TRIDENT (TR)
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Leakage (Covert Channels)

TCSEC

Covert Channels
Leakage
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Sensitivity Level  Labeling

Audit Trail

Dual Lock

PP(Protection Profile), ST(Security Target), EAL

invent
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