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# yum install epel-release
# yum install certbot python—certbot-apache

rilght (C) 2017 ¢ - & )  All Rights Reserved.




[#B D SSL #—/3—@WER Let's Ei
EETREICHR SSL (L% Goog

RN

323  SSL H—/N—iBREO/ERR

SSL 4 —/\—iEeAE (3.
322 Certhot 7 74TVt A VA F—IuTRwLlccertbot 7 T4 TV FEEITLIRATLE
To

2 2 T4, Apache httpd » DocumentRoot #% /var/www/www.mywebsite.jp (2
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# certbot certonly —webroot —w /var/www/www. mywebsite. jp/ —d www. mywebsite. jp
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WER 77 AIWEERLIT,
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n, 2oFIZERINTVS L) TT,

RN T\ D Web F— /X — 03 WA (A — ) — X )T
T--standalone; ¥15E 34 5BV TCL L I,

FXaAYb—toAsfEELIT.
Apache »3#%4& (4. DocumentRoot THE L T\ A/ XA TT,

HAZTTRIFIAHA A VL EFRELIT,
Apache o34 (3. ServerName THE L T\W\5 FAAVETT,

CENFFTROA—IVT FUAEIEELIT,
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certbot 7 7A TV FERETLSE, T TFIZRTLIIZA—IWT FVAENNTT ALY 12
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Saving debug log to /var/log/letsencrypt/letsencrypt. log
Enter email address (used for urgent renewal and security notices) (Enter '¢’ to

cancel) : *—JL7 FLRZAD

oA=IT FUAE,
BIERATEORPERSE IR LT N )THI R EAATNET,

e, FREOAGIAMI0 ALY > TV E T,

REANEAET 50 EMbrid, BETsroAle xnLIT,

Starting new HTTPS connection (1): acme-v01. api. letsencrypt. org

Please read the Terms of Service at

https://letsencrypt. org/documents/LE-SA-v1. 1. 1-August-1-2016. pdf. You must agree
in order to register with the ACME server at

https://acme—v01. api. letsencrypt. org/directory
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A=IWT FUVRE£ERT AL, EFFRERAFT0 I LR EIZOVT oA=L ERLEENNT
Wi,

A=Y TVArLIdbTT.,

A—IEGFRY Y], @URY G IEN]exh LI,

Would you be willing to share your email address with the Electronic Frontier
Foundation, a founding partner of the Let’s Encrypt project and the non—profit
organization that develops Certbot? We'd like to send you email about EFF and
our work to encrypt the web, protect its users and defend digital rights.
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Obtaining a new certificate
Performing the fol lowing chal lenges:
http-01 chal lenge for www. mywebsite. jp

Waiting for verification..
Cleaning up chal lenges

IMPORTANT NOTES:

- Congratulations! Your certificate and chain have been saved at
/etc/letsencrypt/ | ive/www. mywebsite. jp/ful [chain. pem. Your cert will
expire on 2017-11-19. To obtain a new or tweaked version of this
certificate in the future, simply run certbot again. To
non—interactively renew *al [* of your certificates, run “certbot
renew”

— Your account credentials have been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will
also contain certificates and private keys obtained by Certbot so
making regular backups of this folder is ideal.

- If you like Certbot, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt. org/donate
Donating to EFF: https://eff. org/donate-le

Using the webroot path /var/www/www. mywebsite. jp for all unmatched domains.

NTEAZTORATIIRT T,

= 24 /33

\

o




[#6H0 SSL #—/S—BEER Let's Eucrypt ORAAE Rev.09] Yo,
SETCAEICHNS SSL {E% Google ORTRtI =M ! | |

(2) SSLY—/S—AFRE < L5351
Let's Encrypt %3¢ 5 SSL v —/"—@EAE (1.
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# M CAEAE L (1.
FFERAE (FVIIVERE) 2RATTHREB. 62 QFORE0OIZRITT HEFLE
BE0 12T,
"HREERAE, cHhEVIT.
CA t (3 "Certification Authoritys » 8 <. RERH T EEKL LT,

FFERAZTEA VI —FKy P ETRAZRALITIROIERAINTE Y .
CHURETERATT S ERCELEZE 0L LERERLEVIT,

Mlzd . BSAROMERIRIELLT,

F—N—EAERREH(T etc/letsencrypt/archive/s wA T IZ4RTF ¥ 41,
3.

%322 (2R NRAEZYYRY v 7 )7 MR Enid,

YYRY 9TV T o) VT R,
SSLY—N"—@AEL T4 5V I LVERATERT SN T,

% 3.2-2 SSL 4 — /A —3E A E 0 4RTF/ A

7AW AR ZANAV
—N—3ERE letc/letsencrypt/live/ < £ A A % >/cert.pem
—N—3ERE lete/letsencrypt/live/ < £ A 4 ¥ % >/fullchain.pem
+ ¥ CAERE
MR letc/letsencrypt/live/ < F A 4 ¥ % >/privkey.pem
T CAEAE letc/letsencrypt/live/ < F A A ¥ % >/chain.pem
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# Is —| /etc/letsencrypt/|ive/www. mywebsite. jp/
total 4

-rw—-r—r— 1 root root 543 Apr 17 17:23 README

[ rwxrwxrwx 1 root root 44 Apr 17 17:23 cert.pem —> ../../archive/www. mywebsite. jp/certl. pem

[ rwxrwxrwx 1 root root 45 Apr 17 17:23 chain.pem —> ../../archive/www. mywebsite. jp/chainl. pem
[rwxrwxrwx 1 root root 49 Apr 17 17:23 fullchain. pem -

> ../../archive/www. mywebsite. jp/fullchainl. pem
[ rwxrwxrwx 1 root root 47 Apr 17 17:23 privkey. pem —> .. /.. /archive/www. mywebsite. jp/privkeyl. pem
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324  Apache 24 ~DE&TE
SSL 4 —/N—34EBAE o ME T 1= 5. Apache 2.4 [28FE ¥Bm L L7,

ssleconf DRIz F4EHIZ. TN XENBELIT,

+ SSLCertificateFile
+ SSLCertificateKeyFile
+ SSLCertificateChainFile

[/etc/httpd/conf. d/ssl. conf]

SSLCertificateFile /etc/letsencrypt/|ive/[H—s\—® K+ A >/]1/cert. pem
SSLCertificateKeyFile /etc/letsencrypt/|ive/[H—/3—®d KA A >1/privkey. pem
SSLCertificateChainFile /etc/letsencrypt/|ive/[H—/\—d KA A >/]1/chain. pem
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T FH T ALENHY) LT,

CRITESHFHEARE LTVAROHDL Y TT,

BENEHT(L. "certbotrenews IX Y FEEITT AL T Y,
BAZToRAMARE F = v 7 LT, HARCEA TV TVHIETEH L NI T,

T re, BPBSIZLREAE % 4T L 1= W54 (d T-forcerenewal, A 7YV s VEMFTTEITLIT.
L, AR LR HLLI T, CoA TV vEMFUFTHEAITYFERITLTILI D
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BT TA0LA LEEREIHRTLILBVTLL S,
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0 2 1 % % root /usr/bin/certbot renew && systemct| reload httpd
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<{script>
google_ad_client= “ca—pub—xxxxXxxxxxxxxx” ;
google_ad_slot= “yyyyyyyyyyy” :
google_ad width=300;
google_ad_height=250;
<{/script>
{script src="//pagead?. googlesyndication. com/pagead/show_ads. js“><{/script>

- ERFALEI—F

{script async

src="//pagead?. goog|esyndication. com/pagead/ js/adsbygoogle. js"></script>

<ins class="adsbygoogle”
style="display:inline—-block;width:300px;height:250px”
data-ad-cl i ent="ca—pub—XxXXXXXXXXXXxXX"
data-ad-slot="yyyyyyyyyyy”>

</ins>

<{script>
(adsbygoog | e=window. adsbygoogle || [1).push({});

<{/script>

HFrLWO—F<lE. URLIZRDLIIZ2DoD ATy Y 2TIYYIT,

EH#AL 42— k! "/Ipagead2.googlesyndication.com/pagead/show_ads.js"
FERIMALLE 2 — K "/pagead2.googlesyndication.com/pagead/js/adsbygoogle.js"
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