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PIFoiRiE{lcE=nz OS =ERALE LI,
- Windows Server 2008 R2 64bit
- Windows 7 Professional 64bit

- Windows XP Professional 32bit

x1. REHRR

0S Windows J7 A 74—l SMBv1
Windows Server 2008 R2 64bit B (TIAILK) B3 (TITAILK)
Windows 7 Professional 64bit 25 B (IAILK)
Windows XP Professional 32bit 30 B (ZIAILK)
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WannaCry #JHf (5 A 12 HCZ3) O EFERALUELURE. TFaUFT ARG (CRKDIRABHRER
Bz, KEXAREDEVNWSDOMELEYT (hyIRNEFEF1 VTR F4E),

- Ransom.Wannacry (Symantec)

- Ransom-O (McAfee)

- Trojan-Ransom.Win32.Wanna.m (Kaspersky)

- WORM_WCRY.A (TrendMicro-HouseCall)
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MD5 db349b97c37d22f5eal1d1841e3c89eb4

SHA1 e889544aff85ffaf8b0d0da705105dee7c97fe26

SHA256 24d004a104d4d54034dbcffc2a4b19a11f39008a575aa614ea04703480b1022c
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Qoops, your files have been encrypted!
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Your files will be lost on

Contact Us
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NILVO LTV REAEDBENS. UTDOXDREEZHRETETET.

FIED B AA D JEfE i dr D

R UKL, FITE 6 DKD(THFED RAA > DERIRERFHFT . TDER. TDRAAZ LR
BARNGEWEES, [21BRHEZE&#D] ZITVWET . BRESENTIEE. I TYILIOITOEE
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[W dns

&3 ~| Expression..
No. Time Source Destination Protocol  Length Info
7677 519.666373 192.168.25.9 192.168.25.1 DNS 109 Standard query 0xb@fa A www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com
7678 519.666658 192.168.25.1 192.168.25.9 DNS

125 Standard query response @xb@fa A www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com A 54,153.0.145

6. HED KX+ SADIEE

10



2. HERERZmHD

HRERZITDIZDH.
MnRZEERRUE T,

| arp

SSE0C Tokyo

P RLRAZZEBURNS

A=Y RO —=OTRILRTEZD

No.

4
5
51
52
53
5
]
5
57
58
59
60
62
63
83
84
85
86
87
88
89
9

S ®

o v &

Time

479.317745
492.929717
492.992052
493.054452
493.116860
493.117161
493.179286
493,241694
493.304166
493.304276
493.,366489
493.,366501
493.366628
493.,366672
493.491265
493.881191
493,881193
493.881511
493.881511
493,943932
494.,006137
494,068529

A Source
Vmware_95:09:
Vmware_82:18:
Vmware_82:18:
Vmware_82:18:
Vmware_82:18:
Vmware_95:09:
Vmware_82:18:
Vmware_82:18:
Vmware_82:18:
Vmware_9e:66:
Vmware_82:18:
Vmware_1c:62:
Vmware_1c:62:
Vmware_82:18:
Vmware_82:18:
Vmware_82:18:
Vmware_82:18:
Vmware_82:18:
Vmware_82:18:
Vmware_82:18:
Vmware_82:18:
Vmware_82:18:

Destination
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Vmware_82:18:23
Broadcast
Vmware_1c:62:4a
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

Protocol
RARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

ARP

Length
60
60
60
60
60
60
60
60
60
60
60
42
42
6
6
60
60
60
60
60
60
6

Ry

Info

Who is 00:0c:29:95:09:da? Tell 00:0c:29:95:09:da

Who has 192.168.25.27 Tell 192.168.25.10
Who has 192.168.25.37 Tell 192.168.25.10
Who has 192.168.25.47 Tell 192.168.25.10
Who has 192.168.25.57 Tell 192.168.25.10
Who has 192.168.25.107 Tell 192.168.25.5
Who has 192.168.25.67 Tell 192.168.25.10
Who has 192.168.25.77 Tell 192.168.25.10
Who has 192.168.25.87 Tell 192.168.25.10
Who has 192.168.25.107 Tell 192.168.25.8
Who has 192.168.25.97 Tell 192.168.25.10
192.168.25.9 is at 00:0c:29:1c:62:4a

Who has 192.168.25.10? Tell 192.168.25.9
192.168.25.10 is at 00:0c:29:82:18:23

Who has 192.168.25.117 Tell 192.168.25.10
Who has 192.168.25.27 Tell 192.168.25.10
Who has 192.168.25.67 Tell 192.168.25.10
Who has 192.168.25.77 Tell 192.168.25.10
Who has 192.168.25.127 Tell 192.168.25.10
Who has 192.168.25.137 Tell 192.168.25.10
Who has 192.168.25.147 Tell 192.168.25.10
Who has 192.168.25.157 Tell 192.168.25.10

7. REHLKTEED

3. SMBv1 DiESSEDER(CK > TREZILAT D
S D TEimARDA > -y b EDTJO—/ULIP 7KL X

M8 DLIIC. M2tEEMAZEHAD] THE
ZFFD TR (Cxt U T, TCP445 & (Zx LT SMBv1 MDRfESS

[X] ~| Expression... +

N2 &I UET,

| W smb [X] ~| Expression.. +
No. Time A Source Destination Protocol  Length Info
9 12.940527 192.168.25.7 192.168.25.255 BROWS... 258 Domain/Workgroup Announcement WORKGROUP, NT Workstation, Domain Enum

30 279.866036 192.168.25.10 192.168.25.255 BROWS... 243 Host Announcement WIN-JFKTTPFIFUL, Workstation, Server, NT Workstation, NT Server

72 493.366952 192.168,25.10 192.168.25.9 SMB 142 Negotiate Protocol Request

73 493.368549 192.168.25.9 192.168.25.10 SMB 185 Negotiate Protocol Response

74 493.368600 192.168.25.10 192.168.25.9 SMB 157 Session Setup AndX Request, User: .\

75 493.368642 192.168.25.9 192.168.25.10 SMB 197 Session Setup AndX Response

76 493.368686 192.168.25.10 192.168.25.9 SMB 149 Tree Connect AndX Request, Path: \\192.168.25.5\IPC$

77 493.368713 192.168.25.9 192.168.25.10 SMB 104 Tree Connect AndX Response

78 493.368750 192.168.25.10 192.168.25.9 SMB P.. 132 PeekNamedPipe Request, FID: 0x0000

79 493.368758 192.168.25.9 192.168.25.10 SMB 93 Trans Response, Error: STATUS_INSUFF_SERVER_RESOURCES

135 496.377343 192.168.25.10 192.168.25.9 SMB 191 Negotiate Protocol Request

136 496.377399 192.168.25.9 192.168.25.10 SMB 187 Negotiate Protocol Response

137 496.377478 192.168.25.10 192.168.25.9 SMB 194 Session Setup AndX Request, User: anonymous

138 496.377511 192.168.25.9 192.168.25.10 SMB 295 Session Setup AndX Response

139 496.377566 192.168.25.10 192.168.25.9 SMB 150 Tree Connect AndX Request, Path: \\192.168.56.20\IPC$

140 496.377594 192.168.25.9 192.168.25.10 SMB 114 Tree Connect AndX Response

142 496.377657 192.168.25.10 192.168.25.9 SMB 136 Trans2 Request, SESSION_SETUP

143 496.377668 192.168.25.9 192.168.25.10 SMB 93 Trans2 Response, SESSION_SETUP, Error: STATUS_NOT_IMPLEMENTED

232 499.388910 192.168.25.10 192.168.25.9 SMB 191 Negotiate Protocol Request

233 499.388943 192.168.25.9 192.168.25.10 SMB 187 Negotiate Protocol Response

234 499.419203 192.168.25.10 192.168.25.9 SMB 194 Session Setup AndX Request, User: anonymous

235 499.419237 192.168.25.9 192.168.25.10 SMB 295 Session Setup AndX Response
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6. HERICH T DR

SMBv1 Difegs e BAUZIREDMRZU T (ICERH LET .

6.1. MS17-010 OTF1 VT« BRITOTSLAZERATD

—EDINE (F SMBv1 DM ZEBRA L TR ZHAFT. TF1 VT BEHRITOISLAZERT
BDTET. KiEHHEERRICKIDIBERZBLIDCENTE S, RRIOERZHESHLEI[4].
R4 (THREELTZ OS & ENENOFRERFHARRNS 10 DIEERE UZROREE) ) 2 i&LE T,

&K 4. MS17-010 OtF1 U« EBRTOJS LZBREOES

0S T+ VU EH HERR (O T DZEEE)
JO03 A
Windows Server 2008 R2 64bit KB4012212 FETZITIRV(BERUIRVY)
Windows 7 Professional 64bit KB4012212 FEZZITIRV(REELIRWY)
Windows XP Professional 32bit KB4012598 FEEZITIRVLRER LUV

7. tERER(CX T DOhER

SMBv1 DRt Z B UIci#ER ZElE 3 STcbDFEZ LU T ICERHLE T,

7.1. SMBv1 O#ERH{EA> SMBv1 HMES/R— hODEATH

SMBv1 D5t e BAY DEEMZINLETDEHIC. EB\OFEZ D CIRFDO L. LUITFuhIanms
DERFRZEAT ST EZRET LTSN,

BImARDLE T SMBv1 Z 1L

BImARDETE T SMBv1 ZHENET DT LR LTSV FHICDNTEUATZSECULTLE
=0

% [SMB ©—/\—T SMB O hI)LZ2BM/EHCTDHE] & [SMB U577 KT SMB '
hILEBER/ENCTDE] HDFIH. KNFHEDOERICKIDEERZN LT DHICE
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[SMB H—/{—— SMB JO h)LZBE/BHNCIT DHE] ZEMLTIIZE,
How to enable and disable SMBv1, SMBv2, and SMBv3 in Windows and Windows Server
https://support.microsoft.com/ja-jp/help/2696547/how-to-enable-and-disable-smbv1,-

smbv2,-and-smbv3-in-windows-vista,-windows-server-2008,-windows-7,-windows-

server-2008-r2,-windows-8,-and-windows-server-2012
F5I(C. SMBv1 DENLICDWTORREEHERZSEEH UET .

& 5. SMBv1 ZHER (C UTIBEDES

0S R (O T 2EE)
Windows Server 2008 R2 64bit FERZITIRVLRER LRV
Windows 7 Professional 64bit SEREZITIRVRER LRV
Windows XP Professional 32bit Windows XP T SMBv1 Z#3h{t 93

FEICDUVNTIERMERR. Windows 7
CRROIGEZBRUEEE [R3Y
IWOT T OWEEROESR] EFEUHER
ERD. MMt eERT IWEZINL
ITRIZEMNTERh DI,

7 A 70 A—)UIdE&RFAWNTZR— SOERR

SMBv1 AMES/R— b (TCP 139 FE° TCP 445 HFRXE) (LI DBEZEMI D EEHITI,

+ 6 (&, Windows D/X\—=VFILT 7 A7 I A4 —)LDtEEZ LT, SMB BEZEI I DR EICL TR
AEITOICAER T,

128, SMBv1 MEDSR— hE. T7AIHBYOTY 25 —DT7 IR ETEODNTLSAJEEEN D
DFEIDT. EB\OHEZ DRI L THMSEMLTIZE0N,
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& 6. SMBv1 ZHER) (C UIRDEFS)

0S NS S IR DSy D= MR CXT I 228
dDIL—)L
Windows Server 2008 R2 64bit | J7(ILETU I —DHE | FZEZTITD(RERT D)
(SMB %42) MOEI I DEKECIRDTNT
XTI AL N TERT D B, ERCEHEERMIBLTSE

oz

Windows 7 Professional 64bit

IJ7AILETIS—DHE

BT TRV UIRY)

(SMB 545)
X7 I A N TERTT S
Windows XP Professional 32bit | 7 AILETUAI—DHE | FZEZTIFRVREER LR
XTI A )L NTERY D

7.2. RDP s

UE— RO MY TZERATHERALUTOVRWES(E. RDPEEIMEIT DT Ex@stL T EE, 5F
HICDWTIEATZSE(CLTLIEELY,

UE—h XU MYT B—EXEHRZ®\NCTD
https://technet.microsoft.com/ja-jp/library/cc731588(v=ws.11).aspx

FREI7ATIOA—IVIREZRANT, RDPAMES/R— b (TCP 3389 &F 73&) (CH I DBEZERTI
BTEBIRFUTLES W EBICHEZREITNEENSDDCH. +DIFT A MNEEMDD ZEA T
BELEHEDOUET.
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(SMB/RDP) % iy
F 713, SMB/RDP% #E3h1k

DtF2UTF(8RAET
exe7 7 A NDERME EDA
EBlhx—LEROy S

/4

A R—=3y b ~NEEESR @NEB7 74T I+ —LT

IhTungEnwaryeL—% T E##{E (SMB/RDP)
% T

9. XRDHI

8. WILOI7ORHICEI T B1EHk

T7A)V& I\ ERECATRIBIRICDOVNTIE. UATFESECLTIZE,
https://www.us-cert.gov/ncas/alerts/TA17-132A

BIEFXRAAIRECEATDERICDOVNTIE. UTFZESECLTIZE,
https://securingtomorrow.mcafee.com/executive-perspectives/analysis-wannacry-

ransomware-outbreak/
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9. &&I5Hk

[1] Alert (TA17-132A) Indicators Associated With WannaCry Ransomware
https://www.us-cert.gov/ncas/alerts/TA17-132A

[2] S>YADI)7 "WannaCrypt" (CE8Y 2FEMEC
https://www.jpcert.or.jp/at/2017/at170020.html

[3] An Analysis of the WannaCry Ransomware Outbreak
https://securingtomorrow.mcafee.com/executive-perspectives/analysis-wannacry-

ransomware-outbreak/

[4] 2OV b~ a1V 18k MS17-010 - B2
https://technet.microsoft.com/ja-jp/library/security/ms17-010.aspx

[5] Use a Zero Trust Approach to Protect Against WannaCry
https://blogs.vmware.com/networkvirtualization/2017/05/use-zero-trust-protects-

against-wannacry.html/

[6] WannaCry Ransomware Outburst

https://www.enisa.europa.eu/publications/info-notes/wannacry-ransomware-outburst

[7] BBC News : WannaCry ransomware cyber-attacks slow but fears remain

http://www.bbc.com/news/technology-39920141

[8] Carmaker Nissan says UK plant hit by cyber attack
http://www.reuters.com/article/us-cyber-attack-nissan-idUSKBN1890EK
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