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location.href = url;
location.assign( url );
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// bad code. URLAAD#KLDEASZXDURLE L TERRT B,

// http://example.jp/#next R &,

var url = "/" + location.hash.substr(1); // [/next) (C#ZH]
location.href = url;
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// URLFRD#EL D EAZRDURLE L TR Do

// http://example.jp/#next 72 &,

const pages = { next:"/next", foo:"/foo", bar:"/bar" };

const hash = location.hash.substr(1);

let url = pages[ hash ];

if (url === undefined || !pages.hasOwnProperty[hash])
url = "/notfound";

location.href = url;
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const url = location.origin + "/" + location.hash.substr(1);
location.href = url;
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const url = new URL( text, location.href);

location.href = url;
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// bad code
// http://example.jp/#<img src=0 onerror=alert(1)>
<html>
<script>

document.write( location.hash.substring(1) );
</script>
</html>
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<html>
<script>

</script>
</html>

document.write( location.hash.substring(l) );
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<html>
<script>

document.write( location.hash.substring(1l) );
</script>
</html>
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//http.//example.]p/#<1mg src=0 onerror=alert(1l)>
<html>
<script>

document.write( location.hash.substring(1l) );
</script>
</html>
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<html>

<script>

document.write( location.hash.substring(1l) );

</script>
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// bad code
document.write( location.hash.substring( 1 ) );

const text = document.createTextNode(
location.hash.substr( 1 )

);
document.body.appendChild( text );
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// bad code
var text = "...."; //E¥textlIWEEEHN I O—JLEEE
form.innerHTML =

'<input type="text" name="key" value="' + text + '">';

N IEITER" ><script>...</script "

const text = "...."; //Z#textiIWEEHN I FO—JLAJEE
const elm = document.createElement( "input" );
elm.setAttribute( "type", "text" );

elm.setAttribute( "name", "key" );

elm.setAttribute( "value", text ); // BMH(EZHRTET S
form.appendChild( elm );
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createTextNode, innerText, textContent
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» innerHTML, document.write, ...
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// bad code
// http://example.jp/#news DK DRURL T IR T B
/] /news DANA%ZXHRTHE L THTMLE L THA
var url = "/" + location.hash.substr(1);
var xhr = new XMLHttpRequest();
xhr.open( "GET", url, true );
xhr.onload = function(){
document.getElementById( "news-list" ).innerHTML =
xhr.responseText
} )
xhr.send( null );
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// bad code

// http://example.jp/#news DL DRURLTF7 IR TS
/] /news DAA%ZXHRTHE L THTMLE L THA

var url = "/" + location.hash.substr(1);

var xhr = new XMLHttpRequest();

xhr.open( "GET", url,—tyye . )
xhr.onload = function(){ ek

document.getElementById( "news-list" ).innerHTML =
xhr.responseText

} )
xhr.send( null );
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// URLFD#LDEAZXDURLE L TERRT B,
// http://example.jp/#next 2 &,
const pages = { news:"/news", info:"/info", foo:"/foo" };
const url = pages[ location.hash.substr(1l) ];
if( url ){
xhr = new XMLHttpRequest();
xhr.open( "GET", url, true );
xhr.onload = function(){ elm.innerHTML = xhr.responseText; }
xhr.send( null );
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const url = location.origin + "/" + location.hash.substr(1);
if( url ){

xhr = new XMLHttpRequest();

xhr.open( "GET", url, true );

http://example.jp/redir?url=http://utf-8.jp/ DELSBA—T>
VAL IFZHFEL TLWBL
http://example.jp/#redir?url=http://utf-8.jp/ D&SHIEE T
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//bad code
// <a id="link">!) > o </a>
var url = "...."; /J/ZHurlU3IXEEHMN > ~O—)LEEE

var elm = document.getElementById( "link" );
elm.setAttribute( "href", url );

<a id="link" href="JENEagl I al08] "> ) > D </a>

// urlh® Thttp://1 Thttps://1 TRXBBEDHICIRE
if( url.match( /Ahttps?:¥/¥// ) ){
const elm = document.getElementById( "link" );
elm.setAttribute( "href", url );
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javascript:, vbscript:, data:,
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// bad code
var url = "javascript:alert(1)";
location.href = url; // XSS
location.assign( url ); // XSS

if( url.match( /*https?: ¥/¥// ) ){
locatoin.href = url;
1
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// http or https

}

const url = new URL( text, location.href );
if( url.protocol.match( /Ahttps?/ ) ){
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http://gihyo.jp/dev/serial/01/javascript-security/0005
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Masato Kinugawa Security Blog: jQuery Mobile 1.2
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