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location.href = url;
location.assign( url );
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// bad code. URLFRD#KX DEAZRDURLE L TRTT S,

// http://example.jp/#next 2 &

var url = "/" + location.hash.substr(1); // [/next) (2
location.href = url;

WEE |Lhttp: //example.jp/#/evil.utf-8.jp/BEICA—H—%FE
location.href = "//evil.utf-8.jp/"
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// http://example.jp/#next 7R &,

const pages = { next:"/next", foo:"/foo", bar:"/bar" };
const url = pages[ location.hash.substr(1) ] || "/notfound";
location.href = url;
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const url = location.origin + "/" + location.hash.substr(1);
location.href = url;
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const url = new URL( text, location.href );

if( url.origin === "http://example.jp" ){
location.href = url;
}
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// bad code
// http://example.jp/#<img src=0 onerror=alert(l)>
<html>
<script>

document.write( location.hash.substring(1l) );
</script>
</html>
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<html>
<script>
document.write( location.hash.substring(1l) );
</script>
</html>
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O—RELTEITINS

//http://example.jp/#<img src=0 onerror=alert(1l)>
<html>
<script>

document.write( location.hash.substring(l) );
</script>
</html>
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//http://example.jp/#<img src=0 onerror=alert(l)>
<html>
<script>

document.write( location.hash.substring(l) );
</script>
</html>
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» XFFIHSHTMLZER $H5UME JavaScript
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//http://example.jp/#<img src=0 onerror=alert(l)>
<html>
<script>

document.write( location.hash.substring(l) );
</script>
</html>
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d—FeLTRITIND

//http://example.jp/#<img src=0 onerror=alert(l)>

<html>

<script>
document.write( location.hash.substring(l) );

</script>
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»HTMLE R BFICE )72 DOMIZIE
» JavaScript TL A 3NBER)
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// bad code
document.write( location.hash.substring( 1) );

const text = document.createTextNode(
location.hash.substr( 1 )
i

document.body.appendChild( text );
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P T F AN/ =T THLEEED

// bad code
var text = "...."; //ZE¥textlIWEEEHI D> FO—)LPJEE
form.innerHTML =

'<input type="text" name="key" value=""' + text + '">';

N IEITER" ><script>...</script "

const text = "...."; //ZHtextlIWEEEHNI bO—JLBJEE
const elm = document.createElement( "input" );
elm.setAttribute( "type", "text" );

elm.setAttribute( "name", "key" );

elm.setAttribute( "value", text ); // BHE%®HRET D
form.appendChild( elm );
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createTextNode, innerText, textContent
» ETEDERE
setAttribute
PO BAPIZARRAEICERLGL
»innerHTML, document.write, ...
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pIEWVZinnerHTMLZEH I 33 HLWT—2X
HH 3

p =\ SHTMLETR ZXHRTE{FLHTMLAICHE
AT 5F

// bad code
// http://example.jp/#news DK DRURLT7 VRT3 L
/] /news DRB%ZXHRTHWS L THTMLE L THHEA
var url = "/" + location.hash.substr(1);
var xhr = new XMLHttpRequest();
xhr.open( "GET", url, true );
xhr.onload = function(){
document.getElementById( "news-list" ).innerHTML =
xhr.responseText

}
xhr.send( null );
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IXM LHttpRequest#ZFH TDXSS

PIREED http://example.jp/#/attacker.example.com/
DESHURLICHEE S 3oL TARLIZRES
H—/\HD'SHTMLETR AAO—RINTLES

// bad code

// http://example.jp/#news DX DRURL TV IR T 3B
// /news DRZB%ZXHRTHWS L THTMLE L THRA

var url = "/" + location.hash.substr(1);

var xhr = new XMLHttpRequest();

xhr.open( "GET", url,—tyye . y
xhr.onload = function(){ ek

document.getElementById( "news-list" ).innerHTML =
xhr.responseText

¥
xhr.send( null );
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yH—NBITERRBADOHTMLETE 27509
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innerHTMLZ{ESL H 4Ly

PR BB DY —/\UN TR TIHVEDS
URL%ZFEE T D

pA—=FINNE AL AN REBFR
» URLZEIEVARFTHFD
» BYATFDR XA R ESFBICHS TS
» URLA T U ZfE>THEXURLZ 4 Y
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PIFER - BEOY —/N\UANCIIEETIZTVES
9%
» URLZEIEJ R+ THD

// RRLRD#L DEAZIRDURLE L TERIT Do
// http://example.jp/#next =&,
const pages = { news:"/news", info:"/info", foo:"/foo" };
const url = pages[ location.hash.substr(1) ];
if( url ){
xhr = new XMLHttpRequest();
xhr.open( "GET", url, true );
xhr.onload = function(){ elm.innerHTML = xhr.responseText; }
xhr.send( null );
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PRER - BE DY —/N\UNIIRFETIBELES
9%
»URLAZBICE B DR AN B2 5T 57 AT =T
NEFAL I TFELTVBEREBEICREIN
TLESOTHEDEIHS AL

/] ®ED XL EWVWI—F
const url = location.origin + "/" + location.hash.substr(1);
if( url ){

xhr = new XMLHttpRequest();

xhr.open( "GET", url, true );

http://example.jp/redir?url=http://utf-8.jp/ DLSHBA—T>
VAL IZNFEL TLWBL
http://example.jp/#redir?url=http://utf-8.jp/ DELSHIEET
O SXHRTEEL TLES
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»URLDE R BFIEhttp(s)ICPRE

//bad code
// <a 1d= "11nk">t),/f7</a>

var elm = document.getElementById( "link" );
elm.setAttribute( "href", url );

var url = "...."; //ZHurlUIWEEH I FO—)LEJEE

ERLER MGl javascript:alert(1) IV MZZAIER

1f( url.match( /"https?: ¥ /¥ // ) )i

elm.setAttribute( "href", url );

// urlh® Thttp://1 Thttps://1 THREDIHZBEDHICREE

const elm = document.getElementById( "Llink" );
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» URLDE RIS http(s)ICPRRE
P IDAF— LD ADAXLGLESIC,
javascript:, vbscript:, data:,

><a>E,3f='§TJ)"C7&<Iocatlon7j'7 ST IRDIRIE

IcEHEE
// bad code
var url = "javascript:alert(1)";
location.href = url; // XSS
location.assign( url ); // XSS

if( url.match( /Mhttps?: ¥/¥// ) N
locatoin.href = url;
}
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»Chrome,Firefox THNISURLA T UMb
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1] HE

}

const url = new URL( text, location.href );
if( url.protocol.match( /*https?/ ) ){

// http or https

PIETIXaBRZE>TREDIEH EIRAIHE

p

—RI3E =

http://d.hatena.ne.jp/hasegawayosuke/20141030/p1
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YERAL TR SUDEH

» JavaScriptZ 1 73 DRESS XTI
Y EALTWBISTTIITSVDEFHZIBIETZL

Masato Kinugawa Security Blog: jQuery Mobile 1.2

BetaKimldFHAIAA TWLBTIT TXSSHESS EZEDF T

http://masatokinugawa.l0.cm/2012/09/jquery-mobile-location.href-xss.html

pF—NEIDIFILI T T7FEOERLFL
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PINETH—/NETITOTLWCE%ZJavaScript E
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hasegawa@utf-8.jp
% hasegawa@securesky-tech.com

(4 @hasegawayosuke

&y http://utt-8.jp/
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