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KERNEL32 8
GetProcA API GetProcAddress

KERNEL32.DLL WS2_32.DLL USER32.DLL  GetProcAddress API
KERNEL32.DLL DLL
LoadLibraryA

gethostname gethostbyname IP
GetSystemDefaultLangID 404h( ) 804h( )

GlobalFindAtomA CodeRedll
FFFFFFFFh Sleep
GlobalAddAtomA

GetTickCount
600 300

GetSystemDirectoryA cmd.exe
c:¥inetpub¥scripts¥root.exe c:¥progra”1¥common™ 1¥system¥MSADC¥root.exe C
c:¥explorer.exe D

24 Sleep ExitWindowsEx

API 100 Sleep GetSystemTime
34952 10 ExitWindowsEx

IP IP 1 254 s 1P

127 224 s IP

1/8
172
3/8

Sleep

o D explorer.exe GetWindowsDirectoryA
Windows Windows EXPLORER.EXE

HKEY_LOCAL_MACHINE¥SOFTWARE¥Microsoft¥Windows NT¥CurrentVersion¥Winlogon
SFCDisable FFFFFFIDh
HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Services¥W3SVC¥Parameters¥Virtual Roots
/Script 2 217
/MSADC C¥,217 /C d¥,217 /D
10 Sleep ( )

MS01-033 Microsoft

C:¥explorer.exe

C:¥Inetpub¥scripts¥root.exe

C:¥Program Files¥Common Files¥System¥Msadc¥root.exe
D:¥explorer.exe

D:¥Inetpub¥scripts¥root.exe

D:¥Program Files¥Common Files¥System¥Msadc¥root.exe

HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Services¥W3SVC¥Parameters¥Virtual Roots
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/Script 2 217 204
/MSADC 217 205
/C /D
C D explorer.exe

C:¥Inetpub¥scripts¥root.exe
C:¥Program Files¥Common Files¥System¥Msadc¥root.exe
D:¥Inetpub¥scripts¥root.exe
D:¥Program Files¥Common Files¥System¥Msadc¥root.exe
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