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» OWASP Kansai Local Chapter Leader

» OWASP Japan board member
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» http://utf-8.jp/ author of aaencode / jjencode
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» JavaScripttzFal) 7+ DERH 5
» http://gihyo.jp/dev/serial/01/javascript-security
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» DOM-based XSSH'H 3 &
» nodet¥gE = TR ICA TICTTRL
» webviewZ 7 ®window.open THIEM1L
» IR EICL>TnodeégED'FI FHBI RE
yEEI-RDEITHRIEE
» T7MILGRAET . O RER . BSetc
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» http://utf-8.jp/public/2016/0307/electron.pdf
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» Electron TODbXSSIZWeb7 I &DFEL
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»Electron BIRICIS BN R IREMIBIZ AL
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Yosuke HASEGAWA @hasegawayosuke aJHE
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» webview®%/'.webFrame APIZE

- HTML5j web platform #html5jplat
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yFRDnode-integrationZz &9 BKL5I2%G o7

mainWindow = new BrowserWindow( {
width: 600,
height: 400,
webPreferences: { nodeIntegration : false }

)

<webview nodeintegration src="data:text/html,
// LARTIEnodet&Be Z s@FIRVICHERMIC TS I
<script>
require('child_process').exec('calc.exe', ()=>{})
</script>
"></webview>

window.open('http://example.jp/', '', 'nodelntegration=1");
/] LAETIEnodetge = sR2d B ICBNIC TSI
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yFRDnode-integrationZz k&9 B3KLSIC%E o7

» Disable node on child window when disabled

on parent
https://github.com/electron/electron/pull/4897
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mainWindow = new BrowserWindow( {
webPreferences: { preload : "./preload.js" }

)

//preload.js
global.execCalc = function(){
require('child_process').exec('calc.exe', ()=>{})

};
<webview src=data:text/html,
<script>
execCalc(); // MU'H LAT8E
</script>
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preload#gE [2016-07-06]

PEF XML preload EEISHI X —T D

Od—RTEMET B9 1H.2016-07-06IRTED

v1.2.5TldpreloadtEgeH ENfEL TLVZEL Y,
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» https://github.com/electron/electron/blob
/master/docs/api/browser-
window.md#new-browserwindowoptions
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shell.openExternal

PANERT SO T ZRTOICEHNS

const {shell} = require('electron');
shell.openExternal('http://example.com/");

»shell.openExterenalld B3 7Ot X =& A]

shell.openExternal('c:¥¥windows¥¥notepad.exe');

» shell.openExternal\IlE/Mhttps?:¥/¥//DHETS
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»webviewRIZ3rd partyD[LEH ABIHE
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»iframe sandbox Ctop A\ M-
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<iframe sandbox="allow-scripts" src="3rdparty-ads">
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»shell.openExternal
» NER)> I D http(s) D FEERT B
P BREHIWNENDZRR
ILEREEEHDHEEIE<iframe sandbox>Ttop
DT 5%Zh Lk
» ISDILFIFFFDHBL D 7L

- NodeZ & 2185fRE #tng21



hetH

NILINEDOS
UTF-8.Jp



Question?

% hasegawa@utf-8.jp

(4 @hasegawayosuke

(&) http://utf-8.jp/
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